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Abstract

Rank-metric codes and code pairs play a central role in reliable and secure
communications in different practical settings, such as linear network cod-
ing or storage systems with crisscross errors. The behaviour of rank-metric
codes is in many cases analogous to that of classical codes, also referred to
as Hamming-metric codes. However, there exist numerous cases where rank-
metric codes present unexpected properties with no analogy in the Hamming
case. In this thesis, we explore the similarities and differences between rank-
metric codes and Hamming-metric codes and, from this analysis, we provide
new applications in the previously mentioned settings. The results and pa-
pers in this thesis fall into three categories:

1. In the first four papers, we study rank-metric nested code pairs and
their relative generalized weights. These parameters measure the se-
curity performance of the corresponding code pairs in linear network
coding and storage systems with crisscross errors.

We prove that all the well-known bounds for (relative) generalized
Hamming weights hold for (relative) generalized rank weights; we es-
tablish new characterizations of vector space isometries between code
pairs of different lengths preserving rank-metric properties (rank equiv-
alences); we introduce the notion of relative generalized matrix weights,
which extend relative generalized rank weights to code pairs that are
linear over the base field and which allow us to obtain the first universal
secure rank-metric list-decodable nested code pair; we estimate the gen-
eralized rank weights of reducible codes and prove that all rank-metric
linear codes with optimal generalized rank weights for fixed packet
and code sizes are reducible; and finally we provide rank-metric nested
code pairs with optimal communication overheads based on previous
studies.

2. In the next three papers, we study skew cyclic codes seen as rank-metric
codes. We provide bounds on their minimum rank distance analogous
to the shift bound and the Hartmann-Tzeng bound; we relate the lat-
tices of skew cyclic codes and vector spaces of roots of skew polyno-
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mials in an analogous way to that of classical cyclic codes and classical
polynomials; we introduce the notion of rank error-correcting pairs,
which give new bounds and decoding algorithms for certain rank-
metric codes that include skew cyclic codes; and finally we study when
skew cyclic codes of different lengths can be rank equivalent and/or
rank degenerate, which has no analogy in the Hamming case.

3. The last two papers form a more miscellaneous collection. In the first of
these papers, we study the asymptotic behaviour of sequences of ramp
secret sharing schemes, in terms of partial information leakage. This
is done by means of the relative generalized Hamming weights of the
corresponding code pairs. In the next paper, we study a fundamental
algebraic tool for future research on reliable and secure communica-
tions: We give a footprint-type bound on the number of common zeros
of ideals of polynomials and a given finite collection of their consecutive
Hasse derivatives.

The thesis is divided into two parts:

Part I is an introduction to the works included in this thesis. It contains
no proofs and is scarce in technical details. It mainly serves as an overview
and summary of the main results in the thesis.

Part II collects the papers constituting this thesis in their full form, which
have been either peer-reviewed and published, or are currently under review.



Resumé

Rang-metriske koder og kodepar spiller en central rolle for palidelig og sikker
kommunikationer i forskellige praktiske scenarier sdsom lineaer netvaerk-
skodning og distribueret lagring med crisscross-fejl. Rang-metriske koders
opforsel er i mange tilfeelde analoge med de klassiske koders — ogsa kendt
som Hamming-metriske koder. Imidlertid er der talrige tilfeelde, hvor rang-
metriske koder viser uventede egenskaber uden analogi til Hamming-tilfeeldet.
I denne afhandling udforsker vi ligheder og forskelle mellem rang-metriske
koder og Hamming-metriske koder, og vi bruger denne analyse til at give
nye anvendelser i de tidligere naevnte scenarier. Resultaterne og artiklerne i
denne athandling falder i tre kategorier:

1. I de forste fire artikler studerer vi rang-metriske indlejrede kodepar og
deres relative generaliserede veegte. Disse parametre beskriver sikker-
heden nar kodeparet anvendes i forbindelse med linezer netveerkskod-
ning og lagringsystemer med crisscross-fejl. Vi viser, at alle velkendte
greenser for (relative) generaliserede Hammingveegte ogsa geelder for
(relative) generaliserede rangveegte; vi giver nye karakteriseringer af
vektorrumsisomorfier mellem kodepar af forskellige leengder, som be-
varer rang-metriske egenskaber (rang-akvivalenser); vi introducerer et
koncept, som vi kalder relative generaliserede matrixveaegte, hvilket ud-
vider relative generaliserede rangveegte til kodepar, der er linezer over
grundlegemet, og gor det muligt at konstruere det forste universelle
sikre rang-metriske list-decodable indlejrede kodepar; vi evaluerer re-
ducerebare koders generaliserede rangvaegte, og vi viser, at alle rang-
metriske lineeere koder med optimale generaliserede rangveegte ned-
vendivis er reducerebare, nir pakkeleengden og kodestorrelsen er faste;
og til sidst angiver vi rang-metriske indlejrede kodepar med optimalle
kommunikationsoverhead ved hjeelp af tidligere resultater.

2. I de neeste tre artikler studerer vi skeev-cykliske koder set som rang-
metriske koder. Vi giver greenser for deres minimumsrangafstand, som
er analoge med shiftsgreensen og Hartmann-Tzeng graensen; vi relaterer
gitrene af vektorrum dannet af skeev-polynomiumsredder til skeev-cy-

\%



kliske koder, hvilket svarer til den kendte forbindelse mellem klassiske
polynomier og klassiske cykliske koder; vi introducerer et koncept, som
vi kalder rangfejlkorrigerende par, hvilket angiver nye graenser og ko-
rrigerende algoritmer for visse rang-metriske koder — inklussive skeev-
cykliske koder; og til sidst udforsker vi hvornar skeev-cykliske koder
med forskellige leengder kan veere rang-eekvivalente og/eller rang-de-
genererede, hvilket ikke har nogen analogi til Hammings tilfeelde.

3. De sidste to artikler udger en mere blandet samling. I den ferste af
disse studerer vi de asymptotiske egenskaber for felger af ramp se-
cret sharing schemes i forbindelse med delvis informationsaflytning —
dette gores ved at studere de tilherende folger af relative generaliserede
Hammingsveaegte. I den folgende artikel udforsker vi en grundleeggende
algebraisk veerktej med henblik pa fremtidig forskning i palidelig og
sikker kommunikation: Vi etablerer en slags fodaftryksgreense for an-
tallet af feelles redder af polynomier samt en endelig meengde af deres
fortlebende Hassesafledte.

Afhandlingen bestar af to dele:

Del I er en introduktion til afhandlingens arbejder. Denne del indeholder
ingen beviser, og alene fa resultater preesenteres her. Den tjener som overblik
og resumé af de vigtigste resultater i afhandlingen.

Del II bestéar af de artikler, som udger afhandlingen. De preesenteres i
deres fuld form, hvori de er blevet peer-reviewed og publiserede, eller hvori
de er under bedemmelse ved tidsskrifter.



Contents

Abstract iii
Resumé v
Thesis Details XV
Preface xvii
Acknowledgement xix
I Introduction 1
Introduction 3
1 Generalized weights and universal secure linear network coding 4
1.1 Preliminaries . ... .......... ... ... ..... 5
1.2 Equivalences and bounds for generalized rank weights . 7
1.3 Generalized rank weights of reducible codes . . . . . . . 10

14  Relative generalized matrix weights and universal se-
cure rank-metric list-decodable schemes . . . . ... .. 12

1.5  Universal reliable and secure coset coding schemes with
optimal communications overheads . . . ... ... ... 15
2 Rank-metric properties of skew cycliccodes . . ... ... ... 17
2.1 Preliminaries . . .. ... ...... .. ... .. ..... 17
2.2 Root spaces and bounds on the minimum rank distance 20
2.3 Rank error-correcting pairs . . . ... ... .. ... ... 22
2.4 Rank equivalences between skew cyclic codes . . . . . . 25

3 Secret sharing and further tools for raliable and secure com-
munications . . . ... ... Lo 28

3.1 Partial information leakage in asymptotically good se-
cretsharing . ... ... .. ... ... .. 0L 29

vii



I1

Contents

3.2 A footprint-type bound for consecutive Hasse deriva-

tives of polynomials . . . . ... ... ... ... .. ... 31
References . . .. . ... ... . ... ... ... 34
Papers 41
On the Similarities Between Generalized Rank and Hamming Weights
and Their Applications to Network Coding 43
1  Introduction . . .......... ... ... .. . .. .. ... 45
2 Definitions and preliminaries . . . ... ... .. ... ...... 47
2.1 Linear network coding model . . . . . . ... ... .... 47
22  Codes and coding schemes . . . ... ... ........ 48
2.3 Rank weights and rank supports . . . . .. .. ... ... 49
24 Trace codes, subfield codes and Galois closures . . . . . 51
3 Equivalent definitions of rank weights and generalized rank
weights . . .. ... . 52
3.1 The Hamming case . . . . .. ................ 52
32 Existing equivalent definitions . . . ... ... ... ... 52
3.3 New equivalent definitions . . . . ... ... ... ... .. 53
4  Equivalencesofcodes . ... .......... ... ... ..., 56
4.1 New characterizations . . . . ... ... ... ....... 56
42  Rank degenerateness and minimum length . . . . . . .. 60
5  Bounds on generalized rank weights . . . . . ... ... ... .. 61
51  Translating bounds on GHWs to bounds on GRWs . . . 61
52  Onthe Singletonbound . . . ... ... ... ....... 63
6  Rank-puncturing and rank-shortening . . . . . .. ... ... .. 66
6.1 The definitions . . . . ... ........ .. .. ..... 66
6.2  r-MRD characterizations . . . . ... ... ... ... ... 67
6.3 Informationspaces . . . . ... ... ... L L. 69
6.4  Computing rank-punctured codes . . . . ... ... ... 71
7 Securenetwork coding . . .. ... ... ... L L 72
7.1 Erasure correction and information leakage revisited . . 72
7.2 Error and erasure correction revisited . . . . . ... ... 75
A The role of ClL / C% in information leakage . . . . . .. ... ... 77
B Alternative proof of the duality theorem . ... ...... ... 78
C  Seeing errors as erasures . . . . . . . . .. .. ... ... 79
References . . . . .. ... ... ... ... 79
Generalized rank weights of reducible codes, optimal cases and re-
lated properties 83
1  Introduction . ........... ... ... .. ... ... 85
1.1 Main contributions . . . . ... ... L oo 86



Contents

1.2 Organization of the paper . . . .. ... ... ... .... 87
2 Definitions and preliminaries . . . . ... ... ... ... ..., 87
2.1 Rank-metriccodes . . .. ... ... . ... ... ... ... 87
2.2 Universal secure linear network coding . . . . . ... .. 88
2.3  Generalized rank weights and information leakage . . . 89
24  Existing MRD code constructions . .. .......... 90
2.5 Reducible codes and reductions . . . ... ... ..... 91
3 Bounds on GRWs of reducible codes and exact values . . . .. 92
4  MRD reducible codes with MRD main components, and their
GRWs . . ... 95
4.1 Definition of thecodes . . . . . .. ... ... ... . ... 95
42  Estimates and exact values of their GRWs . . ... ... 98
43  Comparison with other MRD codes . . . .. ... .... 99
5  All Fyn-linear codes with optimal GRWs for all fixed packet
andcodesizes . . . ... ... Lo o 100
6  Stronger security of reduciblecodes . . . .. ... ... ... .. 103
7 Related properties of reduciblecodes . . .. ... ... ... .. 106
7.1 Cartesian product conditions . . . . ... ... ... ... 106
72 Rank degenerate conditions . . . . . ... ... ... ... 107
7.3 Duality and boundson GRWs . . . ... ... ... ... 108
74 MRDrank . ......... ... .. ... .. 0. 109
7.5  Particular constructions . . ... ... ... ... ... .. 111
8  Conclusion and open problems . . . . ... ... ......... 112
A Uniqueness of reductions . . . . ... ..... ... .. ..... 113
References . . . . .. ... ... .. ... 115

Relative generalized matrix weights of matrix codes for universal

security on wire-tap networks 119
1  Introduction . ........... ... ... .. ... .. ... 121
1.1 Notation . . ... ...... ... .. ... ... ... 122
1.2 Our motivations . . ... ... ... ... ......... 123
1.3 Related works and considered open problems . . . . . . 124
14 Our contributions and main results . . . ... ... ... 125
1.5 Organization of the paper . . . . . ... ... ... .... 126
2 Coset coding schemes for universal security in linear network
coding . .. ... ... 127
2.1 Linear network coding model . . . . . ... ... ... .. 127
2.2 Universal secure communication over networks . . . . . 127
23  Coset coding schemes for outer codes . . . . . ... ... 128
3 New parameters of linear coset coding schemes for universal
security onnetworks . . .. ... oL Lo 129
3.1 Rank supports and rank support spaces . . . ... ... 130

3.2 Definition and basic properties of the new parameters . 132

ix



Contents

3.3  Measuring information leakage on networks . . . . . . . 134

4  Optimal universal secure linear codes for noiseless networks
and any packetlength . . .. ... ... ... .. .. .. .. ... 136

5  Universal secure list-decodable rank-metric linear coset coding
schemes . ... ... ... .. ... .. . . 137
51 The construction and its main properties . . . . . .. .. 138

52 Comparison with optimal unique-decodable linear coset
coding schemes based on MRD codes . . . . . ... ... 141
5.3  Near optimality of the obtained construction . . . . . . . 141

6  Security equivalences of linear coset coding schemes and min-
imum parameters . . . ... ... 144
6.1 Security equivalences and rank isometries . . ... ... 144
6.2  Minimum parameters of linear codes . . . . ... .. .. 147
6.3  Degeneratecodes . . . .. ... ....... ... ... .. 149
7 Monotonicity and Singleton-type bounds . . . . ... ... ... 149
7.1 Monotonicity of RGMWs and RDRPs . . . .. ... ... 150
7.2 Upper and lower Singleton-type bounds . . . . ... .. 151

7.3 Linear codes attaining the bounds and whose dimen-
sions are divisible by the packetlength . . . . ... ... 152
8  Relation with other existing notions of generalized weights . . 154
8.1 RGMWs extend relative generalized rank weights . . . . 154
8.2  RGMWs extend relative generalized Hamming weights 156
8.3  Relation with Delsarte generalized weights . . . . . . .. 157
9  Conclusion and open problems . . . . .. ... .......... 160
A Dualitytheory . . . . ... ... . 160
B Construction of explicit subspace designs . . . . . ... ... .. 164
C  Proofof TheoremC.4. . ... ... ... ... ... ... .... 165
D Matrixmodules . . ... ... .. .. .. .. o 0L 167
References . . . . . ... .. .. .. ... 168

Universal secure rank-metric coding schemes with optimal commu-

nication overheads 173
1  Introduction . ... ....... . ... .. .. .. . 175
2 Information-theoretical setting and preliminaries . ... .. .. 177
21  Coherent linearized channels and coset coding schemes 177
2.2 Using linear codes over the extension field . . . . .. .. 179
3  Communication overheads in coherent linearized channels . . . 181
4 A general construction based on linear rank-metric codes . . . 183
41 Description of the construction for Theorem D.1. . . . . 184
42 Proof of Theorem D.1 . . .. ... ... ... .. ..... 186
5  MRD codes and coset coding schemes with optimal communi-
cationoverheads . . ... ........... ... ... ... .. 188
51 Coset coding schemes based on Gabidulin codes . . . . 188



Contents

52  Coset coding schemes based on MRD cartesian products
6 Applications . . .. ... ... L oo
6.1 Universal secure linear network coding . . . . . ... ..

6.2 Secure distributed storage with crisscross errors and
EIASULES . . . v v v vt e

7 Conclusion and open problems . . . . ... ............
A Proofof LemmaD.15......... ... ... ... ... ...,
References . . .. ... ... .. .. .. ...

On the roots and minimum rank distance of skew cyclic codes

1  Introduction . . .......... .. ... .. ... L ...

2 Definitions and preliminaries . . . . ... ... ... ... ...,
2.1 Finite field extensions used in thiswork . . ... .. ..
2.2 Rank-metric codes and generalized Gabidulin codes . .
2.3 Linearized polynomials . . . . ... ............
2.4 Skew cyclic codes: Generator and check polynomials . .
2.5  The assumptions on the lengths of skew cyclic codes . .

3 Root spaces and cyclotomic spaces . . . ... ... ... ... ..
3.1 The root space associated to a skew cyclic code . . . . .
32  Cyclotomicspaces . . ....................

4 The lattices of 4"-cyclic codes and g"-root spaces . . . ... ...
41 The lattice anti-isomorphism . . . ... ... ... ....

190
191

211

42 Skew cyclic complementaries and idempotent generators 212

43  Rank equivalences and lattice automorphisms . . . . . .
5  Bounds on the minimum rank distance . ... ..........
51 The rank-shift and rank-Hartmann-Tzeng bounds . . . .

52 Rank-BCH codes from normal bases are generalized
Gabidulincodes . . ... ...... ... .. .. .. ...

6  General [Fj-linear skew cyclic codes: Connecting Hamming-
metric cyclic codes and rank-metric skew cyclic codes . . . . . .
6.1  Hamming-metric cyclic codes are rank-metric skew cyclic
codes . . . ... ...
6.2  MRD skew cyclic codes and MDS cyclic codes . . . . . .
References . . . . .. ... ... .. ...

F Rank error-correcting pairs

1  Introduction . .. ... ... ... .. ... ... L ..
2 Preliminaries. . . .. ... ... ... ... ... L.
2.1 Notation . . ... ...... ... ... .. ... ...,
22 Rank-metriccodes . . ... ... ... ...........
2.3  Hamming-metric codes as rank-metric codes . . . . . . .
2.4 Error-correcting pairs for the Hamming metric . . . . .
3 Vector products for the rank metric . .. ... ..........

Xi

214



Contents

4  Rank error-correcting pairs . . ... ... ... ... ... ... . 238
4.1 Using the extension inner product . . . . ... ... ... 240
42  Using the base inner product . . . ... ... ....... 244
5  The connection between the two types of RECPs . . . . . . ... 246
6  MRD codes and bounds on the minimum rank distance . . .. 247
7  Somecodeswithat-RECP. . . ... ... ............. 250
7.1 Hamming-metric codes with ECPs . . . . . ... ... .. 250
72 Gabidulincodes . .. ... ... ... .. ... ... ... 251
73  Skewcycliccodes . . . . ... L oL oL 253
References . . . . . .. .. ... ... ... 255
Rank equivalent and rank degenerate skew cyclic codes 259
1 Introduction . ............. ... ... .. . .. ... 261
2 Definitions and preliminaries . . . ... ... ... ........ 262
3  Lengths and Galoisclosures . . . . ... ... ... ........ 263
4  Using the conventional-polynomial representation of Galois clo-
SUTES . . o v v v i e e e e e e e e 266
5  Cyclic codes, conventional polynomials and root sets . . . . . . 270
6  Skew cyclic codes, linearized polynomials and root spaces . . . 274
7 Attaining the rank length by pseudo-skew cyclic codes . . . . . 279
References . . . . .. ... ... .. ... 281
On asymptotically good ramp secret sharing schemes 283
1  Introduction . .. ... .. ... ... ... ... .. 285
2 TheSingletonbound . . ... ... ... ..... .. .. ..... 289
3 Asymptotically good sequences of schemes from algebraic ge-
ometriccodes . . . ... ... L oo 292
4  RGHWs and GHWs of algebraic geometric codes . . . ... .. 293
5  Asymptotic analysis for algebraic geometric codes . . . . . . .. 295
6  The parameters A1) (e;) and A®)(e,) for algebraic geometric
code based schemes. . . . ... ... ... .. .. .. .. .. ... 298
References . . . . . .. .. ... ... ... 300
1 Proof of Theorem H2 ... ... ... ... ... ... ... ..... 302
Bounding the number of common zeros of multivariate polynomials
and their consecutive derivatives 307
1  Introduction . ............ .. .. .. .. .. ... 309
2 Consecutive derivatives . . . ... ... ... ... ......... 311
3 The footprint bound for consecutive derivatives . . . . ... .. 312
3.1 The generalbound . . . . .. ....... .. .. ..... 313
32 Some particularcases . . . .. ... ..o L 314
3.3  Interpreation of the bound and illustration of the set
ALZ) oo 316

Xii



Contents

34  Sharpness and equality conditions . . . . ... ... ... 318
4  Applications of the footprint bound for consecutive derivatives 320
41 Alon’s combinatorial Nullstellensatz . . . .. ... ... 320
42  Grobner bases of ideals of zerosinagrid . . . . ... .. 322
43  Hermite interpolation over grids with consecutive deriva-
tives . . .. 324
44 Evaluation codes with consecutive derivatives . . . . . . 326
45  Bounds by DeMillo, Lipton, Zippel, Alon and Fiiredi . . 327
4.6  The Schwartz-Zippel bound on the whole grid . . . . . 329
5  The Schwartz-Zippel bound for weighted multiplicities . . . . . 329
51 Thebound . . . . . ... ... .. .. .. .. L. 329
52  Sharpness of thebound . ... ... ............ 331
53  Comparison with the footprintbound . . . . . . ... .. 332
A Proofof Lemmal9 ... ....... ... ... .. ... . ..., 333
References . . . . .. ... ... .. ... 334

xiii



Contents

Xiv



Thesis Details

Thesis Title: Topics on Reliable and Secure Communication using

Rank-Metric and Classical Linear Codes

PhD Student: Umberto Martinez-Pefias

PhD Supervisors: Professor Olav Geil, Aalborg University

Associate Professor Diego Ruano, Aalborg University

List of papers:

[A]

[B]

[D]

U. Martinez-Pefias, “On the similarities between generalized rank and
Hamming weights and their applications to network coding,” IEEE
Transactions on Information Theory Vol. 62, No. 7, pp. 4081-4095, July
2016.

U. Martinez-Pefas, “Generalized rank weights of reducible codes, op-
timal cases and related properties,” Accepted in IEEE Transactions on
Information Theory, 13 pages.

Parts of this work appeared in: Proc. 2016 IEEE International Sympo-
sium on Information Theory (ISIT), July 2016, pp. 1959-1963.

U. Martinez-Pefias and R. Matsumoto, “Relative generalized matrix
weights of matrix codes for universal security on wire-tap networks,”
Submitted to IEEE Transactions on Information Theory, 21 pages.

Parts of this work appeared in: Proc. 54th Annual Allerton Conference
on Communication, Control, and Computing, 2016, pp. 800-807.

U. Martinez-Pefias, “Universal secure rank-metric coding schemes with
optimal communication overheads,” Submitted to Cryptography and Com-
munications, 21 pages.

Parts of this work appeared in: Proc. 2017 IEEE International Sympo-
sium on Information Theory (ISIT), June 2017, pp. 2761-2765.

XV



Thesis Details

[E] U. Martinez-Penas, “On the roots and minimum rank distance of skew
cyclic codes,” Designs, Codes and Cryptography Vol. 83, No. 3, pp. 639—
660, 2017.

[F] U. Martinez-Pefias and R. Pellikaan, “Rank error-correcting pairs,” De-
signs, Codes and Cryptography Vol. 84, No. 1-2, pp. 261-281, 2017.

[G] U. Martinez-Pefias, “Rank equivalent and rank degenerate skew cyclic
codes,” Advances in Mathematics of Communications Vol. 11, No. 2,
pp- 267-282, 2017.

[H] O. Geil, S. Martin, U. Martinez-Pefias, R. Matsumoto and D. Ruano,
“On asymptotically good ramp secret sharing schemes,” Submitted to
IEICE Trans. Fundamentals, 10 pages.

Parts of this work appeared in: Proc. 9th International Workshop on
Coding and Cryptography (WCC), April 2015.

[1] O. Geil and U. Martinez-Pefias, “Bounding the number of common ze-
ros of multivariate polynomials and their consecutive derivatives,” Sub-
mitted to Combinatorics, Probability and Computing, 26 pages.

XVi



Preface

This thesis has been submitted as a collection of papers for assessment in
partial fulfillment of the Doctor of Philosophy at the Department of Mathe-
matical Sciences, Aalborg University, Aalborg, Denmark. This PhD has been
conducted in the period from September 2014 to August 2017 under the su-
pervision of Professor Olav Geil and Associate Professor Diego Ruano.

This thesis contains two parts. Part I is an extended summary of the con-
tributions obtained in this PhD. Parts of the papers constituting this thesis
have been used directly or indirectly in the extended summary. Part II con-
tains the papers in their full form, which have been either peer-reviewed and
published, or submitted and under revision at the moment.

Xxvii



Preface

Xviii



Acknowledgement

First of all, I would like to express my most sincere gratitude to my super-
visors Professor Olav Geil and Associate Professor Diego Ruano for all their
help and support. Olav and Diego introduced me to this field of research
and its many ramifications, provided me with invaluable advice and shared
with me important ideas in our very fruitful discussions.

I would also like to thank the Department of Mathematical Sciences at
Aalborg University, and my colleagues there, for all their help and support.

I would like to express my gratitude to Professor Ryutaroh Matsumoto
of Nagoya University and Professor Ruud Pellikaan of Eindhoven University
of Technology, who I met during their visits at Aalborg University, and who
provided me with invaluable help and deep insight in their fields of research.

I am also grateful to Professor Tom Heholdt of Aalborg University for his
continuous help and support.

I am thankful to Professor Daniel Lucani and Professor Muriel Médard
for hosting me during my visit at the Massachusetts Institute of Technology.

I wish to express my gratitude to Professor Frank R. Kschischang for his
hospitality during my stay at his research group at the University of Toronto.
I am especially grateful for our fruitful and revealing discussions.

I also owe thanks to Dr. Relinde Jurrius for inviting me to visit the Uni-
versity of Neuchatel. I would like to thank her and Dr. Alberto Ravagnani
for our very helpful discussions.

Last but not least, I wish to express my deepest gratitude to my family,
to my old friends from Spain and to all the new friends I have made during
this period, both in Denmark and around the world.

Finally, I gratefully acknowledge the support from The Danish Council
for Independent Research for Grant No. DFF-4002-00367 (“How Secret is a
Secret?”), which supported my PhD studies, and Grant No. DFF-5137-00076B
(“EliteForsk-Rejsestipendium”), which supported, among others, my visits at
the Massachusetts Institute of Technology and the University of Toronto.

Umberto Martinez-Perias
Aalborg University, September 11, 2017

Xix



Acknowledgement

XX



Part 1

Introduction






Introduction

Reliability and security are desirable in many different communication or stor-
age scenarios. Historically, many of such scenarios were modelled under the
Hamming metric. Recently, new types of communication channels and stor-
age systems have required other types of metrics. This is the case of the
rank metric, which is suitable for reliable and secure linear network coding or
distributed storage with crisscross errors and erasures, among others.

Since the theory of Hamming-metric codes has been intensively studied
throughout the last century, many recent efforts have been made in the liter-
ature to obtain similarities between Hamming-metric codes and rank-metric
codes.

In this thesis, we further explore such similarities, and we obtain on the
way some new results for rank-metric codes that have no analogy in the
theory of Hamming-metric codes.

This Introduction serves as an overview of the main results obtained in
this thesis, and is organized as follows: The first section collects those results
concerning different notions of relative generalized weights and universal
security in linear network coding. The second section is devoted to the rank-
metric properties of skew cyclic codes and the related theory of rank error-
correcting pairs. The third section, which is of a more miscellaneous nature,
contains a study of the related problem of secret sharing based on relative
generalized Hamming weights, and it concludes with a new footprint-type
bound for common zeros of polynomials and some of their consecutive Hasse
derivatives.

Throughout this Introduction, we will mark those results taken from each
of our papers by its corresponding capital letter, as shown in the section
named Thesis Details.

Notation

Fix positive integers m, n and N, a prime power g, and denote by IF, the finite
field with g elements. For a field F, we denote by F"™*" the vector space of
m X n matrices over IF, and by IF" the vector space of column vectors of length



n over IF.
For a basis a1, a5, ..., 0, of Fgm over IFy, we define the matrix representation
map My - Fgn — [F{' " associated to the previous basis by
My (c) = (Ci,j)l<i<m,1<j<n/ (1)

where ¢; = (cj1,¢i2,-..,Cin) € Fy, fori=1,2,...,m, are the unique vectors
in IF} such that ¢ = Yo", ajci. The map My : IF:;m — " is an Fy-linear
vector space isomorphism.

Thus we will usually identify Ff,, and IFg*" throughout this Introduction.
Moreover, the rank metric in IFg”” can be extended to ]Fgm, via the map M,,
by defining the rank weight of a vector ¢ € Fj,, as wtgr(c) = Rk(Mg(c)).

In this Introduction, codes will be subsets of either IF’{;m or ]FZ””, whose
linearity properties are specified in each case, and whose dimensions will
be taken over the corresponding field, which will be understood from the
context.

Another concept that will be extensively used is that of Fyn-linear Galois

closed spaces and Galois closures, introduced in [61]:

Definition 0.1. We say that an Fn-linear vector space V C IFZM is Galois
closed if
Vi = {(v‘},vg,...,vﬁ) | (v1,02,...,04) €V} CV.

We denote by Y(]Fgm) the family of IF m-linear Galois closed vector spaces
in ]Fgm. Given an [F n-linear code C C ]Fg,,,, we define its Galois closure as

cr=yrted.

Observe that C* is the smallest IF;n-linear Galois closed space containing
the [Fym-linear code C C ]F;’m

1 Generalized weights and universal secure linear
network coding

In the theory of Hamming-metric codes, the concept of relative generalized
Hamming weights [42, 65] has been proven to be crucial to investigate the
robustness of secret sharing schemes [7, 57] or codes for wire-tap channels of
type II [48] against information leakage [40, 42, 65].

The concept of relative generalized rank weights [39, 45] has shown simi-
lar applications in universal secure linear network coding [39, 60]

In this section, we collect our main results concerning different notions
of relative generalized weights used to measure universal security in linear
network coding. These results are contained in Papers A, B, C and D, and
correspond to the first group of results mentioned in the Abstract.
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1. Generalized weights and universal secure linear network coding

1.1 Preliminaries

In this subsection, we collect the main results in the literature concerning
reliable and secure linear network coding.

Consider a network with one source and several sinks, of which we may
choose one to focus on. Let n and N be the number of outgoing links from
the source and the number of ingoing links to the chosen sink, respectively.
Assume that the source wants to transmit a message to the sink. To that end,
the source encodes the message into a collection of n packets of length m,
seen as a matrix C € [Fj'*", being each packet sent through each outgoing
link from the source. In this context, linear network coding [1, 37, 41] over the
finite field IF; is the process by which relay nodes in the network forward
linear combinations of the received packets. According to [37, Def. 1], the
sink is expected to receive the matrix

Y =CAT € 11:;"““,

where A € ]Fg\] *" is called the transfer matrix of corresponding source and
sink. For robustness and decentralization, it is desirable to choose A at ran-
dom by choosing the linear combinations randomly at each relay node (ran-
dom linear network coding [31]).

Reliability and security in this context was first considered in [10] and [11],
respectively. In [60], the authors consider for the first time coding tech-
niques to protect information simultaneously from link errors and link ob-
servations, independently and without knowledge of the underlying linear
network code. Hence such coding techniques are compatible with random
linear network coding.

According to the model in [60], we say that ¢ errors and p erasures happened
if the sink receives

Y =CAT+Ec "N,

for matrices E € ]F;”XN and A € ]Féw”, where t = Rk(E) and p = n — Rk(A),
and we say that y observations happened if the wire-tapper obtains
T mxu
CB €F; ",
for a matrix B € ]Ff;m.
The authors in [60] obtained optimal coding techniques when n < m by
using pairs of IFgn-linear Gabidulin codes in IFj, [21, 55] (one for reliability
and one for security) in a concatenated manner. In [39], nested coset coding

schemes are introduced in this context to apply pairs of codes in an integrated
way. The following is [39, Def. 7]:

Definition 0.2. A coset coding scheme over IF; with message set S is a family
of disjoint nonempty subsets of Fj'*", Ps = {Cx}xes-

5



For each x € S, choose uniformly at random a matrix C € Cx. Then C is
the encoding of x by the coset coding scheme.

We may use nested linear code pairs, introduced in [66, Sec. IIL.A], to obtain
coset coding schemes with linearity properties:

Definition 0.3. A nested IF;-linear code pair is a pair of IF;-linear codes C; &
C1 C Fj"™". We may define a coset coding scheme with message set S = IF¢,
¢ = dim(C1/Cy), based on such a code pair as follows: Choose an [F;-linear
subspace W C C; such that C; = C; ® W, define a vector space isomorphism
P ]Ff, — W, and finally define Cx = (x) 4+ Cy, for x € ]Fg.

Such coset coding schemes are called [F;-linear nested coset coding schemes
[39].

We may define similarly nested F;n-linear code pairs in IF,., by consider-
ingS = ]Fsm

In Paper A, it is shown that this defines a bijection between the family
of nested IF;-linear code pairs and the family of coset coding schemes with
message set S = ]Fg that are IF -linear in the following sense:

ﬂcx + bCy g Cax+by/

foralla,b € F; and all x,y € ]Ff,. Analogously for the [F n-linear case.

As explained above, we are interested in coset coding schemes that are
universally reliable and secure. The following definition is given in a more
general form in [60]:

Definition 0.4. Given positive integers t, p and u, we say that a coset coding
scheme Pg is:

1. Universally t-error and p-erasure-correcting if, for every A ¢ IFé‘] *1 with

Rk(A) = n — p, there exists a decoding function D 4 : ]Fg”N — S such
that D4 (Y) = x, for every x € S and every matrix of the form

Y = CAT + E,
where C € Cxand E € IFZ”N is such that Rk(E) < t.

2. Universally secure under y observations if
H(x|CBT) = H(x),
for every B € ]Ff;xn.

The universal error and erasure-correction capability of coset coding schemes
was obtained in terms of the rank metric chronologically in the following
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1. Generalized weights and universal secure linear network coding

works: First in [59, 60] when C; = {0}, then in [39, Th. 4] for nested IFgmn-
linear code pairs, and finally in Paper A for general coset coding schemes.
To state such result, we need to define the minimum rank distance of a coset
coding scheme Ps, which is given in Paper A:

dr(Ps) = min{Rk(C — D) : C € Cx, D € Cy,x £y},

where we denote dr(Cy,Cp) = dr(Ps) for nested coset coding schemes.
Then we may state the following result, which is proven in Paper A in a
slightly different form:

Theorem 0.1 ([A]). For positive integers t and p, a coset coding scheme Pg in
IFy">" is universally t-error and p-erasure-correcting if, and only if, 2t + p < dgr(Ps).

Universal security performance, as in Definition 0.4, is also measured by
the minimum rank distance, as proven in [60]. However, the concept of rela-
tive generalized rank weights, introduced independently in [39, 45] allows us to
give a deeper analysis on the information leakage to the wire-tapper:

Definition 0.5. Given nested [F;n-linear codes C» & C C ]Fgm, we define their
r-th relative generalized rank weight as

dr(C1,C2) = min{dim(V) : V € Y(FFu),
dim(C; NY) —dim(C, NV) > r},

forr=1,2,...,dim(C;/C,). For one [Fym-linear code C C ]Fgm, we define its 7-
th generalized rank weight as dg ,(C) = dr,(C,{0}), forr =1,2,...,dim(C).

It holds that dg 1(C1,Ca) = dr(Cq,C2) [34, 39, 53]. The following result is
proven in [39]:

Theorem 0.2. Given nested Fyn-linear codes C; G C1 C ]F;’m, it holds that dg ,(Cs-, Cll)
is the minimum number of links that an adversary needs to wire-tap in order to ob-
tain at least r units of information (number of bits multiplied by log,(q™)) of the
sent message, forr =1,2,...,dim(C1/Cy).

In particular, we deduce that the wire-tapper obtains no information about
the sent message when listening to less than dg(Cy,Cy) links in the network.

1.2 Equivalences and bounds for generalized rank weights

Theorem 0.1 is one of the main results in Paper A. Other results in that paper,
which we summarize in this subsection, establish new connections between
relative generalized rank weights and relative generalized Hamming weights.

Mainly, we obtain characterizations of vector space isomorphisms pre-
serving rank-metric properties between Fyn-linear codes. Using such isomor-
phisms, we are able to define relative generalized rank weights in terms of
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relative generalized Hamming weights. This will allow us to translate most
of the well-known bounds on the latter weights to bounds on the former
weights.

We will make use of the following alternative definition of relative gener-
alized rank weights given first in [34] for non-relative weights and extended
in Paper A to relative weights:

dr,(C1,C2) = min{wtg(D) : D C C;,DNCy = {0}
dim(D) = r},

forr = 1,2,...,dim(C;/C;), where we define wtg(D) = dim(D*), for any
[Fgn-linear subspace D C [Ff,. It can be proven that wtg(c) = wtg({c)), for
every ¢ € IFj.

We may now establish the characterizations mentioned above:

Theorem 0.3 ([A]). Given an Fm-linear vector space isomorphism ¢ : V — W,
where V € Y(]F:;m) and W € Y(]Fg:,,), the following are equivalent:

1. Ifc € Vand wig(c) = 1, then wig(¢(c)) = 1.
2. ¢ preserves rank weights, that is, wtr (¢(c)) = wtgr(c), for all ¢ € V.
3. For all Fgn-linear subspaces D C 'V, it holds that wtg (¢(D)) = wtr(D).

4. Foralld CV such that U € Y(ngm), it holds that ¢p(U) € Y(]Fg;n).

5. There exists p € ¥y and an Fqn-linear vector space isomorphism ¢V —
W such that ¢'(V[g,) € Wk, and $(c) = B¢’ (c), for every ¢ € V. Equiv-
alently, there exists a matrix A € ]ngnl and p € Wy such that ¢(c) = PeA,
for every c € V.

In such case, we will say that ¢ is a rank equivalence.

We recall that the equivalence between Items 2 and 5 in the previous
theorem was obtained first in [5, Th. 1] when V = W = ]Ff;m.

Observe that rank equivalences defined on the appropriate ambient spaces
preserve relative generalized rank weights and the full universal security per-
formance of Fyn-linear nested coset coding schemes by [39, Lemma 7].

Since every Fym-linear code C C Fj, is contained in some FF;n-linear Ga-
lois closed space, namely C*, we may use these spaces as ambient spaces for
the rank metric. Hence we may give the following definition:

Definition 0.6 ([A]). We say that two [Fn-linear codes C C IF}, and C' C F7,

. . . . v
are rank equivalent if there exists a rank equivalence ¢ between V and W
such that ¢(C) = C', where C CV € Y(F/,) and C' C W € Y(FL,).
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1. Generalized weights and universal secure linear network coding

Before stating our main results, we remark that the previous characteriza-
tions also allow us to prove the following: The last generalized rank weight
of an [Fn-linear code gives the range of all possible lengths n for which there
exists another [F n-linear code that is rank equivalent to the given one.

Proposition 0.7 ([A]). Given an Fyn-linear code C < Iy, of dimension k and any

positive integer n', there exists an Fgm-linear code C' C ]FZ,/,1 that is rank equivalent
to C if, and only if, ' > dg x(C).

We may now give following interesting connection between relative gen-
eralized rank weights and relative generalized Hamming weights, introduced
in [42, 65]:

Theorem 0.4 ([A]). Given nested IFym-linear codes Cy & C1 C ]Fgm, it holds that

dR,r(le Cz) = min{dH/r((P(Cl),(P(Cz)) YR IFgm — ]FZ”’

is a rank equivalence},

where dy (D1, Dy) denotes the r-th relative generalized Hamming weight [42, 65]
of nested IFgm-linear codes D & Dy C IF;‘m, forr=1,2,...,dim(Dy/D,), that is,

dH,r(DLDZ) = 1’1’111’1{#1 1 C {1,2,.. .,Tl},
dim(D1NVy) —dim(D, N Vy) > 1},

where Vi = {(c1,¢2,...,¢n) 1 ¢; =0,Yi ¢ I}, for a subset I C {1,2,...,n}.
This result is used in Paper A to prove the following theorem:

Theorem 0.5 ([AD. Fix numbers ¢ and 1 < r,s < {, and functions fys,grs :
IN — R, which may also depend on n,m,{ and q. If g, s is increasing, then every
bound of the form

fr,s(dr(clr CZ)) > gr,s(ds (Clr CZ))

that is valid for relative generalized Hamming weights, for any pair of Fgn-linear
codes Co & C1 C ]Fgm with diim(Cy/Cy) = ¢, is also valid for relative generalized
rank weights.

We now give a list of bounds of this form, most of which are taken from
[62]. Among them, only monotonicity [39, Lemma 4] and its refinement [19,
Prop. 11.3] had been obtained before for (relative) generalized rank weights.
Fix positive integers 1 < r < s < /, and denote d; = dR,j(Cl,Cz), for all
j =12,...,¢ for nested Fyn-linear codes C; & C; C ]F;’m such that ¢ =
dim(C;1/C;). The following bounds can be directly translated from relative
generalized Hamming weights to relative generalized rank weights:



1. Monotonicity:
dI’Jrl Z d}’ + 1/

N

. Griesmer-type ( [62, Bound (14)]):
r—1 d
d}’ Z Z ’7",1”—‘ 7
i—0 19
3. Griesmer-type ( [62, Bound (16)]):

s—r (qm _ 1)dr
bzt |
4. [30, Th. 1] or [62, Bound (18)]:
(qms o 1)dr < (qms . qm(57r))ds,

5. [30, Cor. 1]:
(g™ —1)dy < (¢ —q""V)d,,

6. [19, Prop. IL.3]:
(qmr - 1)d771 < (qmr - qm)dr,

N

[62, Bound (20)]:

(g™ 1) (n — dy)

drzn— gm=s) —1

1.3 Generalized rank weights of reducible codes

In this subsection, we estimate the generalized rank weights of reducible codes,
introduced in [23], and show that all IF n-linear codes with optimal general-
ized rank weights, for fixed packet and code sizes, must be reducible. These
results are obtained in Paper B and have no analogy in the theory of general-
ized Hamming weights.

Reducible codes were introduced and defined in [23] as follows:

Definition 0.8. Fix positive integers I, k; and n;, for i = 1,2,...,], with n =
ny +np + - - -+ n;. We say that an IFym-linear code C C IFZM, of dimension k,
is reducible with reduction R = (Gl])llij i§<ll if it has a generator matrix of the
form o

Gi1 Gz Giz ... Gyi1 Gy
0 Gop Goz ... Goi1 Gy
0 0 Gzz ... G3,l,1 G3/1
G= . . . . . . s
0 0 0 S Glfl,lfl Glfl,l
0o 0 0 .. 0 Gy
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1. Generalized weights and universal secure linear network coding

where Gy € Fy ", fori=1,2,...,land j = i,i +1,...,I.

For a given reduction R as in the previous definition, we define the main
components of the code C as the IF;n-linear codes Cy,Cy, . . ., C; with generator
matrices Gy,1, Go, - - -, Gy 1, respectively, its row components as the Fyn-linear
codes C{ - ]Fgm with generator matrices

G, = (Or e /0/ Gi,i/ Gi,i+1r ey Gi,l)r

1

fori =1,2,...,1, and its column components as the Fym-linear codes 5] - ]FZ{n
generated by the matrices

G = (G, Gyj,---,Gj)",
forj=1,2,...,1, which need not have full rank.

When choosing n = Im and all codes C1,Cy,...,C; C ]F;’l,, as Gabidulin

codes [21, 55] of the same dimension k/, it holds that k = Ik’ and dg(C) =
m — k' +1, which is the maximum possible [23]. This is, to the best of our
knowledge, the only family of maximum rank distance Fyn-linear codes in
]F;’m whenever n > m. This idea can be extended, as we do in Paper B, to
obtain maximum rank distance IF n-linear codes for other families of param-
eters when n > m.

The following lower and upper bounds are given in Paper B and allow us
to estimate the generalized rank weights of reducible codes in terms of their
components:

Theorem 0.6 ([B]). Let notation be as in Definition 0.8, and set dg (D) = 0 for
an Fgm-linear code D. For every r = 1,2,...,k, we have that

dR,r(C) Z min{dR,,l (C]) + dR,rz (Cz) + -+ dR,rl (Cl)
cr=ri+ro+-41,0<r <k},

and

dr,(C) < min{dg,, (C) +dr,(C3) + - - +dr . (C))
cr=r1+r+--+1r,0<r <k}

Moreover, it holds that

dg,,(C*) < min{dgy (Ci) +drz, (C3) + - +dr 7 (CiH)

forr :A1,2,...,n—?, wheref]- = dim(CAjl),forj: 1,2,...,l,and%:ﬁ1 +%2+
otk
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Observe that the first of these bounds was already given in [23, Lemma 2]
forr =1.

On the other hand, if we fix the packet and code sizes, that is, m and k =
dim(C), and we allow 7 to vary, then all IF u-linear codes whose generalized
rank weights are all optimal must be reducible. To show this, we use the
following upper bounds given in Paper A:

Lemma 0.9 ([A]). Given an Fgmn-linear code C C ]Fgm of dimension k, for each
r=1,2,...,k—1, it holds that

1 <drs4+1(C) —dg,(C) < m.
As a consequence, for each r =1,2,...,k, it holds that
dr,(C) < rm.
The following result is proven in Paper B:

Theorem 0.7 ([B]). Throughout the theorem, fix positive integers k and m, and a
basis a1, a2, . ..,y of Fgm over IFy.

Define the IFgm-linear code Copt = C1 x C2 X -+ x € C ]Ff%, where all C; are
equal and generated by the vector (a1, a,...,0y) € IF;”W. Then dim(Cop¢) = k and
dr(Copt) = rm, forr =1,2,... k.

Conversely, let C C 7, be an IF gn-linear code of dimension k such that d , C) =
rm, for every r = 1,2,...,k. Then C is rank equivalent to the previous code
Copt C k. Moreover, the rank equivalence can be explicitly constructed in polyno-
mial time from any basis of C.

Such a decomposition theorem has no analogy in the theory of general-
ized Hamming weights.

1.4 Relative generalized matrix weights and universal secure
rank-metric list-decodable schemes

So far we have studied Fyn-linear codes in ]FZ,,,. In [53], a notion of gener-
alized weights is introduced for FF,-linear codes C C ]quxn, called Delsarte
generalized weights. However, its connection with information leakage was
proven in [53] only for [Fym-linear codes.

In this subsection, we introduce a notion of relative generalized weights
for nested F-linear codes C; & C; C ]F;”X” that measures their universal se-
curity performance in terms of worst-case information leakage as in Theorem
0.2. Such relative generalized weights can be defined over any field IF, which
mathematically plays the role of IF;. In addition, they coincide with Delsarte
generalized weights [53] when F = [F;, C; = {0} and m # n.

The results in this subsection are obtained in Paper C. We start with the
main definition:

12



1. Generalized weights and universal secure linear network coding

Definition 0.10 ([C]). Given nested F-linear codes C; ; C1 C F"™*" we de-
fine their r-th relative generalized matrix weight as

dpr(Cq,Cr) = min{dim(L) : £ C F",F — linear,
dim(C;NV,) —dim(Co NVp) > 1},

forr=1,2,...,dim(C;/C;), where we define
Ve ={VeF"”" :Row(V) C L},

for an F-linear subspace £ C F".
For one [F-linear code C C F"™*" we define its r-th generalized matrix
weight as dy;,(C) = dp,(C,{0}), forr =1,2,...,dim(C).

In this case, it is proven in Paper C that dj1(Cy,C2) = dr(Cy,Cz), which
extends [53, Th. 30] when both notions of generalized weights coincide.
We may now state a result analogous to Theorem 0.2:

Theorem 0.8 ([C]). Given nested Fy-linear codes Cy ; C, C IFng", it holds that
dm, (Cy, C-) is the minimum number of links that an adversary needs to wire-tap in
order to obtain at least r units of information (number of bits multiplied by log,(q))

of the sent message.
In this case, we define the dual of an Fy-linear code C C Fg™" as

ct={Dc¢ IFg Trace(CDT) = 0,VC € C}.

In particular, as in the IFjn-linear case, we conclude that the wire-tapper
obtains no information about the sent message when listening to less than
dr(C5,Cit) links in the network.

As expected, it holds that relative generalized matrix weights extend rel-
ative generalized rank weights. Moreover, due to the study on duality of
rank-metric codes given in [54], this shows that Theorem 0.8 extends Theo-
rem 0.2:

Theorem 0.9 ([C]). Let aq,az,...,ay be a basis of Fgm as a vector space over IFy.
Given nested TFyn-linear codes Cp ;Cé C, C ]Fgm, and integers 1 < r < dim(Cy/C3)
(over ]qu) and 0 < p < m — 1, we have that

dR,I’<Cl/ CZ) = dM,rmfp(Ma (Cl)/ Mu (CZ))/
where M, : ]F’;m — ]FZ”” isasin (1).

The two main applications of these new relative generalized weights are
the following, also given in Paper C: First, we obtain universal secure IF;-
linear codes for noiseless networks with largest possible message set S = ]Fg
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-equivalently, information rate- for a given number of observations p. To that
end, we use the IF;-linear maximum rank distance codes in [16]. This family
of optimal universal secure IF;-linear codes for noiseless networks extends
those obtained in [60] based on Gabidulin codes [21, 55].

Secondly, we obtain in Paper C the first family of universal secure rank-
metric list-decodable (IF;-linear) coset coding schemes. Such schemes are
based on a recent construction of rank-metric list-decodable codes by Gu-
ruswami et al [27].

We first extend the concept of rank list-decodable codes from [18, Def. 2]
to coset coding schemes:

Definition 0.11 ([C]). For positive integers e and L, we say that a coset coding
scheme Ps = {Cx}xes is rank (e, L)-list-decodable if, for every Y € Fj"*", we
have that

#{xeS:PxNB(Y,e) #0} <L,

where B(Y, e) denotes the ball in IFj'*" with center Y and rank radius e. The
number of list-decodable rank errors is e and the list sizes are said to be
polynomial in n if L = O(F(n)), for some polynomial F(x).

We may summarize the mentioned construction as follows:

Theorem 0.10 ([C]). Assume that n divides m and fix € > 0 and positive integers s
and 0 < ky < ky < n such that 4sn < em and m/n = O(s/e). We may explicitly
construct nested Fy-linear codes Cp ; C, C ]F,;”X” such that:

1. ¢ =dim(Cy/Cp) > m(ky — ko) (1 — 2e).

2. The corresponding coset coding scheme is universal secure under yu > ky ob-
servations.

3. The corresponding coset coding scheme is rank (e, L)-list-decodable for all e <
sip(n—ky), with L < qO6*/?) and it admits a list-decoding algorithm that
obtains all corresponding uncoded messages with polynomial complexity in n.

This construction is based on the results in [27], and extends the rank
list-decodable codes in [27, Sec. IV], which are obtained by choosing k, = 0.

To evaluate the near optimality of this construction informally, we may
compare it with the optimal universal secure and rank unique-decodable
nested Fyn-linear codes C; g C; C IF;[’”’ with n < m, k; = dim(C;) and
ky = dim(C,), obtained in [60], which satisfy that:

1. £ =dim(C1/Cy) = m(ky — k2) (here dimensions of [Fyn-linear codes are
taken over IF;).

2. The corresponding coset coding scheme is universal secure under y =
ko observations.
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1. Generalized weights and universal secure linear network coding

3. The corresponding coset coding scheme is universal e-error-correcting

ife < |25,

When ¢ is small and s is large, our construction has parameters close to
those obtained in [60], and it can list-decode roughly twice as many rank
errors as the construction in [60] can unique-decode.

Finally, as a third application, we obtain the following extension of Theo-
rem 0.3:

Theorem 0.11 ([C]). Let ¢ : V; — Vi be an Fy-linear vector space isomorphism,
for Fy-linear subspaces £ C Iy and K C ]Pg/, and consider the following properties:

(P 1) There exist full-rank matrices A € F™*™ and B € F"™" such that ¢(C) =
ACB, forall C € V,.

(P 2) Asubspaceld C Vp is of the form U = Vg for an Fy-linear subspace J C Fj
if, and only if, so is p(U).

(P 3) For all Fy-linear subspaces D C V., it holds that wtg(¢(D)) = wir(D),
where

wig (D) = dim ( ) Row(D)) :

DeD
(P 4) ¢ is a rank isometry.

Then the following implications hold:
(P1) <= (P2) <= (P3) = (P 4).
In addition, (P 3) <= (P 4) holds when L = K =} and m # n.

This result extends not only Theorem 0.3, which extends in turn [5, Th.
1], but also [43, Th. 1] and [44, Prop. 3].

1.5 Universal reliable and secure coset coding schemes with
optimal communications overheads

We conclude this study on universal secure linear network coding with an
application to secure distributed storage with crisscross errors and erasures.

Consider a distributed storage system where data is encoded into a ma-
trix, where errors may occur along columns (data centers) and/or rows (cor-
related data among data centers), where several columns may not be available
or contacted, and where an eavesdropper obtains information from several
columns. These type of errors are called crisscross errors and were first studied
in [55]. As noticed in that work, this type of reliability and security can be
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obtained by coset coding schemes that are reliable and secure as in Definition
0.4.

Informally, “rank reliability and security” is stronger than “crisscross re-
liability and security”. Hence we will consider the former type of reliability
and security throughout this subsection.

In Paper D, we give a construction of a coset coding scheme that is uni-
versal reliable and secure in this context and which has optimal information
rate and communication overheads. The ideas behing the modelling of this
scenario and the given optimal construction are based on those from commu-
nication efficient secret sharing [6, 33, 64].

To obtain the mentioned optimal communication overheads, we need to
divide packets (subpacketization). That is, we will consider matrices in F§"*"
for some positive integer a.

We start by defining communication overheads:

Definition 0.12 ([D]). For a full-rank matrix A € ]Fg”‘ withrows aj,ay,...,a; €

IF;, we say that certain preprocessing functions E, ; : Fj"™ — ng " fori =

1,2,...,d, are t-error-correcting with respect to a coset coding scheme Ps =
Cx , S = F*m<L if there exists a decoding function D4 : [T FAm

{ XeS q ) A i=1%q

]Fg‘mxg such that
D, ((EM (cal + ei))j_l) =X,

for all C € Cx, all X € ]Fgmxg and all error matrices E € ng‘de of rank at
most t with columns eq, ep,...,e; € ]F‘;m.

We define the communication overhead of the corresponding matrix A
and preprocessing functions as

|

CO(A) = i i_y.
i=1

R

Recall from [60, Th. 12] that a general bound on ¢ -equivalently, on the
information rate- is the following:

0<n—2t—p—y, 2)

with parameters as in Definition 0.4. In Paper D we obtain the following
lower bound on communication overheads based on its Hamming-analog
[33, Th. 1]. Observe that only erasures, and not errors, are considered in
communication efficient secret sharing. Thus, the following result is not a
trivial rank-analog of [33, Th. 1].

Proposition 0.13 ([D]). If a coset coding scheme is universally secure under u
observations, then for a full-rank matrix A € IF‘;X” and preprocessing functions
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2. Rank-metric properties of skew cyclic codes

Eg,i: ]Fgm — ]ngm, fori=1,2,...,d, that are t-error-correcting with respect to
such scheme, it holds that:

co(a) > H2tHw)

> oy 3)

The optimal construction in Paper D is based on the optimal construc-
tions of communication efficient secret sharing schemes in [6, 33]. It can be
summarized as follows:

Theorem 0.12 ([D]). Choose integers ky, ki, to and pg such that 0 < ky < k; <mn
and 2ty + pg = n — ky, choose any subset D C [n — po, n] such that n — pg € D,
and denote the elements in Dby d, =n —pg < dp_1 < ... <dy <dj.

Using Gabidulin codes [21, 55] in (.., we may explicitly construct a coset coding

scheme Ps, S = ]F;‘mxg, such that £ = ky — ky, it is universally t-error and p-
erasure-correcting if 2t + p < n — ky, and is universally secure under yu observations
if u < ko. In particular, the scheme is optimal in the sense of (2). Moreover, it holds
that

o =LCM (dy — 2ty — ko, dp —2tg — ko, ..., dy, — 2tg — k).

In addition, for any d € D and any full-rank matrix A € ]FZX”, there exist

preprocessing functions E4 ; : F" — ]Fé“m/ @=2t-k2) for i =1,2,...,d, which
are to-error-correcting and satisfying equality in (3), hence having optimal commu-
nication overheads for all d € D.

2 Rank-metric properties of skew cyclic codes

In this section, we collect our main results concerning skew cyclic codes and
their rank-metric properties: Structure, minimum rank distance, rank error-
correcting algorithms and rank equivalences and degenerateness. These re-
sults are contained in Papers E, F and G, and correspond to the second group
of results mentioned in the Abstract.

2.1 Preliminaries

Skew cyclic codes play a similar role with respect to the rank metric as that
played by cyclic codes with respect to the Hamming metric.

Throughout this section, we will fix positive integers m, n and r such that
m divides rn, and we will consider the four finite fields IFq, Fyr, Fgm and Fyrn
shown in the following graph, where F — ' means that F’ is an extension
of IF:
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]qu

For convenience, we will also denote coordinates from 0 to n — 1 and
consider them as integers modulo n. Moreover, throughout this subsection,
we will use the notation [i] = qi, fori =0,1,2,....

The concept of skew cyclic code in [F!; of order r, or q"-cyclic code, was
given first in [21] when v = 1 and m = n, then extended in [22] to the cases
m # n, and the general definition was first given in [8]:

Definition 0.14. Let C C F”,, be an arbitrary (linear or non-linear) code. We
say that it is skew cyclic of order r, or g"-cyclic if the g"-shifted vector
Orn(c) = (c[r] 1,cg],c£r],...,c[r] ) 4)

n— n—2

lies in C, for every ¢ = (co,c1,...,¢y-1) € C.

The main property of Fyu-linear g"-cyclic codes is that they can be de-
scribed as left ideals of quotients of skew polynomial rings. These rings were
first introduced by Ore in [47], where the special case of skew polynomials
over finite fields, also named linearized polynomials, were studied with more
detail in [46].

Formally, a q"-linearized polynomial (abbreviated as q"-polynomial) over
Fym is a polynomial in x of the form

F(x) = Fox +F1x[r] —+ sz[zr] 4+ .-+ Fdx[dr},

where Fy, Fy, ..., Fy € Fyn, fori =0,1,2,...,d. We will denote degq,(F(x)) =
d if F; # 0, also called g"-degree, and consider the symbolic product ® in
Ly FFn[x], defined as follows

F(x) @ G(x) = F(G(x)),

for any F(x),G(x) € LyFgn[x]. Endowed with this product and usual ad-
dition, LyFFym[x] is a left and right Euclidean domain, that is, left and right
Euclidean divisions exist.

The previously mentioned algebraic characterization was obtained inde-
pendently in [8, Th. 1] and [22, Lemma 3]:
Lemma 0.15. A code C C I is Equ-linear and q"-cyclic if, and only if, C(x) is a
left ideal in LyIFgm[x]/ (xl] — x), where

C(x) = {cox + crxll - 4o 2OV L (2] —x) s (o, ¢1,.. ., c01) €C).
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2. Rank-metric properties of skew cyclic codes

In the following, we will identify C with C(x), and for a g"-linearized
polynomial F(x) € Ly Fgn[x], we will denote by F its residue class modulo
xlml — .

Skew cyclic codes admit other analogous descriptions as those of cyclic
codes. These were proven in [9], in [22] for r = 1, and originally in [21] for
r=1and m = n:

Theorem 0.13. There exists a unique q'-polynomial G(x) = Gox + Gyxl'l 4. +
G_xx =011 oer Fym of q"-degree n — k that is monic and of minimal q"-degree
among the q'-polynomials whose residue class modulo xI" — x lies in C(x). It
satisfies that C(x) = (G). There exists another (unique) q"-polynomial H(x) =
Hox 4+ Hixl + - + HexlF] over Fgm such that xm —x = G(x) ® H(x) =
H(x) ® G(x). They satisfy:

1. A g"-polynomial F lies in C(x) if, and only if, G(x) divides F(x) on the right.

2. The q'-polynomials x @ G,x" © G,...,x!&~ V"l @ G constitute a basis of
C(x).

3. The dimension of C isk =n — degq,(G(x)).

4. C has a generator matrix given by

GO Gl ank 0 0
o ¢' ...ocl Gl . o0
0 0 .. GV glev gl

5. A q"-polynomial F lies in C(x) if, and only if, F ® H = 0.

6. C has a parity check matrix (over Fgm) given by

he heq ... ho 0 0
0 n 1 nl 0
0 0 h[(n—k—l)r] h,[((fl—}(—l)r] h([)(n—}(—l)r]

where h; = Hl‘[(kfim.

7. Ctis also q"-cyclic and its generator of minimal q"-degree is H* (x) = (hyx +
he_qx - xR /g,

The g"-polynomial G(x) will be called the minimal generator of C(x), and
H(x) will be called the minimal check q"-polynomial of C(x).
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One of the most well-known families of skew cyclic codes is a subfamily
of generalized Gabidulin codes. These codes were introduced first in [21] when
r =1, and then in general in [38], and are defined as follows. Assume that
n < m and r and m are coprime, and take a vector & = (a1,ap,...,a) € ]Fgm,
where a1, a3, ..., &y are linearly independent over Iy, and an integer 1 < k <
n. We define the (generalized) Gabidulin code of dimension k in lF;fm as the

IF;m-linear code Gaby ,(«) with generating matrix given by

®q Ko o3 Xy
NN R
IXEZr] a[22r] ang] o aLZr]
agkr] (ngr] chkr] o ‘X’Lkr]

These codes are maximum rank distance, that is, dr(Gaby ,(a)) = n —
k 4 1. Moreover, they are q"-cyclic whenever m = n and «ay,a2,...,a, form a
normal basis of Fyn over IF;.

2.2 Root spaces and bounds on the minimum rank distance

In this subsection, we establish an anti-isomorphism between the lattice of
skew cyclic codes and the lattice of vector spaces of roots of skew polyno-
mials. Then we use the description of skew cyclic codes in terms of roots
to obtain lower bounds on their minimum rank distance. These bounds are
based on the well-known shift bound and Hartmann-Tzeng bound, and they
extend the rank version of the BCH bound given in [12, Prop. 1].

Observe first that a g"-linearized polynomial F(x) € LFgm[x] defines an
[Fyr-linear map F : IFyn — Fym, and in particular its set of roots in [Fym is an
IFr-linear vector space.

Definition 0.16 ([E]). Given a residue class F = F(x) + (x[") — x), we define
its root space, denoted as Z(F), as the IFr-linear vector space of roots in IFgm
of F(x).

Finally, define the map p, between the family of IF;n-linear g"-cyclic codes
in Fj,, and the family of g"-root spaces over [Fgn in Fym by p,(C) = T, where
T = Z(G) and G(x) is the minimal generator of C(x).

The first main result in Paper E is the following:

Theorem 0.14 ([E]). The map p, in Definition 0.16 is a lattice anti-isomorphism.
More concretely, it is bijective and the following properties hold.

Let C1(x) and Cp(x) be two q"-cyclic codes with minimal generators G1(x) and
Ga(x), respectively. Set Ty = Z(Gy) and T, = Z(Gy). We have that

20



2. Rank-metric properties of skew cyclic codes
1. C1(x) NCa(x) is the g"-cyclic code whose minimal generator is given by M(x) =
lem(Gq(x), Ga(x)) (on the right), and Z(M) = T1 + T».

2. Cy(x) + Cao(x) is the q"-cyclic code whose minimal generator is given by
D(x) = gcd(Gi(x), Ga(x)) (on the right), and Z(D) = T; N 7.

3. C1(x) C Cy(x) if, and only if, Gy(x) divides G1(x) on the right, and this
holds if, and only if, T, C 7.

Moreover, root spaces also give core information about the corresponding
skew cyclic codes:

Theorem 0.15 ([E]). Let T = p,(C) as in Definition 0.16, then:
1. G(x) = [Tger(x = B)-
2. The dimension of C over Fgn is k = n — dimg,, (7).

3. For a q"-polynomial F(x), it holds that F € C(x) if, and only if, F(B) = 0, for
allBeT.

4. Let B1,B2,-- -, Pn—x be a basis of T over Fyr. Then the matrix

,Bl ‘BM ‘3[2”] . ﬁ[(”fl)r]

b b ln-1)1
B By By - By
Buyx B, B . plln )

is a parity check matrix of C over Fym.

5. A q-polynomial G generates C(x) if, and only if, Z (G) = T, which holds if,
and only if, G(x) = ged(G(x), xI" — x) (on the right).

Finally, this root description will allow us in Paper E to give lower bounds
on the minimum rank distance of skew cyclic codes analogous to the shift
bound [28] and the Hartmann-Tzeng bound [63]. To that end, we need to
define independent sequences of IFyr-linear vector subspaces of Fym with re-
spect to some IF;r-linear subspace § C Fyr.

Definition 0.17 ([E]). Given [F;-linear subspaces S,Zo,Z1,25,... C Fgm, we
say that the sequence Zy,Z1,75,... is independent with respect to S if the
following hold:

1. Ty = {0}.

2. For i > 0, either
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(@) Z; :Ij®(ﬁ>,forsome0§j< i,Z; CSand B ¢ S, or
(b) Z; = I].[M, for some 0 < j < i and some integer b > 0.

We say that a subspace 7 C F,m is independent with respect to S if it is a
space in a sequence that is independent with respect to S.

Our rank version of the shift bound [63, Th. 11] is the following:

Theorem 0.16 ([ED). Let F € LyFgm [x]/(xI") —x) and S = Z(F) = {B €
Egm : F(B) = 0}, as in Definition 0.16. If T C Fym is an Fy-linear subspace
independent with respect to S, then

wtg(F) > dim]pq, (2),
where we use the notation
th(Fox + le[r] + -+ Fn_lx[(nil)r]) = WtR(F(), Fi,... /Fn—l)'

As in the case of cyclic codes and the Hamming distance, we may derive
a rank version of the Hartmann-Tzeng bound [28]:

Corollary 0.18 ([El). Take integers ¢ > 0, 06 > 0 and s > 0, with 6 +5 <
min{m,n} and d = gcd(c,n) < 6, and let « € Fym be such that A = {al(tic)] .
0<i<d6—-20<j<s}isa linearly independent (over IFyr) set of vectors, not
necessarily pairwise distinct.

IfF € LyFgm [x]/ (xl") — x) satisfies that A C T = Z(F), then wtg(F) >
8+ s. In particular, if C = p;1(T), with p, as in Definition 0.16, then

dR(C) > 6 +s.

Observe that the rank version of the BCH bound given in [12, Prop. 1] is
obtained when s = 0 and ¢ = 1.

2.3 Rank error-correcting pairs

Error-correcting pairs for the Hamming metric were introduced indepen-
dently by Koétter [36] and Pellikaan [49, 50]. They serve as building blocks to
obtain error-correcting algorithms and bounds on the minimum Hamming
distance for many families of codes [20, 50, 51].

In this subsection, we will adapt this technique to rank-metric codes, as
done in Paper F. We will introduce rank error-correcting pairs for Fym-linear
codes in F(, and for FFy-linear codes in ", and relate both via the map
M, from (1). Some skew cyclic codes, including generalized Gabidulin codes,
admit rank error-correcting pairs. Thus the results in this subsection enable
us to provide new rank error-correcting algorithms for skew cyclic codes.
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2. Rank-metric properties of skew cyclic codes

We also remark here that rank error-correcting pairs of type II (see def-
initions below) were obtained in the case m = n independently by Alain
Couvreur [14].

One of the main ingredients in the Hamming case is the coordinate-wise
or Schur product of codewords in IFj. The fact that such product preserves
products of polynomials after evaluation makes error-correcting pairs be ap-
plicable to many families of codes.

The main dificulty in obtaining rank error-correcting pairs is finding the
appropriate products of codewords in Fp,, or IFy'*". Interestingly, the con-

ventional product of matrices in [Fj'*" induces a product in g via M, that
preserves symbolic products of g-linearized polynomials.

Unfortunately, this product depends on a prefixed basis of Fyn over [Fg,
which throughout the subsection will be denoted by a1, a3, ..., am € Fgn.

Definition 0.19 ([F]). Define the product  : [Fg, x Fj, — T as follows.
For every ¢ € IFj, and every d € IFg, let

m
cxd = Z c;d;,
i=1

where d = }/'; a;d; and d; € F}, for all i, and ¢ = (cy,¢2, ..., Cm)-

The previously mentioned properties can be gathered in the following
proposition:

Proposition 0.20 ([FD. If we denote & = (a1, &2, ..., &), then it holds that all) %
c=cll, forall c € g and all j. In particular,

evp (F(x) @ G(x)) = eva(F(x)) xevp(G(x)),

forall’b € ¥, and all F(x),G(x) € LyFymu[x], where we use the notation evy (F(x)) =
(F(b1),E(by),...,F(by)). In addition, we have that

MR(C* d) = Mw(C)Ma(d),
forall ¢ € g, and all d € FFp,.

We may now define rank error-correcting pairs for [Fyn-linear codes in IFf,
and for Fy-linear codes in [F7'*":

Definition 0.21 ([F]). Given Fyn-linear codes A C ]Fgm and B C ]Fg},,, the pair
(A, B) is called a t-rank error-correcting pair (+-RECP) of type I for C if the
following properties hold:

1. Bx A C C*, where B x A denotes the [Fn-linear vector space generated
by bxa, forbc Bandac A
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2. dim(A) > t.
3. dR(BL) >t
4. dR(.A) +dR(C) > n.

Definition 0.22 ([F]). Given F;-linear codes A C ]FZ”” and B C ]FZ”’”, the
pair (A, B) is called a t-rank error-correcting pair (t-RECP) of type II for C if
the following properties hold:

1. BA C C*, where BA denotes the [Fy-linear vector space generated by
BA,forBe Band A € A.

2. dim(A) > mt.
3. dR(BL) > t.
4. dr(A) +dgr(C) > n.

As in the previous section, we define in this context the dual of an [F;-
linear code C C IFj"*" as ct={De Fgm Trace(CDT) = 0,VC € C}.

As stated in the beginning of this subsection, rank error-correcting pairs
of type II were obtained in the case m = n independently by Alain Couvreur
[14].

In both cases, these codes induce a rank error-correcting algorithm able to
correct t rank errors in polynomial time. We give a sketch of the procedure
for RECPs of type I:

Assume that the received codeword is r = c¢+e, with ¢ € C, L =
Row (Mg (e)) C Fj and dim (L) < t. Compute the Fyn-linear vector space

K(r)y={aeA:(bxa)-r=0,Vb € B},

which is equal to IC(e) by the first condition of +-RECP. Observe that K(r)
can be described by a system of O(n) FF u-linear equations.
By the third condition of #-RECP, it can be shown that A(L) = K(e) =
K(r), where
A(L) = {a€ A:Row(M,(a)) C L1},

which was defined in [34].

By the second condition of t-RECP, it can be proven that A(L) = AN
V; # {0}, and therefore we may take a nonzero a € A(L). Define £/ =
Row (M, (a))*. Since a € A(L), we have that £ C L.

Now, by the fourth condition of {-RECP, we have that

dim(£') = n —witg(a) < n —dgr(A) < dg(C).
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2. Rank-metric properties of skew cyclic codes

Hence we may compute e or ¢ by solving a system of [F,»-linear equations us-
ing a generator matrix G of £+, or a parity check matrix H of C, respectively.
This has complexity O(n®) over Fgm.

We have the following connection between both types of RECPs:

Theorem 0.17 ([F]). Let af, a5, ..., a5, € Fyn be an orthogonal basis of ay, a2, . . ., &
over IF;. Take Fyn-linear codes A,C C ]Fg,,, and B C IFZ}H.

If (A, B) is a t-RECP of type I for C (in the basis «), then (My(A), My (B)) is
a t-RECP of type II for M, (C).

As examples, we see that generalized Gabidulin codes admit RECPs of
type I:

Proposition 0.23 ([F). Ift >0, A = Gaby1,(a) C F., B = Gaby,(a) C Fg,
and C = Gaby;, (a)* C I, then (A, B) is a t-RECP of type I for C.

Some other skew cyclic codes also admit RECPs of type I. Instead of giv-
ing these details, we show that the rank Hartmann-Tzeng bound (Corollary
0.18) can be extended to general IFy-linear codes in Fj'*" as follows:

Theorem 0.18 ([F]). Take Fy-linear codes A,C C IFZ”" and B C ]Fg”m, and

assume that BA C Ct. Ifdr(A+) > a > 0and dr(B+) > b > 0, then dg(C) >
a+b.

2.4 Rank equivalences between skew cyclic codes

We conclude this section by analysing rank equivalences between skew cyclic
codes of different lengths. Observe that cyclic codes and skew cyclic codes of
different lengths cannot be equivalent to each other for the Hamming met-
ric, since Hamming-metric equivalences are given by permutations of coor-
dinates after coordinate-wise products with some constant non-zero factors.
Therefore the study in this subsection has no analogy for Hamming-metric
codes.

Our definition of rank equivalence is that of Definition 0.6 and Theorem 0.3.
All the results of this subsection (both statements and proofs) make repeated
use of that theorem.

Our objective is to find the IF n-linear skew cyclic code of smallest length
that is rank equivalent to a given one. With this motivation, we consider
different types of lengths of a given skew cyclic code:

Definition 0.24 ([G]). Given an Fgn -linear code C C ]F;’m, an element a € IFZ;
and an integer r > 0, we define the following numbers:

1. The rank length, Iz(C), as the minimum n’ such that C is rank equiva-
lent to an Fyn-linear code of length n’.
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2. The r-th skew length, Ig ,(C), as the minimum n’ such that C is rank
equivalent to an [Fyn-linear skew cyclic code of order r and length ', if
such a code exists. We define Ig; ,(C) = oo otherwise.

3. The (a,r)-shift length, Ig;, , ,(C), as the minimum r’ such that C is rank
equivalent to a IFyn-linear code of length 1’ by a rank equivalence ¢ such
that a(o, ,» o ¢) = ¢ 0 0y 4, if such a code exists. We define Igj, ,,(C) = oo
otherwise.

4. The period length, Ip(C), as the minimum integer 1 < p < n that gener-
ates the ideal modulo # defined as {p’ : Civp = Ci, Vi, V(co, €1, Cn-1) €
C}, which necessarily divides n.

The following lemma will be useful, since our given characterizations of
rank equivalences in Theorem 0.3 make use of Galois closures as ambient
spaces:

Lemma 0.25 ([GD. If V C ]Fgm is ]qu—lineur and Galois closed, then it is skew
cyclic of some order if, and only if, it is skew cyclic of all orders. Given an Fyn-linear
code C C 0., if it is skew cyclic of some order, then C* is skew cyclic (of all orders).

We recall from Proposition 0.7 that Ig(C) = dg(C) = dim(C*), for any
[Fgn-linear code C C IFfi,. However, it holds that / R(C) < lgks(C) <lgpar(C)
and Ig;1,(C) < Ip(C), where all of these inequalities are strict in many cases,
for positive integers s and r, and for a € IF.

Fortunately, thanks to the previous lemma, we may use the (classical)
cyclic structure of skew cyclic Galois closed spaces to decide whether a rank
equivalence exists between them:

Theorem 0.19 ([G]). Let V C IFgm and W C IFZ;,/,, be ]qu—linear cyclic Galois
closed spaces with the same dimension k and check polynomials h(x) and W (x),
respectively. Given a € g, an integer r > 0 and € Fp, such that Bl = bB, for
some b € IFy, the following are equivalent:

1. There exists a rank equivalence ¢ : V — W such that (o, o ¢) = p o0y,
and B is as in Theorem 0.3.

2. (ab)*W' (x) = h(abx).

As a consequence, we may derive the following relations between the
previously defined lengths. Here, for a € F;, we define the a-order of a
polynomial f(x) € Fyn[x] as the minimum positive integer e such that f(x)
divides x° — a® (in [Fyn [x]), if one such e exists, and denote it by ord,(f(x)).
If no such e exists, we define ord,(f(x)) = .

Corollary 0.26 ([G]). For an integer s > 0 and an Fgm-linear q°-cyclic code C C

I, where h0(x) is the check polynomial of C*, it holds that
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2. Rank-metric properties of skew cyclic codes

1. Ig(C) = deg(h’(x)).
2. Isp10(C) = Ip(C) = ord(h°(x)) < n.
3. More generally, if a € IF;, then e = lgp,0(C) = ord, (h°(x)).

4. More generally, if a € Ty and r > 0, then
Isih,a,(C) = min{ord,, (' (x)) : b € F}, p € Fu, Bl = bB}.

In particular, Ig(C) = Isxs(C) = ls1,(C) = Ip(C) if, and only if, deg(h°(x)) =
ord(h%(x)), which holds if, and only if, h°(x) = x¢ — 1, for some positive integer e.

Therefore we see that Iz(C) < Ig,,(C) in many cases, and g ;(C) lies
in between. From our work, it is not clear whether we may guarantee that
IR(C) = Igs(C) or Isxs(C) = Igpn,(C), when Ig(C) < Igp4,(C). In particular,
we cannot guarantee that the smallest length of an [Fyn-linear code that is
rank equivalent to a given skew cyclic code is attained by a skew cyclic code.
Fortunately, we can guarantee that it can be attain by a pseudo-skew cyclic code
in many cases.

For this purpose, we need some more definitions. Consider the center of
Ly Fymn[x], denoted by C(LyF,m[x]) and defined as the set of 4"-polynomials
over [Fym that commute with every other g"-polynomial over Fym. It is well-
known that

C([,qr]l:"qm [x]) = EqJ]qu [x],

where | = lem(m,r) and d = ged(m,r). We may now define pseudo-skew
cyclic codes, which were introduced in [21] for r = 1 and n = m, and then
independently in [22] for ¥ = 1 and in [9] for general parameters:

Definition 0.27. Let F(x) € C(LyFyn(x]) such that deg (F(x)) = n. For an
[Fgn-linear code C C I, we define Cp(y) (x) as the image of C in L Fyn|[x]/(F(x))
by the [Fgn-linear vector space isomorphism Fyj, — L Fgn[x]/(F(x)) given

by

(co,C1,---,Cn 1) > cox + x4 oy xlO=11,

Then we say that C is pseudo-skew cyclic (of order r) if Cr(,(x) is a left ideal
in Ly Fym[x]/(F(x)), for some F(x) € C(LyFgm[x]) such that degq,(F(x)) =
n.

Next, for a positive integer s, we may define a ring automorphism 6; :
Ly Fgn[x] — Ly Fym[x] based on the s-th Frobenius map:

65 (Fox + Frxll + -+ Fyxldly = p(gs]x + pl[s]x[r] 4. _|_p‘£5}x[dr],
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for Fo, F1, B, ..., F; € Fgm and a positive integer d. This map induces a ring
automorphism of L Fgm[x]/ (x[) — x), since 05(x[™ — x) = x[" — x. With
this tool, we may compute the minimal generator and check g4"-polynomials
of the Galois closure of a skew cyclic code in terms of its own minimal gen-
erator and check g"-polynomials:

Proposition 0.28 (IG]). Take an IFyn-linear q"-cyclic code C < g, with minimal
generator and check q"-polynomials G(x) and H(x), respectively. The minimal gen-
erator and check q"-polynomials of C* are G*(x) and Hy(x), respectively, where we

define
[r] [dr]
Loy [ Fa Fasi\ F dr
F (X)_<F[dr]>x+(1:[dr] x[]++ W x[ ]1
0 0 0

[(n—d)r] [(n—d+1)r] (7]
P (@) () e ()
F*(x) = ged(F(x), 61 (F(x)), ..., 0m_1(F(x))),
Fy(x) = ICm(F(x)L,Gl(F(x))L,.ngm_l(l:(x))L)T,

for F(x) = Fox + Fyxll 4 -+ Fyxl# € £ TF o [x] such that Fy # 0.

Finally, we may state the above mentioned result on attaining the rank
length of a skew cyclic code by a pseudo-skew cyclic code:

Theorem 0.20 (IG]). Take an IFyn-linear q'-cyclic code C C (. and assume that
Hy(x) is central. Then the map ¢ : LorFFgn[x]/(Ho(x)) — (G*(x))/ (xl") — x)
given by

¢(F(x)) = F(x) @ G*(x)
is well-defined, maps left ideals to left ideals and constitutes a rank equivalence when
seeing its domain and codomain as IFgm-linear Galois closed spaces.

Corollary 0.29 ([G]). With notation as in the previous theorem, if Hy(x) is central,
then the length Ig(C) is attained by an Fgm-linear pseudo-skew cyclic code that is a
left ideal in the quotient ring L, Fym|x]/(Ho(x)).

3 Secret sharing and further tools for raliable and
secure communications

In this section, we diverge from the previous studies on rank-metric codes
and consider the Hamming-analog of reliable and secure communications.

We will first study the partial information leakage, and thus security robust-
ness, of asymptotically good sequences of secret sharing schemes. Secondly,
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we will give further techniques for bounding zeros of polynomials and some
of their consecutive Hasse derivatives. These type of zeros and derivatives
have given applications in the theory of locally decodable codes [35] and
subspace designs [26].

3.1 Partial information leakage in asymptotically good secret
sharing

In this subsection, we will analyse the partial security behaviour of asymp-
totically good sequences of code-based secret sharing schemes. This study
relies on the relative generalized Hamming weights of the underlying linear
code pairs. Observe that this problem has no analogy in the theory of reliable
and secure communications based on rank-metric codes, since linear codes
with optimal rank-metric parameters exist for all possible lengths [16].

Secret sharing was introduced independently by Shamir [57] and Blakley
[7]. Informally, it is a method to encode a secret message into n shares in
such a way that some sets of shares can recover the secret, whereas other sets
give no information about it. As explained in [13] and [40], we may regard
secret sharing schemes as coset coding schemes (Definition 0.2), which can
also be constructed using nested linear code pairs as in Definition 0.3.

However, we need to slightly modify the definitions in Subsection 1.1.
We will always consider m = 1, replace ]F%X” by Fj = ]Ff;“, and we adapt
Definition 0.4 to this context as follows. We say that secret sharing scheme
has

1. t-privacy if for every subset I C {1,2,...,n} of size at most ¢, it holds
that
H(x|eP[) = H(x),

where P; € IF};I *" is the matrix obtained from restricting the n x n
identity matrix to its rows indexed by 1.

2. r-reconstruction if for every subset | C {1,2,...,n} of size at least 7,
there exists a decoding function Dj : ]ng — & such that Dj(y) = x,
for every x € S and

y= cP]T ,
where ¢ € Cy.

However, our interest is in studying partial privacy and partial reconstruc-
tion of asymptotically good sequences of secret sharing schemes. We may
define, as in the previous items, the m-th privacy threshold of the scheme
as the maximum positive integer ¢, such that from no set of t, shares one
can recover m bits (multiplied by log, (7)) of information about the secret.
Analogously, we define the m-th reconstruction threshold of the scheme as
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the minimum positive integer r;, such that from any set of r;;, shares one can
obtain m bits (multiplied by log,(g)) of information about the secret.

Consider now a sequence of secret sharing schemes built from a sequence
of nested linear code pairs (C5(i) & C1 (i) C Fy')%2,, with n; — co, dim(Ca(i))
/n; — Ry and dim(Cq(i))/n; — Ry, for i —> o0. Define L = Ry — Ry,
which corresponds to the asymptotic information rate of the sequence, that
is, L = lim; o ¢;/n;, where ¢; = dim(Cy (i) /Cy(i)), for all i. Next define

QW = lim inf E, and 0P =1lim sup i
i—oo Mj isco M
The sequence of secret sharing schemes is said to be asymptotically good if
00 >0and 0% <1
Now for fixed €1,e2 > 0, we formalize with the following parameters the
asymptotic behaviour of the sequence in terms of partial privacy and partial
reconstruction:

AW (gp) = sup{hmmf 1() 2 (my(i))72, satisfies

11—
1 <m(i ) < 4, hm(ml( V/n;) = €1L},
AD(e) = inf{limsup G20+
i—>00 i

1<my(i) < ¢, hm(mz( )/n;) = &L},

: (mp(i)):2 satisfies

We have the following fundamental bounds on the previous parameters:
AWV (e)) <Ry+e1L, and A@(ey) > Ry — 6L,

and in particular, A (e5) — A (e1) > L(1 — & — £3).

The first main result of this subsection is the following existential result on
asymptotically good sequences of secret sharing schemes whose parameters
AW (e1) and A@) (g,) are arbitrarily close to the optimal values:

Theorem 0.21 ([H]). For any 0 < Ry < Ry < 1, there exists a sequence of secret
sharing schemes with L = Ry — Ry and having simultaneously AW (ey) arbitrarily
close to Ry + e1L and A?) (e2) arbitrarily close to Ry — €3, forall 0 < e1,e5 < 1.

Unfortunately, the proof of this result, which is given in Paper H, is only
existential and provides no explicit constructions. To overcome this issue,
we propose in Paper H different strategies to obtain asymptotically good
sequences of secret sharing schemes with near optimal values of A (g;)
and A®)(e;), based on explicit sequences of algebraic geometry codes with
good asymptotic parameters. Among these, we will concentrate on those
code sequences based on the well-known Garcia-Stichtenoth’s second tower

30



3. Secret sharing and further tools for raliable and secure communications

of function fields [24]. Their main advantage is that the i-th algebraic geom-
etry code pair in the sequence can be explicitly constructed with complexity
O(n;? logg(ni)) over IF, [58].

We illustrate this idea from Paper H by stating one of its main conse-
quences:

Theorem 0.22 ([H]). Assume that q is a perfect square. We may construct a se-
quence of asymptotically good secret sharing schemes such that

LIf1/(\/—1) < 1—Rpand & > (q%ﬁ — 711 = Rp)) /L then
A(l)(el) > Ry +¢qL.

2.If1/(\/G—1) < Ry and &5 > (%W — q%lRl)/L then A2 (e;) <
Rl —SzL.

—_

Moreover, the i-th scheme can be explicitly constructed with complexity O(n;? logg (ni))
over IF,.
q

3.2 A footprint-type bound for consecutive Hasse derivatives
of polynomials

In this subsection, we provide a fundamental algebraic tool for upper bound-
ing the number of common zeros over a grid of some polynomials and a
finite collection of their consecutive Hasse derivatives. These type of zeros and
derivatives of polynomials have shown important applications in the theory
of locally decodable codes [35] and subspace designs [26].

Throughout this section we will work over an arbitrary field FF of arbitrary
characteristic, and we will use the compact notation x = (x1,x2,...,Xy) and
xl = xjx xim for a set of variables xq, %, ...x, and a multiindex i =
(i1,12,-..,im) € IN™. We recall now the definition of Hasse derivative from
[29]:

Definition 0.30. Let F(x) € F[x] be a polynomial. Given another family of
independent variables z = (z1,z,...,2zm), the polynomial F(x + z) can be
written uniquely as

Fix+z)= Y Fi(x)Z,

ieN™

for some polynomials F)(x) € F[x], for i € N". For a given multiindex i €
N, we define the i-th Hasse derivative of F(x) as the polynomial F()(x) €
F[x].

We next formalize the concept of zero of a polynomial of at least a given
multiplicity as that of common zero of the given polynomial and a given finite
family of its derivatives:
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Definition 0.31 ([I]). Let F(x) € F[x] be a polynomial, let a € IF" be an affine
point, and let 7 C IN™ be a finite set. We say that a is a zero of F(x) of
multiplicity at least J if F (i) (a) =0, foralli € J.

We are interested in consecutive derivatives, in a coordinate-wise sense,
which can be formalized by the concept of decreasing sets of multiindices.
In the following, < denotes the coordinate-wise ordering in IN"*.

Definition 0.32 ([I). We say that the set J C IN" is decreasing if whenever
i € J and j € IN" are such that j < i, it holds that j € J.

From now on, fix a decreasing finite set 7 C IN™, an ideal I C F[x]
and finite subsets S1,Sy,..., Sy C F. Write S = §1 X & X -+ X Sy, and
denote by Gj(x;) € F[x;] the defining polynomial of S;, that is, G;(x;) =
Hses],(x]- —s),forj=1,2,...,m.

Our main result, proven in Paper I, is the following footprint-type bound
on the number of zeros of an ideal of polynomials of multiplicity at least .7,
for some decreasing set J:

Theorem 0.23 ([II). For any monomial ordering =, it holds that
#V7 (1) -#T <#b<, (17),

where we define the ideal

Ir =1+ <{1m—[1G]-(x]-)rf c(r,r2 ) € j}>,
j=
we define the set of zeros of multiplicity at least J of the ideal I in the grid S =
S1 xS x - xSy as
V() = {a eS:Fi(a) =0,¥F(x) € Vi € j},
and where we define the footprint of an ideal | C F[x] as
B, () = {xi:xd ¢ M)},

where LM(]) = {LM(F(x)) : F(x) € J} with respect to the monomial ordering
<m.

The classical footprint bound (see Proposition 8 in [15, Sec. 5.3], and
[25, 32]) is a particular case of our bound:

Corollary 0.33. Setting J = {0}, we obtain that
#V(I) < #A (I + <G1(x1),G2(x2),. . ,Gm(xm)>) ,

where V(I) denotes the set of zeros of the ideal I in S.
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The case of zeros of standard multiplicity at least a given positive integer
was first obtained as Lemma 2.4 in the extended version of [52], and is also a
consequence of our result:

Corollary 0.34. Given an integer r € N4, and setting J = {(i1,i,...,im) €
IN" 2 Y3y ij < r}, we obtain that

#V>,(1) - (m+r— 1) < #A <I+ <{I_m[Gj(xj)rf : i”j = r}>> ,
mn j=1 j=1

where V>, (1) denotes the set of zeros of multiplicity at least r of the ideal I in S.

Another particular case is obtained by upper bounding each coordinate
of the multiindices separately:

Corollary 0.35 ([I1). Given a multiindex (r1,72,...,tm) € N, and setting J =
{(i1, 12, ,im) € N™: ij<rjj= 1,2,...,m}, we obtain that

#1(1 Iﬁ A (4 (G1(11), Ga(52)", ., Gon (5n)™)) .

Finally, we observe that some important well-known results in algebraic
combinatorics are direct consequences of the footprint bound. In particu-
lar, we may obtain extensions of such algebraic combinatoric results to our
context. To that end, we define

Ts ={i e N" i (n#S1,ro#Ss, ..., tu#Su),V(r1,r2,...,tm) € T} .

The following is an extension of the well-known Alon’s combinatorial
Nullstellensatz [2, Th. 1.2]. We recall that an extension to standard multiplic-
ities was given in [4, Cor. 3.2], which is also a particular case of the following
corollary:

Corollary 0.36 ([I]). Let F(x) € TF[x] be a non-zero polynomial, and let x' =
LM(F(x)) for some monomial ordering. If i € Jg, then there exist s € S and
j € J such that

Fl)(s) #£ 0.

Another important consequence is an extension of the existence and unique-
ness of Hermite interpolating polynomials over finite grids:

Corollary 0.37 ([I). Given elements b]-,él € F, wherej € J and a € S, there exists
a unique polynomial of the form

F(x)= Y, Fx! € F[x],
ieJs

where F; € F forall i € Jg, such that P(i)(a) =Dbja forallj€ Jandalla€ S.
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Finally, we extend the collection of bounds given by DeMillo and Lipton
[17], Zippel [67, Th. 1], [68, Prop. 3], and Alon and Fiiredi [3, Th. 5]:

Corollary 0.38 ([I]). For any polynomial F(x) € F[x], if X' = LM(F(x)) € Js,
for some monomial ordering, then it holds that

#(S\Vg(F(X)#T 2 #{j € Is:j = i}.

An interesting explicit bound can be obtained when bounding multi-
indices on each coordinate separately. This still gives an extension of the
previously mentioned bounds from the literature:

Corollary 0.39 ([I]). Let F(x) € F[x] with xt = LM(F(x)), i = (i1,i2,-..,im),
for some monomial ordering. If i; < ri#S;, for j = 1,2,...,m, then the number N

of elements s € S such that FU)(s) # 0, for some j = (j1, ja, ..., jm) € N"™ with
jx <ty forallk =1,2,...,m, satisfies

m m
N~1‘{rj z]_{(rj#sj—ij).
] =
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1. Introduction

Abstract

Rank weights and generalized rank weights have been proven to characterize error
and erasure correction, and information leakage in linear network coding, in the
same way as Hamming weights and generalized Hamming weights describe classical
error and erasure correction, and information leakage in wire-tap channels of type
II and code-based secret sharing. Although many similarities between both cases
have been established and proven in the literature, many other known results in the
Hamming case, such as bounds or characterizations of weight-preserving maps, have
not been translated to the rank case yet, or in some cases have been proven after
developing a different machinery. The aim of this paper is to further relate both
weights and generalized weights, show that the results and proofs in both cases are
usually essentially the same, and see the significance of these similarities in network
coding. Some of the new results in the rank case also have new consequences in the
Hamming case.

Keywords: Rank weight, generalized rank weight, rank distance, rank-
metric codes, network coding, network error correction, secure network cod-
ing.

1 Introduction

Linear network coding has been intensively studied during the last decade
[1, 4, 15, 18-20, 22, 28, 29, 34, 35]. Consider a network with several sources
and several sinks, where each source transmits several packets through the
network to multiple sinks. Following [1, 15, 19, 22], “linear network coding”
is defined as the process by which, in each node of the network, linear com-
binations of the received packets are generated (possibly at random [15]) and
sent (see [19, Definition 1]). We assume no delays nor cycles.

In this context, errors are considered as erroneous packets that appear on
some links, and erasures are considered as the deficiency of the rank of the
matrix (called transfer matrix [19, 20, 29]) that describes the received packets
as combinations of the ones sent by a given source [20, 29]. In secure network
coding, an adversary (or several) may compromise the security of the network
by doing the following, among other attacks: introducing t erroneous packets
on t different links, modifying the transfer matrix and obtaining information
from the sent packets by wiretapping several links [20, 28, 29].

In classical coding for error and erasure correction [16], coding for wire-
tap channels of type II [24, 26, 33] and code-based secret sharing [5, 21, 27],
the original message is encoded into a vector ¢ = (c1,¢p,...,cn) € ]Fg, where
IF; is some finite field. Then, errors, erasures and information leakage hap-
pen component-wise. This means that some components of ¢ may be wrong
(errors), some components may be erased (erasures), and a wiretapping ad-
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versary may obtain some components (information leakage). Using source
coding on a network, as in [20, 28], all this is considered to happen on some
linear combinations: errors are wrong combinations, erasures are losses of
combinations, and information leakage is considered in the form of leaked
combinations.

In the classical case, Hamming weights [16] and generalized Hamming
weights [33] have been proven to describe error and erasure correction and
information leakage on wire-tap channels of type II. On the other hand, in
recent years there have been several attempts to find a suitable weight and
generalized weight to study linear network coding [18, 20, 25, 28, 34, 35].
Finally, rank weights and generalized rank weights, introduced in [11] and
[20, 25], respectively, have been proven to describe exactly the worst case
error and erasure correction capability [20, 28, 29], and worst case information
leakage on networks [20, 29].

Many similarities between Hamming weights and rank weights have been
considered since the paper [11], and for generalized ones since [20, 25]. How-
ever, many results on Hamming weights still have no counterpart in the rank
case, or require proofs using a different machinery.

The aim of this paper is to give some alternative definitions of rank
weights [11] and generalized rank weights [7, 17, 20, 25], and then show
that most of the well-known results for Hamming weights, classical error
and erasure correction and information leakage, can be directly translated to
rank weights, network error and erasure correction and information leakage
on networks, once the right definitions and tools are introduced.

After giving some preliminary tools from the literature in Section 2, the
new results in this paper are distributed as follows: In Section 3, we gather
alternative definitions of rank weights and generalized rank weights from
the literature, and propose some new definitions, proving the equivalence
between them. In contrast with [7, 17, 25], we also treat relative weights [20].
In Section 4, we study linear equivalences of codes, that is, vector space iso-
morphisms between codes that preserve rank weights (and generalized rank
weights), which allow to say when two codes perform exactly equally in
secure network coding. We establish new characterizations of these equiv-
alences that also give a connection with information leakage. We treat for
the first time the case of different lengths and obtain the minimum possible
lengths of codes, up to these equivalences. In Section 5, we establish a way
to derive bounds on generalized rank weights from bounds on generalized
Hamming weights, and give a list of some of these bounds. In the rest of
the section, we discuss what the Singleton bound in the rank case can be,
establishing a new alternative version. In Section 6, we introduce the concept
of rank-punctured codes, which plays the same role as classical punctured
codes, and which are a main tool for the study of rank weights, erasure
correction and information leakage, since punctured codewords are concep-
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tually the same as codewords with erasures. We use this to characterize MRD
ranks of codes and introduce the concept of information spaces. Finally, in
Section 7, we revisit some of the results regarding error and erasure correc-
tion and information leakage on networks. We obtain new relations regard-
ing information leakage and duality, estimate information leakage in terms
of dimensions of spaces, and propose a slightly different decoder than that
of [20, 28], proving also the characterization of the correction capability of
arbitrary (in particular, IF;-linear) coding schemes, which has not been stated
nor proven yet.

2 Definitions and preliminaries

Let q be a prime power and m and n, two positive integers. [F; denotes the
finite field with q elements. All vectors are considered to be row vectors, and
we use the notation AT to denote the transpose of a matrix A.

2.1 Linear network coding model

We will consider the network model with errors in [20, 28], where the original
message X € ]F’;m (considered as k packets in Fym) is encoded by a given
source into ¢ € ngm, whose 1 components (seen as packets) are sent through
a network with n outgoing links from that source node and where a given
receiver obtains y = cA” + e, for some transfer matrix A € ]Fé\’ ** and some
error vector e € FL,.

As in [20, 28], when treating error and erasure correction, we will con-
sider multicast networks with one source and several sinks, and no delays
nor cycles. In the noiseless case, for treating just information leakage to an
adversary, we may assume several sources as long as the packets sent by
different sources have no correlations. This allows to treat packets from a
different source as errors, which give no extra information to a wiretapping
adversary by [20, Proposition 5].

The length of the vector c is defined as #, and corresponds to the number
of outgoing links from the source in the network, while m corresponds to the
packet size. Therefore, m and n do not play a symmetric role.

Although it is usual in the literature to only consider the case n < m, we
consider all cases, and we argue as follows (see also [20, Section I.A] for more
details): on the one hand, in some Internet protocols, the size of each packet
(m) is bounded by some parameters of the protocol, whereas the number of
outgoing links (n) is not necessarily bounded. On the other hand, since many
computations are carried out over the extension field [F;n, requiring m > n
may extremely increase the computational complexity of the encoding and
decoding.
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2.2 Codes and coding schemes

A code in !, is just a subset C C ]Fgm, whose length is defined as n. We
say that C is linear (respectively F;-linear) if it is an [F m-linear subspace
(respectively IF;-linear). The term arbitrary is used for all codes, including
non-linear codes.

Definition A.1 ( [20, Definition 7]). A coding scheme (or binning scheme)
with message set S is a family of disjoint nonempty subsets of IFj,, Ps =
{Cx}xes, together with a probability distribution over each of these sets.

Definition A.2. A coding scheme as in the previous definition is said to be
linearif S = ]Fsm, where 0 < ¢ < n, and

&Cx + BCy C Coxs pys

for all a,f € Fym and all x,y € IFsm- Similarly in the [F;-linear case (where
S:lF$,0<€§mn).

The encoding in the coding scheme is given in [20, Definition 7] as fol-
lows: for each x € S, we choose at random (with the chosen distribution) an
element ¢ € Cx. With these definitions, the concept of coding scheme gener-
alizes the concept of code, since a code is a coding scheme where #Cx = 1, for
each x € S, and thus no probability distribution is required. In the same way,
linear and IF;-linear coding schemes generalize linear and F;-linear codes, re-
spectively.

An equivalent way to describe linear (and IF;-linear) coding schemes is
by nested linear code pairs, introduced in [36, Section III.A]. We use the
description in [5, Subsection 4.2].

Definition A.3 ([5, 36]). A nested linear code pair is a pair of linear codes
G ¢ C C ]Fgm. Choose a linear space W such that C; = C, & W (where @

represents the direct sum of vector spaces) and an isomorphism 1 : IFsm —
W, where ¢ = dim(C;/C;). Then we define the sets Cx = ¢(x) + C,. They
form a linear coding scheme called nested coset coding scheme [20].

If we choose the probability distribution to be uniform, then the encoding
can be done as follows: Take uniformly at random ¢’ € C; and define ¢ =

p(x) + .

A given code C C IFgm, seen as a pair 0 & C is suitable for error correction,
but is not suitable for protection against information leakage. Ozarow and
Wyner proposed in [26] using the pair C & I, for protection against infor-
mation leakage on noiseless channels. The idea of nested linear code pairs
was introduced in [36] to protect against both information leakage and noise.
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Independently, the same idea was implicitly used by Shamir [27] and
Massey [5, Section 3.1] to construct secret sharing schemes, and general
nested linear code pairs were first used for this purpose in [5, Section 4.2],
where it is claimed in an informal way that they include all possible linear
coding schemes. We now state this in a formal way, omitting the proof, which
is straightforward. The IF;-linear case is completely analogous.

Proposition A.4. Given a linear coding scheme Ps = {Cx}xes, define C; =
Uxes Cx and Cy = Cy (recall that S = ]Fgm ). Then, Cy and C, are linear codes
in ngm and

1. C, G Cy.

2. The relation given in Cy by ¢ ~ d if, and only if, there exists x € F., such
that ¢, d € C, is an equivalence relation that satisfies the following:

c~d <<= c¢—de(.
In particular, Ps = C1/Ca.
3. The map ]Ff;m — Ps = C1/Cy : x — Cx is a vector space isomorphism.

In particular, if we take a subspace W C Cy such that C; = C; © W, then we
can canonically define an isomorphism  : ]Fg,,, — Wby CxNW = {¢(x)}. Of
course, it satisfies that Cx = {(x) + C.

On the other hand, if d : IFj,, x IFj,, — N is the rank (respectively Ham-
ming) distance [11] (respectively [16]), we define the minimum rank (respec-
tively Hamming) distance of the coding scheme Pgs as

d('PS) = min{d(C1,C2) | c] € Cx1/C2 S szle =+ xz}. (A1)

For arbitrary codes we obtain the usual definition of minimum distance. For
arbitrary coding schemes, it is basically the minimum of the distances be-
tween the sets Cy, x € S.

For a linear coding scheme Pg and the Hamming distance d, d(Pg) coin-
cides with the minimum coset distance introduced in [9] or the first relative
generalized Hamming weight [24]. For a linear coding scheme and the rank
distance, it coincides with the first relative generalized rank weight [20].

2.3 Rank weights and rank supports

Now we turn to rank weights. We first observe the following obvious fact
from linear algebra.
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Lemma A.5. Let aq,ay,...,0y and B1, B, ..., Bm be two bases of Fgm over IFq,
and let ¢ € IFZm be a vector. It can be written in a unique way as

m m
c=) cie; =) di;
i=1 i=1
where ¢;, d; € IF{; Moreover,

<C1,C2,...,Cm>1[:q = <d1,d2...,dm>]1:q C IF;

Definition A.6 ( [11], [20, Section II.D]). Choose one of such bases a1,«5, ..., &y,
and a vector ¢ € IFf,,. We define the rank support [20] of c as

G(C) = <C1,C2,. . .,Cm>]1:q,

where ¢ = Y/" ; c;; and ¢; € [Fj. The rank weight of ¢ [11] is then wig(c) =
dim(G(c)).

From the previous lemma it follows that G(c) (and wtg(c)) does not de-
pend on the choice of the basis. However, from now on, we fix one such basis
1,00, ..., 0p.

Definition A.7 ([17, Definition 1]). For each linear subspace D C Ff,, we

define its rank support as G(D) = Y qcp G(d) and its rank weight as wtg (D) =
dim(G(D)).

Remark A.8. We can associate each vector ¢ € ]Fgm with a matrix over By, which
we denote as follows:

C1,1 61,2 . Cl,n
€21 €2 ... Cop
V(C) - : : .. : ’
Cm1 Cm2 - Cmpn
where ¢ = Y, a;c; and ¢; = (ci1,Ci2,---,Cin) € IFj. Note that a;ej, where

e; is the canonical basis of ]F;’m,for i=12,...,mand j =1,2,...,n, is a basis
of lFZm over Fy. It follows that p : lFZlm — " is an Fy-linear vector space

isomorphism. Moreover, the rank support of ¢ is the row space of u(c), which we
denote by row(u(c)), and the rank weight of c is the rank of u(c), denoted by

Rk(p(c))-

The rank weight of a subspace D C 3, is then the rank of the matrix obtained
by appending all rows of all matrices corresponding to the vectors in D. It can be
shown [17, Proposition 3 (4)] that we can take the vectors in a basis of D.

Note that G(c) = G((c)) and thus wtg(c) = wtg((c)), for every ¢ € Fn.
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2.4 Trace codes, subfield codes and Galois closures

Now we gather some tools from the literature regarding trace and subfield
codes, and Galois closures. More details can be found in [13], [16, Section
3.8], [30, Section II] or [31, Chapter 9]:

Definition A.9. For a vector x = (x1,xp,...,%,) € ]Fgm and any integer i > 0,

i i i i
we define x7 = (x? , xg ,..., X} ). Then we define the trace map on vectors as

follows
m—1

LN n. i
Tr: Fpw — Fy i x— E)xq.
1=l
For a linear subspace D C IFgm, we define its Galois closure [30, Definition]
as
m—1 ;
D* = 2 D7,
i=0

its trace code as Tr(D) = {Tr(d) | d € D} and its subfield code as D[f, =
D NIF;. We say that D is Galois closed if D = D*. If D C [Fj and is Fy-linear,
we define its extended code as D ® IFgm, that is, the code generated over [Fyn
by the set D, also denoted as (D), C Ffn.

Note that Tr is IF;-linear and D* is the smallest Galois closed linear code
containing D [30]. Moreover, a linear subspace D C IFZ’” is Galois closed if,
and only if DY C D, which is equivalent to D7 = D.

The following proposition easily follows from [30, Lemma 1]. The equiv-
alence between items 1, 2, 4 and 5 were also noticed in [13, 17].

Proposition A.10 ([30]). For every linear code C C Iy, of dimension k, the fol-
lowing are equivalent:

1. C is Galois closed.

2. C admits a basis of vectors in Fj.

3. C has a basis consisting of vectors of rank weight 1.
C = Clg, ® Fgn.

C=Tr(C) @ Fym.

Tr(C) = Clp,-

dim(Tr(C)) = k.

dim(Clg,) = k.

N S ™

We give a final tool due to Delsarte [6, Theorem 2]:
Lemma A.11 (Delsarte [6]). For every linear code C C IF;lm, we have that

(Clg,)" =Te(CH), and (CH)[g, = (Tr(C))
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3 Equivalent definitions of rank weights and gen-
eralized rank weights

In this section we give new equivalent definitions of generalized rank weights
[20, 25]. In contrast with [7, 17, 25], we also treat relative weights [20]. Both
have been proven to characterize worst-case information leakage and error
and erasure correction on networks [20, 25].

3.1 The Hamming case

We briefly recall the definitions of Hamming weights, generalized Hamming
weights [33] and their relative versions [24]. Following [33, Section II] (see
also [16, Section 7.10]), given a linear subspace D C IF;’m, we define its support
as Supp(D) = {i | 3d € D,d; # 0} and its Hamming weight as wty(D) =
#Supp(D). The r-th generalized Hamming weight of a code C [33], and r-th
relative generalized Hamming weight of a nested linear code pair C; & C;

[24] are, respectively,
dpr(C) = min{wty(D) | D C C,dim(D) = r}, (A.2)

Mp,(C1,Cp) = min{wty(D) | D C Cy, (A3)
DNCy =0,dim(D) = r}. '

3.2 Existing equivalent definitions

We briefly review the existing equivalent definitions of generalized rank
weights and their relative versions. We attribute the following lemma to a
combination of [30] with [20] for dim(D) = 1, and a combination of [30]
with [17] for the general case, and show why:

Lemma A.12 ([17, 20, 301). For any linear subspace D C IFjy,
wig(D) = wtg(D*) = dim(Tr(D)) = dim(D*).

Proof. It is immediate that dim(D*) = dim(Tr(D*)) from Proposition A.10,
and moreover it holds that Tr(D*) = Tr(D).

The equality wtg (D) = dim(D™*) is proven in [20, Lemma 11] for dim(D) =
1, hence the result follows immediately in that case.

On the other hand, [17, Theorem 16] states that G(D) = Tr(D), hence
wtr(D) = dim(Tr(D)) and the result follows in the general case. O

Now we define generalized rank weights, introduced in [25] for n < m,
and their relative versions, both introduced in general in [20]:
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Definition A.13 ( [20, Definition 2]). For a linear code C C ]F;’m and1<r <

k = dim(C), we define its r-th generalized rank weight as
dr,(C) = min{dimV | V C F},,V = V¥,
R,r( ) { | q (A.4)
dim(CNV) >r}.

For a nested linear code pair C; & C; C lFZm, we define its r-th relative

generalized rank weight as
Mg,(C1,C2) = min{dimV | V C F, V = V7, (A5)
dim((C;NV)/(C,NV)) >r}. ’

Fix a linear code C C F", and 1 < r < k = dim(C). We have the following
equivalent definitions from the literature:

Lemma A.14 ([17, Corollary 17]). The r-th generalized rank weight dg ,(C) is
equal to
min{wtg(D) | D C C,dim(D) = r}. (A.6)

Lemma A.15 ( [7, Proposition IL1]). If n < m, the r-th generalized rank weight
dr+(C) is equal to

min{max{wtg(x) | x € D*} | D C C,dim(D) = r}. (A7)

3.3 New equivalent definitions

In this subsection, we give new equivalent definitions of rank weights, gen-
eralized rank weights and their relative versions.

Theorem A.1. For any linear subspace D C IFg,, we have that
wir(D) = min{wty(¢5(D)) | B C Fj is a basis of Fyn },

where ¢p : Fpn — g, is the linear map defined as ¢@p(c) = x, where ¢ =

Y1 x;viand B = {v;}!' ,. In particular, for every vector ¢ € FF/!

g e have that

n
wtg(c) = min{wty(x) | ¢ =} x;v;,
i=1
B = {vi}i_y C Iy is a basis of Fyn }.

The following inequality is obtained when choosing the basis B as the
canonical basis. It also follows easily from the definitions and was first no-
ticed by Gabidulin [11] when dim(D) = 1:

WtR(D) < WtH(D). (A.8)
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Proof of Theorem A.1. We first prove the inequality <: Let B = {v;}!_; C I}
be a basis of IFZm Ifc=Y",xv;iand j > 0, then

j 1 q] L q] q] L q/
I =Y xvi| =) xIvi =) xlv,
i=1 i=1 i—

since v; € IFy. It follows that goB(c‘?/) = goB(c)‘ij, for all ¢ € Fjj,, and all j > 0,
and therefore,

m—1 . m—1 .
@p(D*) = Z(;) pp(D") = Z(:) pp(D)" = gp(D)*.
= j=

Hence, using this and Lemma A.12, we see that
wtr(D) = dim(D*) = dim(¢p(D"))

— dim(g(D)") = wir(gs(D)) < win(¢s(D)),
where the last inequality follows from (A.8).
Now we prove the inequality >: We will show that we may select an
appropriate basis B from the given family such that wtg(D) > wty(¢p(D)).
By Proposition A.10, since D* is Galois closed, it has a basis v, vy, ..., Vs
of vectors in ]Fg. We may extend it to a basis B = {vy,vy,...,v,} of FZ,
which is then a basis of F,, as an Fyn-linear space. Then Supp(¢g(D)) C
{1,2,...s}, since ¢p(v;) = e;, where the vectors e; constitute the canonical
basis. Therefore, wtg (D) = dim(D*) = s > wty(¢p(D)), as desired, and the
inequality follows. O

We now give the following new equivalent definitions of generalized rank
weights:
Theorem A.2. For a linear code C C ]Fgm and 1 < r < k = dim(C), the r-th
generalized rank weight of C is equal to:
dg,(C) = min{dp,(¢5(C)) | B C IFy

, , (A9)
is a basis of Fyn }

=n—max{dim(L§) | U C lFsm,dim(U) =k—r}, (A.10)

where G is a generator matrix of C, ¢p is as in Theorem A.1 and Lﬁ ={xe Fy |
Gx e uy}.

Definition (A.10) is an analogous description as that of [14, Lemma 1]
for generalized Hamming weights, and is expressed in terms of a genera-
tor matrix of the code. We now give new equivalent definitions of relative
generalized rank weights. Observe that Definition (A.11) is an extension of
Definition (A.6) for relative weights.
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Theorem A.3. For a nested linear code pair C; & C; C IFgm and 1 < r </ =
dim(Cy/Cy), the r-th relative generalized rank weight of C; & Cy is equal to:

MR,r(Cll Cz) = min{th(D) | D C (Cy,

A1l
DﬂCZZO/dim(D):r} ( )
_ min{MH,r(¢§(C1)/¢B(C2>) | BC Iy (A.12)
is a basis of Fijn }
= 1 —max{ dim(LS) | U c FY,,
{dim(Ly) | g (A.13)

dim(U) = ky — r,dim(U") = kp},

where @p is as in Theorem A.1, G is a generator matrix of Cy, the first ko rows of G
are a basis of Co and U is the projection of U onto the first ky coordinates.

Now, the last definition is analogous to [37, Lemma 2] for the Haming
case. We only prove Theorem A.3, since Theorem A.2 is obtained from it by
choosing C; = 0.

Proof of Theorem A.3. We first prove (A.5) > (A.11): Take a V as in (A.5).
Since dim((C; NV)/(C2,NV)) > r, we may choose a linear subspace D C
C; NV such that dim(D) = rand DN (C; N V) = 0. Hence D is as in (A.11).
Moreover, since D C V, we have that D* C V* = V, hence wig(D) < dim(V)
by Lemma A.12, and the inequality follows.

No we prove (A.5) < (A.11): Take D as in (A.11), and define V = D*,
which is Galois closed. The natural linear map D — (C;NV)/(C,NV) is
one to one, and hence dim((C;NV)/(C,NV)) > dim(D) =r,and V is as in
(A.5). Moreover, dim(V) = dim(D*) = wtg(D) by Lemma A.12, hence the
inequality follows.

Using Theorem A.1 and the expression (A.3), we see that (A.11) = (A.12).

Finally, we prove that (A.11) = (A.13). Fix U C lFI;},, as in (A.13), and
define V. = U and D = {vG | v € V}. It holds that dim(D) = r and
DNCy =0since U = ]FZ,ZH. For any x € ]}, we have that

GxleU+—vGx =0, WweV

< d-x=0,¥d €D < x€ D",
and thus LG = (D1) |, Using Lemma A.12 and Delsarte’s Lemma A.11,

wig(D) = dim(Tr(D)) = n — dim(L§}),

and we are done. O
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4 Equivalences of codes

The purpose of this section is to characterize the IFyn-linear vector space iso-
morphisms ¢ : V — V' that preserve rank weights, where V, V' are Galois
closed.

Observe first of all that wtg(V) = dim(V) and wtg(V’) = dim(V’) by
Lemma A.12, hence dim(V) = dim(V’) is necessary if we want to preserve
all possible rank weights.

A first characterization has been given in [3, Theorem 1], for V. = V' =
]Fgm. We will see that, due to our new characterizations, equivalent codes
are guaranteed to exactly perform in the same way in secure network cod-
ing, and not only regarding worst cases (which would be guaranteed just by
having the same minimum rank distance). Moreover, in contrast with [3], we
consider equivalent codes with different lengths, which allows to consider
equivalent codes that can be applied to networks with different number of
outgoing links. As a consequence, we will see which is the minimum possi-
ble length of a code equivalent to a given one, that is, which is the minimum
number of outgoing links that a given code requires.

4.1 New characterizations

Define the sets Y(ngm) and A(]FZ,,,) as the set of Galois closed linear subspaces
of [, and the set of subspaces of the form V; = {ce F | c; =0,Vi ¢ 1},
for some I C J = {1,2,...,n}, respectively, as in [20]. We will write just Y
and A if there is no confusion on the space IFZm. For convenience, we also
define Ly = {c € F} | ¢; =0, if i & I}.

The rank weights are defined in terms of the spaces in Y (see (A.4) or
[20]), and the Hamming weights are defined in terms of the spaces in A
(see [20, 21]). We will use this analogy in the rest of the paper.

We have the following two collections of characterizations of Hamming-
weight and rank-weight preserving vector space isomorphisms. To the best
of our knowledge, only the equivalence between items 2 and 5 has been no-
ticed in the Hamming case, which is an obvious consequence of MacWilliams
extension theorem (see [16, Section 7.9]). We only prove the rank case, that
is, Theorem A.5, being the proof of Theorem A.4 analogous.

Theorem A.4. Given an IFyu-linear vector space isomorphism ¢ : V. — V', where
Ve A(IFZm) and V' € A(IFZV/H), the following are equivalent:

1. Ifc € V and wty(c) = 1, then wty(¢(c)) = 1.
2. ¢ preserves Hamming weights, that is, wtyy(¢(c)) = wty(c), forall c € V.

3. For all linear subspaces D C V, it holds that wt(¢(D)) = wtyg (D).
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4. Forall U € A(F%,), U C V, it holds that ¢(U) € A(F1,).

5. ¢ is a monomial map. That is, if V = Vand V' = Vi, with N = #I = #],
then there exists a bijection ¢ : I — | and elements 7y1,72,..., YN € Fym
such that ¢(e;) = 7yiey(;), forall i € I.

In such case, we will say that ¢ is a Hamming-weight preserving transformation or
a Hamming equivalence.

Theorem A.5. Given an IFyu-linear vector space isomorphism ¢ : V.— V', where
Ve Y(]Fgm) and V' € Y(]FZ,’,,), the following are equivalent:

1. If c € V and wtg(c) = 1, then wtg(¢(c)) = 1.

2. ¢ preserves rank weights, that is, wtg (¢(c)) = wtgr(c), forallc € V.
3. For all linear subspaces D C V, it holds that wtg(¢(D)) = wtgr(D).
4. Forall U € Y(F!,), U C V, it holds that p(U) € Y (Fh,).

5. There exists B € IFZ]‘,,, = Fyn \ {0} and an Fyn-linear vector space isomor-
phism ¢' : V. — V' such that ¢'(V|g,) C V'|g, and ¢(c) = B¢'(c), for
every ¢ € V. Equivalently, there exists a matrix A € ngX”/ and p € Fp,
such that ¢(c) = BcA, for every c € V.

In such case, we will say that ¢ is a rank-weight preserving transformation or a
rank-metric equivalence.

Proof. It is obvious that item 2 implies item 1 and item 3 implies item 2.

We now see that item 4 implies item 3. First, the number of sets in the
family Y(]Fgm) that are contained in V is the same as the number of sets
in the family Y(]FZ’/“) that are contained in V’, since dim(V) = dim(V’). It
follows that, given a linear subspace U C V, U € Y(]Fgm) if, and only if,
pU) € Y(]FZ:,Z) Now given a linear subspace D C V, since D* is the smallest
set in Y(]F;’m) that contains D, it follows that ¢(D*) = ¢(D)*. Therefore,
wtr(D) = dim(D*) = dim(¢(D*)) = dim(¢(D)*) = wtr(¢(D)) by Lemma
Al2.

To prove that item 5 implies item 4, it is enough to show that, for a
given subspace U C V, if U7 C U, then ¢(U)7 C ¢(U). Take bases B =
{vi,va,...,vn} and B' = {v},v),..., vy} of V and V' in F}j, respectively,
such that ¢(v;) = Bv,. Take u € U, and write it as u = Y.ijAijajvi, where
Aij € Fy. Then ¢(u)? = Y; ; Ai,jﬁqajv;. Since ¢p(u’) = ;i )\i,jﬁtx?v; € ¢p(U), it
follows that ¢p(u)? € ¢p(U).

Finally, we prove that item 1 implies item 5, which is a slight modification
of the proof given in [3]. Taking a basis of V in IFj as before, it holds that
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¢(vi) = Biu;, for some u; € IFj and B; € Fj,.. Since ¢ is an isomorphism, the
vectors u; are linearly independent.

Now take i # j and assume that B; # a; jf;, for every a;; € IF;. Then there
exists a basis of IF;n over IF; that contains ; and B;. Therefore ¢(v; +v;) =
Biu; + ,B]-u]-, but WtR((P(Vi + V])) = WtR(VZ' + V]) = 1 and also th(ﬁiui +
Bju;j) = 2, since u; and u; are linearly independent.

We have reached an absurd, so there exists a;; € IF; such that f; = a; p;,

for all i, j. Defining B = By = ayBj and v; = a; ilui, we obtain a description

of ¢ as in item 5. O
This motivates the following definition.

Definition A.16. We say that two (arbitrary) codes C C IFj,, and C'c ]FZ‘;,, are
rank-metric equivalent if there exists a rank-metric equivalence ¢ between V
and V' such that ¢(C) = C’, where C C V € Y(Fjy) and C' C V' € Y(]Fg,’n)
Similarly for Hamming equivalent codes.

Remark A.17. Observe that item 2 states that equivalent codes behave exactly in
the same way regarding error and erasure correction, and not just in worst cases,
since corresponding codewords have the same rank weight (see [28, Subsection IV.C]
for MRD codes, and [20, Theorem 4] and [29, Theorem 2] in general). On the
other hand, item 4 states that equivalent linear codes behave exactly in the same way
regarding information leakage, and not only in worst cases, since the information
leaked by wiretapping links is measured by the dimension of C N\ U, for some U € Y,
as stated in [20, Lemma 7]. The previous theorem thus states that one property is
preserved if, and only if, the other is preserved.

The same holds for the Hamming case, where item 4 states that equivalent codes
behave exactly in the same way regarding information leakage in code-based secret
sharing [12, 21], and item 2 states that equivalent codes behave exactly in the same
way regarding usual error and erasure correction.

Item 1 states that it is only necessary for codes to be equivalent that they behave
in the same way regarding “unitary” errors.

Remark A.18. Observe that, due to the equivalence between items 2 and 3, rank
weight preserving transformations preserve not only minimum rank distances and
rank weight distributions, but also generalized rank weights and generalized rank
weight distributions.

Remark A.19. In the Hamming case, if ¢ : C; — Cp is an IFgm-linear vector space
isomorphism that preserves Hamming weights, for arbitrary linear codes Cy C T,
and Cy C IFZ;,;, then it can be extended to a Hamming weight preserving isomorphism
¢ : Vi — V), where I = Supp(Cy) and ] = Supp(Cp). This is known as
MacWilliams extension theorem (see [16, Section 7.9]).

However, this is not true in the rank case. For a counterexample, see [2, Example
2.9 (c)].
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As a consequence, we can now establish the following relations between
Hamming and rank weights:

Theorem A.6. For any linear codes D, C C Iy, we have that

wir(D) = min{wty(¢(D)) | ¢ : Fgn — Fpn

is a rank-metric equivalence},

dr(C) = min{dp,(¢(C)) | ¢ : Fgm — Fou
is a rank-metric equivalence},

where 1 <r < k = dim(C). Moreover, if n < m, we have that

wip (D) = max{wtr(¢(D)) | ¢ : Fgn — Fpn

is a Hamming equivalence},

dy x(C) = max{dg x(¢(C)) | ¢ : ]Fgm — ]F’;m

is a Hamming equivalence}.

Proof. The second equality follows from the first one, which we now prove.
By Theorem A.5, the map ¢p in Theorem A.1 is a rank-metric equivalence,
for any basis B C IFj of IFj,, since it maps vectors in IFj to vectors in [Fj.
On the other hand, given a rank-metric equivalence ¢ : ]F;m — ngm, with B
and ¢’ as in item 5 in Theorem A.5, define v; = ¢'~!(e;), where e; is the i-th
vector in the canonical basis and B = {v;}"_,. Hence ¢/ = ¢p and ¢ = Bgp.
Multiplication by B preserves Hamming weights, and hence we see that the
first equality follows from Theorem A.1.

The last equality follows from the third one, which we now prove. First,
for every Hamming equivalence ¢, it follows from Theorem A.4 and Equation
(A.8) that wty (D) = wty(¢(D)) > wtr(¢(D)), and therefore the inequality
> follows.

To conclude, we need to prove that there exists a Hamming equivalence ¢
such that wty (D) = wtgr(¢(D)). By taking a suitable Hamming equivalence,
we may assume that D has a generator matrix G of the following form: the
rows in G (a basis for D) are g1,8, ..., 8 and there exist 0 =ty < t; < f; <
... <ty < nsuch that, foreveryi = 1,2,...,7, gij=1 ift; 1 <j<t,and
gij = 0if t; < j. Observe that t, = wty(D).

Finally, choose a basis 71,72, .., vm of Fgn over Fy, and define the Ham-
ming equivalence ¢(c1,¢2,...,¢n) = (7161, 722, - -, YuCn). Then, ¢(D) has a
generator matrix whose rows are h; = ¢(g;), which satisfy that h;; = 7; if
ti_g <j<t,and hi,j =0ift; <.

It follows that G(¢(D)) = Y;_; G(h;) = V;, where I = {1,2,...,t}, and
we are done. O
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4.2 Rank degenerateness and minimum length

Now we turn to degenerate codes in the rank case, extending the study in [17,
Section 6].

Definition A.20. A linear code C C Iy, is rank degenerate if it is rank-metric

equivalent to a linear code C' C ]FZ;, with n’ < n.

Hamming degenerate codes are defined in the analogous way. As in the
Hamming case, rank degenerate codes are identified by looking at their last
generalized rank weight. This is the definition of rank degenerate codes used
in [17]. However, note that our definition actually states whether a given code
does not require the given length, which in network coding means whether
a code can be implemented with less outgoing links from the source node.

The next proposition actually gives the whole range of lengths of linear
codes rank-metric equivalent to a given one. To prove it, for every V €

Y(]F;m) and every basis B C [Fj of V, we define the Fyn-linear map

dim(V)

lPB : V — ]qu (A14)

dim(V)

dim(V . .
ir?( Jand ¢ = Y,  xiv; Itisarank-metric

given by ¢p(c) = x,if B = {v;},_
equivalence by Theorem A.5.

Proposition A.21. Given a linear code C C Iy, of dimension k and any positive

integer n’, there exists a linear code C' C lF;f,’n that is rank-metric equivalent to C if,
and only if, n' > dg (C).

Proof. For a given n’, assume that there exists a linear code C' C ]Fg;, that
is rank-metric equivalent to C. Then C’ has dimension k and dg;(C) =
dR,k(C/) S 71/.

Now fix n’ = dgx(C) = dim(C*). Take V = C* and ¢3 as in (A.14) for
some basis B C IFj of V. As remarked before, ¢ is a rank-metric equivalence
and thus C is rank-metric equivalent to C' = y(C) C ]F;’:n

Finally, take n” > n’ = dg;(C) and C’ as in the previous paragraph.
Append n” —n’ > 0 zeroes to every codeword in C’. The obtained code
c" c ]FZ;,: is linear and rank-metric equivalent to C’, and thus also to C, and
we are done. O

Therefore, dg 1 (C) gives the minimum possible length (minimum number
of outgoing links required by C) of a linear code that is rank equivalent to C.
As an immediate consequence, we obtain the following:

Corollary A.22. A linear code C C ]Fgm of dimension k is rank degenerate if, and
only if, dg (C) < n, or equivalently, C* 7 .
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On the other hand, we obtain the following result. The first part is [17,
Corollary 30].

Proposition A.23. If mk < n, then every linear code C C I, of dimension k
is rank degenerate. On the other hand, if mk > n, then there exists a linear code
C C Iy of dimension k that is not rank degenerate.

Proof. The first part follows from the previous corollary and the fact that
dim(C*) < mk.

Now,ifmen,choose)Ll(ij)equ,forlSigk,lgjgnandlglgm,

such that <{x,1}%§;§fn) = IFj, where x;; = Y1’y )\l(,ij) e; and e; is the canonical
basis of ]F,;Z This is possible since mk > n.

On the other hand, defineu; = Y/ ; a;x;; € ]Fgm, and C' = (uy, up, ..., uy).
Then, C'* = ]Fgm and dim(C’) < k. Taking C' C C, with dim(C) = k, we ob-
tain the desired code. O

5 Bounds on generalized rank weights

In this section we establish a method to derive bounds on generalized rank
weights from bounds on generalized Hamming weights, and afterwards we
discuss what the Singleton bound can be for generalized rank weights. Due
to [20, Lemma 7 and Theorem 2], bounds on generalized rank weights di-
rectly translate into bounds on worst case information leakage on networks,
and therefore are of significant importance.

5.1 Translating bounds on GHWs to bounds on GRWs

Some attempts to give bounds similar to the ones in the Hamming case have
been made [7, 20, 25]. In this subsection, we prove that most of the bounds
in the Hamming case can be directly translated to the rank case.

Note that, since rank weights are smaller than or equal to Hamming
weights (by Equation (A.8)), every bound of the form

M 2 gSIISZr"-rSN (dsl (C)’dSZ(C)’ R4 dsN(C))’

that is valid for Hamming weights, where M > 0 is a fixed positive real
number and g, s,,..sy 1S increasing in each component, is obviously also
valid for rank weights. This is the case of the classical Singleton or Gries-
mer bounds [16, Section 7.10]. On the other hand, the next result is not
straightforward if we do not use (A.9) or (A.12).

Theorem A.7. Fix numbers k and 1 < v,s <k, and functions fys,grs : N — R,
which may also depend on n, m, k and q. If g, s is increasing, then every bound of the
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form
frs(dr(C)) = grs(ds(C))
that is valid for generalized Hamming weights, for any linear code C C I with

dim(C) = k, is also valid for generalized rank weights. The same holds for relative
weights.

Proof. By Theorem A.2, there exists a basis B C IFj of IFj,, such that d rr(C) =
drr(¢B(C)). Therefore,

frs(dry(C)) = frs(du(95(C)))
> 8rs(dn,s(9(C))) > gr,s(drs(C)),

where the last inequality follows again from Theorem A.2. Similarly for rel-
ative weights. O

Remark A.24. The previous theorem is also valid, with the same proof, for the more
general bounds

f7/51152/~-~/SN (dr(C))
= 87,5150, 5N (dsl (C)/ dsz (C)r ceey dsN (C))/

where gy s, s,,...,5y 1S increasing in each component. However, most of the bounds in
the literature are of the form of the previous theorem.

In [14] and [32, Part I, Section III.A], many of these kind of bounds are
given for generalized Hamming weights. One of these (a particular case
of [32, Corollary 3.6]) is proven for rank weights in [7, Proposition 11.3], using
(A.4). Some of these are also valid for relative weights (see [37, Proposition
1 and Proposition 2] or [38]). We next list some of these bounds, where
1<r<s<kandd;=d R,]-(C), for all j. Note that monotonicity is one of
these bounds, and therefore it does not need a specific proof. Also recall that
linear codes in this paper are IF;n-linear, and hence the field size is 4™, not g.

1. Monotonicity:
d?‘Jrl Z dT + 1/

2. Griesmer-type ( [32, bound (14)]):
r—1 d
d}’ Z 2 ’7"11—‘ 7
i—0 19
3. Griesmer-type ( [32, bound (16)]):

¥ [
ds > dy + [ ,
§ r 1§0 (qmr_l)qml
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4. [14, Theorem 1] or [32, bound (18)]:

(" = 1)dy < (g7 —g"C 7)) ds,
5. [14, Corollary 1]:

(" = 1)dy < (g" = ")y,
6. [7, Proposition I1.3]:

(qmr - 1)d771 < (qmr - qm)dr,

N

[32, bound (20)]:

(q"* ) —1)(n — dy)

dr = n— qm(kfs) -1

Remark A.25. A trivial lower bound that is valid for every linear code is dg ,(C) >
r, forall 1 <r < k. Observe that a linear code C satisfies that dg ,(C) = r, for every
1 < r < kif, and only if, C is Galois closed. This gives another characterization
of Galois closed spaces to those in Proposition A.10, in terms of generalized rank
weights. In the Hamming case, dy ,(C) = r, for every 1 < r < k if, and only if,
C = Vy, forsome I C {1,2,...,n}.

5.2 On the Singleton bound

In this subsection, we discuss the possible extensions of the Singleton bound
to rank weights. We start by giving a brief overview of the bounds in the
literature that resemble the usual Singleton bound, both for a linear code
C C IFj and a nested linear code pair C & Cy C Fp:

n—k+r[20],
dr,(C) << (m—1)k+r[20],
My —k)+1,if r =1[23],

n

n—ky +s[20],
MR,S(C1/C2) S (m - 1)(k1 - k2) +s [20]/
k) 41,8 s = 1[20],

where 1 < r < k =dim(C) and 1 < s < kg — ko, k; = dim(Cy) and k; =
dim(C2).

In [8, Proposition 6], a refinement of the classical Singleton bound is given
for cyclic codes. By [8, Proposition 5] and duality [7, Theorem], this bound
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is dg1(C) < drk(C) —k+ 1. Hence this bound is implied by the classical
bound and Proposition A.21, or by monotonicity. The description in [8] gives
then an alternative description of this bound for cyclic codes.

As a tool for future bounds, we establish the following one. It shows how
to obtain bounds for all generalized weights from bounds on the first one or
the last one.

Lemma A.26. For every linear code C C ]Fgm, and for every 1 < r < k—1,
k = dim(C), it holds that

1< dR/rJrl(C) - dR,r(C) < m.
The same bound applies to relative generalized rank weights.

Proof. 1t is enough to prove that, if D C D’ and dim(D’) = dim(D) + 1,
then wtg(D') < wtg(D) + m. Take d € D’ such that D’ = D & (d). Then
D™ = D* + (d)*, and the result follows, since wtg(d) < m. O

Note that this bound implies that an inverse statement to Theorem A.7 is
not possible: Take for instance m = 1, then we have the bound dg ,+1 = dr, +
1, which holds for all linear codes. However, the bound dy,+1 = dp, + 1
does not hold for all linear codes.

The case r = 1 of the following bound was established and proven by
Loidreau in [23] and for relative weights by Kurihara et al. in [20, Proposition
3]. The general case follows from these and the previous lemma.

Proposition A.27 (Alternative Singleton bound). If n > m, then for every lin-
ear code C C ]Fgm, and every 1 <r < k = dim(C),

dR,r(C) S

=3

(n—k)+m(r—1)+1.

For a code pair C; & Cy C Fp, with k; = dim(C;), i = 1,2, and every 1 < r <
dim(Cy/Cy),
m(n —ky)

<
Mg, (C1,G) < — — ks

+m(r—1)+1.

Now, for generalized rank weights, it is easy to see that this bound is
sharper than the usual Singleton bound if, and only if,

r< V(” _nl(;__(’i)_ m)k J ) (A.15)

which is a number in (1,k] if n < mk (the case where the code is not neces-
sarily rank degenerate, see Proposition A.23). However, as it is usual and for
convenience, we give the following definition:
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Definition A.28 ( [7, Definition 1]). A linear code C C IF;’,,, of dimension k is
r-MRD if dg ,(C) = n — k +r. We say it is MRD if it is 1-MRD. Similarly for
r-MDS and MDS codes, replacing dr , by dg , (see [33, Section VI]).

We also obtain the bound dg,(C) < rm from the previous lemma, by
induction on r. Therefore, the overview of the Singleton bound becomes
now as follows, with notation as above, which improves the bounds in the
previous overview:

n—k+r,
dr,(C) < ¢ rm,
Bn—k)+m(r—1)+1,

n— k1 +s,
MRs(C1,Co) < § ST,
7’”,(1”_‘,(’;1) +m(s—1)+1.

Remark A.29. The bound dg,(C) < rm is sharper than the alternative Singleton
bound if, and only if, n > mk. We know that in this case, C is rank degenerate
(Proposition A.23). Therefore, for codes that are not rank degenerate, the usual and
alternative Singleton bounds are the sharpest ones.

Remark A.30. When n < m the usual Singleton bound is the sharpest general
upper bound on the rank distance, since Gabidulin codes (see [11]) are MRD and
may have length n, for all n < m, and dimension k, for all 1 <k < n.

Since the alternative Singleton bound is sharper for v = 1 when n > m, it follows
immediately that, given 1 < k < n, and m, there exists an MRD code over F",,, with
length n and dimension k, if and only if, n < m. This gives a result analogous to the
MDS conjecture (see [16, page 265]) for the rank distance — although in this case it
is not a conjecture.

Also note that the inequality (A.15) gives a lower bound on the number v such
that C is r-MRD.

Remark A.31. One might ask if a bound of the form dr ,(C) < T (n —k) +r holds,
when n > m. However, this is not true even for r = 2. Take for example m =2, n =
4,0 € ]qu \IF;, and the code C = ((1,4,0,0), (0,0,«,1)), which has dimension k =
2. 1t is easy to see that C* has dimension 4, since (1,,0,0),(1,44,0,0),(0,0,4,1)
and (0,0,a,1) are linearly independent over Fgm. Thus, for r = k = 2,

dra(C) =4, and "(n—k)+r= %(4—2)+2:3.

Moreover, we see that dg »(C) attains the alternative Singleton bound.
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We conclude the section with a simple fact that connects -MRD codes
with »-MDS codes, and which follows directly from (A.9).

Proposition A.32. A linear code C C Fy, is r-MRD if, and only if, ¢p(C) is
r-MDS, for all bases B C I of Ffj...

Thus, if C is a Gabidulin code [11], it is obviously MDS, but also the codes
¢p(C) are MDS. It can also be easily shown that the codes ¢p(C) are again
Gabidulin codes. Therefore, to prove that they are MRD, it is only necessary
to prove that they are MDS.

6 Rank-puncturing and rank-shortening

In this section we discuss what are the operations on rank-metric codes anal-
ogous to puncturing and shortening [16, Section 1.5]. The main importance
of the concept of puncturing is that a punctured codeword is essentially the
same as a codeword with erasures, as in the Hamming case. Recall that the
shortened and punctured codes of a given code C C ]Fgm on the coordinates
in the set I C J are defined, respectively, as

Ci=CnVi={ceC|c¢=0Yi¢I,
C' ={(ci)ier | c € C}.

6.1 The definitions

For a linear subspace L C IFy, fix another subspace L' C FFj/ such that Fjj =
L' @ L. Observe that dim(L) = n — dim(L*) = dim(L’), which we will use
throughout the section. We then define the projection map

T ]Fgm — V=L X ]qu,

such that 7 ;/(c) = ¢, wherec = ¢+ ¢, ¢; € V = L'®@Fm and ¢; € vt =
Lt ® Fym. We then write CLL = 1, 1/(C), for an (arbitrary) code C C ]Fgm.

Lemma A.33. For any two subspaces L',L" C ¥}l such that F} = L' ® L+ =

L" @ L+, and for any code C C IF}j, we have that the codes CLL and CLL" are
rank-metric equivalent in a canonical way.

Proof. Define ¢ : V' — V" by ¢(c) = mp 1(c), where V! = L' ® Fym and
V// — L// ® ]qu

First we see that ¢ is a vector space isomorphism. Since dim(V’) =
dim(V"), we only need to prove that it is one to one. Assume that 77 ;#(c) =
0. This means that ¢ € V+, butalso ¢ € V/ and V' NV = 0, hence ¢ = 0.

66
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On the other hand, since FF} = L"@® LY, if c € L', then ¢(c) € L”. In
other words, ¢(V'|g,) C V”|F,. By Theorem A5, item 5, ¢ is a rank-metric
equivalence.

Finally, we see that ¢(CLL) = CLL. 1If ¢; € CLY, then there exists
c=c;+c €C, withc, € VI Write c =¢; + ¢, with¢; € V/and ¢, € V.
Then ¢; = ¢; + (& — ¢2) and hence ¢(c;) = ¢ € CLL”, O

Therefore, the next definition of rank-punctured code is consistent.

Definition A.34. For every ]Fq—linear space L C [/, and every code C C ]Fgm,

we define its rank-punctured and rank-shortened codes over L as Ct = cLL
and C; = CNV, respectively, for some L' as before, where V = L ® Fgm.
Similarly, for a coding scheme Ps = {Cx}xcs, we can define its rank-
punctured and rank-shortened schemes over L as P‘é = {CL} cs and Ps; =
{CxL }xes, respectively. For a linear coding scheme built from C; & C; C ]Fgm,

they are the schemes built from CZL - ClL and Cy; C Cyp, respectively.

Observe that it is not always true that C; C CL, as opposed to the usual
shortening and puncturing. On the other hand, we see that, for every I C 7,
Vi € Y. Then, it is easy to see that Cl = Ccliand C; = Cp,, regarded as
subspaces of V;. Thus the previous definition extends the usual definition of
puncturing and shortening. For brevity, we will use just the words punctur-
ing and shortening for rank-puncturing and rank-shortening, respectively.

Remark A.35. Note that, given L C IFj, there may be more than one subspace
L' c I such that Fy = L' @ L* (later we will actually see how to obtain them). If
V = L®Fym, then Vi=Lt® Fym, and what we are doing is finding a subspace
V' €Y such that Fjjy = V' & vt

On the other hand, if V = V| € A, then Vi~ = V5 and V] is the unique subspace

V' € A such that Fon = V' @ VL. Therefore, punctured codes in the Hamming
case are defined in a unique way, in contrast with the rank case.

Usually, C! and C; are considered as subspaces of IFZ,{,. This is obvious
since Supp(C!) C I and V; is Hamming equivalent to ]Ff}{,. For rank-metric
codes, we can fix bases B, B’ of L,L' C ]Fg, respectively, and consider ¢5(Cr)
and ¢ (CL), where g and s are as in (A.14). That is, we can consider that
cr.ct cEuY.

6.2 r-MRD characterizations

In this subsection, we give characterizations of *-MRD (and r-MDS) codes
in terms of dimensions of punctured codes. We start with a tool that gen-
eralizes Forney’s Lemmas [10, Lemmas 1 and 2] and that is useful to relate
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dimensions of punctured and shortened codes. Note that [20, Lemma 10] is
essentially the second equality in this lemma.

Lemma A.36. For every linear code C C Fy, of dimension k and every subspace
LC ]Fg, it holds that

dim(Ct) = dim(L) — dim((C*)p) = k — dim(C, 1 ).

Proof. The second equality is [20, Lemma 10]. Now dim(CL) = dim(7p 1/(C)) =
k —dim(ker(7ry 1/)) =k — dim(C;1). O

We will need the duality theorem for generalized rank weights, which has
been established and proven in [7] (we will give a shorter proof in Appendix
B):

Theorem A.8 (Duality [7]). Given a linear code C C ¥, of dimension k, write
dr =dg,(C) for1 <r <k, and alsL = dR,s(Cl),for 1 <s < n—k. Then it holds
that
{1,2, . ,1’[} :{dl,dz, .. .,dk}U
(n+1—dif,n+1—dy,...,n+1—db,},

where the union is disjoint.

Note that, in the next propositions, the equivalence of the two first condi-
tions follows directly from Wei’s duality and its corresponding theorem for
rank weights, as proven in [32, Proposition 4.1] and [7, Corollary IIL.3], re-
spectively. The equivalence between item 2 and item 4 for Hamming weights
is proven in [16, Theorem 1.4.15], and the case r = 1 (C is MDS) is fully proven
in [16, Theorem 2.4.3]. It also generalizes [16, Corollary 1.4.14] and [16, The-
orem 1.5.7 (ii)].

Proposition A.37. The following conditions are equivalent for a linear code C C
]Fgm of dimension k, and every 1 < r < k:

1. The code C is r-MDS.
2. dHll(CJ‘) >k—r+2.
3. Forall I C J such that #I < k —r + 1, we have that dim(C!) = #I.

4. Forall I C J such that #1 > n —k +r — 1, we have that dim((C+)!) =
n—k.

Proposition A.38. The following conditions are equivalent for a linear code C C
]Fgm of dimension k, and every 1 <r < k:
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1. The code C is r-MRD.
2. del(CL) >k—r+2.

3. For all L C Ty such that dim(L) < k —r + 1, we have that dim(Ct) =
dim(L).

4. Forall L C ) such that dim(L) > n —k+r —1, we have that dim((C+)*) =
n—k.

Proof. The equivalence between the first two conditions follows from the du-
ality Theorem A.8, as proven in [7], and the equivalence between the last two
conditions follows from Lemma A.36.

Now, we prove that condition 3 implies condition 2. Take ¢ € C*+\ 0
and assume that wtg(c) = dim(L) < k—r +1, where L = ({c)")|F, (recall
wtr(c) = dim((c)*) from Lemma A.12). Then by Lemma A.36,

dim(L) = dim(Cl) = dim(L) — dim((C1)y),

and thus (C*); = 0, but this implies that ¢ = 0, which is a contradiction.
Hence wtg(c) >k —r+2.

Finally, we prove that condition 2 implies condition 3. Let L C IFj be such
that dim(L) < k —r + 1. Then, by the definition of minimum rank distance
(recall (A.4)), we have that dim((C*).) = 0, and thus by Lemma A.36,

dim(Ct) = dim(L) — dim((C*)r) = dim(L).

After showing how to compute generator matrices for punctured codes, it
can be easily proven that the equivalence between items 2 and 3 generalizes
[11, Theorem 1].

Corollary A.39. The smallest integer r such that C is -MDS isr = k —dp 1 (C*) +
2, and similarly for rank weights.

6.3 Information spaces

Next, we define the notion of information space, which plays the same role
as information sets in the Hamming case: any original codeword can be
recovered from the punctured codeword if (and also only if in the linear
case) we puncture on an information space. Therefore, information spaces
completely describe the erasure correction capability of a code, and not only
worst cases.

Definition A.40. Given a linear code C C [Ff,,, we say that a subspace L C Fj;
is an information space for C if dim(Cl) = dim(C). Equivalently, if the
restriction 7ty 1/ : C — Clisan IF;m-linear vector space isomorphism.
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For an (arbitrary) code C C IFj,,, we say that L is an information space for
Cif rp 1 : C — CL is bijective.

On the other hand, given a code pair C; & C; C i, we say that L is an
information space for Cy, G, if dim(C}/Ck) = dim(C;/C;). In general, for
an (arbitrary) coding scheme Pg = {Cx}xes, we say that L is an information
space for Ps if 71 1/(Cx,) N7y 1/(Cx,) = @, whenever x; # Xj.

Observe that a set I C J is an information set for C if, and only if, L; is
an information space for C. Note also that 71; ;/ is always surjective, so it is
only necessary to be injective in order to be bijective.

On the other hand, Proposition A.38, item 4, shows threshold values on
the dimension of a space to guarantee that it is an information space for a
given code, in terms of its minimum rank distance, as in the Hamming case.

Now we characterize MRD codes using information spaces, in the same
way as MDS codes are characterized using information sets. Note that the
result is a particular case of Proposition A.38, taking r = 1. After knowing
how to compute generator matrices of punctured codes, it can be shown that
this proposition is essentially [11, Theorem 2].

Proposition A.41. A linear code C C Ff,, is MRD if, and only if, every L C Iy,
with dim(L) = k = dim(C), is an information space for C.

The following two propositions essentially describe erasure correction on
networks. The second one also describes the correction capability of punc-
tured codes. They are analogous to [16, Theorem 1.5.7 (ii)] and [16, Theorem
1.5.1], respectively. The first one also extends [11, Theorem 1] to arbitrary
codes.

Proposition A.42. Given an (arbitrary) code C C ., if p < dr(C), then every
subspace L C I with dim(L) > n — p is an information space for C. If p > dgr(C),
there exists a subspace L C Ty with dim(L) = n — p which is not an information
space for C.

Proof. First we prove in the first case that 7ty ;, : C — CL is injective. Take
c1,¢2 € C such that 7 ;/(c) = 0, where ¢ = ¢; —cp. Then, c € V1, V =
L ® Fgn, and therefore, wtg(c) < dim(V+) < p, which is absurd.

For the second statement, take ¢1, ¢ and ¢ = ¢; — ¢ such that wtg(c) =
dr(C), write D = (¢)* = (v1,vp,...,Vs), with v; € ]Fg, and extend this to a
basis B = {v;}/_; of F}. Consider L+ = (v{,v,...,Vp)E,, then dim(L) =
n—p and TCL,L/(Cl) = nL,L/(CZ). O
Proposition A.43. Given an (arbitrary) code C C Fj, with p < dgr(C), every
subspace L C Fy with dim(L) > n — p satisfies that dg(C") > dg(C) — p. More-
over, there exists a subspace L C F} with dim(L) = n — p such that dr(Cl) =
dr(C) —p.
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Proof. With the same notation as in the previous proof, we have that wtg (71, ;/(¢)) =
dim((7ry 1/(c))*) > dim((c)*) — p, and the first statement follows.

Finally, take ¢j,¢p such that wig(c) = dr(C), and write D = (¢)* =
(vi,va,...,Vs), with v; € ]Fg, and extend this to a basis B = {v;}/'; of
IFj. Consider Lt = <V1,V2,...,Vp>]1:q and L' = <vp+1,vp+2,...,vn>]pq, then
ker(r, /) "D = Lt ® Fgn, and therefore wtg (717 1/(¢c)) = wtr(c) — p, and
the last statement follows. O

We can extend this to (arbitrary) coding schemes, just by substituting the
code C with a coding scheme Pgs = {Cx }xcs. The proof is the same.

6.4 Computing rank-punctured codes

We conclude the section showing how to compute punctured codes. In the
Hamming case, this is obvious, since we only have to project on some of
the coordinates. In the rank case, we need to solve some systems of linear
equations, which is still an efficient computation.

Proposition A.44. Given a subspace L C Fj and one of its generator matrices A
(L = row(A) and A has full rank [16]), we have that a subspace L' C T} satisfies

) = L' @ L+ if, and only if, it has a generator matrix A' such that A’AT = 1.

Proof. First assume that F} = L' © L+ and B is a generator matrix for L’.
Take x such that xBAT = 0, then xB € L' N L+ and therefore, xB = 0, which
implies that x = 0. Hence, BAT is full rank and there exists an invertible
matrix M such that MBAT = I. Taking A’ = MB we obtain the desired
matrix.

Now assume that L’ has a generator matrix A’ with A’AT = I. Since
dim(L’) = dim(L) = n — dim(L*), we need to prove that L' N L+ = 0.
Suppose that xA’ € L+, then x = xA’AT = 0, and we are done. O

Therefore, to compute subspaces L' with Fj = L' @ L+, we just need to
solve the equations AagT = el-T, i=1,2,...,dim(L). Different solutions give
different spaces.

Note that if A is a generator matrix of L C IFj over Fg, then it is a gener-
ator matrix of V = L @ [Fgn over Fgm.

Lemma A.45. With the same notation as in the previous proposition, we have that,
for every ¢ € g,

nL,L’ (C) = CATAI.

And now we give a method to compute the generator matrix of a punc-
tured code CL, given generator matrices of C and L. The proof is straightfor-
ward and follows from the previous lemma.
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Proposition A.46. Let C C IFy, be a linear code with generator matrix G, and let
L L cC IE; be subspaces with generator matrices A and A’, respectively, and such
that A'AT = 1.

We have that GAT A’ satisfies that row(GATA’) = CLL' = CL, and thus by
deleting linearly dependent rows, we obtain a generator matrix for Ct. Moreover, if L
is an information space for C, then GAT A’ is full rank and therefore it is a generator
matrix for CL.

7 Secure network coding

In this section we revisit the description of secure linear network coding in
view of the results in the previous sections. Recall from Subsection 2.1 the
linear network coding with errors that we are considering, which is the one
in [20, 28], and recall from Subsection 2.2 that we assume that the source
encodes the original message x € lF’{;m into ¢ € IFy, using some coding scheme
Ps = {Cx}xes-

As explained in the introduction, we consider an adversary that may com-
promise the security of the network by doing three things: introducing ¢ er-
roneous packets on t different links, modifying the transfer matrix A and
obtaining information about the original message x by wiretapping several
links.

As in [20, 28], if the receiver obtains the vector y = cAT +e, t = wtg(e)
and p = n — Rk(A), then we say that t errors and p erasures occurred. In
Appendix C, we will see how to consider erasures as errors.

7.1 Erasure correction and information leakage revisited

In this subsection we study the problems of erasure correction and informa-
tion leakage, which are closely related. The amount of leaked information on
networks was studied in [20]. We will see how the punctured construction in
Section 6 can describe this.

Consider a linear coding scheme built from C; & C; C Fp,.. Denote by S
and X the random variables corresponding to the original message and the
encoded message by the previous nested coset coding scheme, respectively,
and 717 the projection onto the coordinates in I C J. It was shown in [12]
and [21] that

I(S; 71(X)) = dim((C3)1/(C1)r) = dim(C}/Ch),  (A16)

for every I C J, assuming a uniform distribution, where the last equality
follows from Lemma A.36, and I(X;Y) = H(X) — H(X]Y) is the mutual
information of the random variables X and Y.
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On the other hand, by wiretapping s links in a network, an adversary
obtains the variable XBT, for some matrix B € ]FZX”. Assuming uniform
distributions, and defining L = row(B) C ]Fg, it is proven in [20, Lemma 7]
that

1(8; XBT) = dim((C5")1./(C{")1) = dim(C}/Ch), (A7)

where the last equality follows from Lemma A.36.

Therefore, the information leakage is tightly related to the dimension of
punctured and shortened codes.

Observe that I(S; XBT) < dim(C;/C,) and the equality holds if, and only
if, L is an information space for Cy, C; as in Definition A.40. Remember from
Proposition A.42 that if n — Rk(B) < dr(Pg), then L = row(B) is an infor-
mation space for Pg. In Appendix A, we show how to efficiently obtain the
original message if L is an information space.

Next we give a relation between information leakage and duality, whose
philosophy is similar to that of MacWilliams equations, since it means that
knowing the information leakage using the code pair C, & Cj is equivalent
to knowing the information leakage using the “dual” code pair Ci- & Cy. It
is convenient to introduce the definition of access structures:

Definition A.47 ([12]). We define the Hamming access structure of the nested
linear code pair C; & C; as the collection of the following sets

A(C1,Co)r = {1 € T | dim(C}/C}) =1},

for0 < r < {¢=dim(C;/Cy). Given a set A C P(J), we define its Hamming
dualas At ={IC J|T1€ A}.

Definition A.48. We define the rank access structure of the nested linear code
pair C; & C; as the collection of the following linear subspaces of IF;

B(C1,Cp), = {L C F} | dim(C{/Cy) =71},

for 0 <r < ¢ =dim(C;/Cy). Given a set B C {L C IF} linear subspace}, we
define its rank dual as B+ = {L C IFy | Lt € B}.

We now present the relation with duality, where the Hamming case for
r = 0 was already proven in [5, Proof of Theorem 1] for the Massey-type
scheme [5, Section 3]. The rank case and the general Hamming case are new.

Proposition A.49. Given a nested linear code pair C; & Cq C ]F;lm and 0 < r <
¢ = dim(Cy/Cy), we have that

A(C,Ci)r = A(C1, Gy
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Proof. It follows from the following equality, which follows from Lemma
A.36, [
dim((Cy)!/(ciH)h) +dim(cl/cl) = ¢.

Proposition A.50. Given a nested linear code pair C; & Cq C ]F;Zm and 0 < r <
¢ = dim(Cy/Cy), we have that
B(Cy,Ci)r = B(C1, Co)p-

re

Proof. Again, it follows from the following equality, which follows from Lemma
A.36,

dim((C3)!/(CH)E) +dim(Ch /Ck') = 4.

Finally, as consequences of Proposition A.37 and Proposition A.38, we
obtain the description of the access structures for MDS and MRD code pairs,
respectively. The Hamming case (Corollary A.51) also follows immediately
from [12, Section III].

Corollary A.51 ( [12, Section III]). If both Cy and Cy are MDS, then

14 , ifky < H#I,
dim(Cl/CH =4 #1—ky , ifky <#I <k,
0 , if#1 < ko,

forevery I C J.

Corollary A.52. If both C1 and Cp are MRD, then

V4 ’ lfkl S dlm(l‘)/
dim(CE/Ch) = dim(L) — ko , ifko < dim(L) < ky,
0 , if dim(L) <k,

for every linear subspace L C Fj.

In general, we can compute the information leaked in many cases, but if
the involved codes are not MDS (respectively, MRD), then there is always a
collection of sets (respectively, subspaces) for which we do not completely
know the information leaked. We first establish this fact for the rank case,
which follows from Proposition A.38, and give an example in the Hamming
case:
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Proposition A.53. Let C; & Cy C [, be a nested linear code pair such that k; =
dim(C;), i = 1,2, £ = ki — ko, Cq is r1-MRD and Cé— is rp-MRD, or equivalently,
dr(Ci) > ki —r+2and dr(Cy) > n—ky —1rp+2. IfL C I} is a subspace
such thatky +r, —1 < dim(L) < ky —ry + 1, then dim(C}/CL) = dim(L) — ky,
which only depends on dim(L) and not on the space L.
If moreover, ky +1p —1 < ky —rq + 1, and taking s = n —k; —d(Cy) + 1 and

s = ko — d(C3) + 1, then for every subspace L C %, it holds that dim(CL/C%)
is

=/ , lfkl +s51 < dim(L),

>l—r1+1 ,Z:fk1—1’1+1<dim(L)<k1+Sl,

= dlm(L) —ky , ka2 +r—-1< dlm(L) <ki—-r1+1,

<r-1 ,kaz*52<dim(L)<k2+T271,

=0 ’ Zf dim(L) S k2 — S7.

Example A.54. If C; and C; are algebraic geometric codes constructed from
a function field of genus g [32], then we have the Goppa bound [32, Theorem
43]: dy(C;) > n—dim(C;)) +1—g and dy1(CiH) > dim(C;) +1—g. It
follows from Proposition A.37 that, for the code pair C; & Cy,

=/ ,1fk1+g§#1,
>l—g ifki—g<#I <k +g

dim(Cl/CH{ =#1—ky ,ifky+g<#[ <k —g,
<g ,ifky —g<#l <ky+g
=0 ,if#1 <ky —g.

7.2 Error and erasure correction revisited

In this subsection we see how the rank-puncturing can describe error and
erasure correction in networks. We will follow a slightly different approach
than that of [20, 28].

We will treat the coherent case, that is, the case in which the matrix A is
known by the receiver. For simplicity, we will consider the case of one code
C C I, which may be non-linear. At the end we will show how to adapt the
results to arbitrary coding schemes. Observe that [20, Theorem 4] only deals
with linear (meaning IF;n-linear, as in the rest of the paper) coding schemes.

As we saw in the previous subsection (see also Appendix A), if the sink
node receives y = cAT and the number of erasures is less than dg(C), we can
perform erasure correction. For that, we can take a submatrix A of A which
is a generator matrix of L = row(A), since the other rows in A are redundant.
All choices of A will give the same unique solution.

When there are errors, we would also like to take a submatrix as before
and the corresponding subvector of y. However, it is not clear that the de-
coder in [20, 28] for A and for A will behave in the same way. We now
propose a slightly different approach.
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Fix the positive integer N and the matrix A € ]F,I;] *", which are assumed
to be known by the receiver.

Definition A.55 ( [28, Equations (9), (12)]). For each ¢ € IF;‘W and y € ]Fg,]ﬂ,
we define the discrepancy between them as

Aa(e,y) =min{r |3z € Fin,D € ]Fé\]”
with y = cAT +zDT} = witg(y — cAT).

Fix nonnegative integers p, t, with Rk(A) > n — p. We will assume that,
ifce ]Fgm issentand y € ]ng\,]n is received, then A4 (c,y) < t, or equivalently,
that y = EAT + e, with wtg(e) < t. Define L = row(A). We will denote
A C Aif A is a submatrix of A that is a generator matrix of L.

Next we recall the decoder in [28] and present a slightly different one.

Definition A.56 ( [28, Equation (10)]). We define the decoder

¢ = argmin__-As(c,y).

Definition A.57. For each A C A, we define the decoder:
¢ = argmin A ;(c,y),

where y is the vector obtained from y taking the coordinates in the same
positions as the rows of A.

We will say that one of the previous decoders is infallible [28, Section
MILA] if ¢ = ¢ (or © = c), when c is the sent message, for every ¢ € C.

In [20, 28], sufficient and necessary conditions for the decoder correspond-
ing to A being infallible are given. We will now state that the same conditions
are valid for the decoders corresponding to all the submatrices A. In partic-
ular, all of them give the correct (and thus, the same) answer.

The main difference is that now the proof only relies on Proposition A.42
and Proposition A.43, where we do not need the machinery developed in [20,
28], in total analogy with the Hamming case, as proven in [16, Theorem 1.5.1],
and for the decoding, we do not need all rows in A. Moreover, although it
is not difficult to adapt the proof in [20, Theorem 4] for IF;-linear coding
schemes, our proof works for any (arbitrary) scheme.

Theorem A.9. Given an (arbitrary) code C C Ff,, if dr(C) > 2t + p, then the

decoders in Definition A.57 are infallible for every A C A, and in particular, they
all give the same answer. If dr(C) < 2t + p, then there exists a matrix A € ]Fé\] xn

such that for every A C A, the decoder in Definition A.57 is not infallible.
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Proof. First, assume dg(C) > 2t + p and fix a matrix A € ]Fﬁl\]X” and A C A.
Assume also that the sent message is ¢ € C and we receive y = cAT +e,
with wtg(e) < t. Define y and € as the vectors obtained from y and e,
respectively, taking the coordinates in the same positions as the rows in A.
Therefore, y = cA' +@.

We have that Rk(A) = Rk(A) and wtg(€) < wtg(e) < t, and on the other
hand,

AA(C,y) = WtR(é) = WtR(EA/),

where A’AT =1,

Now, cATA! = ntp 1/(c) by Lemma A.45. Since dg(CL) > 2t by Proposi-
tion A.43, and since L is an information space for C by Proposition A.42, c is
the only vector in C with dg(yA’, 7ty 1/(c)) < t, and we are done.

Finally, if dg(C) < 2t + p, then take A such that dim(L) = n — p and
dr(CL) = dg(C) — p < 2t, which exists by Proposition A.43. Then, take A C
Aand ¢, ¢ € C such that dr(mp 1/ (c), 7ty /(') = dr(cAT,’AT) < 2t. There
exists e, e’ € IF,I;,]” such that wtg(e), wtg(e’) < t and cAT +¢ = /AT + ¢, and

hence the decoder associated with A gives both ¢ and ¢’ as solutions. O

To adapt this to (arbitrary) coding schemes, we just need to replace dis-
tances between vectors by distances between cosets

dr(Cx,Cy) = min{dr(c,c’) | c € Cx, ' € Cy},

and the choice of vectors in C by the choice of representatives of a coset Cy
in Pg.

A The role of CI'/C} in information leakage

In this appendix we explain the role of CL/C% in information leakage beyond
the expression (A.17). Let the notation be as in Subsection 7.1.

If the adversary knows the matrix B, then he or she may obtain 77} ;/(c) =
cBTB’, where B is a submatrix of B that is a generator matrix of L, and B'BT =
I. Assuming uniform distributions, it can be shown that the adversary still
obtains the same amount of information from 7ty ;/(c):

1(S; XBT) = 1(S; 7ty 1/(X)) = dim(C}/CE). (A.18)

Actually, we can effectively compute the set of possible sent messages,
regardless of the distributions used. If ¢ : ]Fgm — W is the map in Definition
A.3, we can see both ¥ and 71y 1 as maps

Fl 45 €170 5 clych,
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where 1 is an isomorphism and 71y |/ is surjective. Therefore, knowing ¢’ =
mp (e +Cp) = mp p(P(x)), where ¢ = 1(x), we can obtain the set of possible
sent messages, which is

(o)~ (¢) = x+ker(mp o ¢),
regardless of the distribution, and in the case of uniform distributions, dim
(ker(ry, v otp)) = ¢ —dim(Cy/Cy) = H(S) = I(S; 7,1/ (X)) = H(S| 7y, 1 (X))
Moreover, if we know B, we can obtain all vectors in x + ker (7t 1/ o i) by
performing matrix multiplications and solving systems of linear equations.
Assume that Gy, G, G’ are generator matrices of C1, Cy, W, respectively,
where C; = C, ® W, and the first rows of Gy are the rows in G, and the last
rows are the rows in G’. Then, for a message x € ]Fsm, the encoding consists in

generating uniformly at random a vector x; € ]FS%,, and defining ¢ = x,Go +
xG' = (x2,x)G;. Therefore, the projections onto the last ¢ coordinates of
the solutions of the system 71 ;/(c) = X(G;BTB’) will be all the vectors in
x +ker(mry 11 0 1p).

If L is an information space for C; & Cy, i.e., dim(Ck/CL) = ¢, then all
solutions of the previous system coincide in the last ¢ coordinates, which
constitute the original message x € ]Fgm.

B Alternative proof of the duality theorem

We will now give a different proof of the duality Theorem A.8 (proven in [7])
that follows from Proposition A.50. Note that a theorem analogous to Wei’s
duality theorem [33, Theorem 3] has not been given for relative generalized
Hamming weights, nor for the rank case. However, Proposition A.50 and its
Hamming version work for any nested linear code pair.

We will need the following lemma:

Lemma A.58 ( [20, Lemma 4]). For any linear code C C ]Fl’;m andany 1 <r <k,
we have that
dr,(C) = min{j | max{dim(Cy) | dim(L) = j} =r}.

The proof is as follows. By monotonicity and cardinality, it is enough to
prove that both sets on the right-hand side are disjoint. Assume that they are
not disjoint, then there exist i, j, s such that d; = j and d}- = n+1 — j. By the
previous lemma, the first equality implies that

max{dim(Cr) | dim(L) = j} = i.
Now take C; = C and C; = 0 in Proposition A.50. From the fact that
B (]Fgm, Cch), = B(C,0) j‘_r and the previous lemma, the second equality im-
plies that

max{dim(Cp) | dim(L) =j—1} =s+k—n—1+].
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Again by the previous lemma, i > s+k—n—1+j. Now interchanging
the role of C and Ct, which also interchanges the roles of i,s; the roles of
j,n+1—j; and the roles of k,n — k; we have thati <s+k —n — 1+ j, which
is absurd.

C Seeing errors as erasures

We will show now that erasure correction is equivalent to error correction if
the rank support of the error vector is known. This is analogous to the fact
that usual erasure correction is equivalent to usual error correction where the
positions of the errors (the Hamming support of the error vector) are known.
This is a basic fact used in many decoding algorithms for the Hamming
distance, which now we hope can be translated to the rank case.

Proposition A.59. Assume that ¢ € Candy = c+ e, where wig(e) =t < dg(C)
and L = G(e). Then, c is the only vector ¢’ € C such that wtg(y — ¢’) < dr(C)
and L = G(y — c').

Moreover, if A is a generator matrix of L, then c is the unique solution in C of
the system of equations yAT = x AT, where x is the unknown vector.

Proof. Assume thaty = c+e = ¢’ + €/, where ¢/ € C and G(e) = G(e').
Then yAT = cAT = ¢’AT. Since Rk(A) = n—t and t < dg(C), it follows
from the previous theorem that ¢ = ¢’. O
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1. Introduction

Abstract

Reducible codes for the rank metric were introduced for cryptographic purposes. They
have fast encoding and decoding algorithms, include maximum rank distance (MRD)
codes and can correct many rank errors beyond half of their minimum rank distance,
which makes them suitable for error-correction in network coding. In this paper, we
study their security behaviour against information leakage on networks when applied
as coset coding schemes, giving the following main results: 1) we give lower and up-
per bounds on their generalized rank weights (GRWs), which measure worst-case
information leakage to the wire-tapper, 2) we find new parameters for which these
codes are MRD (meaning that their first GRW is optimal), and use the previous
bounds to estimate their higher GRWs, 3) we show that all linear (over the extension
field) codes whose GRWs are all optimal for fixed packet and code sizes but varying
length are reducible codes up to rank equivalence, and 4) we show that the informa-
tion leaked to a wire-tapper when using reducible codes is often much less than the
worst case given by their (optimal in some cases) GRWs. We conclude with some
secondary related properties: Conditions to be rank equivalent to cartesian products
of linear codes, conditions to be rank degenerate, duality properties and MRD ranks.

Keywords: Generalized rank weight, rank-metric codes, rank distance,
rank equivalent codes, reducible codes, secure network coding.

1 Introduction

Linear network coding was first studied in [1, 14], further formalized in [12],
and provides higher throughput than storing and forwarding messages on
the network. Two of the main problems in this context are error and erasure
correction, and security against information leakage to a wire-tapper, which
were first studied in [3] and [4], respectively.

Rank-metric codes were found to be universally suitable (meaning inde-
pendently of the underlying network code) for error and erasure correction
in linear network coding in [22], used as forward error-correcting codes, and
they were found to be universally suitable against information leakage in [23],
used in the form of coset coding. Both constructions can be treated separately
and applied together in a concatenated way (see [23, Sec. VII-B]).

On the security side, generalized rank weights (GRWs) of codes that are
linear over the extension field were introduced in [13, 18] to measure the
worst-case information leakage for a given number of wire-tapped links.
Later, GRWs were extended in [21] and [17] to codes that are linear over
the base field, where they are called Delsarte generalized weights and gener-
alized matrix weights, respectively. We will use the term GRWs for the latter
parameters, which were also found to measure the worst-case information
leakage for codes that are linear over the base field [17, Th. 3].
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Gabidulin codes [8] constitute a family of maximum rank distance (MRD)
codes that cover all cases when the number of outgoing links 7 is not larger
than the packet length m, and all of their GRWs are optimal (meaning largest
possible).

Cartesian products of these codes are proposed in [23, Sec. VIL.C] for the
case n > m both for error correction and security against information leak-
age. A generalization of these codes, called reducible codes, were introduced
earlier in [9] as an alternative to Gabidulin codes [8] to improve the security
of rank-based public key cryptosystems [10]. On the error correction side,
it was shown in [9] that reducible codes have fast encoding and rank error-
correcting algorithms, their minimum rank distance is not worse than that
of cartesian products of codes [23, Sec. VIL.C], being actually MRD in some
cases, and they can correct many rank errors beyond half of their minimum
rank distance (even in the MRD cases). Therefore they seem to be the best
known codes for error correction in linear network coding when n > m.

However, on the security side, only the existence of codes with optimal
first GRW (MRD codes) has been studied in the case n > m [17, Sec. IV-B],
but no bounds nor estimates of higher GRWs of rank-metric codes or other
properties related to their worst-case information leakage are known when
n > m, except for cyclic codes with minimal GRWs [7].

In this paper, we study the security provided by reducible codes in linear
network coding when used for coset coding as in [23] by studying their GRWs
and showing their optimality in several cases. In particular, we study for the
first time the GRWs of a concrete family of rank-metric codes with n > m,
which moreover include MRD codes for several parameters.

1.1 Main contributions

Our main contributions are the following:

1. We give lower and upper bounds on GRWs of reducible codes, and ex-
act values for cartesian products, giving a first step in the open problem
of estimating or bounding the GRWs of a family of rank-metric codes
for n > m.

2. We give new families of parameters for which reducible codes are MRD
(some were given in [9]), meaning that their first GRW is optimal and
thus they are optimal regarding zero information leakage among all
linear (over the extension or the base field) codes, by [17, Th. 3]. Using
the estimates and exact values of GRWs of these codes in the previous
item, we also give a first step in the open problem of finding the GRWs
of a family of MRD codes for n > m.

3. We show that all linear (over the extension field) codes whose GRWs
are all optimal for fixed packet and code sizes, but varying length, lie
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2. Definitions and preliminaries

in the family of reducible codes from the previous item, up to rank
equivalence.

4. Finally, we show that information leakage when using reducible codes
is often much less than the worst case given by their GRWs. In particu-
lar, they often provide strictly higher security than the known security
provided by other MRD codes [17, Sec. IV-B].

1.2 Organization of the paper

After some preliminaries in Section II, the paper is organized as follows: In
Section III, we give lower and upper bounds on the GRWs of reducible codes,
extending the lower bound on the minimum rank distance given in [9], and
see that the given upper bound on the minimum rank distance can be reached
by some reduction. In Section IV, we obtain new parameters for which re-
ducible codes are MRD (or close to MRD) and with MRD components, and
obtain explicit estimates on their GRWs, including those MRD codes found
in [9] and considered for secure network coding in [23]. In Section V, we
obtain all linear codes whose GRWs are all optimal, for all fixed packet and
code sizes, up to rank equivalence. In Section VI, we see that the actual infor-
mation leakage occuring when using reducible codes is often much less than
the worst case given by their GRWs, providing higher security than other
known MRD codes. Finally, in Section VII, we study secondary but related
properties: Conditions to be rank equivalent to cartesian products and con-
ditions to be rank degenerate. We study their duality properties and MRD
ranks. Finally, we propose alternative constructions to the classical (u, u + v)
construction.

2 Definitions and preliminaries

2.1 Rank-metric codes

Fix a prime power q and positive integers m and 7, and let F; and [F;m denote
the finite fields with g and g™ elements, respectively. We may identify vectors
in F,, with m x n matrices over IF;: Fix a basis a1, ay, ..., an, of Fgn over Fy.
If c = (Cl,Cz,. ..,Cn) S ]FZ'"' C]' = szzl ocicl-,j, and Ci,j S IFq, fori =1,2,...,m
and j =1,2,...,n, we may identify ¢ with the matrix

1<i<m

M(C) = (Ci'j)lgjgn . (B.l)

The rank weight of a vector ¢ € ]Fgm is defined as the rank of the matrix M(c)

and denoted by wtg(c). In this paper, a code is a subset of IFgn. The term
rank-metric code is used for codes with the rank metric.
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2.2 Universal secure linear network coding

We consider a network with several sources and several sinks as in [1, 14]. In
this model, a given source wants to transmit k packets in IFj' to one or several
sink nodes, and does so by encoding them into a vector, ¢ € F”,, which can
be seen as n packets in ' by (B.1), being n the number of outgoing links
from the source.

In linear network coding, as considered in [1] and [14], the nodes in the net-
work forward linear combinations of received packets (see [12, Definition 1]),
achieving higher throughput than just storing and forwarding. This means
that a given sink is assumed to receive the vector

y = cAT EIF%,

for some matrix A € ]Fé\] *n called a transfer matrix.
Two of the main problems in linear network coding considered in the liter-
ature are the following;:

1. Error correction [3]: Several packets are injected on some links in the
network, hence the sink receives

y=cAT +ecF,
for an error vector e € ]Fé\f,,.

2. Information leakage [4]: A wire-tapper listens to # > 0 links in the
network, obtaining
z=cBT ¢ IFgm,

for a matrix B € ]ngn.

In [22], it is proven that rank-metric codes are suitable for error correction
when used as forward error-correcting codes, and in [23], it is proven that
they are also suitable to protect messages from information leakage when
used as coset coding schemes, which were introduced in [25] and [19]. Both
coding techniques can be treated separately and applied together in a con-
catenated way (see [23, Sec. VII-B]).

Moreover, rank-metric codes are universal [23] in the sense that they cor-
rect a given number of errors and erasures, and protect against a given num-
ber of wire-tapped links, independently of the matrices A and B, respectively.

We consider the particular coding schemes in [23, Sec. V-B] with uniform
distributions:

Definition B.1 ([23]). Given an [Fjn-linear code C C ]Fgm with generator ma-

trix G € ]Fg,ﬁ”, we define its coset coding scheme as follows: For x € IFSM, its
coset encoding is a vector ¢ € ]F;m chosen uniformly at random and such that
x = c¢GT.
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2. Definitions and preliminaries

This type of encoding has been recently extended to [F;-linear codes in [17,
Sec. 1I-D].

In this paper we will focus on rank-metric codes used for security against
information leakage in the form of coset coding.

2.3 Generalized rank weights and information leakage

The information leaked to a wire-tapping adversary when using coset coding
schemes was obtained in [23, Lemma 6], then generalized in [13, Lemma 7] to
IF;n-linear nested coset coding schemes [26], and in [17, Prop. 4] to F;-linear
coset coding schemes.

We need the concept of Galois closed spaces [24]:

Definition B.2 ([24]). Denote [i] = g’ for an integer i > 0. If C C o is
Fym-linear, we denote

cll = e,y | (erca.ren) €C,

we define the Galois closure of C as C* = Z,m:?)l Cll, and we say that it is
Galois closed if C = C*.

The next lemma is [23, Lemma 6]. Throughout the paper, I(X;Y') denotes
the mutual information of the random variables X and Y, taking logarithms
with base .

Lemma B.3 ([23]). Let S be the uniform random variable in TFX,,, let X be its coset
encoding using an Fgm-linear code C C Iy, according to Definition B.1, and denote

W = XBT, where B € lFf;X". Then
I(S;W) =dim(CNYV), (B.2)
where V. C I, is the Fgn-linear vector space with generator matrix B.

Since Galois closed spaces in Iy, are those IFyn-linear spaces with a gener-
ator matrix over IF; [24, Lemma 1], the previous lemma motivates the defini-
tion of generalized rank weights, introduced independently in [18] for n < m,
and in [13, Def. 2] for the general case:

Definition B.4 ([13]). Given an [F n-linear code C C F};, of dimension k, we
define its r-th generalized rank weight (GRW), for 1 <r <k, as

dr(C) = min{ dim(V) | V C Iy, Fgn-linear and
V=V*dim(CNV)>r}.

We also define dg ((C) = 0 for convenience.
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Hence dg,(C) is the minimum number of links that a wire-tapper needs
to listen to in order to obtain at least the amount of information contained
in r packets. In other words, r — 1 packets is the worst-case information leakage
when at most dg ,(C) — 1 links are wire-tapped.

The next lemma corresponds to [11, Th. 16, Cor. 17]:

Lemma B.5 ([11]). Given an Fym-linear code C C IFgm of dimension k and 1 <
r < k, it holds that

dr,(C) = min{wtr(D) | D C C,F m-linear and
dim(D) =r},

where wtg(D) = dim(D*) for an Byn-linear D C FFp,..

In particular, it is shown in [13, Cor. 1] that dg 1(C) is the minimum rank
distance of the code C (also denoted by dg(C)). Thus the minimum rank
distance is of particular importance, since it gives the maximum number
of wire-tapped links that guarantee zero information leakage, and we may
evaluate the code’s optimality among all rank-metric codes (linear and non-
linear) in this sense using the Singleton bound [5, Th. 6.3]:

#C < qrax(mn)(min{mn}—2x(C)+1), (B.3)

where C C F, is an arbitrary rank-metric code. Codes attaining this bound
are called maximum rank distance (MRD) codes.

2.4 Existing MRD code constructions

We briefly revisit two existing code constructions that have already been con-
sidered in the literature:

1. Assume n < m and 1 < k < n: Take elements B1,B,...,Bn € Fgm
that are linearly independent over IF;. The FF n-linear code Cg, C ]Fgm
generated by the matrix

1 B2 oo PBn

1 1 1

Bl B B
'8[1k.—1] ﬁ[zk.—l] B ﬁﬂ‘._”

has dimension k and minimum rank distance dg(Cgy) = n —k+1,
and hence is MRD. These codes are known as Gabidulin codes and
were introduced in [8]. Their GRWs were given in [13, Cor. 2]:

dR,r(CGub) =n—k+r.
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2. Assume n = Im and k = Ik, for some positive integers | and k' < m:
The ]qu—linear code C C ]Fgm defined as C = C; x Cy X - -+ x C;, where

each C; C lFZ}n is a k’-dimensional Gabidulin code, has dimension k and

minimum rank distance dg(C) = m — k' + 1, and hence is also MRD.
These codes were introduced in [9, Cor. 1] and considered in [23, Sec.
VII-C] for secure network coding. In contrast with Gabidulin codes,
although a first analysis of these codes is given in [23], their GRWs are
still not known. We will find all of them in Section 4.2.

The two previous constructions are particular cases of reducible codes,
introduced in [9], which we will study in the rest of the paper.

2.5 Reducible codes and reductions

Consider positive integers [, 11, 1, . .., n; and Fym-linear codes C; C ]FZ},,, C, C
]FZ%,, ...,C C ]FZ,’,, of dimensions ki, ky, ..., k;, respectively. Consider matrices
Gij € ]FSf,,mf, fori=1,2,...,land j=1i,i+1,...,I, where G;; generates C;.
Definition B.6 ([9]). We say that an Fgn-linear code C C ¥, is reducible

with reduction R = (Gi,j)11§<]i§<ll if it has a generator matrix of the form

Gip Gz Gz ... Gr1 Gy
0 Gop Goz ... Goio1 Gy
0 0 Gz3 ... Gz ey
G= . . . . .
0 0 0 . Gl—l,l—l Gl—l,l
0 0 0 .. 0 Gy

The length of the code C is n = nj +ny + - - - + n; and its dimension is
k=ki +ky+---+k. Cis the cartesian product of the codes Cy,Cy,...,C; if
Gjj =0, forallj>i.

Definition B.7. For a given reduction R as in the previous definition, we
define its main components as the codes Cy,Cy, ..., Cj, its row components
as the [Fgn-linear codes C; C ]Fgm with generator matrices

G =(0,...,0,Gi;,Gijs1,---,Giy), (B.4)

1

fori =1,2,...,1, and its column components as the IF;n-linear codes 6]' -

]FZ,L generated by the matrices
G = (G1,Gyj--.,Gjj)T, (B.5)
forj=1,2,...,1, which need not have full rank.
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It holds that k; = dim(C}), Ej = dim(éj) >k, C=CloC®---®Cand
Cgé\:élxé\zx-"X(?\l.

Different reductions always have the same main components if their block
sizes are the same. See Appendix A for a discussion on the uniqueness of
reductions of a reducible code.

3 Bounds on GRWs of reducible codes and exact
values

With notation as in Subsection 2.5, it is proven in [9, Lemma 2] that

dg1(C) = min{dg1(C1),dr1(C2), ..., dr1(C1)}- (B.6)

We now present the main result of this section, which generalizes (B.6) to
higher GRWs and also gives upper bounds. As observed below, it gives the
exact values for cartesian products.

Theorem B.1. With notation as in Subsection 2.5, for every v = 1,2,...,k, we
have that
dr(C) > min{dg ;, (C1) + dry,(C2) + - - - +dr,,(C;)

(B.7)
|r=ri+rn+-+r,0<r <k},

and

dR,r(C) S min{dR,rl (Ci) + dR,rz (Cé) +---+ dR,r; (C{)

(B.8)
‘r:r1+72++1’l,0§1’1§k1}

The proof can be found at the end of the section. We now elaborate on
some particular cases of interest.

First, observe that the bound (B.7) gives the bound (B.6) for the mini-
mum rank distance (the case r = 1), and the bound (B.8) gives the following
(immediate) upper bound:

der (C) < min{der(Ci),der (Cé), oo /dR,l(Cl/)}- (B.9)

The previous theorem also gives the following corollary for cartesian
products:

Corollary B.8. If C = C; x Cy X - - - x Cpand 1 < r < k, with notation as before,
then

dR,,,(C) = min{dR,rl (Cl) + dR,r2(C2) + -+ dR,rl(Cl)

B.10
|7:71+1’2+"'+7’1}. ( )
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Now we illustrate Theorem B.1 with the following example that includes
the MRD Fyn-linear codes in Subsection 2.4, item 2, for | = 2:

Example B.9. With notation as in Theorem B.1, assume that [ = 2, ny,np, < m,
k1 < ky and take C; and Cp as MRD codes (the matrix G, can be arbitrary).
In particular, dr,,(C;) = n; —k; +r; [13] as in Subsection 2.4, 1 < r; < k;,
i =1,2. We estimate dg ,(C) considering three cases:

1. Assume 1 < r < kq: The bounds (B.7) and (B.8) give

min{m —ki,ny — kz} +r< dR,r(C) <np—ky+r.

2. Assumeky < r < ky (if k1 < kp): In this case, in both bounds in Theorem
B.1, it is necessary that v, > 0. Hence, these bounds coincide and give
the value dg ,(C) = ny —kp +r.

3. Assume kp; < r < k: As in the previous case, now it is necessary that
r1 > 0 and r; > 0, and thus Theorem B.1 gives the value dg,(C) =
n — k 4 r, which is optimal by the Singleton bound [13, Proposition 1].

Finally, it is natural to ask whether different reductions (see Definition B.6)
may give different bounds in Theorem B.1. In Appendix A, we show that all
reductions have the same main components, thus (B.7) remains unchanged.
We now show that (B.9) can always be attained by some particular reduction.
Other cases where (B.8) may be attained by some reduction are open.
Proposition B.10. With notation as in Subsection 2.5, there exists a reduction R =
(éi,j)zlzéll of C such that the bound (B.9) is an equality.

Proof. Assume that the minimum rank distance is attained by witg(c) =
dr1(C), for ¢ € C. It holds that ¢ = ¢} 4+ ¢, +--- + ¢}, with ¢} € C], and
¢; = x;G}; (recall (B.4)), for some x; € ]ng,, andalli=1,2,...,1L

We may assume without loss of generality that x; # 0. We just need to
define G;; = G;; and choose matrices A;; € ]Pq},,X "and G;; € ]Fqinxn] , for
1<i<l—-1landi+1 <j <] such that the k X k matrix

I Ap Az ... A1 Ay

0 I 0 o 0 0

0 0 1 . 0 0
A—

0 0 0 . I 0

0 0 0 . 0 1

satisfies that G = AG, where G is the generator matrix of C corresponding to
i<j<l

R = (Gir]')lgigl' and
X1A1,]‘ = *X]',
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for j =2,3,...,1. It is possible to choose such matrices Al/j because x; # 0.
Then ¢ = (xA)G lies in the first row component of the reduction R and hence
dr1(C) = witr(c) > dgr, (E’l), implying the result. O

We conclude the section with the proof of Theorem B.1. We need the
following lemma:

Lemma B.11. With notation as in Subsection 2.5, define the sets
Aj = {0} x - {0} (B \ {0}) x By x -+ x Fyi,,

fori=1,2,...,1. For an Bgm-linear vector space D C lF;‘m, there exist subspaces

D; C (DN A;), for i satisfying D N A; # &, such that D = @pna, 2o D; and
DiNAj =@ forj>i.

Proof. We may prove it by induction on the number of indices i such that
DN A; # @. If such number is 1, the result is trivial by taking D} = D, since
D= (DNA;)).

Assume that it is larger than 1 and i is the smallest index such that D N
A; # @. Define D = Z}:i+1<D N Aj) # {0}, and let D; # {0} by one of its
complementaries in D. It follows that D; C (DN A;) and D; N A; = &, for
j>i

Now, by induction hypothesis, D has a decomposition as in the theorem,
which together with D/ gives the desired decomposition of D. O

Proof of Theorem B.1. We first prove (B.7). Take an r-dimensional Fm-linear
subspace D C C. With notation as in Lemma B.11, define D; C C; as the
projection of D] onto the i-th main component, for i such that D N A; # @.
We see that dim(D;) = dim(D;), since D; € (DN A;) and DN A; = & for
j > i, and by collecting the preimages in D* by the projection map of bases
of D, for i such that D N A; # &, we see that

wi(D) > Y wir(Dy),
DNA;#@
and the result follows by Lemma B.5.

To prove (B.8), take a decompositionr = r; +ro+- - -+ 1, with0 <r; <Kk;,
fori =1,2,...,1, and take FF m-linear subspaces D; C C} with dim(D;) = r;
and wtg(D;) = dg,(C}). Then define the FF n-linear subspace D = D; @
Dy & --- @ D; C C, which satisfies dim(D) = r. By definition, it holds that
D* = D} + D3 + - - -+ Df. Hence

WtR(D> S WtR(Dl) + WtR(DQ) + - +WtR<Dl)
=dry (C1) +dry, (Cy) + - - +dr, (C)),

and the result follows again by Lemma B.5. O
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4. MRD reducible codes with MRD main components, and their GRWs

Remark B.12. Observe that the bound (B.8) is valid with the same proof for a gen-
eral Bgm-linear code that can be decomposed as a direct sum of IFgm-linear subcodes
C=CeCae --aC.

Remark B.13. In the general setting of Theorem B.1, the same result as in Corollary
B.8 holds whenever C; and C| are rank equivalent (see Section 5), for each i =
1,2,...,1, since in that case it holds that dg ,(C;) = dr,(C}) foralli =1,2,...,1
andallr =1,2,...,k;.

4 MRD reducible codes with MRD main compo-
nents, and their GRWs

Among all GRWs, the first weight (the minimum rank distance) is of special
importance, as explained at the end of Subsection 2.3. Therefore, it is of
interest to study the GRWs of a family of MRD codes, that is, codes that are
already optimal for the first weight.

In this section, we find new parameters for which reducible codes are
MRD or close to MRD when n > m, extending the family of MRD codes
in [9] (see Subsection 2.4), and then give bounds on their GRWs and exact
values in the cartesian product case, using the results in the previous section.
Hence we give for the first time estimates and exact values of the GRWs of
a family of MRD codes with n > m. We will also compare the performance
of these codes with those IF;-linear MRD codes obtained by transposing the
matrix representations of codewords in a Gabidulin code [17, Sec. IV-B].

4.1 Definition of the codes

Assume n > m and fix an integer 1 < k < n. In view of the bound (B.6),
we will consider a reducible code C,,; C ]Fgm of dimension k whose main
components Cq,Cy,...,C; (with notation as in Subsection 2.5) have as sim-
ilar parameters as possible. This will allow to obtain reducible codes with
minimum rank distance as large as allowed by (B.3).

First we need the following parameters:

1. There exist unique / > 0 and 0 < t < m — 1 such that

n=Im-—t
2. There exist unique k' > 0 and 0 < s <[ — 1 such that
k=1K —s.

a= Fm—‘ —k, and b= F-‘ —1.
n l
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4. Finally, define
t'=1(m—0b)—n,

which satisfies 0 < t' < I.
We need the next inequalities to define the desired codes:

Lemma B.14. It holds that k' <m —bifb > 0,and k' < mifb= —1.

Proof. For b = —1, we have that t = 0 and k = Ik’ —s < n = Im implies that
k' <m+s/l. Since s < I, the result holds in this case.

Now assume that b > 0. We have that k +s < n 4 [. Writing k and 7 as
above, this inequality reads

(I —s)+s < (Im—t)+1,

that is, Ik’ +t < I(m + 1) and, dividing by , it is equivalent to
,
The result follows by the definition of b. O

Finally, we give the construction, distinguishing three cases:

Definition B.15. Define the reducible code C,,; C F”,, of dimension k with
MRD main components Cq, Cy, ..., C; as follows:

1. If t =0 (i.e. b = —1): Choose Cq,Cy, ..., C; such that I — s of them have
length m and dimension k’, and s of them have length m and dimension
k" — 1. By (B.6), we have that

dR,l(Cred) >m— K + 1.

2. Ift > 0and # < s: Choose Cy,C,...,C; such that [ — s of them have
length m — b and dimension k’, s — ' of them have length m — b and
dimension k' — 1, and # of them have length m — b — 1 and dimension
k" — 1. By (B.6), we have that

der (Cred) >m—>b— K+1.

3. Ift > 0and t' > s: Choose C1,Cy,...,C; such that [ — ' of them have
length m — b and dimension k’, ' — s of them have length m — b — 1
and dimension k/, and s of them have length m — b — 1 and dimension
k" — 1. By (B.6), we have that

dR,l(Cred) > m— b—k.
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4. MRD reducible codes with MRD main components, and their GRWs

The next theorem is the first main result of this section, and it gives fami-
lies of parameters m, n and k such that C,,; is MRD or almost MRD:

Theorem B.2. Assume that 0 <t <lorn > m?. The following holds:

1. If t <sortk' > ms, then

m
A (Cred) = | =(n = K) +1],
attaining (B.3) if n divides mk.

2. Ift > s and tk' < ms, then
m
A1 (Crea) = | 2 (n =)

Proof. First we see that we only need to assume 0 < t < /. Assume that
n > m?2 Since n = Im —t > m? and t > 0, it holds that I > m. Therefore
t<m-1<I-1.
Next we observe that
S =) +1] =m—a—K+1 (B.11)
Before considering the different cases, we will see that a > 0, and a = 0 if

and only if k't < sm.
First it holds that —1 < km/n — k" if and only if

(k' —1)n < km.

Using that n = Im —t and k = Ik —s, and rearranging terms, this inequality
reads
sm+ (K — 1)t <Im+n,

which is always true since s < [ and k't < k < n. Hence a > 0. On the other
hand, km/n — k' < 0 if and only if

nk' > km.

Using again that n = Im — t and k = Ik’ — s, and rearranging terms, this
inequality reads k't < sm. This is then the case when a = 0.

Now we prove item 1 in the theorem:

Assume first that t = 0, then dg 1(C,eq) > m — k' +1 and a = 0, hence the
result follows in this case by (B.11).

Now assume that 0 < t <'s. Then dg1(Cyey) > m —k' 4+ 1 (since b = 0)
and k't < sm holds, since k¥’ < m. Then a = 0 and the result follows in this
case by (B.11).
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Next assume that tk’ > ms. Then we know that a > 1 and
m
— — < — /.
{n (n k)—f—lJ <m-—k

Since b = 0, we know that dg 1(C,,y) > m — k, hence the result follows in this
case by (B.11).

Finally, we prove item 2:

Assume that t > s and tk’ < ms. Then we know that a = b = 0 and
dr1(Creq) > m — b — k. Therefore the result follows also in this case by (B.11)
and we are done. O

Remark B.16. Observe that the MRD reducible codes in Subsection 2.4, item 2,
are the subfamily of the codes C,o; obtained by choosing t = s = 0, and hence are
particular cases of the codes in the previous theorem.

Remark B.17. Observe that the conditions 0 < t < [ and n > m?> only depend on
m and n, but not on k. Hence, for the previous families of values of n and m, we have
obtained MRD or almost MRD codes for all dimensions.

Remark B.18. In general, the difference b — a will be big if t is much bigger than I.
As n grows, the fact t > | happens for fewer values of t. Hence the codes C,,4 are far
from optimal when n is small compared to m (still n > m) and t is much bigger than
L

4.2 Estimates and exact values of their GRWs

The next theorem is the second main result in this section, and it gives esti-
mates of the GRWs of the MRD (or almost MRD) reducible codes C,,; from
Theorem B.2, using the lower bound (B.7).

Theorem B.3. Let the parameters be as in Theorem B.2.
Assume first that t <s.

1L.If1<j<Il—sand (j—1)k <r <jk,orifl—s <j<Il—s+tand
G—1K —=1)+1—s<r<jlk—1)+1—s, then

drr(Creq) > j(m — k') + 1.
2. Ifl—s+t<j<land (j—1)(K —=1)+1—s<r<jlk'—1)+1—s, then
AR (Creq) = jm — k') +7r+ (j—1+s—1t).
Assume now that t > s.
1. If1<j<t—sand (j—1)k' <r < jk, then
drr(Creq) > j(m — k' — 1) + 1.
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4. MRD reducible codes with MRD main components, and their GRWs

2 Ift—s<j<Il—sand (j—1K <r < jk,orifl—s < j <1Iand
G-1(K =1)+l—-s<r<jlk'=1)+1—s, then

AR (Creq) > j(m—K') +r—t+s.

These cases cover all r = 1,2, ...,k and moreover, if C, is the cartesian product of
its main components C1, Cy, . .., C;, then all the previous lower bounds are equalities.

Proof. The result follows from Theorem B.1. To see it, we just have to use
that dg .. (C;) = n; — k; + r; and see in which way we have to choose r; = 0 or
r; > 0 to obtain the minimum in the bound (B.7), fori = 1,2,...,I. Thisis a
straightforward extension of the calculations in Example B.9. O

4.3 Comparison with other MRD codes

In this subsection, we will compare the codes C,,; C IF;W from Definition

B.15 with the IF;-linear MRD codes Cg o S Fon obtained by transposing
the matrix represenations (see (B.1)) of the codewords in a given IF;:-linear
Gabidulin code Cg,; C ]Fg% (see Subsection 2.4), when n > m.

The codes C(,, were obtained previously by Delsarte [5, Th. 6] and have
been recently considered for universal secure linear network coding in [17,
Sec. IV-B].

We next argue the advantages of the codes C,.; over the codes Cg b

1. Generalized rank weights: Although GRWs have recently been extended
to IFy-linear codes [17, 21] and its connection to worst-case information
leakage has been obtained [17, Th. 3], little is known about them for
codes that are not linear over Fyn. In particular, the GRWs of the codes
C(T; 4 are not known yet, except for their minimum rank distance.

2. Encoding and decoding complexity: The complexity of coset encoding and
decoding with an IFn-linear code, as in Definition B.1, is equivalent to
the complexity of encoding with one of its generator matrices.

If k;eq denotes the dimension of C,.4 over Iy, then the complexity of
encoding with a generator matrix coming from one of its reductions is
O(k,eqm?) operations over IF;m, whereas if kg,, denotes the dimension
of Cgup over IF, then the complexity of encoding with one of its gener-
ator matrices is O(kg,n*) operations over Fg:. Therefore it is a higher
complexity since n > m, and the difference between both complexities
becomes higher the bigger n is with respect to m.

3. Possible parameters obtained: Since the codes Cg qp are obtained from IF n-
linear codes, their sizes are of the form qN , where N is some multiple
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of n, whereas the sizes of the codes C,, are of the form g™, where M is
some multiple of m.
Since we are assuming n > m, in a given interval of positive integers,

there are more possible parameters attained by the codes C,.; than by
the codes C(T3 b

4. Stronger security: The information leakage for a given number of wire-
tapped links when using the codes C,.; is often much less than the
worst case given by their GRWs, as we will see in Section 6. In par-
ticular, looking at their first GRW, we will see that more links can be
wire-tapped and still guarantee zero information leakage when using
Creq than when using C(T; Wb

5 All F n-linear codes with optimal GRWs for all
fixed packet and code sizes

In this section, we obtain all [F n-linear codes whose GRWs are all optimal

for fixed packet and code sizes (m and k, respectively), but varying length, n,

up to rank equivalence. These codes are particular cases of the codes C,,; in
the previous section.

Definition B.19. For fixed k and m, and for a basis a1, a», ..., &, of ]qu over
IF;, define the [Fym-linear code Copt = Cy X Cp X -+ - X G C IF’;QZ, where all C;
are equal and generated by the vector (a1, a,...,a,) € IFgn.

To claim the above mentioned optimality of these codes, we need the
following bounds given in [16, Lemma 6]:

Lemma B.20 ([16]). Given an Fgn-linear code C C Iy, of dimension k, for each
r=1,2,...,k—1, it holds that

1< dR,r+1(C) - dR,r(C) < m. (B.lZ)
As a consequence, for each v = 1,2,...,k, it holds that
dr,(C) < rm. (B.13)

Observe that these bounds only depend on the packet and code sizes (m
and k, respectively), and they do not depend on the length .

We first show that the codes C,pt attain the previous bounds, and then
prove that they are the only ones with this property:

Proposition B.21. Let Copr C ]Fgf,’? be the Fgm-linear code in Definition B.19 for
given k and m. Then dim(Copt) = k and dg ,(Copt) = rm, forr =1,2,...,k.
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Proof. It holds that dg 1(C;) = m, fori =1,2,...,k, since these codes are one-
dimensional Gabidulin codes in Ff, (see Subsection 2.4). Hence, by Corollary
B.8, we have that

k
dr(Copt) = Y dr1(Ci) = km.
i=1
By (B.12), it holds that dg ,(Copt) = rm, forr = 1,2,...,k. O

We will use the definition of rank equivalences from [16, Def. 8], which
are stronger than vector space isomorphisms that preserve rank weights:

Definition B.22 ( [16]). If V C ]F;’m and V' C ]F;l,/n are IF;n-linear Galois closed
spaces, we say that a map ¢ : V — V' is a rank equivalence if it is a vector
space isomorphism and wtg(¢(c)) = wtgr(c), forall c € V.

We say that two codes C and C’ are rank equivalent if there exists a rank
equivalence between IF n-linear Galois closed spaces V and V' that contain C
and C/, respectively, and mapping bijectively C to C'.

Finally, we show that the codes C, are the only [F n-linear codes attaining
(B.13) for fixed packet and code sizes up to rank equivalence:

Theorem B.4. Let C C ngm be an I gm-linear code of dimension k such that dr ,(C) =
rm, for everyr =1,2,... k.

Then, for every basis ay, &, .. ., &y of Bgn over By, the code C is rank equivalent
to the code Copr C FFm in Definition B.19. Moreover, the rank equivalence can be
explicitly constructed in polynomial time from any basis of C.

We need some preliminary lemmas to prove this result. We start by the
following characterization of rank equivalences, which is a particular case
of [16, Th. 5]:

Lemma B.23 ([16]). Let ¢ : V. — V' be an IFgu-linear vector space isomorphism,

where V. C F%, and V' C ", are Fym-linear Galois closed spaces.
It is a rank equivalence if and only if there exist bases vy,vy,...,v¢ € Fy and

Wi, Wo, ..., Wt € ]Fg/ of V and V', respectively, and a non-zero element p € Fym,
such that ¢(v;) = Bw;, fori=1,2,...,t.

We now introduce some notation. For a given vector ¢ = (cl, 2., cn) IS
]Fglm, define clil = (cgl], cg}, e, c,[;]), for all integers i > 0. Then define the trace

map Tr : IFj,, — I} of the extension IF; C IFyn as follows
TI‘(C) =c+ C[l} + C[z] 4+ 4 C[mfl],

for all ¢ € IFj,,. We have the following two lemmas:
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Lemma B.24. Fora basis &1,az,. .., &y of Fgn over By, the matrix A = (uci[jfl] )1§i,]§m
over IFym is invertible.

Proof. Well-known. See for instance [8]. O

Lemma B.25. For a basis ay,&2,...,0&n of Fgn over Fy and the matrix A =
(&)™ )1i e, define
(B1,B2 - Bm) = &1 A",
where ey € g, is the first vector in the canonical basis. Then By, Ba, ..., Bm is also
a basis of Fgm over IFy.
Moreover, if B = (ﬁyil])lgi,jgm, then

(aq,00,...,0p) = e;B~ L.

Proof. Write B = (B1,B2,--.,Bm). Then BA = e;, which means that } ;" ; /3iaiU71]
= J;1, where ¢ is the Kronecker delta. By raising this equation to the power
[l —1] = ¢! and using that 6;1is 0 or 1, we see that Y ; ﬁl[l_l]albfl] =1,
that is, ,B[l_l]A =e¢,forl=1,2,...,m.

Let A € F{ be such that A - B = 0. By raising this equation to the power
[l —1], for ] = 1,2,...,m, we see that A - ,B[l_l] = 0 or, equivalently, A -
(e;A™1) =0, since A € Fy'.

Write gt = (1, 42, .-, m) = A(A~1)T. It holds that

0=A- (A ) =AA D)) -es=p-e=p,

for ! = 1,2,...,m. Therefore, 4 = 0, thus A = 0. Hence the elements
B1,B2,--.,Bm are linearly independent over IFy.

Finally, since £, 8 al ™" = 6, it holds that Y, a;8) " = 6, ; = 53,

0

which means that (a1, a,...,4,)B = e, and we are done.

We may now prove Theorem B.4:

Proof of Theorem B.4. Choose any basis by, by, ..., by of C. Since dim(C*) =
km and C* is generated by the elements by_l], fors =1,2,...,kand j =
1,2,...,m, it follows that these elements are linearly independent over Fgm.

Define the vector B = (B1,B2,...,Bm) = et A~!, with notation as in the
previous lemma. By that lemma, B, B2, ..., Bm constitute a basis of IF;m over
Fy, and (ay,a0,...,am) = e;B L.

Consider the vectors vy; = Tr(B;bs) € ]Fg’, fors = 1,2,...,kand i =
1,2,...,m. Assume that there exist As; € IF; such that Z’;Zl Yt Asivsi = 0.
Then it holds that

m k m . .
Yy ( Mﬁ?‘”) b/ ~o.
i=1

j=1s=1
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Hence }" ; /\sllﬁy*l} =0,fors=1,2,...,kand j =1,2,...,m, which implies
that A;; =0,fors=1,2,...,kand i =1,2,...,m.

Therefore, the elements v,;, fors = 1,2,...,kand i = 1,2,...,m, consti-
tute a basis of C* and are vectors in ]F;’ Now define the F;n-linear vector
space isomorphism ¢ : C* — ]F’{% by ¢(vsi) = e_1ymyi fors =1,2,...k
andi=1,2,...,m. By Lemma B.23, ¢ is a rank equivalence and, moreover,

bs = Z Zﬂéiﬁyiubyiu = ZﬂéiTI‘(,Bibs) = Zaivs,i-
i=1 i=1

j=1i=1

It follows that v; = (bs) = Y./’ a;je(s_1),,4i, and the vectors vs, for s =
1,2,...,k, constitute a basis of (C). Finally, this means that ¢(C) = Cop
and we are done. O

Remark B.26. As explained in Subsection 2.2, given an Egn-linear code C C 3, of
dimension k, the parameter m represents the packet length, k represents the number of
linearly independent packets that we may send using C, or its size, and n represents
the number of outgoing links from the source.

Due to the bounds (B.13), if m and k are fixed and n is not restricted, then the
code Copt is the only FFgm-linear code whose GRWs are all optimal, and hence is the
only Bgm-linear optimal code regarding information leakage in the network, up to
rank equivalence.

Remark B.27. The codes Copr C IF’% do not only have optimal GRWs, but the
difference between two consecutive weights is the largest possible by (B.12):

dr,r+1(Copt) = dr r(Copt) +m,

forr=1,2,...,k— 1. However, for a Gabidulin code Cg,j, as in Subsection 2.4, the
difference between two consecutive weights is the smallest possible by (B.12):

dR,r+1 (CGub) = dR,r(CGub) +1,

forr=1,2,... k-1

Therefore, when using Copt, an adversary that obtains r packets of information,
by listening to the smallest possible number of links, needs to listen to at least m
more links in order to obtain one more packet of information. However, when using
CGap, the adversary only needs to listen to one more link to obtain one more packet
of information.

6 Stronger security of reducible codes
On the error correction side, it is well-known that reducible codes can cor-
rect a substantial amount of rank errors beyond half of their minimum rank

distance [9, Sec. IIL.A].
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The aim of this section is to show that, on the security side, when using
a reducible code C, an eavesdropper may in many cases obtain less than r
packets of information even if he or she wire-taps at least dg ,(C) links in the
network (see Subsection 2.3).

Setting ¥ = 1 and using an MRD reducible code (as in Section 4.1), this
means that the eavesdropper obtains no information even when wire-tapping
strictly more links than those allowed by other MRD codes (IF;n-linear or IFg-
linear), by [17, Th. 3].

The above mentioned stronger security is obtained by upper bounding the
dimensions of the code intersected with Galois closed spaces, due to Equation
(B.2). We explain this in the remarks at the end of the section.

The following is the main result of this section, where we denote by 7; :
Fon — ]FZ,’}, the projection map onto the coordinates corresponding to the i-

th main component C; C ]F;}'n, fori =1,2,...,1, with notation as in Subsection
2.5.

Theorem B.5. Let V C IF,’;W be an Fgm -linear Galois closed space and assume that,
foreachi =1,2,...,1, there exists 0 < r; < k; such that dim(m;(V)) < dr,(C;),
with notation as in Subsection 2.5. Then

l

dim(CNV) < (Z 1’1‘> —#{i | dim(m;(V)) < dR,ri(Ci)}-

i=1
In particular, if dim(7;(V)) < dr1(C;), fori =1,2,...,1, then
dim(CNV) = 0.

Before proving this theorem, we give two consequences of interest. In the
first, we give a sufficient condition for the eavesdropper to obtain less than
r packets of information, for a given r, as in the second paragraph of this
section:

Corollary B.28. Let the notation be as in Subsection 2.5, let 1 < r < k and let
vV C ]Fgm be an Fgm-linear Galois closed space. Assume that r = 25:1 r;, where
1 <r; <kjand dim(m;(V)) < dg,,(C;), fori =1,2,...,1, and for some j it holds
that dim(7t;(V)) < dR,rj(C]'). Then

dim(CNV) <r.

The second consequence is just the previous theorem applied to the codes
in Definition B.19:

Corollary B.29. Let Copr C FX be the code in Definition B.19, and let V C IF’,;,’,’}
be an Fgn-linear Galois closed space. Then
dim(Copr N V) < #{i | (V) = Fgu }.
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Finally, we prove Theorem B.5. We need the following lemma:

Lemma B.30. Let V C IF%, be an IFgm -linear Galois closed space, and let the nota-
tion be as in Subsection 2.5. It holds that

1
dim(CNV) <) dim(G Nm(V)).
i=1

Proof. Let D = CNV C C and let the notation be as in Lemma B.11. Since
D = @pna, o Dj, we just need to show that dim(D;) < dim(C; N 7;(V)), for
isuch that DN A; # 2.

Fix such an index i, and let p; : D} — C; N 71;(V) be the restriction of
m; to Dj. It is well-defined since m;(D}) C m;(V) by definition of D, and
m;j(D}) C C; since D} C (CNA;).

Finally, we see that p; is one to one since D; C (CN A;) and D;NA; = &
for j > i, and we are done. O

Proof of Theorem B.5. First observe that 71;(V) C IFZ;', is again Galois closed,
fori = 1,2,...,1. By definition of GRWs, if dim(7m;(V)) < dgr,,(C;), then
dim(C; N7 (V)) < r;, for i such that r; > 0. On the other hand, if dlm(nz(V)) <
dr,(C;) and r; < k;, then by monotonicity of GRWs [13, Lemma 4], it holds
that dim(77;(V)) < dg,+1(C;), which implies that dim(C; N 7;(V)) < r; +1,
that is, dim(C; N nl(V)) < r;. Finally, if dim(7;(V)) < dgy,(Ci), then it is
trivial that dim(C; N 7;(V)) < dim(C;) = k;.

The result follows then from the previous lemma. O

Remark B.31. In the situation of Corollary B.28, if dim(m;(V)) < dg,,(C;), for
i=1,2,...,1 and with strict inequality for some j, then an eavesdropper that obtains
BT, where B generates V, gains less than r packets of information about the original
packets by Equation (B.2).

Observe that the previous condition implies that dim (V') < Z£=1 dr.(Ci). We
know from the bound (B.7) that if dim(V) < Y_, drs,(C;) for all possible decom-
positions r = Yt_, s;, then dim(CNV) < r.

However, many TFgu-linear Galois closed spaces may satisfy dim(7r;(V)) <
dr,(Ci), fori =1,2,...,1, and a given decomposition r = Zle ri, but may also
satisfy dim(V') > Zle dr,s,(C;) for some other decomposition r = 2521 s;.

Take for instance V.= Vi x Vo x --- x V), where V; C ]FZ,",, are Fgm-linear
Galois closed spaces satisfying dim(V;) < dg,,(C;), for i = 1,2,...,1 and with
strict inequality for some j, but dim(V) = Y1_, dim(V;) > dg ,(C).

Remark B.32. In the particular case of Corollary B.29, to obtain at least v packets
of information, it must hold that ni(V) is the whole space 5, for at least r indices

i. Take for instance V.= Vi x Vp X - - - X V), where V; C ]F"m satisfies dim(V;) =
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m—1,fori=1,2,... k. Inthat case, dim(V') = k(m — 1), which is usually much
bigger than dg 1 (C) = m. However, the adversary still obtains no information about
the original packets.

7 Related properties of reducible codes

In this section, we study some secondary properties of reducible codes that
are related to their GRWs.

7.1 Cartesian product conditions

In this subsection, we gather sufficient and necessary conditions for reducible
codes to be rank equivalent to cartesian products (see Section 5 for the defi-
nition of rank equivalence).

We start by using Galois closures and generalized rank weights to see
whether an Fgn-linear code that can be decomposed as a direct sum of
smaller codes is rank equivalent to the cartesian product of these codes. It
can be seen as a converse statement to Corollary B.S8.

Proposition B.33. Given an Fyn-linear code C = C{ & C, @ --- & C] C ]F:;lmr
with k; = dim(C}), for i = 1,2,...,1, and k = dim(C), we have that C* =
Ci* +C5* + - - - + C/* and the following conditions are equivalent:

1. C is rank equivalent to a cartesian product C; X Cp X --- X C; C IF;‘m, where

C; C ]FZ,‘}, is rank equivalent to C], and the equivalence map from C to the
product is the product of the equivalence maps from Cj to C;.

2. C* = C{*®C§*®~~~®Cl’*.
3. dri(C) = dr, (C}) +dr i, (Cy) + - - +dr, (C)).
4. Forallr =1,2,...,k, it holds that

dR,r(C) = min{dR,rl (Ci) + dR,rz (Cé) +-- 4+ dR,r, (C{)
|[r=ri+r+-+r,0<r <k}

Proof. 1t is trivial that item 1 implies item 4 by Corollary B.8. It is also trivial
that item 4 implies item 3, and items 2 and 3 are equivalent since dg x(C) =
dim(C*) and dg, (C;) = dim(C}*), fori = 1,2,...,1, by Lemma B.5.

Now we prove that item 2 implies item 1. Define V; = C/*, for i =
1,2,...,1,and V = C*. We may assume that C is not rank degenerate, that
is, V = ]Fgm Therefore, n = dim(V), n; = dim(V;), fori = 1,2,...,1, and
n=mny+ny+---+n.
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On the other hand, define a vector space isomorphisms ¢; : V; — ]FZ”"”
fori =1,2,...,1, by sending a basis of V; of vectors in ]PZZ to the canonical
basis of ]FZ,’;. It is a rank equivalence by Lemma B.23. Define C; = ¢;(C}).
Therefore, C; and C! are rank equivalent by definition.

Finally, define ¢ : V=V, eV, & --- &V — ]Fgm by
e+t +¢) = (Pi(er) palca), ..., Pi(cr)),

where ¢; € V;, for all i = 1,2,...,1. It holds that ¥y maps vectors in ]Fg
to vectors in [Fj and is a vector space isomorphism. Hence, it is a rank
equivalence by Lemma B.23 and verifies the required conditions. O

Corollary B.34. With notation as in Subsection 2.5, if C; is rank equivalent to C;,
foralli=1,2,...,1, then C is rank equivalent to C; x Cp X --- x CJ.

Observe that the previous corollary states that Remark B.13 is actually
implied by Corollary B.8.

On the other hand, we may use the column components to see wether
C =C; xCy x -+ x (Cj exactly. The proof is straightforward:

Proposition B.35. With notation as in Subsection 2.5, the following conditions are
equivalent:

1. C=Cy xCy x -+ x (.

2. C=C.

3. ki :E,forull i=1,2,...,L

4. For each j = 2,3,...,1, the rows in GZ-,]-, 1 <i < j—1, are contained in the
main component C;.

7.2 Rank degenerate conditions

Recall the definition of rank degenerate codes from [16, Def. 9]:

Definition B.36 ( [16]). An qum—linear code C C lF;fm of dimension k is rank
degenerate if dg x(C) < n.

In network coding, a code is rank degenerate if it can be applied to a
network with strictly less outgoing links from the source node (see [11, 16]
for more details).

In this subsection, we study sufficient and necessary conditions for re-
ducible codes to be rank degenerate.

Proposition B.37. With notation as in Subsection 2.5, it holds that:
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1. If C is rank degenerate, then there exists an 1 < i < I such that C; is rank
degenerate.

2. If there exists an 1 < j < I such that 6]- is rank degenerate, then C is rank
degenerate.

Proof. We prove each item separately:
1. It follows from
dri(C) = dryy (C1) +dr i, (C2) + -+ +dr i (Cr),

which follows from Theorem B.1, and the fact that C has length n and
C; has length n;, fori =1,2,...,1
2. We have that C C C. Hence C* - C* and
drx(C) = dim(C*) < dim(C*) = d(C),

by Lemma B.5, and

de(é) =dpt, (Cr) + dR}z(@z) +oo Aty (@),
by Corollary B.8, hence the item follows, using now that éj has length
nj,forj:1,2,...,l. O

Corollary B.38. If C = C; x Cp X - -+ X Cj, then C is rank degenerate if and only
if there exists an 1 < i < such that C; is rank degenerate.

7.3 Duality and bounds on GRWs

With notation as in Subsection 2.5, it is shown in [9] that the dual of the
reducible code C has a generator matrix of the form

Hyq 0 0o ... 0 0
Hyy, Hyy 0 ... 0 0
Hy1 Hsp, Hiz ... 0 0
H= . ) ) ,
Hi1p Hi1p Hioap H_1,1 O
Hi Hi,  Hp Hj; 1 Hy

where H;; is a generator matrix of CZ.J-, fori=1,2,...,1

We see that reversing the order of the row blocks does not change the
code, and reversing the order of the column blocks gives a rank equivalent
code. Hence, denoting by (C)/ the subcode of C* generated by the matrix
Hi = (Hyy, ..., Hij-1,Hij,0,...,0),

1
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fori =1,2,...,1, we may obtain analogous bounds on the generalized rank
weights of C* to those in Theorem B.1. We leave the details to the reader.

An upper bound on the GRW of C using column components of C that
follows from Corollary B.8 is the following:

Proposition B.39. With notation as in Subsection 2.5, it holds that
dg,(CH) < min{dgyz (CT) +dr7,(C3) + -+ + dry, (CF) (B14)
|r=F 4Tt 7,0 <7 <k},
forr=1,2,...,n — & (observe that n — k <n-—k).

Proof. 1t holds that C C C, hencAe ct g Ci,Aand the resAult follows then from
Corollary B.8 and the fact that Ct = Ci- x Cy x - -+ x Ci*. O

In particular, if k< n, it holds that

dR,l(CL) < min{der(éf),der (C\zl), .,del(élL)}. (B.15)

7.4 MRD rank
Recall from [13, Prop. 1] the (classical) Singleton bound on GRWs:
dr,(C) <n—k+r, (B.16)

for any [Fym-linear code C C ]Fgm, where k = dim(C) and 1 < r < k. By
monotonicity of GRWs [13, Lemma 4], if the r-th weight of C attains the
Singleton bound, then the s-th weight of C also attains it, for all s > r. The
minimum of such r is called the MRD rank of the code [6, Def. 1]:

Definition B.40 ( [6]). For an ]qu -linear code C C IFgm of dimension k, we
define its MRD rank as the minimum positive integer r such that dg,(C) =
n —k +r, and denote it by r(C).

If dg (C) < n, then we define r(C) =k + 1.

Observe that the last part of the previous definition is a redefinition of
rank degenerate codes. We have the next characterization of r(C) given in [6,
Cor. IIL3]:

Lemma B.41 ([6]). For an Fgn-linear code C C ]F’;m of dimension k, it holds that
r(C) =k—dg1(CH) +2,
defining dg,1({0}) = n + 1 for the case C = Fyj,.

In particular, from the bounds obtained so far, we derive the following
result on the MRD rank of a reducible code:
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Proposition B.42. Let the notation be as in Subsection 2.5. It holds that
k—r(C) > min{k; —r(Cq),kp —r(Ca),..., k; —r(C))} (B.17)

and
k—r(C) < min{ky — r(Cy),ky —1(Ca), ..., -, — r(C))}. (B.18)

Moreover, denote by k;; and r;; the dimension and MRD rank of the IFm-linear
code with parity check matrix H;j, respectively, with notation as in the previous
subsection, fori =2,3,...,land j =1,2,...,i — 1. Then

k—r(C) <min{k; —r(C;)+ Y (kij—rij+2)
H;j70 (B.19)
li=12,...,1}.

Proof. The bound (B.17) follows from the previous lemma and the bound
(B.6). The bound (B.18) follows from the previous lemma and the bound
(B.15).

Now we prove the bound (B.19). From the previous lemma and the bound
(B.9), we obtain that

k—r(C) < min{dg1 ((CH)}, (C)3, ..., (CHD},

with notation as in the previous subsection. Now, if di,j denotes the minimum
rank distance of the IFyn-linear code with parity check matrix H; j, it follows
that

dra((CH)]) <dpa(CH) + Y dij,
H; 20

and the result follows again from the previous lemma. O

The MRD rank of the code C in Example B.9 was obtained directly us-
ing Theorem B.1. However, it could be directly obtained using the previous
proposition.

We conclude with the cartesian product case:

Corollary B.43. With notation as in the previous proposition, if C = C1 x Cy X
-+ - X Cy, it holds that

k—r(C) =min{ky —r(Cy),ka —1r(C2),...,.k; —r(C))},

and all the bounds in the previous proposition are equalities.
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7.5 Particular constructions

To conclude, in this subsection we briefly recall some constructions of re-
ducible codes in the literature introduced to improve the minimum Ham-
ming distance of cartesian products of codes, and see when they may give
improvements for the rank distance.

Recall the well-known (u, u + v)-construction by Plotkin [20]. Take IF -
linear codes Cq,Cp C IFgm, and define the IF m-linear code C C ]Fcziﬁ by

C={(w,u+v)|ueCy,veC}

Denoting by dy(D) the minimum Hamming distance of a code D, it holds
that dy (C; x C) = min{dy(Cy),dy(Cy)}, whereas di(C) = min{2dy(Cy),
dr(Cz)}, hence improving the minimum Hamming distance of the cartesian
product if dg(Cq) < dy(Ca).

Observe that C is reducible. However, its first row component is obviously
rank equivalent to its first main component. By Proposition B.33, C and
Cy x C; are rank equivalent. Hence the (u, u 4 v)-construction gives nothing
but cartesian products for the rank metric.

We may apply the same argument for the so-called matrix-product codes
[2], which are a generalization of the previous construction. Let the notation
be as in Subsection 2.5, fix a non-singular matrix A € ]F,lﬁ,l and assume that
N = ny = ny = ... = n;. Define the Fyn-linear code C = (C;,Cp,...,Cj)A C
IFgn with generator matrix

11161 a12G1 ... a1 Gy
a2,1 G2 112,2 Gz e az,ng
maGrooapGo.oa G

If A is upper triangular, we see that C is a reducible code. Just as before,
if A € ]Fffl, then C is rank equivalent to C; X Cy x --- x C, and thus this
construction gives nothing but cartesian products.

In the following examples we see tha’;, as an alternative, the (u,au + v)-
construction, for & € [Fgm \ IF;, and (u,u[’] + v)-construction, for 0 < i < m,
may improve the minimum rank distance of the cartesian product.

Example B.44. Consider & € Fyn \Fy, n =3, C; C IFZ’" generated by (1,0,0)
and C; C ), generated by (0, w, a1y and (0,1, &), Let C be the (u, xu +
v)-construction of the codes C; and C,.

It holds that dg 1(C; x Cp) = 1, whereas dg 1(C) = 2.

Example B.45. Consider a € Fyn \ Fy, n =3, C; C ]Fsm generated by («,0,0)
and C, C IFsm generated by (0, zx,zxm) and (O,am,zxm). Let C be the (u,um +
v)-construction of the codes C; and C,.
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Again, it holds that dg 1(C; x C2) = 1, whereas dg 1(C) = 2.

8 Conclusion and open problems

In this paper, we have studied the security performance of reducible codes
in network coding when used in the form of coset coding schemes. We have
obtained lower bounds on their generalized rank weights (GRWs) that extend
the known lower bound on their minimum rank distance [9] and which give
exact values for cartesian products, and we have obtained upper bounds that
are always reached for the minimum rank distance and some reduction. We
have obtained maximum rank distance (MRD) reducible codes with MRD
main components for new parameters, extending the families of MRD codes
for n > m considered in [9] and [23].

We have obtained all IF;n-linear codes whose GRWs are all optimal, for all
fixed packet and code sizes up to rank equivalence. The given code construc-
tion is a cartesian product of full-length one-dimensional Gabidulin codes
and has the minimum possible length required by the optimality of their
GRWs. As we have shown, these codes do not only have optimal GRWs,
but the difference between every two consecutive GRWs is the packet lenght,
which is optimal, in constrast with Gabidulin codes, for which this difference
is the minimum possible. Thus if the length of the code is big enough or not
restricted, then the given construction behaves much better than Gabidulin
codes in secure network coding.

Afterwards we have shown that, when using reducible codes, a wire-
tapping adversary obtains in many cases less information than that described
by their GRWs. In particular, when using MRD reducible codes or those with
optimal GRWs for fixed packet and code sizes, the eavesdropper obtains no
information about the sent packets even when wire-tapping more links than
those allowed by other MRD codes.

Finally, we have studied some secondary related properties of reducible
codes: Characterizations to be rank equivalent to cartesian products of codes,
characterizations to be rank degenerate, bounds on their dual codes, MRD
ranks, and alternative constructions to the well-known (u, u + v)-construction.

To conclude, we list a few open problems of interest regarding the security
behaviour of reducible codes:

1. Find other cases when the bounds in Theorem B.1 are equalities, apart
from the cases covered in Corollary B.8 and Proposition B.10.

2. Find new parameters for which reducible codes are MRD, or prove the
impossibility that a reducible code is MRD for certain parameters.

3. Prove or disprove the optimality of the codes in Section 5 among IF,-
linear codes. We remark here that no sharp bounds such as those in
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Lemma B.20 are known for general ]Fq-linear codes, to the best of our
knowledge.

A Uniqueness of reductions

In this appendix, we discuss the uniqueness of the main components, row
components and column components of a reducible code (see Subsection
2.5). We will show that the main components remain unchanged by chang-
ing the reduction or by rank equivalence, hence the bound (B.7) remains
unchanged. However, the row components may change by changing the
reduction, and the column components may change by a rank equivalence.
Hence the bounds (B.8) and (B.14) may change in those cases. See Proposition
B.10, for instance.
Fix a reducible code C C ]F;’m, with notation as in Subsection 2.5.

Proposition B.46. Given another reduction R of C with the same row and column
block sizes as R, it holds that the main components and column components of R
and R are the same, respectively.

Proof. Let R = ( é,»/j)ijéll and let G be the generator matrix of C given by
this reduction. Since the matrices G;; have full rank, there exist matrices

kixk;
Ajj € qulmX I fori=1,2,...,land j =1i,i+1,...,1, such that the k x k matrix

A Ay Az o Aol Agy
0 Axp Az ... Agyi1 Ay
0 0 Azz ... A3,171 A3,1

A= ) ) . i )

0 0 0 ... A_y Ay
O 0 0 .. 0 A

satisfies that G = AG. Then it holds that éi,l- =A;G;;, fori=1,2,...,1,and
the main components of both reductions coincide. In addition, it holds that

G Ap Ap o Ay Gy
Gz/]‘ 0 Az/z e A2,j G2,j
G]’] 0 0 - A],] G],]
and the column components of both reductions also coincide. O

Proposition B.47. Assume that the main components of the reduction R of C are
not rank degenerate. Let R' be a reduction of an Fgm-linear code C' that is rank
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equivalent to C, with the same row and column block sizes as R, and such that the
rank equivalence maps the rows of the generator matrix corresponding to R to the
rows of the generator matrix corresponding to R'. Then the main components and
row components of R' and R are rank equivalent, respectively.

Proof. Let R’ = (Gl’])lé] SI and let G’ be the generator matrix of C’ given by
this reduction. By hypothesis and by Lemma B.23, we may assume that the

rank equivalence is given by ¢(c) = cA, for ¢ € IFgn, for some n x n matrix

Ain Ay Az o A Agg
Ay Azp  Axz ... Ayi1 Apy
A1 Aszp  Asz ... Az Az
A= ) ) . . ,
Ai1p Aicp Arciz oo Alsar Acayg
A Aip Az oo A Ap

with coefficients in F;, and such that G’ = GA. Looking at the generator
matrices of the last row components of R and R/, we see that

(0,...,0,Gj ;) = (G 1AL, GiiAr, - -, GriAL),

which implies that G;;A;; = 0, for j = 1,2,...,1 — 1. This means that the
columns of Al,]- are in Cf-. However, since their coefficients lie in qu, these
columns have rank weight equal to 1.

On the other hand, we are assuming that the main components of R are
not rank degenerate, which in particular means that dg (C;*) > 1 (see [11, Def.
26 and Cor. 28]). Therefore, all the columns in Al,j are the zero vector, that is,
Al,]- =0forj=12,...,I-1

If we now look at the generator matrices of the (I — 1)-th row components
of R and R/, we see that

0,.-,0,Gj_1; 1,G_1)) = (Gr-1-14A1-11, - -

Gi-11-1A1-11-1,Gi—11-1A1-11 + Gi-1,1 A1),

which implies that Gi-11-141-1,; =0, forj=1,2,...,1 — 2. In the same way
as before, we see that this implies that Al—l,j =0,forj=12,...,1-2

Continuing iteratively in this way, we see that A;; = 0, for i > j. In other
words, we have that A is again of the form

Al Ap Ay ... Ar o Agg
0 Axp Azz ... A1 Ay
0 0 Azz ... A3,lfl A3,l
A= . ) . . )
0 0 0 Ajl_1-1 Ay
0 0 0 0 Apg
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As in the proof of Proposition B.46, this implies that the main components
and row components of R and R’ are rank equivalent, respectively. O
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1. Introduction

Abstract

Universal security over a network with linear network coding has been intensively
studied. However, previous linear codes and code pairs used for this purpose were
linear over a larger field than that used on the network, which restricts the possible
packet lengths of optimal universal secure codes, does not allow to apply known list-
decodable rank-metric codes and requires performing operations over a large field. In
this work, we introduce new parameters (relative generalized matrix weights and rel-
ative dimension/rank support profile) for code pairs that are linear over the field used
in the network, and show that they measure the universal security performance of
these code pairs. For one code and non-square matrices, generalized matrix weights
coincide with the existing Delsarte generalized weights, hence we prove the connec-
tion between these latter weights and secure network coding, which was left open.
As main applications, the proposed new parameters enable us to: 1) Obtain optimal
universal secure linear codes on noiseless networks for all possible packet lengths,
in particular for packet lengths not considered before, 2) Obtain the first universal
secure list-decodable rank-metric code pairs with polynomial-sized lists, based on a
recent construction by Guruswami et al, and 3) Obtain new characterizations of
security equivalences of linear codes. Finally, we show that our parameters extend
relative generalized Hamming weights and relative dimension/length profile, respec-
tively, and relative generalized rank weights and relative dimension/intersection pro-
file, respectively.

Keywords: Network coding, rank weight, relative dimension/rank sup-
port profile, relative generalized matrix weight, universal secure network
coding.

1 Introduction

Linear network coding was first studied in [1], [23] and [25], and enables us
to realize higher throughput than the conventional storing and forwarding.
Error correction in this context was first studied in [5], and security, mean-
ing information leakage to an adversary wire-tapping links in the network,
was first considered in [6]. In that work, the authors give outer codes with
optimal information rate for the given security performance, although using
large fields on the network. The field size was later reduced in [15] by reduc-
ing the information rate. In addition, the approach in [14] allows us to see
secure network coding as a generalization of secret sharing [4, 37], which is
a generalization of the wire-tap channel of type II [33].

However, these approaches [6, 14, 15] require knowing and/or modifying
the underlying linear network code, which does not allow us to perform, for
instance, random linear network coding [21], which achieves capacity in a
decentralized manner and is robust to network changes. Later, the use of
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pairs of linear (block) codes as outer codes was proposed in [39] to protect
messages from errors together with information leakage to a wire-tapping
adversary (see Remark C.4), depending only on the number of errors and
wire-tapped links, respectively, and not depending on the underlying linear
network code, which is referred to as universal security in [39].

In [39], the encoded message consists of n (number of outgoing links
from the source) vectors in Fgm or IF;”, called packets, where m is called the
packet length and where T, is the field used for the underlying linear net-
work code, as opposed to previous works [6, 14, 15], where m = 1. The
universal performance of the proposed linear codes in [39] is measured by
the rank metric [9], and the authors in [39] prove that linear codes in F”,
with optimal rank-metric parameters when n < m [17, 36] are also opti-
mal for universal security. This approach was already proposed in [38, 40]
for error correction, again not depending on the underlying network code.
Later the authors in [20] obtained the first list-decodable rank-metric codes
whose list sizes are polynomial in the code length and which are able to list-
decode universally on linearly coded networks roughly twice as many errors
as optimal rank-metric codes [17, 36] can correct. The rank metric was then
generalized in [24] to relative generalized rank weights (RGRWs) and rela-
tive dimension/intersection profiles (RDIPs), which were proven in [24] to
measure exactly and simultaneously the universal security performance and
error-correction capability of pairs of linear codes, in the same way as rela-
tive generalized Hamming weights (RGHWs) and relative dimension/length
profiles (RDLPs) [26, 42] do on wire-tap channels of type II.

Unfortunately, the codes studied and proposed in [24, 38-40] for univer-
sal security are linear over the extension field IF;n. This restricts the possible
packet lengths of optimal universal secure codes, requires performing com-
putations over the larger field IF;n and leaves out important codes, such as
the list-decodable rank-metric codes in [20], which are only linear over F,.

In this work, we introduce new parameters, called relative generalized
matrix weights (RGMWs) and relative dimension/rank support profiles (RDRPs),
for codes and code pairs that are linear over the smaller field IF;, and prove
that they measure their universal security performance in terms of the worst-
case information leakage. As main applications, we obtain the first optimal
universal secure linear codes on noiseless networks for all possible packet
lengths, we obtain the first universal secure list-decodable rank-metric code
pairs with polynomial-sized lists, and obtain new characterizations of secu-
rity equivalences of linear codes.

1.1 Notation

Let g be a prime power and m and n, two positive integers. We denote by IF,
the finite field with g elements, which we will consider to be the field used
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Table C.1: New and existing notions of generalized weights

Work Paremeters Codes they are used on Measured security
Def. C.10 & C.11, & Th. C.1 | RGMW & RDRP Cy g C C [FH”(", [F;-linear Universal security on networks
24, 32] RGRW & RDIP &G C ]F’q‘,,,, Fyn-linear Universal security on networks
[34] DGW C={0}&C C F;"™", Fy-linear | Universal security on networks for Fyn-linear
[26, 42] RGHW & RDLP Cy g ¢ C IFZ;, [Fy-linear Security on wire-tap channels II
[31, 45] RNGHW C&C C ]ny’, IFy-linear Non-universal security on networks

Table C.2: New and existing optimal secure codes for noiseless networks (N = # links, y = #
observations, t = # destinations)

‘ Work ‘ Universality ‘ Field size (q) used over the network ‘ Packet length (1) ‘
Theorem C.2 Yes Any Any
[39] Yes Any m>norn=Im
[6] No 9> () .
[15] No q = O(NI?2) -
= Ky
[14] No q> (1;1711) +torqg> (znyil BEY: -

for the underlying linear network code (see [23, Definition 1]).

Most of our technical results hold for an arbitrary field, which we denote
by IF and which mathematically plays the role of IF;. [F" denotes the vector
space of row vectors of length n with components in F, and F"*" denotes the
vector space of m X n matrices with components in [F. Throughout the paper,
a (block) code in F"*" (respectively, in F") is a subset of F""*" (respectively,
of [F"), and it is called linear if it is a vector space over [F. In all cases,
dimensions of vector spaces over [F will be denoted by dim.

Finally, we recall that we may identify IFj,, and IFg'*" as vector spaces over
IF;. Fix a basis ay, a2, ..., a; of Fgn as a vector space over IF;. We define the
matrix representation map My : F — IFy"*" associated to the previous basis
by

Ma(c) = (cij)1<i<mi<j<ns (C.1)
where ¢; = (¢j1,Ci2,...,Cin) € ]Fg, fori =1,2,...,m, are the unique vectors
in IF} such that ¢ = Y, ajci. The map M, : IF:;m — " is an Fy-linear
vector space isomorphism.

The works [24, 38-40] consider IFyn-linear codes in ]F;’m, which are a sub-
family of IF,-linear codes in IFZI”X” through the map given in (C.1). In this
paper, we will consider arbitrary linear (meaning F-linear) codes in F"*".

1.2 Owur motivations

Our main motivation to study universal secure network coding is to avoid
knowing and/or modifying the underlying linear network code, and in par-
ticular be able to apply our theory on random linearly coded networks [21],
which achieve capacity in a decentralized manner and are robust to network
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Table C.3: New and existing characterizations of linear isomorphisms between vector spaces of
matrices preserving certain properties

‘ Work ‘ Domain & codomain ‘ Linearity ‘ Properties preserved ‘
Theorem C.4 | ¢:V — W, V, W € RS | F-linear Universal security on networks
[28] ¢:V—W,V,WEeRS ]qu-linear Ranks & universal security on networks
[3] ¢: ]F;’y,, — ]F’q“,,, I m-linear Ranks
[27, 30] ¢ o FX — [N F-linear Ranks, determinants & eigenvalues
[10] L FrX [ F-linear Invertible matrices
¢
changes.

Our main motivation to study pairs of linear codes is to be able to protect
messages simultaneously from errors, erasures and information leakage to a
wire-tapper. See also Section 2 and more concretely, Remark C.4.

Our main motivations to study codes which are linear over the base field
IF; instead of the extension field Fyn are the following:

1) IF;-linear codes with optimal rank-metric parameters [9], and thus with
optimal universal security and error-correction capability, cannot be IFgm-
linear for most packet lengths m when m < n. In many applications, packet
lengths satisfying m < n are required (see the discussion in [24, Subsection
I-A], for instance).

2) The only known list-decodable rank-metric codes [20] with polynomial-
sized lists are linear over F;, but not over IF;n. Hence the previous studies
on universal security cannot be applied on these codes. In particular, no
construction of universal secure list-decodable rank-metric coding schemes
with polynomial-sized lists are known.

3) In previous works [38-40], the proposed codes are IF;u-linear and m >
n. In many cases, this requires performing operations over a very large field,
instead of the much smaller field IF,.

1.3 Related works and considered open problems

We consider the following four open problems in the literature, which corre-
spond to the main four contributions listed in the following subsection:

1) Several parameters have been introduced to measure the security per-
formance of linear codes and code pairs on different channels, in terms of
the worst-case information leakage. The original RGHWSs and RDLPs [26, 42]
measure security performance over wire-tap channels of type II, and relative
network generalized Hamming weigths (RNGHWSs) [31, 45] measure secu-
rity performance over networks depending on the underlying linear network
code (non-universal security). Later, RGRWs and RDIPs were introduced
in [24, 32] to measure universal security performance of IF;n-linear code pairs
G &0 C IFgn. A notion of generalized weight for one Fy-linear code (that

is, for an arbitrary C; and for C; = {0}) in F{’*", called Delsarte generalized
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weights (DGWs), was introduced in [34], but its connection with universal
security was only given for [Fyn-linear codes. Thus, no measure of universal
security performance for all [F;-linear codes or code pairs is known. See also
Table C.1.

2) The first optimal universal secure linear codes for noiseless networks
were obtained in [39, Section V], whose information rate attain the information-
theoretical limit given in [6]. However, these codes only exist when m > n.
The cartesian products in [39, Subsection VII-C] are also optimal among IF,-
linear codes (see Remark C.22), but only exist when m divides n. No optimal
universal secure IF;-linear codes for noiseless networks have been obtained
for the rest of values of m. See also Table C.2 for an overview of existing
optimal constructions, including non-universal codes [6, 14, 15].

3) In [20], the authors introduce the first list-decodable rank-metric codes
in [Fj;, able to list-decode close to the information-theoretical limit and roughly
twice as many errors as optimal rank-metric codes [17, 36] are able to correct,
in polynomial time and with polynomial-sized lists (on the length n). How-
ever, no universal secure coding schemes with such list-decoding capabilities
are known. Observe that list-decoding rank errors implies list-decoding er-
rors in linear network coding in a universal manner [38].

4) Several characterizations of maps between vector spaces of matrices
preserving certain properties have been given in the literature [3, 10, 27,
28, 30]. The maps considered in [3] are linear over the extension field IFym
and preserve ranks, and the maps considered in [10, 27, 30] are linear over
the base field (IF; or an arbitrary field) and preserve fundamental properties
of matrices, such as ranks, determinants, eigenvalues or invertible matrices.
Characterizations of maps preserving universal security performance were
first given in [28], although the considered maps were only linear over FFym.
No characterizations of general [F;-linear maps preserving universal security
are known. See also Table C.3.

1.4 Owur contributions and main results

In the following, we list our four main contributions together with our main
result summarizing each of them. Each contribution tackles each open prob-
lem listed in the previous subsection, respectively.

1) We introduce new parameters, RGMWs and RDRPs, in Definitions C.10
and C.11, respectively, which measure the universal security performance of
IF;-linear code pairs C» g C1 C ]F;”X”, in terms of the worst-case information
leakage. The main result is Theorem C.1 and states the following: The r-th
RGMW of the code pair is the minimum number of links that an adversary
needs to wire-tap in order to obtain at least r bits of information (multiplied
by log,(q)) about the sent message. The u-th RDRP of the code pair is the
maximum number of bits of information (multiplied by log,(q)) about the
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sent message that can be obtained by wire-tapping y links of the network.

Since Fym -linear codes in IF},, are also [F4-linear codes in IFZ””, RGMWs
and RDRPs must coincide with RGRWSs and RDIPs [24], respectively, for IFm-
linear codes in ]Fgm, which we prove in Theorem C.7.

When C; = {0} and m # n, we will also show in Theorem C.9 that the
RGMWs of the pair coincide with their DGWs, given in [34], hence proving
the connection between DGWs and universal security for general IF;-linear
codes, which was left open.

2) We obtain optimal universal secure IF;-linear codes for noiseless net-
works for any value of m and n, not only when m > n or m divides #, as in
previous works [39]. The main result is Theorem C.2, which states the follow-
ing: Denote by ¢ the number of packets in IFj' that the source can transmit
and by t the number of links the adversary may wire-tap without obtain-
ing any information about the sent packets. For any m and 7, and a fixed
value of ¢ (respectively t), we obtain a coding scheme with optimal value of ¢
(respectively /).

3) We obtain the first universal secure list-decodable rank-metric code
pairs with polynomial-sized lists. The main result is Theorem C.3, and states
the following: Defining ¢ and ¢ as in the previous item, assuming that n
divides m, and fixing 1 < ky < kp < n, € > 0 and a positive integer s such
that 4sn < em and m/n = O(s/¢), we obtain an ]Fq—linear code pair such that
¢ > m(ky —k)(1 —2¢), t > ko and which can list-decode {5 (n — k1) rank

errors in polynomial time, where the list size is qo(sz/ ),

4) We obtain characterizations of vector space isomorphisms between cer-
tain spaces of matrices over IF; that preserve universal security performance
over networks. The main result is Theorem C.4, which gives several char-
acterizations of IF;-linear vector space isomorphisms ¢ : V — W, where
V and W are rank support spaces in Fj'*" and ]FS”X”/ (see Definition C.7),
respectively.

As application, we obtain in Subsection 6.2 ranges of possible parameters
m and n that given linear codes and code pairs can be applied to without
changing their universal security performance.

1.5 Organization of the paper

First, all of our main results are stated as Theorems. After some preliminaries
in Section II, we introduce in Section III the new parameters of linear code
pairs (RGMWs and RDRPs), give their connection with the rank metric, and
prove that they exactly measure the worst-case information leakage univer-
sally on networks (Theorem C.1). In Section IV, we give optimal universal
secure linear codes for noiseless networks for all possible parameters (The-
orem C.2). In Section V, we show how to add universal security to the list-
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decodable rank-metric codes in [20] (Theorem C.3). In Section VI, we define
and give characterizations of security equivalences of linear codes (Theorem
C.4), and then obtain ranges of possible parameters of linear codes up to
these equivalences. In Section VII, we give upper and lower Singleton-type
bounds (Theorems C.5 and C.6) and study when they can be attained, when
the dimensions are divisible by m. Finally, in Section VIII, we prove that
RGMWs extend RGRWs [24] and RGHWs [26, 42], and we prove that RDRPs
extend RDIPs [24] and RDLPs [16, 26] (Theorems C.7 and C.8, respectively).
We conclude the section by showing that GMWs coincide with DGWs [34]
for non-square matrices, and are strictly larger otherwise (Theorem C.9).

2 Coset coding schemes for universal security in
linear network coding

This section serves as a brief summary of the model of linear network coding
that we consider (Subsection 2.1), the concept of universal security under
this model (Subsection 2.2) and the main definitions concerning coset coding
schemes used for this purpose (Subsection 2.3). The section only contains
definitions and facts known in the literature, which will be used throughout
the paper.

2.1 Linear network coding model

Consider a network with several sources and several sinks. A given source
transmits a message x € ]Fs through the network to multiple sinks. To that
end, that source encodes the message as a collection of n packets of length m,
seen as a matrix C € Fj'*", where n is the number of outgoing links from this
source. We consider linear network coding on the network, first considered
in [1, 25] and formally defined in [23, Definition 1], which allows us to reach
higher throughput than just storing and forwarding on the network. This
means that a given sink receives a matrix of the form

Y =cAT e Fj>N,

where A € ]Fé\] *" is called the transfer matrix corresponding to the consid-

ered source and sink, and AT denotes its transpose. This matrix may be
randomly chosen if random linear network coding is applied [21].

2.2 Universal secure communication over networks

In secure and reliable network coding, two of the main problems addressed
in the literature are the following:
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1. Error and erasure correction [5, 24, 38—40]: An adversary and/or a noisy
channel may introduce errors on some links of the network and/or
modify the transfer matrix. In this case, the sink receives the matrix

Y =CAT+EeFN,

where A’ € ]Fg\’ %1 is the modified transfer matrix, and E € ]Fg”N is
the final error matrix. In this case, we say that + = Rk(E) errors and
p = n — Rk(A’) erasures occurred, where Rk denotes the rank of a
matrix.

2. Information leakage [6, 14, 15, 24, 39]: A wire-tapping adversary listens
to p > 0 links of the network, obtaining a matrix of the form CBT €
]F?Xy, for some matrix B € ]Ff;xn.

Outer coding in the source node is usually applied to tackle the previous
problems, and it is called universal secure [39] if it provides reliability and
security as in the previous items for fixed numbers of wire-tapped links y,
errors t and erasures p, independently of the transfer matrix A used. This
implies that no previous knowledge or modification of the transfer matrix is
required and random linear network coding [21] may be applied.

2.3 Coset coding schemes for outer codes

Coding techniques for protecting messages simultaneously from errors and
information leakage to a wire-tapping adversary were first studied by Wyner
in [43]. In [43, p. 1374], the general concept of coset coding scheme, as we
will next define, was first introduced for this purpose. We use the formal
definition in [24, Definition 7]:

Definition C.1 (Coset coding schemes [24, 43]). A coset coding scheme over
the field IF with message set S is a family of disjoint nonempty subsets of
F"*", Ps = {Cx}xes-

If F = IF;, each x € S is encoded by the source by choosing uniformly at
random an element C € Cy.

Definition C.2 (Linear coset coding schemes [28, Definition 2]). A coset cod-
ing scheme as in the previous definition is said to be linear if S = ]Fé, for some
0 < ¢ <mn,and

aCx + bCy - Cax+by1

foralla,b € Fand all x,y € F.

With these definitions, the concept of coset coding scheme generalizes the
concept of (block) code, since a code is a coset coding scheme where |Cx| = 1,
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for each x € S. In the same way, linear coset coding schemes generalize
linear (block) codes.

An equivalent way to describe linear coset coding schemes is by nested
linear code pairs, introduced in [44, Section III.A]. We use the description
in [7, Subsection 4.2].

Definition C.3 (Nested linear code pairs [7, 44]). A nested linear code pair
is a pair of linear codes C, ;Cé C1 C ™", Choose a vector space WV such that
C1 = C2 ® W, where @ denotes the direct sum of vector spaces, and a vector
space isomorphism ¢ : F* — W, where ¢ = dim(C;/C,). Then we define
Cx = P(x) + Cyp, for x € F.. They form a linear coset coding scheme called
nested coset coding scheme [24].

Remark C.4. As observed in [33] for the wire-tap channel of type 1I, linear code
pairs where C; = F"™*" are suitable for protecting information from leakage on
noiseless channels. Analogously, linear code pairs where C; = {0} are suitable for
error correction without the presence of eavesdroppers. Observe that these two types
of linear code pairs are dual to each other (see Definition C.15 and Appendix A):
IfC] = C5- and Cy = Cit, then C; = F™" if, and only if, Cy = {0}. To treat
both error correction and information leakage, we need general linear coset coding
schemes.

We recall here that the concept of linear coset coding schemes and nested
coset coding schemes are exactly the same. An object in the first family
uniquely defines an object in the second family and vice-versa. This is for-
mally proven in [28, Proposition 1].

Finally, we recall that the exact universal error and erasure correction
capability of a nested coset coding scheme was found, in terms of the rank
metric, first in [38, Section IV.C] for the case of one code (C, = {0}) that is
maximum rank distance, then in [39, Theorem 2] for the general case of one
linear code (again C; = {0}), then in [24, Theorem 4] for the case where both
codes are linear over an extension field [Fyn, and finally in [28, Theorem 9]
for arbitrary coset coding schemes (linear over IF; and non-linear).

3 New parameters of linear coset coding schemes
for universal security on networks

This is the main section of the paper, which serves as a basis for the rest of
sections. The next sections can be read independently of each other, but all
of them build on the results in this section. Here we introduce rank support
spaces (Subsection 3.1), which are the main technical building blocks of our
theory, then we define of our main parameters and connect them with the
rank metric (Subsection 3.2), and we conclude by showing (Theorem C.1) that
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these parameters measure the worst-case information leakage universally on
linearly coded networks (Subsection 3.3).

3.1 Rank supports and rank support spaces

In this subsection, we introduce rank support spaces, which are the mathe-
matical building blocks of our theory. The idea is to attach to each linear code
its rank support, given in [22, Definition 1], and based on this rank support,
define a vector space of matrices containing the original code that can be seen
as its ambient space with respect to the rank metric.

We remark here that the family of rank support spaces can be seen as the
family of vector spaces in [35, Notation 25] after transposition of matrices, or
the family of vector spaces in [22, Definition 6] taking C = F'*". We start
with the definitions:

Definition C.5 (Row space and rank). For a matrix C € F"*", we define its
row space Row(C) as the vector space in [F" generated by its rows. As usual,
we define its rank as Rk(C) = dim(Row(C)).

Definition C.6 (Rank support and rank weight [22, Definition 1]). Given a vec-
tor space C C F"™*", we define its rank support as

RSupp(C) = ) Row(C) C F".
ceC

We also define the rank weight of the space C as
wtr(C) = dim(RSupp(C)).

Observe that RSupp({({C})) = Row(C) and wtg(({C})) = Rk(C), for
every matrix C € F"*", where (.A) denotes the vector space generated by a
set A over F.

Definition C.7 (Rank support spaces). Given a vector space £ C [F", we de-
fine its rank support space V, C F"*" as

Ve ={VeF""|Row(V) C L}.
We denote by RS(IF"*") the family of rank support spaces in F"*".

The following lemma shows that rank support spaces behave as a sort
of ambient spaces for linear codes and can be attached bijectively to vector
spaces in F”, which correspond to the rank supports of the original linear
codes.

Lemma C.8. Let £ C " be a vector space. The following hold:
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1. Vr is a vector space and the correspondence L — V. between subspaces of "
and rank support spaces is a bijection with inverse V — RSupp(V,) = L.

2. If C C F"™ " is a vector space and L = RSupp(C), then V is the smallest
rank support space containing C.

We conclude the subsection with the following characterizations of rank
support spaces, which we will use throughout the paper. In particular, item
2 will be useful to prove Theorem C.4, and item 3 will be useful to prove
Theorem C.1.

Proposition C.9. Fix a set V C F"™*". The following are equivalent:

1. V is a rank support space. That is, there exists a subspace L C F" such that
V=V,

2.V is linear and has a basis of the form B;j, for i = 1,2,...,m and j =
1,2,...,k, where there are vectors b1, by, ..., b, € " such that B;; has the
vector b; in the i-th row and the rest of its rows are zero vectors.

3. There exists a matrix B € IF'*", for some positive integer u, such that

YV ={VeF™ | vBT =0}.

In addition, the relation between items 1, 2 and 3 is that by, by, . .., by are a basis of
L, B is a (possibly not full-rank) parity check matrix of £ and dim(L) = n — Rk(B).
In particular, it holds that

dim(V;) = mdim(L). (C.2)
Proof. We prove the following implications:

e 1 < 2: Assume item 1, let by, by,..., by be a basis of £, and let B;;
be as in item 2. Then we see that V = <{Bi,]- |1<i<m1<j<k}).
The reversed implication follows in the same way by defining £ =
(by,by,..., by C ",

e 1 <= 3: Assume item 1 and let B € [F**" be a parity check matrix of
L. That is, a generator matrix of the dual L+ C F". Then it holds by
definition that V € F"™*" has all its rows in L if, and only if, VBT = 0.
Conversely, assuming item 3 and defining £ as the code with parity
check matrix B, we see that V = V, by the same argument. Hence the
result follows. O
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3.2 Definition and basic properties of the new parameters

Definition C.10 (Relative Generalized Matrix Weight). Given nested linear
codes Cy ; C1 CF™" and 1 < r < £ = dim(C;/C,), we define their r-th
relative generalized matrix weight (RGMW) as
dM,r(Cl,Cz) = min{dim(L) | £L C F",
dim(C; N V) —dim(CaNVe) > 1}

For a linear code C C F"*", and 1 < r < dim(C), we define its r-th general-
ized matrix weight (GMW) as

dmyr(C) = dm,(C,{0}). (C3)

Observe that it holds that
dmr(C1,C2) = dm,(Cr), (C4)
for all nested linear codes C, g C1 CIF"™" and all1 <r < {=dim(C1/Cy).

Definition C.11 (Relative Dimension/Rank support Profile). Given nested lin-
ear codes C» ; Ci CEF™" and 0 < u < n, we define their p-th relative
dimension/rank support profile (RDRP) as

Ka,u(Cq, C2) = max{ dim(C; N V) —dim(C2 N Vy) |
L CF", dim(L) < p}.

Now, if Y C V C F™ " are vector spaces, the natural linear map C1 N
U/CNU — C1NYV/Cy NV is one to one. Therefore, since we are taking
maximums, it holds that

K, (C1,C2) = max{ dim(C; N V) —dim(C2 N V) |
L CF',dim(L) = u}.

We remark here that some existing notions of relative generalized weights
from the literature are particular cases of RGMWs. The corresponding con-
nections are given in Section 8. In particular, GMWs of one linear code coin-
cide with DGWs (introduced in [34]) for non-square matrices.

We next obtain the following characterization of RGMWs that gives an
analogous description to the original definition of GHWSs by Wei [42]:

Proposition C.12. Given nested linear codes C; G C; C F"*", and an integer
1 <r < dim(Cy/Cy), it holds that

dm,(Cr,C2) = min{wtg(D) | D C C;,DNC, = {0},
dim(D) = r}.

132



3. New parameters of linear coset coding schemes for universal security on networks

Proof. Denote by d, the number on the left-hand side and by d, the number
on the right-hand side. We prove both inequalities:

d, < dj: Take a vector space D C C; such that DN C, = {0}, dim(D) = r
and wtg (D) = d,. Define £ = RSupp(D).

Since D C V,, we have that dim((C; N V,)/(CoNV,)) > dim((C; N
D)/(C;ND)) = dim(D) = r. Hence

d, < dim(L) = wig(D) = d..

d, > d;: Take a vector space L C F" such that dim((C; N V,)/(C2 N
Vr)) > rand dim(£) = d,.

There exists a vector space D C C; NV, with DNC; = {0} and dim(D) =
r. We have that RSupp(D) C L, since D C V,, and hence

d, = dim(L) > wtg(D) > d..

Thanks to this characterization, we may connect RGMWs with the rank
distance [9]. This will be crucial in the next section, where we will use max-
imum rank distance codes from [9] to obtain optimal universal secure linear
codes for noiseless networks. Recall the definition of minimum rank distance
of a linear coset coding scheme, which is a particular case of [28, Equation
(1)], and which is based on the analogous concept for the Hamming metric
given in [13]:

dR(Cl, Cz) = min{Rk(C) | Ce(C,C¢ CQ} (C5)

The following result follows from the previous theorem and the defini-
tions:

Corollary C.13 (Minimum rank distance of linear coset coding schemes). Given
nested linear codes Cy g C; C F™*1 it holds that

dr(C1,C2) = dma(C1,Co).

By Theorem C.9, the previous corollary coincides with item 1 in [34, The-
orem 30] when C; = {0} and m # n.
We conclude by showing the connection between RDRPs and RGMWs:

Proposition C.14 (Connection between RDRPs and RGMWs). Given nested
linear codes C; G C; C F"™*" and 1 < r < dim(Cy/Cy), it holds that

dM,r(CLCZ) = min{y | KM,;‘(Cl,Cz) 2 7’}.

Proof. It is proven as [24, Proof of Lemma 4]. O
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3.3 Measuring information leakage on networks

In this subsection, we show how the introduced parameters (RGMWs and
RDRPs) measure the universal security performance of nested linear code
pairs.

Assume that a given source wants to convey the message x € ]Fg, which
we assume is a random variable with uniform distribution over IFS Following
Subsection 2.3, the source encodes x into a matrix C € Fy"*" using nested
linear codes C; g C1 C ]Fg””. We also assume that the distributions used in
the encoding are all uniform (see Subsection 2.3).

According to the information leakage model in Subsection 2.2, item 2, a
wire-tapping adversary obtains CBT € ]F’;X”, for some matrix B € IFZ’ ",

Recall from [8] the definition of mutual information of two random vari-
ables X and Y:

I(X;Y)=H(Y)—-H(Y | X), (C.6)

where H(Y) denotes the entropy of Y and H(Y | X) denotes the conditional
entropy of Y given X, and where we take logarithms with base g (see [8] for
more details).

We will need to use the concept of duality with respect to the Hilbert-
Schmidt or trace product. In Appendix A, we collect some basic properties
of duality of linear codes. We now give the main definitions:

Definition C.15 (Hilbert-Schmidt or trace product). Given matrices C,D &
F™*", we define its Hilbert-Schmidt product, or trace product, as

(C,D) = Trace(CDT)

o

Il
—

¢ -d;= Z Z Ci,jdi,j eF,

m n
:1]:]

1

where ¢; and d; are the rows of C and D, respectively, and where ¢;; and d; ;
are their components, respectively.
Given a vector space C C F"*", we denote by C L its dual:

¢t ={D e F™" | (C,D) =0,VYC € C}.

We first compute the mutual information of the message and the wire-
tapper’s observation via rank support spaces:

Proposition C.16. Given nested linear codes Cp ; C, C ]F;”X”, a matrix B €

]ngn, and the uniform random variables x and CBT, as in the beginning of this

subsection, it holds that
I(x;CBT) = dim(Cy NV;) —dim(C{- NVy), (C.7)

where 1(x; CBT) is as in (C.6), and where £ = Row(B).
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Proof. Define the map f : F"*" — ]FZ]”X” given by
f(D) = DBT,
for the matrix B € ]Fg ", Observe that f is a linear map. It follows that

H(CB") = H(f(C)) = log,(|f(C1)]) = dim(f(C1))
= dim(C;) — dim(ker(f) N Cy),

where the last equality is the well-known first isomorphism theorem. On the
other hand, we may similarly compute the conditional entropy:

H(CB" | x) = H(f(C) | x) = log,(|f(C2)|) = dim(f(C2))
= dim(C,) — dim(ker(f) N Cy).
However, it holds that ker(f) =V 1 C IF"”*" by Proposition C.9, since B is a
parity check matrix of £+. Therefore
I(x;CB") = H(CBT) — H(CB" | x)
= (dim(Cy) — dim(V 1 NCy)) — (dim(Cp) — dim (V. N Cp)).

Finally, the result follows by Lemmas C.64 and C.65 in Appendix A. O

The following theorem follows from the previous proposition, Corollary
C.13 and the definitions:
Theorem C.1 (Worst-case information leakage). Given nested linear codes C; G

C; C IF;”X”, and integers 0 < y < nand 1 < r < dim(Cy/Cp), it holds that

1. u = dp,(C5,Cib) is the minimum number of links that an adversary needs
to wire-tap in order to obtain at least r units of information (number of bits
multiplied by log,(q)) of the sent message.

2.r=K M,F(Czl, Ci-) is the maximum information (number of bits multiplied by
log, (q)) about the sent message that can be obtained by wire-tapping at most
u links of the network.

In particular, t = dg(C5-,Ci-) — 1 is the maximum number of links that an adver-
sary may listen to without obtaining any information about the sent message.

Remark C.17. Proposition C.16 extends [24, Lemma 7, item 2] from Fgm-linear
codes in I, to IFy-linear codes in IF;”X” due to Lemma C.53 in Subsection 8.1.

Furthermore, as we will explain in Theorem C.7, our Theorem C.1 extends in the
same sense [24, Theorem 2] and [24, Corollary 5].

Remark C.18. In Section 8, we will prove that GMWs coincide with DGWs [34]
when using one code (C{- = {0} in Theorem C.1) and non-square matrices. Hence
the results in this subsection prove that DGWs measure the worst-case information
leakage in these cases, which has not been proven in the literature yet.
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4 Optimal universal secure linear codes for noise-
less networks and any packet length

In this section, we obtain linear coset coding schemes built from nested
linear code pairs C & F™*", which in this section will refer to those with
C, = C and C; = F™", with optimal universal security performance in
the case of finite fields IF = IF; (Theorem C.2). Recall from Subsection 2.3
that these linear coset coding schemes are suitable for noiseless networks, as
noticed in [33] (see also Remark C.4).

In this section, we consider perfect universal secrecy (the adversary ob-

tains no information after wire-tapping a given number of links), thus we
make use of the theory in last section concerning the first RGMW. In Section
7, we will consider bounds on the rest of RGMWs, for general code pairs
(suitable for noisy networks), and their achievability.
Definition C.19. For a nested linear code pair of the form C g IFg””, we
define its information parameter as £ = dim(IF;""/C) = dim(C*), that is
the maximum number of log, (7) bits of information that the source can con-
vey, and its security parameter ¢ as the maximum number of links that an
adversary may listen to without obtaining any information about the sent
message.

Due to Theorem C.1, it holds that t = dg(C*) — 1. We study two prob-
lems:

1. Find a nested linear code pair C & Fj"*" with maximum possible secu-
rity parameter t when m, 1, g and the information parameter ¢ are fixed
and given.

2. Find a nested linear code pair C & Fy' " with maximum possible infor-
mation parameter ¢ when m, n, g and the security parameter t are fixed
and given.

We will deduce bounds on these parameters from the Singleton bound on
the dimension of rank-metric codes [9, Theorem 5.4]:

Lemma C.20 ( [9, Theorem 5.4]). For a linear code C C ]F;”X”, it holds that
dim(C) < max{m,n}(min{m,n} —dr(C)+1). (C.8)

As usual in the literature, we say that C is maximum rank distance (MRD)
if equality holds in (C.8).

Thanks to Theorem C.1 and the previous lemma, we may give upper
bounds on the attainable parameters in the previous two problems:
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Proposition C.21. Given a nested linear code pair C & Iy " with information
parameter € and security parameter t, it holds that:

¢ < max{m,n}(min{m,n} —t), (C9)

In particular, ¢ < mn and t < min{m, n}.

Proof. Recall that £ = dim(Fj*"/C) = dim(Ct) and, due to Theorem C.1,
t = dg(C') — 1. Hence the result follows from the bound (C.8) for C*. O

On the other hand, the existence of linear codes in ]Fg”” attaining the
Singleton bound on their dimensions, for all possible choices of m, n and
minimum rank distance dg [9, Theorem 6.3], leads to the following existence
result on optimal linear coset coding schemes for noiseless networks.

Theorem C.2. For all choices of positive integers m and n, and all finite fields Ty,
the following hold:

1. For every positive integer £ < mn, there exists a nested linear code pair C G
™ with information parameter ¢ and security parameter t = min{m, n} —

[(¢/ max{m,n})].

2. For every positive integer + < min{m,n}, there exists a nested linear code
pair C G " with security parameter t and information parameter £ =
max{m, n}(min{m,n} —t).

Remark C.22. We remark here that, to the best of our knowledge, only the linear
coset coding schemes in item 2 in the previous theorem, for the special case n < m,
have been obtained in the literature. It corresponds to [39, Theorem 7].

Using cartesian products of MRD codes as in [39, Subsection VII-C], linear coset
coding schemes as in item 2 in the previous theorem can be obtained when n > m,
for the restricted parameters n = Im and £ = mlk’, where | and k' < m are positive
integers.

5 Universal secure list-decodable rank-metric lin-
ear coset coding schemes

In this section, we will obtain nested linear code pairs C g C, C ]FS”X” when
n divides m that can list-decode rank errors on noisy networks (as opposed
to the scenario in last section), whose list sizes are polynomial on the code
length n, while being univeral secure under a given number of wire-tapped
links. As in last section, we consider perfect universal secrecy, and thus make
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use of the results in Section 3 concerning the first RGMW of the dual code
pair.

We give the construction in Subsection 5.1, together with its parameters
(Theorem C.3): information parameter ¢, security parameter t and number
of list-decodable rank errors e. To measure the quality of the proposed code
pair, we will compare in Subsection 5.2 their parameters with those obtained
when choosing C1 and Cp as MRD codes [17, 36], which provide coset coding
schemes with both optimal universal security and optimal error-correction
capability [39]. We will also show (Subsection 5.3) the near optimality of the
obtained construction in terms of the introduced uncertainty on the secret
message and the number of list-decodable rank errors.

5.1 The construction and its main properties

We start by extending the definition of rank list-decodable codes from [11,
Definition 2] to coset coding schemes:

Definition C.23. For positive integers e and L, we say that a coset coding
scheme Ps = {Cx}xes over [, is rank (e, L)-list-decodable if, for every Y €
]P;”X”, we have that

{x eS| PxNB(Y,e) 2D} | <L,

where B(Y, e) denotes the ball in IFj"*" with center Y and rank radius e. The
number of list-decodable rank errors is e and the list sizes are said to be
polynomial in n if L = O(F(n)), for some polynomial F(x).

Remark C.24. Observe however that, if a coset coding scheme can list-decode e
rank errors with polynomial-sized lists of cosets, we still need to decode these cosets
to obtain the uncoded secret messages. In general, it is possible that the union of such
cosets has exponential size while the scheme can still obtain all the corresponding
uncoded messages via an algorithm with polynomial complexity. This is the case in
the construction below.

We now give the above mentioned construction, which exists whenever n
divides m. The main objective is to obtain simultaneously large information
parameter ¢, security parameter  and number of list-decodable rank errors
e.

Construction C.25. Assume that # divides m and fix e > 0 and positive in-
tegers s and 1 < kp < k; < n such that 4sn < em and m/n = O(s/e). In
the next subsection, mk; and mk;, will be the dimensions of the MRD linear
codes constituting an optimal universal secure nested coset coding scheme,
but here they are just fixed parameters.
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Fix a basis aq,a2,...,a; of Fym as a vector space over IF;, such that
a1,82,. .., 0, generate IFgn (recall that Fgn C [Fm since n divides m).
Recall that a g-linearized polynomial over [F; is a polynomial of the form

F(x) = E?:O Eix7, where F; € IFym, for some positive integer d. Denote also
evy(F(x)) = (F(aq), F(ap),..., F(an)) € IF7, and finally define the linear
codes

Cor = {Mgu(evy(F(x))) | F=0fori <k —kyandi>ky},

C = {Ma(eva(F(x))) | F e H;for0<i<k—kp,
F; € Iqu forki —ky <i<ky,FF=0fori > kl}r

where M, is the map given in (C.1) and Ho, H1, ..., Hg,—k,—1 € Fym are
the F -linear vector spaces described in [20, Theorem 8]. We recall this de-
scription in Appendix B. Observe that these vector spaces depend on ¢ and
S.

Let £ = dim(C1/C2) = dim(Hg x Hy X -+ X Hjy—k,—1). We now show
how C» ; C C ]F;”X” form a coset coding scheme as in Definition C.3. Define
the vector space

W = {Mqy(eva(F(x))) | F; € H;fori <k; —ks

and F; =0 fori >k —kp},

which satisfies that C; = C; ® WW. Now consider the secret space as Hg X
Hix o X Hp—py—1 & IFs, and define the vector space isomorphism ¢ : Hg x
Hy X - X Hy—g,—1 —> W as follows: For x € Ho X Hy X -+ X Hy -1,
take F(x) = Ziiakrl Eix7 such that x = (Fo,Fi,..., Fr,—k,—1), and define

C = 9(x) = Ma(eva(F(x))).

We may now state the main result of this section:

Theorem C.3. With the same assumptions and notation, the nested coset coding
scheme in Construction C.25 satisfies that:

1. ¢ =dim(Cy/Cp) > m(ky — ko) (1 — 2e).
2. Its security parameter (Definition C.19) satisfies t > kj.

3. It is rank (e, L)-list-decodable for all e < 7 (n — ki), with L < qO(sz/eZ),

and it admits a list-decoding algorithm that obtains all corresponding uncoded
messages with polynomial complexity in n.
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We devote the rest of the subsection to prove this theorem. We need to
recall some definitions and results from [20]:

Definition C.26 (Subspace designs [20, Definition 3]). Assuming that n di-
vides m and given positive integers r and N, a collection of Fy-linear sub-
spaces Uy, Uy, ..., Uy C Fyn is called an (r, N,n) FF;-linear subspace design
if
' M

Y dim(U;NV) <N,

i=1
with dimensions taken over Iy, for every FF u-linear subspace V C Fgn of
dimension at most r over [Fgn.

The following lemma is part of [20, Theorem 8]:

Lemma C.27 ([20]). With assumptions and notation as in Construction C.25, the
spaces Ho, Ha, . .. Hy,—k,—1 defined in Appendix B form an (s,2(m/n —1)s/e,n)
IFy-linear subspace design.

Definition C.28 (Periodic subspaces [20, Definition 9]). Given positive inte-

gers 1,1, k, we say that an affine subspace H C ]Ff;i, is (1,1, k)-periodic if there
exists an F n-linear subspace V C IFL, of dimension at most r over Fgn such

that, for every j =2,3,...,kand a € ]F;];,_l)l, the affine space

() [ x € M, mp oy (x) = a} € F

is contained in v, + V, for a vector v, € ]Ffi” that depends on a. Here, 71;

denotes the projection over the coordinates in J, and [a, b] denotes the set of
integers 7 such that a <i <b.

We may now prove our main result:

Proof of Theorem C.3. We prove each item separately:
1) By Lemma C.70 in Appendix B, it holds that dim(H;) > m(1 — 2e), for
i=0,1,2,...,k; — ko — 1. Therefore

{= dim(?—[o X 7‘[1 X e X ,Hklszfl) > m(k1 — kz)(l — 28).

2) By Theorem C.1, the security parameter is t+ = dgr(Ci,C{) —1 >
dr(C4) — 1. Since C, is MRD, then so is its trace dual [9], which means
that dr(C5-) = k2 + 1, and the result follows.

3) As shown in [20, Subsection IV-B], we may perform list-decoding for
the Gabidulin code G; 2 Cq,

G1 = {My(evy(F(x))) | FF=0fori > ki},
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and obtain in polynomial time a list containing all possible sent messages

that is an (s — 1,m/n, kq)-periodic subspace of IFI;

IFn-linear vector spaces).
Project this periodic subspace onto the first k; — kp coordinates, which

/o ]Fg}n (isomorphic as

gives a (s —1,m/n, ki — ky)-periodic subspace of ]Fs,lﬂ_kz, and intersect it with
Ho x Hq1 X -+ X Hy—k,—1. Since Ho, H,... H, —k,—1 form an (s,2(m/n —
1)s/e,n) Fy-linear subspace design by Lemma C.27, such intersection is an
IF;-linear affine space of dimension at most (’)(52/ 82) (recall that m/n =
O(s/e)) by the definition of subspace designs and periodic subspaces. O

5.2 Comparison with optimal unique-decodable linear coset
coding schemes based on MRD codes

In this subsection, we compare the schemes in Construction C.25 with those
obtained when using MRD codes [17, 36], whose information parameter / is
optimal for given security parameter ¢ and number of unique-decodable rank
errors e, due to Theorems 11 and 12 in [39].

Proposition C.29 ([39]). Assume that n < m and Cp ;Cé C1 C ]FZ’X” are MRD
linear codes of dimensions dim(Cq) = mkq and dim(Cp) = mky (recall that, by the
Singleton bound (C.8), dimensions of MRD codes are multiple of m when n < m).

The linear coset coding scheme (Definition C.3) constructed from this nested lin-
ear code pair satisfies that:

1. Its information parameter is £ = m(ky — ky).
2. Its security parameter is t = ky.

3. If the number of rank errors is e < L”Ekl |, then rank error-correction can be

performed, giving a unique solution.

Therefore, assuming that n divides m and given MRD linear codes C; &
C1 C Fy™" of dimensions dim(C;) = mky and dim(C;) = mk,, the linear
coset coding scheme in Construction C.25 has at least the same security pa-
rameter ¢ as that obtained using C; and Cp, an information parameter ¢ that is
at least 1 — 2¢ times the one obtained using C; and Cp, and can list-decode in
polynomial time (with list of polynomial size) roughly n — k; errors, which
is twice as many as the rank errors that C; and C; can correct, due to the
previous proposition and Theorem C.3.

5.3 Near optimality of the obtained construction

In this subsection, we will show the near optimality of Construction C.25 in
terms of its introduced uncertainty H(C|x) compared to the maximum observed
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information H(CBT) by the wire-tapper, and the number of rank errors ¢ that
the scheme can list-decode.

Let x € ng and C € Fy"*" denote the random variables representing the
secret message and the transmitted codeword, respectively, as in Subsection
3.3.

The quantity H(C|x) measures the amount of randomness of C given x
introduced by the corresponding coset coding scheme, and we would like it
to be as small as possible since generating randomness is difficult in practice.
Observe that H(C|x) = dim(C;) for nested coset coding schemes. On the
other hand, the quantity H(CBT) measures the amount of observed infor-
mation by wire-tapping y links if B € F} ™", which satisfies H(CBT) < my,
being the inequality usually tight when I(x; CBT) = 0 or even an equality, as
is the case for Gabidulin codes. Thus the following bound is a weaker version
of a bound of the form mt < dim(C;), which we leave as open problem.

Proposition C.30. Fix an arbitrary coset coding scheme in g™ with message set
S = ng, let x € ng, and let C € IFZ”” be its encoding. It holds that

max{H(CB") | B € F};"",1(x;CB") = 0} < H(C|x).

Proof. Fix B € IFg " The result follows from the following chain of inequali-
ties:

I(x;CBT)
= H(CBT) - H(CBT|x)
= H(CBT) — H(CBT|C,x)
+H(CBT|C,x) — H(CBT|x)
= H(CBT) - H(CBT|C)
+H(CBT|C,x) — H(CBT|x)
(since x - C — CBT is a Markov chain [8])
= I(C;CBT) — I(C;CBT|x)
> H(CBT) — H(C|x).

Now consider the coset coding scheme in Construction C.25, and fix y <
ko < k;. Define the Gabidulin code

G1 = {My(evy(F(x))) | FF=0,i >k} C IFZ”X”,
and let G be the uniform random variable on G. It holds that

max H(GBT) = my, (C.11)
BeF, ™"
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since < k. Equation (C.11) together with dim(G;/Cy) < 2me(ky — kp)
implies that
max H(CBT) > m(u — 2¢e(ky — ka)).

uxn

BEF)

Using that H(C|x) = dim(C,) = mk;,, we see that the bound in the previous
proposition is tight for Construction C.25:

0 <H(C|x) — max{H(CB”) | B € F} ", I(x; CB") = 0}
Sm(kz —t+ 28(](1 — kz)) < 2£m(k1 — kz)

Next we show that the rank list-decoding capability cannot be improved
for large s and small ¢, compared to general nested coset coding schemes.
Since rank list-decodable nested coset coding schemes still require decoding
each coset, we will consider those such that a complementary space WV as in
Definition C.3 is rank list-decodable with polynomial-sized lists after adding
an error matrix from the smaller code C»:

Proposition C.31. Fix a nested linear code pair C; & C1 C Fj™*" and a subspace
W C C; such that C; = Co @ W, and denote by M the maximum rank of a matrix
in Cy. If W is rank (e + M, L)-list-decodable with polynomial list sizes L, then
e<n— d1m(C1)‘
m
Proof. By [11, Proposition 1], if the linear code W is rank (e + M, L)-list-
decodable with polynomial-sized lists L, then

e+ M <n—dim(W)/m.

On the other hand, the maximum rank of codewords in C; is at least dim(Cp) /m
by [35, Proposition 47]. Hence
dim(W)  dim(Cy) dim(Cy)

e<n-— — S — YA
m m m

7
and we are done. O

For the nested coset coding scheme in Construction C.25, it holds that

S

n_chmT(Cﬂ:n_kl(l—Ze)—Zesz

which are closer as s becomes larger and ¢ becomes smaller.
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6 Security equivalences of linear coset coding schemes
and minimum parameters

In this section, we study when two nested linear code pairs C, ; Cy CFmxn
and C; G C] C IF %" have the same universal security and/or reliability
performance.

First, we define security equivalences and give several characterizations
of these in Theorem C.4 (Subsection 6.1), which show that they also preserve
error and erasure correction capabilities. As applications, we study ranges
and minimum possible parameters m and # for linear codes (Subsection 6.2),
and we study when they are degenerate (Subsection 6.3), meaning when they
can be applied to networks with strictly smaller length 7.

6.1 Security equivalences and rank isometries

In this subsection, we first give in Theorem C.4 the above mentioned char-
acterizations, and we define afterwards security equivalences as maps sat-
isfying one of such characterizations. We continue with Proposition C.37,
which shows that security equivalences actually preserve universal security
performance as in Subsection 2.2, thus motivating our definition. We con-
clude by comparing Theorem C.4 with related results from the literature (see
also Table C.3).

Due to the importance of the rank metric for error and erasure correction
in linear network coding (see Subsection 2.2), and for universal security (by
Theorem C.1 and Corollary C.13), we start by considering rank isometries:

Definition C.32 (Rank isometries). We say that a map ¢ : VV — W between

vector spaces V C F"*" and W C F" *" is a rank isometry if it is a vector
space isomorphism and Rk(¢(V)) = Rk(V), for all V € V. In that case, we
say that }V and )V are rank isometric.

We have the following result, which was first proven in [27, Theorem 1]
for square matrices and the complex field IF = C. In [30, Proposition 3] it is
observed that the square condition is not necessary and it may be proven for
arbitrary fields:

Proposition C.33 ( [27, 30]). If ¢ : ™" — [F"™*" js a rank isometry, then there
exist invertible matrices A € F™*™ gnd B € F"*" such that

1. ¢(C) = ACB, forall C € ™", or
2. ¢(C) = ACTB, forall C € F™*",

where the latter case can only happen if m = n.
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We will define security equivalences as certain vector space isomorphisms
satisfying one of several equivalent conditions. We first show their equiva-
lence in the following theorem, which is the main result of this section:

Theorem C.4. Let ¢ : V — W be a vector space isomorphism between rank

support spaces V € RS(F"™ ") and W € RS(F"™™), and consider the following
properties:

(P 1) There exist full-rank matrices A € F™*™ and B € ™" such that ¢(C) =
ACB, forall C € V.

(P 2) A subspace U C 'V is a rank support space if, and only if, ¢(U) is a rank
support space.

(P 3) For all subspaces D C V), it holds that wtg(¢(D)) = wtr(D).
(P 4) ¢ is a rank isometry.

Then the following implications hold:
(P1) <= (P2) <= (P3) = (P 4).

In particular, a security equivalence is a rank isometry and, in the case ¥V = W =
F™ " and m # n, the reversed implication holds by Proposition C.33.

Proof. See Appendix C. O

Remark C.34. Unfortunately, the implication (P 3) <= (P 4) does not always
hold. Take for instance m = n and the map ¢ : F"*™ — ™" gjven by ¢(C) =
CT, for all C € F™m,

Remark C.35. Observe that, in particular, security equivalences also preserve (rela-
tive) generalized matrix weights, (relative) dimension/rank support profiles and dis-
tributions of rank weights of vector subspaces, and they are the only rank isometries
with these properties.

Property (P 1) will be useful for technical computations and, in particular,
for Proposition C.37 below. As explained in Appendix C, (P 2) allows us to
connect (P 1) with (P 3), and (P 3) allows us to connect the first two with
the rank metric (P 4), crucial for error and erasure correction as in Subsec-
tion 2.2. Finally, Property (P 2) also explains why we will consider security
equivalences defined between rank support spaces, and intuitively explains
that such spaces behave as ambient spaces in our theory, as mentioned in
Subsection 3.1.
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Definition C.36 (Security equivalences). We say that a map ¢ : V — W
between rank support spaces V € RS(IF"*") and W € RS(IF"*"') is a secu-
rity equivalence if it is a vector space isomorphism and satisfies condition (P
1), (P 2) or (P 3) in Theorem C 4.

Two nested linear code pairs C; G C; € F™" and C; & €] C prxn’
are said to be security equivalent if there exist rank support spaces V &
RS(F™ ") and W € RS(IF"*""), containing C; and C{, respectively, and a
security equivalence ¢ : V — W with ¢(C;) = C; and ¢(Cp) = C.

We now motivate the previous definition with the next proposition, which
makes use of Theorem C.4. Observe that Remark C.35 above already shows
that security equivalences preserve the worst-case information leakage as de-
scribed in Theorem C.1. Now, given nested linear code pairs Cp ; 1 C IFZ””
and C) & C] C ]FZ””,, Proposition C.37 below shows that if the dual pairs

=
are security equivalent, then there exists a bijective correspondence between

wire-tappers’ transfer matrices (matrix B in Subsection 2.2, item 2) that pre-
serves the mutual information with the original sent message. If the original
pairs are also security equivalent, we conclude that encoding with C; & C; €
F>"or C) & €] C ]F,TX”/ yields exactly the same universal error and erasure
correction performance, and exactly the same universal security performance
over linearly coded networks, as in Subsection 2.2.

Proposition C.37. Assume that F = IF; and the dual pairs of C; & C; C g
and C; G Cf C ]F;”X”/ are security, equivalent by a security equivalence given by
matrices A € Fi"*™ and B € Fy*" as in item 1 in Theorem C.4. For any matrix

M e IFgX”, it holds that

I (x; CMT) — 1 (x; c’(MB)T), (C.12)
with notation as in Proposition C.16, where C € Fj"" and C' € ]Fg””/ are the
encodings of x using C G C1 C " and Cy G C] C IF"™" | respectively.

Furthermore, assuming n < n', the correspondence M +— MB is one to one

and, for any matrix N € ]Ff;xn/, there exists M € ]ngn such that 1 (x; C’NT) =
I(x;C"(MB)T).

Proof. Denote by ¢ the security equivalence. Take a matrix M € ]FS’ ", define
£ =Row(M) C IF! and £ = Row(MB) C F!'". Then ¢(V;) = Vs and

dim(¢(Ci) N V) = dim(¢p(C{ N V,)) = dim(C{- N V),

and similarly for Cp. Thus Equation (C.12) follows from Proposition C.16.
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Observe that we may assume n < n’ without loss of generality, since the
inverse of a security equivalence is a security equivalence. Thus the injectivity
of M — MB follows from the fact that B has full rank.

Finally, if N € IFZ’X" , L =Row(N) and K = Row(B), then C{- C Vi and

Ci-NVe =Cirn(Ven V),

and similarly for C5-. Since VNV = V;qx and £ N K = Row(MB) for a
matrix M € F g " the last statement follows again from Proposition C.16. []

The topic of vector space isomorphisms ¢ : F"*" — [F"*" preserving
some specified property has been intensively studied in the literature (see
also Table C.3), where the term Frobenius map is generally used for maps of
the form of those in Proposition C.33.

When m = n, it is proven in [10, Theorem 3] that Frobenius maps are
characterized by being those preserving invertible matrices and in [27] they
are characterized by being those preserving ranks (this is extended to m # n
in [30, Proposition 3]), those preserving determinants and those preserving
eigenvalues.

On the other hand, [3, Theorem 1] shows that IF m-linear vector space
isomorphisms ¢ : ]Fg,,, — ]F;m preserving ranks are given by ¢(c) = BcA, for
B € Fym \ {0} and an invertible A € ]FgX”. This is extended in [28, Theorem
5] to IFm-linear vector space isomorphisms whose domain and codomain are
Fym-linear Galois closed spaces in ]F’q’m, which correspond to rank support
spaces in [Fj'*" (see Lemma C.53 below).

Therefore, we extend these works in three directions simultaneously: First,
we consider the stronger properties (P 1), (P 2) and (P 3) than those consid-
ered in [3, 10, 27, 30], which are essentially (P 4). Second, we extend the
domains and codomains from F"*" to general rank support spaces whose
matrices do not necessarily have the same sizes. Finally, in the case IF = [F,,
we consider general [F;-linear maps, instead of the particular case of IFm-
linear maps as in [3, 28].

6.2 Minimum parameters of linear codes

As main application of the previous subsection, we study in this subsection
the minimum parameters m and # for which there exists a linear code that is
security equivalent to a given one. Recall from Subsection 2.1 that m corre-
sponds to the packet length used in the network, and n corresponds to the
number of outgoing links from the source.

Both cases of one linear code, thatis C; = {0} and C; = F"*", are covered
since they are dual of each other (see also Remark C.4 and Appendix A). Since
security equivalences are rank isometries by Theorem C.4, in the first case we
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find minimum parameters for error and erasure correction, and in the second
case we find minimum parameters for universal security on noiseless linearly
coded networks.

Proposition C.38. Fix a linear code C C F"™*" of dimension k. There exists a linear
code C' C F"™"" that is security equivalent to C if, and only if, n' > dy;(C).

Proof. First, if C' C F"*" is security equivalent to C, then dim(C’) = k and
dpi(C) = dpx(C') < n'.

On the other hand, assume that n’ > dy;(C). Take a subspace £ C F"
with d = dim(L) = dp(C) and dim(C NV,) > k, which implies that C C
V.. Take a generator matrix A € F*" of L. There exists a full-rank matrix
A’ € F"4 such that AA" = I € F4.

The linear map ¢ : V, — F"*4, given by ¢(V) = VA’, for V € V., is a
vector space isomorphism. By dimensions, we just need to see that it is onto.
Take W € F"*?_ Tt holds that W = WI = WAA’ = ¢(WA), and WA € V, by
definition.

On the other hand, ¢ is a security equivalence by Theorem C.4. Therefore
¢(C) C F"™*4 is security equivalent to C. Finally, we see that appending n’ —d
zero columns to the matrices in ¢(C) gives a security equivalent code to C in
Frmxn’ 0

By transposing matrices, we obtain the following consequence, where we
consider linear codes that are rank isometric to a given one. By [28, Theorem
9], such equivalent codes perform equally when used for error and erasure
correction, and by Theorem C.1 and Corollary C.13, they perform equally
regarding the maximum number of links that an adversary may wire-tap
without obtaining any information on noiseless networks.

Corollary C.39. For a linear code C C IF™*", define the transposed linear code
ct={ct|cec} CcF™m

Ifm > dM,k(CT), where k = dim(C), then there exists a linear code C' C [ xn
that is rank isometric to C.

Proof. It follows from Theorem C.4 and Proposition C.38. O

As a related result, [28, Proposition 3] computes the minimum parameter
n for which there exists an [F m-linear code C C IF} that is rank isometric to
a given one. In contrast, we consider both parameters m and n, we consider
security equivalences for the parameter 1, and not only rank isometries, and
as the biggest difference with [28], we consider general linear codes, and not
only Fgn-linear codes in .
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6.3 Degenerate codes

In this subsection, we study degenerate codes, which by the study in the
previous subsection, can be applied to networks with less outgoing links or,
by transposing matrices, with smaller packet length. Degenerateness of codes
in the rank metric has been studied in [22, Section 6] and [28, Subsection IV-
B], but only for [Fyn-linear codes in IFj,,. We extend those studies to general

linear codes in F"*",

Definition C.40 (Degenerate codes). We say that a linear code C C F"*" is
degenerate if it is security equivalent to a linear code C' C < with n' < n.

The following lemma follows from Proposition C.38:

Lemma C.41. A linear code C C [F"*" is degenerate if, and only if, dp1,(C) < n,
where k = dim(C).

Now we may give characterizations in terms of the minimum rank dis-
tance of the dual code thanks to Proposition C.66 in Appendix A.

Proposition C.42. Given a linear code C C F"™*", the following hold:
1. Assuming dim(C+) > m, C is degenerate if, and only if, dp ,, (C) = 1.
2. Ifdgr(C*t) > 1, then C is not degenerate.
Proof. From Proposition C.66, we know that
Wi(C)UWy(CH) ={1,2,...,n},

where the sets on the left-hand side are disjoint, and where k = dim(C). Now,
the smallest number in Wy (C) is n + 1 — dj; 4 (C), and the smallest number in
Wo(Ct) is dpgm(C1). Ttem 1 follows from this and the previous lemma. Item
2 follows from item 1 and Proposition C.44 in Subsection 7.1. O

7 Monotonicity and Singleton-type bounds

In this section, we give upper and lower Singleton-type bounds on RGMWs.
We start with the monotonicity of RDRPs and RGMWs (Subsection 7.1),
which have their own interest, but which are a crucial tool to prove the main
bounds (Theorems C.5 and C.6 in Subsection 7.2). Finally we study linear
codes C C F"*" meaning C; = C and C; = {0}, that attain these bounds
and whose dimensions are divisible by m (Subsection 7.3).
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7.1 Monotonicity of RGMWs and RDRPs

The monotonicity bounds presented in this subsection are crucial tools for
Theorems C.5 and C.6, but they also have an interpretation in terms of the
worst-case information leakage, due to Theorem C.1: An adversary wire-
tapping more links in the network will obtain more information in the worst
case, and to obtain more information than the worst case for a given number
of links, the adversary needs to wire-tap more links. We also bound the
corresponding differences.

Proposition C.43 (Monotonicity of RDRPs). Given nested linear codes C;
C1 CF™" and 0 < u < n—1, it holds that KM,()(Cl,Cz) =0, KM/n(Cl,Cz)
dim(Cy/Cy) and

N

0 < Kmpu+1(C1,C2) — K u(C1,C2) < m.

Proof. The only property that is not trivial from the definitions is Ky, +1(C1,C2) —
Kamu(C1,C2) < m. Consider £ C F" with dim(£) < p+1 and dim(C; N
V) — dim(C2 NVe) = KM,erl (Cl,CZ).
Take £’ G £ with dim(£’) = dim(£) — 1. Using (C.2), a simple computa-
tion shows that
dim(Cy N Vgz) +m > dim(C; N Vy).

Since dim(C, N V) < dim(Cy N V,), it holds that
dim(C; N V) —dim(Co N V) +m
> dim(C; N V,) —dim(C, N Vy),
and the result follows. O

Proposition C.44 (Monotonicity of RGMWs). Given nested linear codes Cy G
C1 C F"™*" with £ = dim(Cy/C3), it holds that

0 <dmr+1(C1,C2) — dum,(C1,C2) < min{m, n},
for1 <r<{—1,and
dM,r(Cll Cz) +1 < dM/,+m(C1,C2),
for1 <r<{l—m.

Proof. The first inequality in the first equation is obvious. We now prove the
second inequality. By Proposition C.12, there exists a subspace D C C; with
DNCy = {0}, dim(D) = r and wtg(D) = dp,(C1,C2). Now take D € C;
not contained in D @ Cp, and consider D' = D @ ({D}). We see from the
definitions that RSupp(D’) C RSupp(D) + Row(D), and hence

WtR(D/) < WtR(D) + Rk(D) < dM,r(CerZ) + min{m,n}.
Therefore it follows that dp; ,+1(C1,C2) < dp,(C1,Ca) + min{m, n}.
The last inequality follows from Proposition C.14 and Proposition C.43.00
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Due to Theorem C.9, the first and third inequalities in the previous propo-
sition coincide with items 3 and 4 in [34, Theorem 30] when C, = {0} and

m #£ n.

7.2 Upper and lower Singleton-type bounds

Due to Theorem C.1, it is desirable to obtain nested linear code pairs with
large RGMWs. The following result gives a fundamental upper bound on
them, whose achievability for one linear code (C; = {0}) is studied in the
next subsection.

Theorem C.5 (Upper Singleton-type bound). Given nested linear codes C; &
Ci CF"™"and 1 <r <{=dim(C1/Cy), it holds that

Ay (Cr, Co) < — V‘Jfﬂ +1. (C.13)

In particular, it follows that
dim(C1/Cy) < max{m,n}(min{m,n} —dr(C1,C2) +1),
which extends (C.8) to nested linear code pairs.

Proof. First of all, we have that dy; /(C1,C2) < n by definition. Therefore the
case r = £ follows.

For the general case, we will prove that mdp,(Cy,Cp) < mn—L€+r+m —
1. Assume that 1 < r < ¢ — hm, where the integer & > 0 is the maximum
possible. That is, r + (h + 1)m > £. Using Proposition C.44, we obtain

mdM,,(CLCz) S mdMHhm (61/62) — hm

<mdp(C1,Cr) —hm <mn —L+r+m—1,
where the last inequality follows from md; ;(C1,C2) < mnand r+ (h+1)m —
1>4.
Finally, the last bound is obtained by setting * = 1 and using Corollary
C.13 for the given nested linear code pair and the pair obtained by transpos-
ing matrices. O

Due to Theorem C.9, the previous theorem coincides with item 5 in [34,
Theorem 30] when C; = {0} and m # n.

Remark C.45. In view of [24, Proposition 1] or [26, Equation (24)], it is natural to
wonder whether a sharper bound of the form

dim(Cl) —7’+1—‘ 1

dpr(Cy,Cr) <n— [ -

holds. However, this is not the case in general, as the following example shows.
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Example C.46. Consider m = 2, the canonical basis eq, ey, ..., e, of F", and
the linear codes C; = F>*" and

o= ((3)(3)-(3))

Observe that ¢ = dim(C1/C;) = n. A bound as in the previous remark
would imply that dy,(C1,Ca) < [n/2]. However, a direct inspection shows
that dp,(C1,C2) = n, since all vectors ej, ey, ..., e, must lie in the row space
of any D with C; = C, & D.

On the other hand, we have the following lower bound:

Theorem C.6 (Lower Singleton-type bound). Given nested linear codes C; &

Cit CEF"™"and 1 < r < dim(Cy1/Cy), it holds that mdp;,(C1,Ca) > r, which
implies that

Ay (€1, C2) = [ ] (C.14)

Proof. Take a subspace D C F"*" and define £ = RSupp(D). We have that
D C V,. Using (C.2), we see that

mwtg(D) = mdim(L) = dim(V,) > dim(D).
The result follows from this and Proposition C.12. O

Due to Theorem C.9, the previous theorem coincides with item 6 in [34,
Theorem 30] when C, = {0} and m # n.

7.3 Linear codes attaining the bounds and whose dimensions
are divisible by the packet length

In this subsection, we study the achievability of the bounds (C.13) and
(C.14) for one linear code whose dimension is divisible by the packet length
m. As we will show in Subsection 8.3, DGWs [34] of one linear code coincide
with its GMWs when m # n. Thus the two propositions below coincide with
Corollaries 31 and 32 in [34] when m # n.

Recall from (C.8) that, if a linear code is MRD and #n < m, then its dimen-
sion is divisible by m. In the next proposition, we show that GMWs of MRD
linear codes for n < m are all given by m, n and dim(C), and all attain the
upper Singleton-type bound (C.13):

Proposition C.47. Let C C F"*" be a linear code with dim(C) = mk. The follow-
ing are equivalent if n < m:

1. C is maximum rank distance (MRD).

2. dR(C):n*k‘Fl.
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3. dp,(C)=n—k+ L%J +1, forall1 <r < mk.

Proof. Item 1 and item 2 are equivalent by definition, and item 3 implies item
2 by choosing r = 1.

Now assume item 2 and let 1 < r < mk. Letr = hm + s, with h > 0 and
0 <5 < m. We need to distinguish the cases s > 0 and s = 0. We prove only
the first case, being the second analogous. By Proposition C.44, we have that

A, (C) > h+dpys(C) > h+dR(C) =n—k+h+1.

On the other hand, [(mk —r+1)/m| = k — h, and therefore the bound (C.13)
implies that

dpm,(C) <n—k+h+1,
and hence dy,(C) = n—k+ |(r—1)/m]| + 1 since [(r —1)/m] = h, and
item 3 follows. O

Regarding the lower Singleton-type bound, we show in the next proposi-
tion that rank support spaces are also characterized by having the minimum
possible GMWs in view of (C.14):

Proposition C.48. Let C C IF"*" be a linear code with dim(C) = mk. The follow-
ing are equivalent:

1. C is a rank support space. That is, there exists a subspace £ C F" such that
C=V,.

2. dpm(C) = k.
3. dy,(C) = [r/m], forall 1 <r < mk.
Proof. Assume that C = V,, as in item 1. By taking a sequence of subspaces
(0}C LS LS. CL=1

we see that dpp;,—p(C) < dim(L,) =7, for1 <r <kand0 < p <m-—1,
since dim(C NVy,) = dim(V,,) = mr > mr — p. Hence item 3 follows.

Item 3 implies item 2 by taking r = km.

Finally, assume item 2. Take a subspace £ C F" such that dim(£) =
Ay m(C) = k and dim(C N V) > mk. By definition and by (C.2), it holds
that dim(C N V,) > mk = dim(V,), which implies that CNV; = V., or in
other words, V, C C. Since dim(C) = mk = dim(V,), we see that V, = C
and item 1 follows. O
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8 Relation with other existing notions of general-
ized weights

In this section, we study the relation between RGMWSs and RDRPs and other
notions of generalized weights (see Table C.1). We first show that RGMWs
and RDRPs extend RGRWs and RDIPs [24, 32] (Theorem C.7 in Subsection
8.1), respectively, then we show that they extend RGHWs and RDLPs [16,
26, 42] (Theorem C.8 in Subsection 8.2), respectively, and we conclude by
showing that GMWs coincide with DGWs [34] for one linear code, meaning
Cy = C arbitrary and C, = {0}, when m # n, and are strictly larger when
m = n (Theorem C.9 in Subsection 8.3).

81 RGMMWs extend relative generalized rank weights

In this subsection, we prove that RGMWs and RDRPs extend RGRWs and
RDIPs [24, 32], respectively.

Definition C.49 (Galois closed spaces [41]). We say that an [F n-linear vector
space V C ]F;lm is Galois closed if

Vi = {(v;],vg,...,UZ) | (v1,02,...,04) €V} CV.

We denote by Y(IF;‘M) the family of IFn-linear Galois closed vector spaces in
F2,.
q

RGRWSs and RDIPs are then defined in [24] as follows:

Definition C.50 (Relative Generalized Rank Weigths [24, Definition 2]). Given
nested Fyn-linear codes C & C C IF;‘m, and 1 < r < ¢ = dim(C,/Cp) (over
IF;m), we define their r-th relative generalized rank weight (RGRW) as

dr(C1,C2) = min{dim(V) | V € Y(Fu),
dim(C1 N V) - dirn(Cz N V) > 1’},
where dimensions are taken over Fgm.

Definition C.51 (Relative Dimension/Intersection Profile [24, Definition 1]).
Given nested IFn-linear codes C, ;Cé C1 CF”,, and 0 < py < n, we define their
u-th relative dimension/intersection profile (RDIP) as

KR (C1,C2) = max{ dim(C; N V) —dim(C2 NV) |
Ve Y(IFZW),dlm(V) S ]/l},

where dimensions are taken over Fgm.
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The following is the main result of the subsection, which shows that The-
orem C.1 extends the study on worst-case information leakage on IF;-linearly
coded networks in [24] (see its Theorem 2 and Corollary 5) from Fym-linear
codes in Fj,, to general IFy-linear codes in IFj"", when considering uniform
probability distributions.

Theorem C.7. Let ay,az, ..., & be a basis of Fym as a vector space over IFy. Given
nested T gu-linear codes C; ; C; C IFgm, and integers 1 < r < ¢ = dim(C1/Cp)
(over Fgm), 0 < p <m —1and 0 < p < n, we have that

dR,r(Clr CZ) = dM,rm—p(Ma(cl)r Ma (CZ))/
mKR,H (Clr CZ) = KM,y (Mlx<cl)r sz(CZ))/
where M, : ngm — ]F,;”X” isasin (C.1).

The theorem follows from the next two lemmas, where we take the first
one from [41]:

Lemma C.52 ([41, Lemma 1]). An Fgn-linear vector space V C ]Fg,,, is Galois
closed if, and only if, it has a basis of vectors in IFy as a vector space over Fym.

Lemma C.53. Let a1, &y, ..., am be a basis of Fgn as a vector space over IFg, and let
V C Ejw be an arbitrary set. The following are equivalent:

1.V C F is an Fgn-linear Galois closed vector space. That is, V € Y(]Fgm ).

2. My (V) C EJ*" is a rank support space. That is, My (V) € RS(IF7™™).
Moreover, if Mu (V) = V for a subspace £ C Ty, then
dim(V) = dim(£),
where dim()) is taken over Fgm and dim(L) over TFy.

Proof. We first observe the following. For an arbitrary set V C IF,, the
previous lemma states that ) is an [F n-linear Galois closed vector space if,
and only if, V is Fy-linear and it has a basis over F; of the form v; ; = a;b;, for
i=12,...,mand j =1,2,...,k where by,by,...,b; € ]Fg By considering
Bij = Mau(v;j) € FJ"™", we see that this condition is equivalent to item 2 in
Proposition C.9, and we are done. O

Remark C.54. The results in this subsection can be extended to Galois extensions
of fields F C F of finite degree m. For that purpose, we only need to define Galois
closed spaces as those F-linear subspaces V C F" that are closed under the action
of every field morphism in the Galois group of the extension F C F. The rest of
definitions and results in this subsection can be directly translated word by word to
this case, except for Lemma C.52, which would be replaced by [18, Theorem 1].

Thus the results in this subsection can be applied to generalizations of rank-metric
codes such as those in [2].
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8.2 RGMWs extend relative generalized Hamming weights

In this subsection, we show that RGMWs and RDRPs also extend RGHWSs
and RDLPs [16, 26, 42], respectively. We start with the definitions of Ham-
ming supports and Hamming support spaces:

Definition C.55 (Hamming supports). Given a vector space C C [F", we de-
fine its Hamming support as

HSupp(C) ={i € {1,2,...,n} |
H(Cl,CZ,...,Cn) eC,c; # 0}

We also define the Hamming weight of the space C as
wtg(C) = [HSupp(C)].

Finally, for a vector ¢ € F", we define its Hamming support as HSupp(c) =
HSupp(({c})), and its Hamming weight as wty(c) = wtyg({{c})).

Definition C.56 (Hamming support spaces). GivenasubsetI C {1,2,...,n},
we define its Hamming support space as the vector space in [F” given by

Lr=A{(c1,c2,...,cn) €F" | ¢; =0,Yi & I}.
We may now define RGHWSs and RDLPs:

Definition C.57 (Relative Generalized Hamming Weigths [26, Section III]).
Given nested linear codes C; ; Ci CF'and 1 <r < /{=dim(C;/Cy), we
define their r-th relative generalized Hamming weight (RGHW) as
dpr(C1,C2) =min{|I| | I C{1,2,...,n},
dim(Cy N Ly) —dim(Co N Ly) > r}.
As in Proposition C.12, it holds that
dH,r(CerZ) = mm{th(D) | D Q Cl,D mCZ = {0},
dim(D) = r}.

Given a linear code C C [F", we see that its r-th GHW [42, Section II] is

dpr(C) =dp,(C,{0}), for 1 <r < dim(C).

Definition C.58 (Relative Dimension/Length Profile [16, 26]). Given nested
linear codes C; g C1 C F* and 0 < p < n, we define their u-th relative
dimension/length profile (RDLP) as

KH,y(CLCZ) = max{ dim(Cy N Ly) —dim(Co N L) |
1,20} 1 < u).
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8. Relation with other existing notions of generalized weights

To prove our results, we need to see vectors in F” as matrices in IF**". To
that end, we introduce the diagonal matrix representation map A : F" —
F"*" given by

A(c) = diag(c) = (i )1<i<ni<j<ns (C.15)

where ¢ = (c1,¢p,...,¢4) € F" and 0;; represents the Kronecker delta. In
other words, A(c) is the diagonal matrix whose diagonal vector is c.
The map A : F* — F"*" is linear, one to one and, for any vector space
D C F", it holds that
wig(A(D)) = wiu (D).

We may now give the main result of this subsection:

Theorem C.8. Given nested linear codes C; g C1 CF", and integers 1 <r < { =
dim(Cy/C3), and 0 < p < n, we have that

dp,r(C1,C2) = dp,(A(C1), A(C2)),
Kp,(C1,C2) = Kpu(A(C1), A(CR)).

Proof. We prove the first equality, being the second analogous. Denote by d,
the number on the left-hand side and by d; the number on the right-hand
side, and prove both inequalities:
d, < d,: Take a vector space £ C F" such that dim(£) = d; and dim((A(C1) N
Ve)/ (A(Cz) NV,)) > r. It holds that V, N A(FF") = A(L;), for some subset
1 C{1,2,...,n}. We have that dim((C; N L)/ (CaN L})) > r and

1)
dy < |I| = wtr(A(L))) < wir(Vy) = dim(L) = d.

dy > d): Take a subset I C {1,2,...,n} such that |I| = d, and dim((C; N
L1)/(C2NLy)) > r. Now it holds that A(L;) = V,, N A(F"). Therefore
dim((A(C1) NVe,)/(A(C2) NVyg,)) > rand

d. < dim(L)) = |1| = dv.

8.3 Relation with Delsarte generalized weights

A notion of generalized weights, called Delsarte generalized weights (DGWs),
for a linear code, which in this section means C; = C arbitrary and C, = {0}
has already been proposed in [34] as an algebraic invariant of the code. We
will prove that GMWs are strictly larger than DGWs when m = n, and we
will prove that both coincide in the other cases.

These weights are defined in terms of optimal anticodes for the rank met-
ric:

157



Paper C.

Definition C.59 (Maximum rank distance). For a linear code C C F™*" we
define its maximum rank distance as

MaxRk(C) = max{Rk(C) | C € C,C # 0}.
The following bound is given in [35, Proposition 47]:
dim(C) < mMaxRk(C). (C.16)
This leads to the definition of rank-metric optimal anticodes:

Definition C.60 (Optimal anticodes [34, Definition 22]). We say that a linear
code V C F"™"*" is a (rank-metric) optimal anticode if equality in (C.16) holds.
We will denote by A(F"*") the family of linear optimal anticodes in

]FWIX?I

In view of this, DGWs are defined in [34] as follows:

Definition C.61 (Delsarte generalized weights [34, Definition 23]). For a lin-
ear code C C F"*" and an integer 1 < r < dim(C), we define its r-th Delsarte
generalized weight (DGW) as

dp,(C) = m ' min{dim(V) | V € A(F"™*"),
dim(CNV) >r}.

Observe that dp,(C) is an integer since the dimension of optimal anti-
codes is a multiple of m by definition.
Before giving the main result, we need the following proposition:

Proposition C.62. If a set V C F™*" is a rank support space, then it is a (rank-
metric) optimal anticode. In other words, RS(F"™*™") C A(FF™*"). The reversed
inclusion also holds if m # n.

Proof. We first prove that RS(IF"*") C A(F™*"). Let V € RS(F"™*") and let
Bij,i=12...,mandj=12,.. ., k, be a basis of V as in Proposition C.9,
item 2. Forany V =Y, E;‘{zl AijBij € V, with A;; € T, it holds that

Rk(V) < dim((by,by,...,by)) =k,

where by, by, ..., by are as in Proposition C.9, item 2. Therefore dim(V) =
mk > mMaxRk(V) and V is an optimal anticode.

We now prove that A(F"*") C RS(IF"™*") when m # n. Let V €
A(IF™>1). By [34, Theorem 26], there exist full-rank matrices A € Fj"*™ and
B € Fy*" such that V = {ACB € F}"" | C € V. }, where £ = IF’; x {0}k
for some positive integer k. By Proposition C.9, V is a rank support space
and we are done. O
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8. Relation with other existing notions of generalized weights

In [34, Theorem 18] it is proven that V C IFZM is an [Fym-linear Galois closed
vector space if, and only if, it is an [Fyn-linear vector space satisfying equality
in (C.16). Hence due to Lemma C.53, the previous proposition strengthens
[34, Theorem 18] when m # n by showing that the IF;n-linearity of ) may be
weakened to IFy-linearity. Moreover, our result holds for any field F =+ IFy.

The main result of this subsection is the next theorem, which follows from
the previous proposition and the corresponding definitions:

Theorem C.9. For a linear code C C F"™*" and an integer 1 < r < dim(C), we
have that

dp,(C) <dm,(C)if m=mn, and
dp,(C) = dm,(C) if m # n.

Due to Theorem C.1, when considering universal security on linearly
coded networks it is desirable to obtain linear codes C C Fg'*" with large
GMWs. Therefore, linear codes with large DGWs serve this purpose, but
linear codes with low DGWs may still have large GMWs when m = n.

The next example shows that not all linear optimal anticodes are rank
support spaces when m = n, that is, RS(F"*") G A(IF"*"), for any n and
any field F. As a consequence, in some cases GMWs are strictly larger than
DGWs. To that end, we will use the characterization of rank support spaces
as matrix modules from Appendix D.

Example C.63. Consider m = n = 2 and the linear code

(383 ) e

It holds that dim(C) = 2, m = 2 and MaxRk(C) = 1. Therefore C is an
optimal anticode. However, it is not a matrix module, and therefore it is not
a rank support space (see Appendix D), since

0 0 10 0 0
(Yo)(on)=(10)ee

In other words, RS(F>*2) C A(F**2).

On the one hand, we have that dp1(C) = dp2(C) = 1, by [34, Corollary
32], or just by inspection.

On the other hand, it is easy to check that dj;1(C) = 1, and since RSupp(C) =
IF2, it holds that dj2(C) = 2. Therefore dj2(C) > dp(C).

Observe that we may trivially extend this example to any value of m = n,
and it holds for an arbitrary field IF.
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9 Conclusion and open problems

In this work, we have extended the study of universal security provided by
IF;n-linear nested coset coding schemes from [24, 39] to that provided by IF,-
linear schemes, where IF; is the field used on the network and m is the packet
length.

Thanks to this study, we have completed the list of parameters ¢, t, m
and n for which we can obtain optimal universal secure [F;-linear codes for
noiseless networks from [39], and we have added near optimal universal se-
curity to the rank list-decodable codes from [20], providing the first uni-
versal secure linear coset coding schemes able to list-decode in polynomial
time roughly twice the rank errors that optimal universal secure schemes
can unique-decode, with almost the same secret message size ¢ and security
parameter £.

Motivated by our study, we defined a family of security equivalences be-
tween linear coset coding schemes and gave mathematical characterizations
of such equivalences, which allowed us to obtain, in terms of the last gener-
alized matrix weight, ranges of parameters m and # of networks on which a
linear code can be applied with the same security performance.

Finally, we give the following list of open problems:

1) Obtain optimal universal secure and error-correcting linear coset cod-
ing schemes for noisy networks for all possible parameters ¢, t, m, n, and
number of rank errors.

2) Extend the concept of universal strong security from [24, Definition 6] to
general IF;-linear coset coding schemes, and provide optimal universal strong
secure schemes as those in [24, Section V] for all possible parameters /, t, m
and #, for either noiseless or noisy networks.

3) Subsection 5.3 implies that / is close to but smaller than n — t — ¢, where
e is the number of list-decodable rank errors with polynomial list sizes L. We
conjecture, but leave as open problem, that a bound similar to / <n —t—e
holds in general.

4) Study the sharpness of the bounds given in Theorem C.6.

A Duality theory

In this appendix, we collect technical results concerning trace duality of linear
codes in F"*" used throughout the paper. Some of the results are taken or
expanded from the literature, and some are new. Recall first the definition of
trace product and dual of a linear code in F"*" (Definition C.15).

First, since the trace product in F"*" coincides with the usual inner prod-
uct in F™" it holds that

dim(C*) = mn —dim(C), C C D<= D CCH,
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ctt=c¢, (C+D)=ctnDt, (CnD)t =ct+D4,
for linear codes C, D C F"*". We have the following:

Lemma C.64 ([35, Lemma 27)). If V € RS(F™*"), then V+ € RS(F™*").
More concretely, for any subspace £ C ", it holds that

(V‘c)L - V(LL).

Lemma C.65 (Forney’s duality [16]). Given vector spaces C,V C F"™*", it holds
that
dim(V) — dim((C1) NV) = dim(C) — dim(C N (V1)).

We now show that all GMWs of a linear code determine uniquely those
of the corresponding dual code. Since GMWSs and DGWs [34] coincide when
F = F; and m # n by Theorem C.9, the next result coincides with [34,
Corollary 38] in such cases:

Proposition C.66. Given a linear code C C F"™*" with k = dim(C), and given an
integer p € Z, define

Wp(C) ={dmprrm(C) |r € Z,1 < p+rm <k},

Wp(C) ={n+1—dpprm(C) |r € Z,1 < p+rm < k}.
Then it holds that o

{1,2,...,n} = W,(CT)UW,.«(C),
where the union is disjoint.
The proof of this proposition can be translated word by word from the

proof of [34, Corollary 38] using the monotonicity properties from Proposi-
tion C.44. However, [34, Corollary 38] relies on [34, Theorem 37], and there-

fore we need to extend such result to the cases F # IF; or m = n. The
following lemma constitutes such extension:

Lemma C.67. Given a linear code C C F"™*" with k = dim(C), and given 1 <
r<kand1l <s < mn—k, it holds that

dps(CH) #n+1—dy,(C)
ifr=p+k+r'mands = p+s'm, for some integers p,v',s' € Z.

Proof. Assume that equality holds for a pair of such r and s. Denote C,; =
CNYV;, for alinear subspace £ C [F", and rewrite Proposition C.14 as follows:

dumr(C) = min{y | max{dim(C,) | £ C F",

dim(L) = u} > r}. (C17)
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Write dp,(C) = p. Then Equation (C.17) implies that
max{dim(C,) | L CF",dim(L) = u} >r, (C.18)

and y is the minimum integer with such property. Now write dj;s(Ct) =
v =n+1— u. In the same way, Equation (C.17) implies that

max{dim((C1).) | £ CF",dim(L) = v} >s.
On the other hand, given a subspace £ C F" with dim(£) = v, we have that
dim(C,1) = dim(C N (Vp)*) =k — mv +dim((C*) ),

where the first equality follows from Lemma C.64, and the second equality
follows from Lemma C.65 and Equation (C.2). Therefore, it holds that

>k—mv+s=k—mn—m+mu+s. '

From the fact that u is the minimum integer satisfying Equation (C.18), and
from Equation (C.19), we conclude that

k—mn—m-+mp+s <r.

Now if we interchange the roles of C and C L and the roles of r and s, then
we automatically interchange the roles of y and n + 1 — y, and the roles of k
and mn — k. Therefore, we may also conclude that

k—mn+mu+s>r.

Using the expressions r = p+k+t'm and s = p + s'm, and dividing every-
thing by m, the previous two inequalities are, respectively

s —n—1+u<?v, and s —n+pu>7,
which contradict each other. Hence the lemma follows. O

Observe that the duality theorem for GRWs [12] is a direct consequence
of Theorem C.7 and Proposition C.66:

Corollary C.68 ([12]). Given an Fgn-linear code C C . of dimension k over
Egm, denote d, = dr,(C) and 0lsl = dR/s(CL),for 1<r<kandl1 <s<n-—k
Then
{1,2,.. .,1’1} = {dl,dz,. ..,dk}
U{n+1—di,n+1—dy,...,n+1 —dnL_k},

where the union is disjoint.
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Finally, we show that the duality theorem for GHWs [42] is a consequence
of Theorem C.8 and Proposition C.66:

Corollary C.69 ( [42]). Given a linear code C C F" of dimension k, denote d, =
dp,(C) and dﬁ- = dH,S(Cl),for 1<r<kandl1<s<n-—k. Then

{1,2,...,1’1} = {dl,dz,...,dk}

U{n+1—di,n+1—dy,...,n+1-d- .},

where the union is disjoint.

Proof. We will use the notation in Proposition C.66 during the whole proof.
First of all, by Theorem C.8 it holds that W,(A(C)) = {dp,(C)} if 1 < p mod
n < kand Wy(A(C)) = @ifk+1 < pmodn < n—1or pmodn = 0.
Therefore

U Wyk(AC)) = {dd, .. dy).
p=1

On the other hand, from Proposition C.66 it follows that

(L"J wpkm(c») U (ﬁ wpm(cw)) ={1,2,...,n},
p=1 p=1

where the union is disjoint. Hence we only need to show that n + 1 —dj- €
Wy(A(C)L), forp=1,2,...,nands =1,2,...,n — k.

Denote by D, C F"*" the vector space of matrices with zero components
in their diagonals. It holds that A(C)+ = A(Ct) @ D,,.

Fix 1 < s <n—kand denoted = d H,S(CL). First, consider a subspace
D C C* with wty(D) = d and dim(D) = s, and define D’ C A(C)* as the
direct sum of A(D) and all matrices in D, with columns in the Hamming
support of D. Since dim(D’) = d(n — 1) + s and wtg(D’) = d, by Proposition
C.12 it follows that

Ay a(n-1)+s(8(C)F) < d. (C.20)

On the other hand, assume that dM/(d,l)(n,l)Jrs(A(C)l) =d < d. Let
£ C A(C)* be such that wtg(€) = d’ and dim(€) = (d —1)(n — 1) +s.
Denote by £p the vector space of matrices obtained by replacing the elements
outside the diagonal of those matrices in £ by zero. If £ = RSupp(€) C F",
we claim that

dim(ENDy) < nwig(€) — wty(L). (C.21)

It is sufficient to show that dim(V; N D,) = ndim(L) — wty(L). Denote
by V.p the vector space of matrices obtained by replacing the elements out-
side the diagonal of those matrices in V, by zero. Then, by Proposition
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C9, dim(V,p) = wty(L), and dim(V; N D,) = dim(V,) —dim(V,p) =
ndim(L) — wtg(L).

By monotonicity (Proposition C.44), we have that d = d — 1, and thus
dim(&) = d'(n — 1) +s. Therefore, by (C.21), dim(A~!(p)) = dim(Ep) =
dim(&) —dim(ENDy) > s+wty(L) —d’. Choose indices i1, iz, . - -, byt (£)—a
from HSupp(A~1(€p)), and define

W= {C S A_l(gD) | Ci; = 0,1<j< WtH(E) — d/}

Then W C C*+, dim(W) > s, and wtg(W) < wtg(A~1(Ep)) — wtu(L) +
d’ < d’, which implies dy s(C*) = d’ < d, which is a contradiction. Hence

Apt,d-1)(n-1)4s(AC) 1) > d. (C22)
Combining Equation (C.20) and Equation (C.22), we conclude that
dpt (d-1)(n-1)+s+](A(C) ) = d,

for j = 0,1,2,...,n — 1, which implies that n +1 —di € WP(A(C)J—), for
p=12,...,n,and we are done. O

B Construction of explicit subspace designs

In this appendix, we recall how to construct the subspace design formed by
Ho, H1,Ha,... € Fym in Section 5. This construction is given in [20], based
on a construction in [19], and is explicit in the sense that it can be constructed
using an algorithm of polynomial complexity on g4.

Fix e > 0 and a positive integer s such that 4sn < em, and assume that n di-
vides m. Let d; = ¢"/"~1,dy = g"/"~2,. oy = 1and let y1, 72, ..., Yin/n
be distinct non-zero elements of IF;u. Define

m/n d;
filx1, 220 X)) = Zl ’Y;xj]’
=

fori=1,2,...,s,and letS C ]F;",,/” be the set of common zeros of f1, f, ..., fs,
which is an Fy-linear vector space. We may assume that S C IFyn by an Fgn-

linear vector space isomorphism ]F;’f/ " = Fym (any isomorphism works).
Let B be a primitive element of [Fn. For a € quan |, let

2ns
ga:{aqjﬁi\0§j< {%J,O§i<25}.

The algorithm in [19, Subsection 4.3] gives in polynomial time over g a set
FC ]Fan%J of size g2(%) such that:
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1. Fy(a) = ]Fq"l%J’ foralla € F,

2. 85,N Sﬁ = @, for all distinct «, § € F, and
3. |Su| =2s[ 5% ], foralla € F.

Define the FF;»-linear vector space V, C ]FZZ/ " as

Vﬂ( = {(a0/al/--~/am/n—1) 6 IFZL/H |

m/n—1

) ai(af) =01]0<j<2s},
i=0

for every « € F, where we may consider V, C Fgn as before.

Finally, the IF;-linear vector spaces Ho, H1, Ha, ... C Fgn in Section 5 are
defined as H; = S N V,,, for distinct a; € F.

The constructions of F and V, appeared first in [19, Subsection 4.2] and
S appeared first in [20, Corollary 6].

We conclude the appendix by computing the dimensions of the vector
spaces Ho, H1, Ha, ... € Fgn, which is done in the proof of [20, Theorem 8]:

Lemma C.70 ([20]). The vector spaces Ho, H1,H2, ... C Fyn have dimension at
least m(1 — 2¢) over IFy.

C Proof of Theorem C.4

In this appendix, we give the proof of Theorem C.4.

First we prove (P 1) = (P 2): It follows immediately from the character-
ization of rank support spaces in Proposition C.9, item 3.

Now we prove (P2) = (P 3): Let £L = RSupp(D) C F" and L' =
RSupp(¢(D)) C F"”. It holds that V, C V and Vs C W, and they are the
smallest rank support spaces in V and W containing D and ¢(D), respec-
tively, by Lemma C.8. Since ¢ preserves rank support spaces and their inclu-
sions, we conclude that ¢(V;) = Vs, which implies that dim(£) = dim(L')
by (C.2), and (P 3) follows.

Next we prove (P2) <= (P 3): Assume that &/ C V is a rank support
space. This means that mwtg(4) = dim(U) by (C.2). Since ¢ satisfies
(P 3) and is a vector space isomorphism, we conclude that mwtg(¢p(U)) =
dim(¢(U)), and thus ¢(U) is a rank support space also by (C.2). Similarly
we may prove that, if ¢(U/) is a rank support space, then I{ is a rank support
space.

Now we prove (P 3) = (P 4): Trivial from the fact that wtg(({C})) =
Rk(C), forall C € V.
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Finally we prove (P 1) <= (P 2): Denote dim(V) = dim(W/) = mk and
consider bases of V and W as in Proposition C.9, item 2. By defining vector
space isomorphisms F"*k — V and W — F"*k, sending such bases to
the canonical basis of F"*k, we see that we only need to prove the result for
the particular case V = W = F"*".

Denote by Eij € [F™*" the matrices in the canonical basis, for 1 < i < m,
1 <j <mn, thatis, Ei/]« has 1 in its (i, j)-th component, and zeroes in its other
components.

Consider the rank support space U; = (Ey j, Ez j, ..., Ep j) € F™*", for 1 <
j < n. Since ¢(U;) is a rank support space, it has a basis B,], i=12...,m,
as in Prop051t10n C.9, item 2, for a vector b; € [F". This means that

Z 51) s,jr

for some a(]) € F, foralls,i=1,2,...,mand j =1,2,...,n. If we define the

matrix AU) € F"*" whose (s,i)-th component is a( /) and B € F"*" whose
j-th row is b; i then a simple calculation shows that

¢(E;j) = AVE; B,
and the matrices A(])‘ and B are invertible. If we prove that there exist non-
zero Aj € F with AU) = )\jA(l), for j = 2,3,...,n, then we are done, since
we can take the vectors )\jb]- instead of b]-, define A = A, and then it holds
that
¢(E;;) = AE; B,
foralli=1,2,...,mand j=1,2,...,n, implying (P 1).

To this end, we first denote by a(] ) € F" the i-th column in A() (written
as a row vector). Observe that we have already proven that ¢ preserves ranks.
Hence Rk(¢(E;; + E;1)) = 1, which means that Rk(A(f)Ei/j + A(l)Eirl) =1,
which implies that there exist A;; € F with

' 1
al(]) = Ai,]‘al( )

On the other hand, a matrix calculation shows that

¢ (ﬁiEi,]) = (ﬁ aﬁ”,fal@,...,za}")) B
i=1 4

i=1j=1 i=1 =1

3

= ia ZA al! Z)\ma
£ )

Since Rk(}/" 27:1 El-,j) = 1 and the vectors af ), 1 <i < m, are linearly
independent, we conclude that A;; depends only on j and not on i, and we
are done.

166



D. Matrix modules

D Matrix modules

Rank support spaces can also be seen as left submodules of the left module
F™*" over the (non-commutative) ring F*™. This has been used in Exam-
ple C.63. Since we think this result is of interest by itself, we include the
characterization in this appendix.

Definition C.71 (Matrix modules). We say that a set V C F"*" js a matrix
module if

1. V+WeV, forevery V,W €V, and
2. MV €V, for every M € F"*" and every V € V.

Proposition C.72. A set V C F"™*" is a rank support space if, and only if, it is a
matrix module.

Proof. Assume that V is a rank support space. Using the characterization in
Proposition C.9, item 3, it is trivial to see that V' is a matrix module.

Assume now that V is a matrix module. It holds that V is a vector space.
Let £ = RSupp(V), and take v € L. There exist V;,V,,..., Vs € V and
vj € Row(Vj), forj=1,2,...,s, such that v= Z;;l V.

For fixed 1 <i < mand 1 < j < s, it is well-known that there exists
M;; € F™ ™ such that M;;V; has v; as its i-th row and the rest of its rows
are zero vectors. Since V is closed under sums of matrices, we conclude that
Ve CV and therefore both are equal. O
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1. Introduction

Abstract

We study the problem of reducing the communication overhead from a noisy wire-tap
channel or storage system where data is encoded as a matrix, when more columns
(or their linear combinations) are available. We present its applications to reduc-
ing communication overheads in universal secure linear network coding and secure
distributed storage with crisscross errors and erasures and in the presence of a wire-
tapper. Our main contribution is a method to transform coding schemes based on
linear rank-metric codes, with certain properties, to schemes with lower communica-
tion overheads. By applying this method to pairs of Gabidulin codes, we obtain coding
schemes with optimal information rate with respect to their security and rank error
correction capability, and with universally optimal communication overheads, when
n < m, being n and m the number of columns and number of rows, respectively.
Moreover, our method can be applied to other families of maximum rank distance
codes when n > m. The downside of the method is generally expanding the packet
length, but some practical instances come at no cost.

Keywords: Communication overheads, crisscross error-correction, decod-
ing bandwidth, information-theoretical security, rank-metric codes.

MSC: 94A60, 94A62, 94B99.

1 Introduction

Universal secure linear network coding with errors and erasures was first
studied in [22], where rank-metric coding schemes were proposed to protect
messages sent over a linearly coded network from link errors, erasures and
information leakage to a wire-tapper. Similarly, rank-metric codes have been
applied to storage systems where data is stored as a matrix and where errors
and erasures affect several rows and/or columns, also called crisscross errors
and erasures [21]. These errors and erasures have been recently motivated
by correlated and mixed failures in distributed storage systems where data
is stored in several data centers (columns), which in turn store several blocks
of data (rows). See [14].

In this paper, we study how to reduce the communication overhead from
such a noisy wire-tap channel or storage system to the receiver, when more
columns, or their linear combinations, are available: Less ingoing links to
the receiver fail in the network case, or more data centers are available and
contacted in the distributed storage case. As it has been noticed in secret
sharing in the literature [2, 13, 24], which corresponds to Hamming-metric
erasure-correction and security, if more pieces of data (columns in our case)
are available, they can be preprocessed via subpacketization so that the over-
all transmitted information from the channel or storage system to the receiver
is reduced.
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A similar concept of subpacketization has been recently developed for
Reed-Solomon codes in [10]. In another direction, coding schemes recovering
part of the encoded data (a node in a storage system, for instance), with
respect to the Hamming metric, have already been studied, giving rise to
regenerating codes [5, 6, 20], which reduce communication bandwidth, and
locally repairable codes [9, 12, 23], which reduce the number of contacted nodes.
The latter codes have been recently extended to the rank metric in [14]. In
contrast, our aim is to recover the whole uncoded data while reducing the
communication bandwidth, as in [2, 13, 24], but with respect to the rank
metric and, as a consequence, with respect to the crisscross metric.

We illustrate and motivate the problem with a pair of examples. The
details of the constructions will be given in Subsection 5.1.

Example D.1. Consider a linearly coded network, as in [22, Sec. VII-A], over
a finite field of size g = 256 (8-bit symbols), with packet length m = 2048,
number of outgoing links from the source n = 40, at least N > n ingoing
links to the sink, and where ¢ < 8 links may be wire-tapped and p < 16
ingoing links to the sink may fail.

In [22, Th. 11], a coding scheme is given with optimal information rate
16/40, able to correct the given number of erasures and secure under the
given number of observations over such network, independently of its inner
code (universally). The overall communication overhead from the last ingoing
links to the sink is of 8 packets: The source wants to transmit 16 uncoded
packets and the sink receives 24 encoded packets.

Thanks to Theorem D.2 and dividing each packet into 32 subpackets of
length 64 each, we will obtain a coding scheme with the same parameters, but
such that the overall communication overhead at the ingoing links to the sink
is of 4 packets (the minimum possible) if none of them fail (only 20 packets
are received by the sink).

Example D.2. Let again n = 40 and m = 2048, and consider a distributed
storage system where data is stored as an m x n matrix over the same finite
field (g = 256), where each column corresponds to a data center that stores n
symbols over Iy, that is, 40 8-bit symbols. Assume that p data centers may
fail or not be available, errors occur along ¢ rows and/or columns due to
certain correlations, and a wire-tapper eavesdrops p data centers. Assume
also that p + 2t <16 and u < 8.

As in the previous example, the use of a pair of maximum rank distance
codes allows to obtain the desired reliability and security while achieving the
optimal information rate 16/40 (see [21]), with a communication overhead
of 8 packets from the contacted data centers to the receiver. Again, in this
work we obtain a coding scheme with the same parameters but where the
communication overhead is reduced to 4 packets (the minimum possible) if
no errors occur and all data centers are available and contacted.
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2. Information-theoretical setting and preliminaries

The paper is organized as follows: In Section 2, we establish the information-
theoretical setting, defining coherent linearized noisy wire-tap channels, which
we take from [22], and we establish a method of subpacketization that allows
to use linear codes over the extension field. In Section 3, we define com-
munication overheads for these linearized channels and give lower bounds
on these parameters similar to those in [13]. In Section 4, we give the main
contribution of this paper, which is a general method to transform coding
schemes based on pairs of linear rank-metric codes, with certain properties,
into coding schemes with lower communication overheads. In Section 5, we
apply Gabidulin codes [8, 21] to obtain coding schemes with optimal infor-
mation rates and communication overheads for n < m, which can be seen
as a rank-metric analog of the constructions in [2, 13]. However, our method
allows us to correct errors, and not only erasures as in the secret sharing
case [2, 13], and can be applied to other families of maximum rank distance
codes, such as those in [7] for n > m. Finally, in Section 6, we discuss the
applications in universal secure linear network coding and secure distributed
storage with crisscross errors and erasures.

Notation

Throughout the paper, we fix a prime power q and positive integers m, n,
N, a, £, t, p and p. We denote by IF; the finite field with g elements, IFj
denotes the set of row vectors of length 1 over [F;, and IF]'*" denotes the set
of m x n matrices over IF;. In this paper, a code is a subset of either IFj or
7", whose linearity properties are specified in each case. For an Fyn-linear
code C < IFjy, we will denote by C L its dual code with respect to the usual
IFm-bilinear inner product. We also use the notation [n] = {1,2,...,n} and
[m,n] = {m,m+1,...,n} whenever m < n, and we denote by H(X), H(X |
Y) and I(X;Y) the entropy, conditional entropy and mutual information of
the random variables X and Y, respectively (see [3]), where logarithms will
always be taken with base 4.

2 Information-theoretical setting and preliminar-
ies
2.1 Coherent linearized channels and coset coding schemes

We will consider the secret message S to be a uniform random variable in
S = lFf;mM, and we will consider noisy wire-tap channels (which can also be
thought of as distributed storage systems) as given in [22]:
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Definition D.3 (Coherent linearized channel [22]). We define a coherent lin-
earized noisy wire-tap channel with t errors, p erasures with erasure matrix
Ac ]Ffl\] *" of rank at least n — p, and y observations as a channel with input
a variable X € X = IF"q‘mX”, output to the receiver Y € )V = IF‘,;””XN , and

output to the eavesdropper W € W = ]qu‘mw , together with a conditional
probability distribution P(Y, W|X) such that

Yx ={Y e B;"N |y = XAT +E,
E € F"*N, RKk(E) < t},
Wx = {W e F;"*" |w = XBT,B ¢ F,""},

where Yx = {Y € Y | P(Y|X) > 0} and Wx = {W € W | P(W|X) > 0}, for
agiven X € &.

In [22], it is shown that a linearly coded network over [F; with link errors,
erasures and information leakage, and where the last coding coefficients are
known to the receiver, can be modelled as a coherent linearized noisy wire-
tap channel. We will focus on this scenario and discuss how to translate the
results to the distributed storage scenario with crisscross errors and erasures
in Subsection 6.2, since the latter can be seen as a simpler case.

As encoders, we consider coset coding schemes as in [16, Def. 7], which
are a particular case of those in [22].

Definition D.4 (Coset coding schemes [16]). A coset coding scheme over the
field IF; with secret message set S = ]F;‘mxe and coded message set X =
Fg™>" is a randomized function

E :ngmxﬁ ]F;cmxn,

where, for every S € ]F‘,;‘mxe, C = F(S) is the uniform random variable over a
set Cg C ]Fg‘”””. To allow correct decoding, we also assume that Cs NC1 = &
if S # T. Finally, we define the information rate of the scheme as

log (#S
o 98 #S) amt (. ©0.1)
logq(#/'\,’) amn  n

In linear network coding, universal reliability and security means correct-
ing a number of link errors and erasures and being secure under a number
of link observations, independently of the network inner code. This leads
in [22] to the following definition:

Definition D.5 (Universal schemes [22]). We say that the coset coding scheme
[ ]Fucmxﬁ —y Famxn ig.
: FG g :

178



2. Information-theoretical setting and preliminaries

1. Universally t-error and p-erasure-correcting if, for every coherent lin-
earized channel with t errors, p erasures and erasure matrix A € ]Fé\] xn
there exists a decoding function D4 : Y — & such that

forall Y € Uxec, Vx and all S € S.

2. Universally secure under y observations if, for every coherent linearized
channel with p observations, it holds that

H(S|W) = H(S),

or equivalently I(S; W) =0, for all W € Uxee, Wx and all S € S.

2.2 Using linear codes over the extension field

In what follows, we will make use of codes that are linear over the extension
field Fgn. To that end, we need to see how to identify matrices in IFg"*" with

matrices in ]FZ‘,,?”:

Definition D.6. Fix a basis 71,72,...,vm of Fgm as a vector space over [Fg,
and define the map
Pn IF%” — IF"q‘mX” (D.2)

as follows: Given a matrix C € F%;" with entries cij € Bgm, fori=1,2,...,a

and j =1,2,...,n, we define ¢,,(C) as the unique am x n matrix with coeffi-
cients dl,]- €Fy forl=1,2,...,amand j=1,2,...,n, such that

m
Cij = Y Ai—1)ymsu Vs
u=1

fori =1,2,...,a0and j = 1,2,...,n. Finally, we define the rank over [F; of a
matrix E € IF"q‘nf” as the rank over F; of the matrix ¢,(E) € Fg"*", and we

denote it by Rk, (E).

The key result is that the effect of coherent linearized noisy wire-tap chan-
nels in Definition D.3 remains unchanged by the map ¢,;, as we will now see:

Lemma D.7. Let C € ]F;‘,f”, A€ ]Fé‘]X” and E € ]FZ‘,?N. It holds that

on (CAT+E) = gu(C)AT + gn(E),

and Rk, (E) = Rk(¢n(E)) by definition.

179



Paper D.

Proof. The additive property of ¢, is clear from the definition, so we may
assume that E = 0. Denote the entries of C and ¢, (C) as in Definition D.6,
and let a,;, ¢;; and Elvl,j be the entries of A, CAT and ¢y (CAT), respectively,
forv=12,...,N,i=12,...,a,1=12,...,amand j =1,2,...,n. It holds
that

v=1 \u=

m n
- Z (Z d(il)m+u,v”j,v> Yur
u=1 \v=1

n n m
Gj= Y Cioljip=), ( d(i—1>m+u,ﬂu> Ao
v=1 1

but it also holds that .
Gi= Y ditymiuYur
u=1

fori=1,2,...,aand j=1,2,...,n. Since y1,72,...,Ym is a basis of IFym over
F; and Y7, d(i—l)m+u,v’1j,v € Fy fori=1,2,...,a,and j = 1,2,...,n, we
conclude that

n
i ymruj = Y Ai-1ymtu,o®00

v=1
fori =1,2,...,0, u = 1,2,...,m and j = 1,2,...,n, which means that
¢n (CAT) = ¢, (C)AT, and the result follows. O

Hence we may identify the sets IFj"*" and IFZ‘WT”, seen as IF;-linear vec-
tor spaces together with the metric given by the rank and the function Rk,,
respectively. We will do this repeatedly throughout the paper.

To conclude the section, we recall the construction of coset coding schemes
in [16, Def. 4] based on pairs of Fyn-linear codes with « = 1 (no subpacketi-
zation).

Definition D.8 (Nested coset coding schemes [16]). A nested coset coding scheme
(with « = 1) is a coset coding scheme such that Cs = ¢(S) + C,, where
GGG C I are IFyn-linear codes and ¢ : IFsm — W is a vector space iso-
morphism over Fgn, for an Fgn-linear space W C IFZm suchthatC; = C, & W,
where @ denotes the direct sum of vector spaces.

To measure the reliability and security of these coding schemes, we need
the concept of relative minimum rank distance, which is a particular case of [16,
Def. 2]:

Definition D.9 (Relative minimum rank distance [16]). Given Fgm -linear codes
Cy ; C, C ]Fgm, we define their relative minimum rank distance as

dgr (01,62) = min {qu(e) | ec(y,ed Cz} .

The minimum rank distance of a single code C C [Ffj, is defined as d r(C) =
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The next result, which follows directly from [16, Cor. 5 and Th. 4], gives
the mentioned reliability and security performance of nested coset coding
schemes. Recall that we denote by C L the dual of an Fgm -linear code C C ]F;lm
with respect to the usual IF m-bilinear inner product in ]F;m.

Lemma D.10 ([16]). Given Fyn-linear codes Cp g 1 C IF;‘m, the nested coset
coding scheme in Definition D.8 is universally t-error and p-erasure-correcting if,

and only if, 2t + p < dr(Cy,Cy), and is universally secure under y observations if,
and only if, u < dg (C5,Ci).

Observe that dg(C1) < dr(C1,C2) and dg (C) < dr (C3,Ci), hence the
minimum rank distances of C; and C5- give sufficient conditions on the num-
ber of correctable errors and erasures and on the number of links that may
be wire-tapped without information leakage, respectively.

3 Communication overheads in coherent linearized
channels

In this section we formalize how, as in communication efficient secret sharing
[2, 13, 24], if a coset coding scheme is able to correct t errors and p erasures,
but d > n — p pieces of information are available (the rank of A is at least
d), then we may reduce the communication overhead from the channel to the
receiver by making use of the additional d — n 4 p > 0 linearly independent
rows of A. Observe that only erasures, and not errors, are considered in the
Hamming analog described in [2, 13, 24].

Let F : ]Fg’”xe — """ be a coset coding scheme, let A € ]FZX” be
of rank d (if A € ]F;\] “" has rank d < N, we may delete or ignore linearly
dependent rows), let aj,ap,...,a; € IFZ be its rows, and let E4; : ]Fg‘m —
]Fq’gfm be preprocessing functions, where 1 < ; < w, fori = 1,2,...,d. We
define their correction capability with respect to F as follows:

Definition D.11. For a full-rank matrix A € ]ngn, the preprocessing func-
tions E4; : ]Fgm — ]ngm, fori = 1,2,...,d, are t-error-correcting with
respect to the coset coding scheme F : ]Fg‘mxg — Fg™*" if there exists a
decoding function Dy : H?:l ]Fg i ]Fg‘mxz such that

Dy <<EA,[ (CalT + e[))j_l) =S, (D.3)

forall C € Cg,all S € IF’j]‘me and all error matrices E € IF"q‘de of rank at most
t with columns eq,e,...,e; € ]F;‘m.
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We define then the decoding bandwidth and communication overhead as
g-analogs of those in [13, Def. 2]:

Definition D.12 (Decoding bandwidth and communication overhead). For a
full-rank matrix A € ]ngn and functions E,; : ]Fg‘m — ]Fg”n, for i =
1,2,...,d, we define their decoding bandwidth and communication over-
head, respectively, as

i g A g d g
DB(A) = Lzlnflm - Z% and CO(A) =Y % s
i=1 i=1

Thus, if a packet is a vector in IFg™, then the decoding bandwidth is the
amount (which need not be an integer due to the subpacketization) of packets
that the receiver obtains, or needs to obtain, from the channel, and the com-
munication overhead is the difference with respect to the original number of
uncoded packets.

Observe that, fixing # and ¢ (thus the information rate), we may only
focus on communication overheads, since both behave equally.

To measure the quality of a coset coding scheme, we need the following
two bounds. The first is given in [22, Th. 12] and can be seen as a g-analog
of the bound in [13, Prop. 1], although considering also errors and not only
erasures:

Proposition D.13 ( [22]). If the coset coding scheme F : ]F;"”Xf — FZ" s
universally t-error and p-erasure-correcting, and universally secure under y obser-

vations, then
L<n—-2t—p—ypu. (D4)

Next we give a g-analog of the bound in [13, Th. 1], again adding the
effect of errors, which was not considered in [13]:

Proposition D.14. If the coset coding scheme F : ]P‘q‘mw — 3" is universally
secure under y observations, then for a full-rank matrix A € ]FZX” and preprocessing

functions Ep ; ]Fg‘m — ]ngm, fori=1,2,...,d, that are t-error-correcting with
respect to F, it holds that:

CO(A) > Lettp)

> o (D.5)

Proof. We may assume without loss of generality that f; < , < ... < B; as
in the proof of [13, Th. 1].

First, we prove that the preprocessing functions E,; : Fj"™ — ng " for
i=1,2,...,d— 2t are 0-error-correcting with respect to F : ]Fgmxg — ]F"q"”xn.

182
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If they were not, then there would exist C; € Cs, and C; € Cs,, with §; # S»,

such that ot o
(EA'i (Cla?))izl - (EA'i (CzaiT))izl ’

On the other hand, there exist e; € F§™ such that Cia] +e; = Cpa/, for
i=d—2t+1,d—2t+2,...,d—tand Cia] = Cyal +e; fori=d—t+1,d—
t+2,...,d. Thus we see that the preprocessing functions E, ; : Fj"™ — ]Fs "
fori =1,2,...,d, cannot be t-error-correcting with respect to F, which is a
contradiction.

Next, defining f; = E, (Ca/), where C = F(S), for i = 1,2,...,d — 2t
and S € IF%"”M, we may prove exactly as in the proof of [13, Th. 1] that

d— 2t (d Zt)
Z > V (D.6)
and also 5 .
d—2t—pu >
o T P" (D.7)

Now using that B3 2 < Ba—2t—y41 < ... < By, and combining Equations
(D.6) and (D.7), we conclude that

(50 (20)

0(d —2t) 14 td
> =
_d—Zt—y+2td—2t—y d—2t—pu’
and the bound on CO(A) follows by substracting ¢ to this inequality. O

4 A general construction based on linear rank-metric
codes

In this section, given a nested coset coding scheme (Definition D.8) able to
correct ty errors and pg erasures, for fixed positive integers ¢y and pg, and
given an arbitrary set D C [n — pp, n] such that n —pp € D (in particular
for D = [n — py,n]), we construct a coset coding scheme able to correct ty
errors and any n — d erasures with lower communication overheads than the
original scheme, for all 4 € D. Moreover, both the original scheme and the
modified one are universally secure under the same number of observations.
The downside of the method is multiplying the packet length of the original
coset coding scheme by a parameter «, depending on the involved codes, to
achieve the desired subpacketization. The main result of the section is the
following:

183



Paper D.

Theorem D.1. Take IF u-linear codes C; G C1 C IFgn, a positive integer pg such
that pg < dr(Cq,Cz), and choose any subset D C [n — po, n] such that n — pg € D.
Denote D = {dy,dy,...,dy}, where dy, = n—py < dy,_1 < ... <dp < dy, and
assume that there exists a sequence of nested IFym-linear codes

c; =c® - ch=1) G...G c® ccl) c L

G S
such that '

dg (C(/),Cz) >n— d]' +1,
for j = 1,2,...,h. Define then ky = dim(Cy), ko = dim(Cz), £ = k1 — ko,
aj = k) —kyforj=1,2,...,h, and

o =LCM(aq,az,...,0p).

There exists a coset coding scheme F : ]Fg,ﬁe — g™ that is universally t-error
and p-erasure-correcting if 2t + p < dg (Cq,Cz), and is universally secure under
observations if u < dg (CZL,C(l)l)

In addition, for any d € D and any full-rank matrix A € ]Fg X1 there exist
preprocessing functions E4; : Fg™ — ]ngm, fori=1,2,...,d, which are t-error-

correcting with respect to F, whenever 2t < dg (C(f),Cz) —n +d, and such that

£(a kD +ky)
kG) — ky

CO(A) =

where k) = dim (C(f)),for j such that d = d;.

4.1 Description of the construction for Theorem D.1

Let the notation be as in Theorem D.1 and take a generator matrix Gy € ]Fg?nxn

of C; and a generator matrix G; € IFS}HM of C; of the form
_ G2 k] Xn
Gl - ( GC ) S ]qu ’

for some matrix G, € IFﬁ,ﬁ”. Decreasingly inj =h—1,h—2,...,2,1, take a

generator matrix GU) e IF’;E,],) <1 of CU) of the form

. GU+D 0 e
GV = ( U+ ) € Fpn ™,

c
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; K0) —fGi+1)
for some matrix GC(] ) ¢ ]F(m )Xn. Next define the following positive
integers, which are analogous to the integers defined in [13, Eq. (11)]:

4 T
pi = { 27? 4 =l
T e b i
i ifl<j<h
Let S € ]Ff]‘ﬁg be the secret message and generate uniformly at random a

matrix R € IF% 2 Divide S and R as follows:

51 R4
Sy Ry

S = . , R = . ’
Sh Ry,

where ‘ L
i Xt i X
S; € F,)" and R; € FJJ"2,

forj=1,2,...,h. Next, we define the matrices

M = (R S Diy Dip ... Dip-1),
My = (R2 Sy D2,1 D2,2 e O),
M;s = (R3 S3 D3]1 D3o ... 0),
Myt = (Ry-1 Sp1 Dp1g 0 o 0),
M, = (R, S, 0 0 ... 0),

1) _

where M, € ]FZ,’;Xk , and where the matrices Dy, € ]FZ,’,‘,X(““’” “—v1) are
defined iteratively as follows: For v = 1,2,...,h — 1, the components of the
v-th column block

Dl,v
D :
2,0 lFf“/“h—vX(“h—v*“h—vH)
. qm ’
thv,v

are the components (after some fixed rearrangement) of

(Sh—v4+11Dn—0v41,11Dn—v+12] - - - IDh—v41,0-1)

whose size is pj_y41 X &p_yq1 (observe that pj i = (& — aj1)la/a)).
For convenience, we define the matrices

My
M, Y] k(D)

M= | eE/ (D.8)
M
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forj=1,2,...,h
Finally, we define the coset coding scheme F : IF%( — Fgn" by

C=F(S) = MG e F™. (D.9)

Z .
To conclude, we define E,4 ; : ]Fgm — ]qu:,/a] as follows. Forj =1,2,...,h,

fori =1,2,...,d;, and for a full-rank matrix A € ]Fijn, we define E» ;(y;) €

c7 ]/
!, .
]qu;c’/ %j by restricting y; € IFj, to its first fa/a; rows.

4.2 Proof of Theorem D.1

Let the notation be as in Theorem D.1 and as in the previous subsection. We
prove each statement in Theorem D.1 separately:
1) The coset coding scheme is universally t-error and p-erasure-correcting if 2t +
p < dr(Cy1,Cp): Take A € ng’X” of rank at least n — p and an error matrix
E e IFZ‘WTN such that Rk,(E) < t. Divide E in the same way as S and R, that
is,
E
E=| | eryy
; qﬂl 7
Ey
XN .
where E; € ]FZ{,IX , and observe that qu(E]-) <Rk;(E) <t forj=1,2,...,h
From
(SkIRpl0)GW AT + Ey = (S4|Ry)G1AT + Ey,

we obtain S;, by Lemma D.10, since Rk;(E;) < t and 2t +p < dg(Cy,C2).
By definition, we have obtained D, 1, for u = 1,2,...h — 1. Hence substract-
ing Dy_11G" AT from (S_1|Ry_1|Dy_11] 0)GWAT + E;,_;, we may obtain
(Sp_1|Ry_1)G1AT + E,_1, and thus we obtain S;,_; again by Lemma D.10.
Now, we have also obtained D, , for u = 1,2,...,h — 2. Proceeding itera-
tively in the same way, we see that we may obtain all the matrices S;, for
j=1,2,...,h, and thus we obtain the whole message S.

2) The coset coding scheme is universally secure under any p < dg (C5,Ci)
observations: We first need the following preliminary lemma, which follows
from [18, Th. 3]:

Lemma D.15. Let B € ]ngn and let C; G C; C IFgn be Bon-linear codes. If
Rk(B) < dg (C5-,Ci), then
C,BT =BT,

where CBT = {cBT lceC} C ]Fsm,fora code C C ngm.
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4. A general construction based on linear rank-metric codes

Proof. See Appendix A. O
Take B € ]Fg ", and assume that the eavesdropper obtains
W = CBT = M;GVBT € ™.
The random variable W has support inside the [Fgn-linear vector space

1 1)
Cha = {MGWBT | M e By} C

Recall from [3, Th. 2.6.4] that, if a random variable X has support in the set
X, then H(X) < log, (#X'). Hence

H(W) < log, (#C})) = mdim (C})) = amdim (cVBT),

where dimensions are taken over Fgn. On the other hand, using the analo-
gous notation Cpp , for C; instead of C (1), it holds that

H(W | S) = log, (#Cap,4) = m dim (Cape) = am dim <CZBT> )

since, given a value of S, the variable W is a uniform random variable over an
[Fyn-linear affine space obtained by translating the vector space Cyp,. Hence
we obtain that

0<I(S;W)=H(W)—-H(W|S)

< am (dim (c<1>BT) — dim (CQBT)) —0,

where the last equality follows from Lemma D.15. Thus I(S; W) = 0 and we
are done. '
3) The preprocessing functions are t-error-correcting for any 2t < dg (C 0, Cz) -

n+d, where d = d]-: Fix d € D and a full-rank matrix A € ]FgX”, and let
e .
Epi: Bgw — qui,/“] be preprocessing functions as in the previous subsec-
tion, fori =1,2,...,d, and where j is such that d = dj.
LetE € ]F;‘,fd be an error matrix such that Rk, (E) < t,and letey, ez,...,e; €
IFg, be its columns. By definition, E4; (Cal + e;) is the i-th column of

Ka/zx]-xd

G AT !
M;G*A —I—EJEJqu ,

. . /oy xd . .

fori =1,2,...,d, and a submatrix E]’- € IFql,t,/a] “of E, which thus satisfies
that qu(E;) < Rk4(E) < t. Therefore, we may obtain the matrix M]’- as in
item1,since2t+n—d < dR(C(j), C»). By definition, the matrices S, Sy, .. ., S;
are contained in M]’-. Moreover, the matrices D1, _j, Dy j, ..., Djy—j are also
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contained in M;, and from them we obtain by definition S]-H and Dji11,
Djt12, -+, Djy1,p—j—1- Now, the matrices Dy, ; 1,Dopp—j-1,...,Djp—j1 are
contained in M; and we also have Dj 1 1, hence we may obtain by def-
inition Sj; and Dj;21,Djy25,...,Djy2n—j—2. Continuing iteratively in this
way, we may obtain all S1, Sy, ..., S, and hence the message S.

Finally, we have that

d d
ﬁ,’ fu
coA) =Yy P gy &y
Lo T hue
I ) :E(d—k(f)—kkz)‘
o Aj k(])—k2

5 MRD codes and coset coding schemes with opti-
mal communication overheads

In this section, we apply Theorem D.1 to pairs of Gabidulin codes [8, 21]
and their cartesian products [7]. The first family yields optimal coset coding
schemes when n < m in the sense of (D.4) and (D.5), and the second family
constitutes a family of maximum rank distance (MRD) codes when n > m [7,
Cor. 1].

We recall the definition of MRD codes for convenience of the reader. The
Singleton bound for an arbitrary (linear or not) code C C Ff,, was first given
in [4, Th. 6.3]:

#C < qmax{m,n}(min{m,n}—dR(C)+1). (D.10)

We then say that C is MRD if equality holds in (D.10). In another direction,
a Singleton bound on the relative minimum rank distance of a pair of IFym-
linear codes C, g 1 C ]Fgm was first given in [16, Prop. 3]:

dr(C1,C2) < min {n —dim(Cy), m} +1. (D.11)

Thus if C1 is MRD and n < m, then equality is satisfied in (D.11).

5.1 Coset coding schemes based on Gabidulin codes

In this subsection we will make use of Gabidulin codes, which were intro-
duced independently in [8, Sec. 4] and [21, Sec. III]. Throughout this subsec-
tion, we will assume that n < m.

Definition D.16 ( [8, 21]). Fix a basis y1,72,...,vm of Fgm as a vector space
over [Fy, and let 0 < k < n. The Gabidulin code of dimension k and length n
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5. MRD codes and coset coding schemes with optimal communication overheads

over IFm, constructed from the previous basis, is the [F;n-linear code G C ]Fgm
with parity-check matrix given by

T1 T2 r3 Tn

71 v 07 RO )

qz ﬂz qz qz (n—k)x
g 7 LCTEEEE G IS S
n.—k—l n;k—l n'—k—l ’ n;k—l
0 v o Y

It was proven in [8, Th. 6] and [21, Th. 2] that the code G C IFgm satisfies
dim (gk) = k, and dR(gk) =n—k+ 1, (D12)

constituting thus a family of MRD codes covering all parameters when n < m.
Moreover it is clear from the definition that, for a fixed basis of Fyn over Iy,
they form a nested sequence of codes:

{0}=605G15G 5.5 Gi1G Gn=Fpu (D.13)
Thus the next theorem follows directly from Theorem D.1:

Theorem D.2. Choose integers ky, k1, ty and py such that 0 < ky < ky < n and
2ty + po = n — kq, and choose any subset D C [n — po, n] such that n — pg € D.

Now, fix a basis of Fgm over g, let C; ; C C IF;‘m be ]qu—linear Gabidulin
codes of dimensions ky and kq (that is, ka and gkl ), respectively, and denote the
elementsin Dby dy, =n—pg <dp_q1 <...<dy <dj.

The coset coding scheme F : ]F%é — Fgu" in Theorem D.1 based on this pair
of codes and the subsequence of (D.13) given by the Gabidulin codes C\/) = gdj,%,
that is, kU) = dj —2ty, for j = 1,2,...,h, satisfies £ = ki — ky, is universally
t-error and p-erasure-correcting if 2t + p < n — ky, and is universally secure under

u observations if u < ky. In particular, the scheme is optimal in the sense of (D.4).
Moreover, it holds that

(XILCM(dl*Ztosz,dzfzt()*kz,...,dh*Ztosz).

In addition, for any d € D and any full-rank matrix A € ]FgX”, there exist

preprocessing functions Ep; : Fg™ — ]Fsm/ (@=2tok2), fori=1,2,...,d, which

are to-error-correcting and satisfying equality in (D.5), hence having optimal com-
munication overheads for all d € D.

Observe that the packet length m of the original Gabidulin codes is mul-
tiplied by «, which depends only on the maximum number of observations,
the number of correctable errors and the set of possible erasures D.
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However, there are instances as Example D.1 where, due to a particular
subpacketization, we need not expand the packet length, hence we obtain a
strict improvement on the communication overheads at no cost on the rest of
the parameters.

We now give the details of Example D.1 and Example D.2, which share
the same construction: With the given parameters, the construction in [22, Th.
11] gives £ = 16 by choosing k1 = 24 and k, = 8. However, decomposing
the packet length as am = 2048, with m = 64 and a« = 32, we may choose
D = {24,40}, k1) = 40, k; = 24 and k, = 8, thus a; = 32, ay = 16, and
« = 32, and the example follows.

5.2 Coset coding schemes based on MRD cartesian products

In this subsection, we will make use of cartesian products of Gabidulin codes,
which yield again MRD codes, but in the case n > m, in contrast with plain
Gabidulin codes as in the previous subsection. To the best of our knowledge,
this is the only known family of MRD IFn-linear codes in I, when n > m.
Throughout this subsection, we will assume that n = Im, for some positive
integer I. Take another integer 1 < k < m, and consider the cartesian product

C = g]lc Q ]Fgm,

where G, C FI, is a Gabidulin code as in Definition D.16. It is proven
in [7, Cor. 1] that

dim(C) =1k, and dr(C)=m—k+1, (D.14)

and therefore C is MRD. Since the codes Gy can be taken in a nested sequence
for a fixed basis of Fyn over [F;, as in Equation (D.13), the next result also
follows directly from Theorem D.1:

Theorem D.3. Choose integers ki, ko, tg and pg such that 0 < ky < ky < m
and 2ty + pg = m — ky, and choose any subset D C [n — po, n] with elements
dh:n—po <dp_q <...<dp<d.

Define k\) = dj — (I — 1)m — 2tq and the Fyn-linear codes

_ gl ) _ ¢l
C2=G, ¢V =Gy CFy,

forj=1,2,...,h,and observe that k(h) = k1, hence ch) = Ci = Q,lq.

The coset coding scheme F ]Fg‘ﬂ — g™ in Theorem D.1 based on these codes
satisfies £ = 1(ky — kp), is universally t-error and p-erasure-correcting if 2t +p <
m — kq, and is universally secure under y observations if y < ky. Moreover, it holds
that

a=LCM{l(d;j—2tg —k2) = (I-V)n|j=1,2,...,h}.
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In addition, for any d € D and any full-rank matrix A € IF‘; *", there exist pre-

processing functions E 4 ; : ]Fg"” — ngam/(l(dfztoka)f(171)"),for i=1,2,...,4d,

which are to-error-correcting and such that

C(1(2tg+ k) + (I —1)(n —d)).

CO(4) = I(d—2tg—ky) — (I—D)n

Observe that the particular case | = 1 corresponds to the particular case
n = m in Theorem D.2.

6 Applications

6.1 Universal secure linear network coding

Consider a network with #n outgoing links from a source and N ingoing links
to a sink, and where the source wants to transmit ¢ packets, encoded into n
packets (all of the same length), to the sink. Linear network coding, intro-
duced in [1, 15, 17], consists in sending linear combinations over [F; of the
received packets at each node of the network, which increases throughput
with respect to storing and forwarding.

In this scenario, link errors and erasures expand through the network and
an eavesdropper may obtain linear combinations of the sent packets. Thus
if the coefficients of the final linear combinations are known to the receiver,
then a linearly coded network, with link errors, erasures and observations,
can be modelled as a coherent linearized noisy wire-tap channel [22], as in
Definition D.3.

Assume that the packet length is at least 1, and fix positive integers ¢, p
and p with 2t +p 4+ py <nand p < N. In [22, Th. 11] a construction (pairs of
Gabidulin codes) is given such that ¢ = n — 2t — p — p, which is optimal due
to (D.4).

However, assuming that g is big enough and the erasure matrix A € F Z]V xn
(see Definition D.3) is taken at random as in [11], then it will be full-rank with
high probability and p can be thought of as a number of erased ingoing links
to the sink, due to noise, link failure or the action of the adversary.

Theorem D.2 gives an alternative construction to [22, Th. 11] with opti-
mal ¢/ = n — 2t — p — u, where if more than n — p ingoing links to the sink
are available, the sink can contact the corresponding nodes after exchanging
feedback on the number of available nodes, and reduce the communication
overhead (hence the amount of packets received by the sink) to its optimal
value in view of (D.5).
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6.2 Secure distributed storage with crisscross errors and era-
sures

Errors and erasures occurring along several rows and/or columns of a matrix
over IF; are called crisscross errors and erasures in the literature, and can hap-
pen in memory chips and magnetic tapes, for instance (see [21]). Recently,
crisscross error and erasure-correction has gained attention in the context of
distributed storage where data is stored in several data centers (columns),
which in turn store several blocks of data (rows), where mixed and/or corre-
lated failures may occur (see [14]).

In this work, we consider a storage system where data is stored as an
am x n matrix over IF;, where columns are thought of as data centers that are
contacted to obtain information from, and rows are blocks of data expanding
across the different data centers and sharing correlated errors. More formally,
we consider column erasures (equivalently, data centers being available and
contacted) together with crisscross errors and where an eavesdropper may
listen to a number of columns (data centers).

We formalize crisscross error-correction in the following definitions, which
we take from [21, Sec. I]:

Definition D.17 (Crisscross weights [21]). A cover of a matrix E € Fj"*" is
a pair of sets X C [am] and Y C [n] such that if ¢;; # 0, theni € X orj € Y.
We then define the crisscross weight of E as

wto(E) = min {#X +#Y | (X,Y) C [am] x [n] isa cover of E}.  (D.15)

We may then formalize crisscross error and erasure-correction, together
with security, as follows:

Definition D.18. For a subset I C [n], define the matrix P; € IFgI X1 as that
constituted by the rows of the n x n identity matrix indexed by I. We say that
the coset coding scheme F : ]Fg‘m” — F" " is:

1. Crisscross t-error and p-erasure-correcting if, for every I C [n]| with

#I = n — p, there exist a decoding function Dy : ]Fgmx(n*p) — ]Fgmxg
such that
D; (CPIT +E) =5,

for all C € Cs, all E € Fy" """ with wt.(E) < t, and all S € Fz"*.
2. Secure under y column-observations if
HW[S) = H(S),

for any matrix W ¢ IFngy constituted by u columns of C = F(S), for
all 5 € Fgm<,
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In this scenario, pieces of data correspond to columns, instead of linear
combinations of columns, hence we will consider preprocessing functions

Epi: FJ" — ngim depending on a subset of columns I C [n], where i € I.
Hence we may formalize the crisscross error-correction capability of prepro-
cessing functions as follows:

Definition D.19. For a subset I C [n] with d = #I, the preprocessing func-
tions Ej; : ]Fg‘m — Ingm, fori =1,2,...,d, are t-crisscross error-correcting

with respect to F if there exists a decoding function Dy : H?Zl IFg i ]F;"”Xf
such that

Dy ((Eri(ci+e))iy) =S, (D.16)

where C € Cg and ¢; denotes the i-th column of C, fori = 1,2,...,d, for all
S e ]Fg‘mxg and all error matrices E € ]Fngd of crisscross weight at most ¢
with columns ey, e;,...,e; € ]F;‘m.

The decoding bandwidth and communication overhead of such functions
are defined as in Definition D.12.

We now see that the bounds (D.4) and (D.5) also hold in this context:

Proposition D.20. If the coset coding scheme F : IF%‘”‘X” —> P> is crisscross
t-error and p-erasure-correcting, and secure under y column-observations, then

L<n—-2t—p—pu. (D.17)

Moreover, for a subset I C [n| with d = #I and preprocessing functions Ej; :

Fg" — ]Fg’ " fori=1,2,...,d, that are t-crisscross error-correcting with respect
to F, it holds that:

co(I) > L2t+p)

> o (D18)

Proof. Define o’ = p +2t. We will prove that F is p’-crisscross erasure-
correcting. If it is not, then there exists a subset I C [n] with #] = n — ¢/,
and there exist C; € Cs, and C; € Cs,, where S; # Sy, such that

C,PF = C,Pl.

Next take a set of the form [ = IU J; U J,, where #y = n —p and t = #]; =

#], (recall that n — p = n — p’ + 2t). There exist matrices E1, E; € ]Fgmx(”fm
of crisscross weight at most ¢ such that

Clpg +E = CZP}; + Es.

Hence F cannot be crisscross t-error and p-erasure-correcting, and we reach
a contradiction. Now, this implies that F is a classical secret sharing scheme

193



Paper D.

with alphabet IFg"™, reconstruction p" and privacy p. Thus it follows directly
from [13, Th. 1] that

(<n—p —pu=n—p-2t—y,

and we are done.
Finally, the bound (D.18) can be proven in the same way as the bound
(D.5). O

To conclude, we observe that a coset coding scheme, together with prepro-
cessing functions, which are universally (rank) error and erasure-correcting
and universally secure in the sense of Definitions D.5 and D.11 are also criss-
cross erasure and error-correcting and secure under a given number of col-
umn observations in the sense of Definitions D.18 and D.19, with exactly the
same parameters. Thus all constructions in this paper can be directly trans-
lated into the context of this subsection.

For illustration purposes, we show how to translate Theorem D.2 to this
context, thus obtaining coset coding schemes which are optimal in the sense
of (D.17) and (D.18) for all parameters, whenever n < m.

Corollary D.21. Assume n < m, choose integers ky, ki,ty and pg such that 0 <
ky < ky < nand 2ty + po = n — ky, and choose any subset D C [n — po, n| with
elements dy =n —pg < dyp_1 < ... <dp <dj.

The coset coding scheme F : JFZ,ZZ — g™ in Theorem D.2 with these param-
eters satisfies £ = k1 — ky, is crisscross t-error and p-erasure-correcting if 2t + p <
n —kq, and is secure under u column-observations if u < ko. In particular, the
scheme is optimal in the sense of (D.17). Moreover, it holds that

D(ILCM(dl*Ztosz,dzfzt()*kz,...,dh*Ztosz).

In addition, for any d € D and any subset I C [n] with d = #I, there exist pre-
processing functions Ep; : F{"™ — ]Fsm/(d_Zto_kZ),for i=1,2,...,d, which are
to-crisscross error-correcting and satisfying equality in (D.18), hence having optimal
communication overheads for all d € D.

Observe that optimal crisscross error and erasure-correcting coding schemes
can also be obtained by using maximum distance separable (MDS) codes in
Fg"*", by identifying this vector space with F§™", as noticed in [21]. How-
ever, such constructions may require extremely large finite fields, for instance
q > amn for Reed-Solomon codes, whereas rank-metric codes allow to obtain
optimal coding schemes with the only constraint n < m, being g unrestricted,
allowing in particular using binary fields (g = 2).
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7 Conclusion and open problems

In this paper, we have studied the problem of reducing the communication
overhead on a noisy wire-tap channel or storage system where data is en-
coded as a matrix. The method developed in Section 4 allows to reduce the
communication overhead, when more columns are available, at the cost of
expanding the packet length (number of rows). However, in the optimal case
of pairs of Gabidulin codes (Section 5), strict improvements on the commu-
nication overheads are possible at no cost on the rest of the parameters, as
shown in Example D.1 for practical instances in the applications. We leave
as open problem to study when the packet length need not be expanded.
Another interesting open problem is to extend our method to codes that are
linear over the base field I, instead of the extension field IFm. This would
allow to use all possible MRD codes [4].

A Proof of Lemma D.15

Fix IFym-linear codes C» & C C lF;fm and a matrix B € ng “™ in the rest of the
appendix.
We start with an auxiliary result, which is a particular case of [18, Th. 3]:

Lemma D.22 ( [18]). It holds that

dR(Cl,Cz) = min{Rk(A) ‘ A€ IFgX”,V €N, and
dim (C; NRow(A)/Co NRow(A)) > 1},

where Row(A) C g denotes the IFgn-linear vector space generated by the rows of
the matrix A € F™".

Given an [Fyn-linear code C C ]Fg,,,, consider the map C — C BT defined

by ¢ — ¢BT, for ¢ € C. It is surjective and its kernel is C N (V1), where
V = Row(B). Therefore

dim(C) = dim (CB") +dim (¢ (V).
Using this equation and computing dimensions, it follows that
dim (ClBT/CzBT) — dim (62L nV/cin v) : (D.19)

Now, using that Rk(B) < dg (C5,Ci") and the previous lemma, it holds that
C3- NV = Cit N'V. Hence the result follows by (D.19).
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1. Introduction

Abstract

Skew cyclic codes play the same role as cyclic codes in the theory of error-correcting
codes for the rank metric. In this paper, we give descriptions of these codes by root
spaces, cyclotomic spaces and idempotent generators. We prove that the lattice of
skew cyclic codes is anti-isomorphic to the lattice of root spaces, study these two
lattices and extend the rank-BCH bound on their minimum rank distance to rank-
metric versions of the van Lint-Wilson’s shift and Hartmann-Tzeng bounds. Finally,
we study skew cyclic codes which are linear over the base field, proving that these
codes include all Hamming-metric cyclic codes, giving then a new relation between
these codes and rank-metric skew cyclic codes.

Keywords: Cyclic codes, finite rings, Hamming distance, linearized poly-
nomial rings, rank distance, skew cyclic codes.

MSC: 15A03, 15B33, 94B15.

1 Introduction

Cyclic codes play a very important role in the theory of error-correcting codes
in the Hamming metric. On the other hand, error-correcting codes in the
rank metric [7] have been proven to be crucial in applications to network
coding (see [18]). Only a few families of rank-metric codes are known (for
instance [7, 12]) and only for a restricted choice of parameters. Therefore it is
of interest to study new and different families of codes with good rank-metric
parameters, simple algebraic descriptions and fast encoding and decoding
algorithms.

Usual cyclic codes have been considered for the rank metric in [5, 19]
and a new construction, the so-called rank g-cyclic codes, was introduced
in [7] for square matrices and has been generalized in [8] for other lengths.
Independently, this notion has been generalized to skew or g”-cyclic codes in
the work by Ulmer et al. in [1-3], where r may be different from 1.

Some Gabidulin codes consisting of square matrices are g-cyclic (see [7,
8]), which implies that the family of g-cyclic codes includes some maximum
rank distance (MRD) codes. In [7], in [8] and in [1-3], it is also shown (in
increasing order of generality) that these codes can be represented as left ide-
als in a quotient ring of linearized polynomials. Therefore, this construction
of rank-metric codes seems to be the appropriate extension of cyclic codes to
the rank metric.

In this paper, we focus on two objectives: First, studying the minimum
rank distance of skew cyclic codes by giving new lower bounds and by relat-
ing it with the Hamming metric. Secondly, studying and relating the lattices
of skew cyclic codes and root spaces, which in particular allows to easily con-
struct skew cyclic codes and compare the sharpness of the obtained bounds.
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After some preliminaries in Section 2, the results are organized as follows:
In Section 3, we give descriptions of skew cyclic codes by root spaces and cy-
clotomic spaces. In Section 4, we prove that the lattices of skew cyclic codes
and root spaces are anti-isomorphic (isomorphic with the orders reversed),
and study these lattices. In Section 5, we give bounds on their minimum
rank distance, extending the rank-BCH bound obtained in [3] to rank-metric
versions of the Hartmann-Tzeng bound [10] and the van Lint-Wilson shift
bound [21]. Finally, in Section 6, we study skew cyclic codes that are lin-
ear over the base field, proving that classical cyclic codes equipped with the
Hamming metric are a particular case of skew cyclic codes equipped with the
rank metric, giving then new relations between both.

2 Definitions and preliminaries

2.1 Finite field extensions used in this work

Fix from now on a prime power g and positive integers m, n and r, and
assume that m divides rn. We will consider the four finite fields Fy, Byr, Bgm
and Fgrn shown in the following graph, where F — ' means that ' is an
extension of FF:

]quﬂ

Dimensions of vector spaces over a field IF will be denoted by dimp, or
just dim if the field is clear from the context. For a field extension F C F
and a subset A C """, we denote by (A)F the F-linear vector space in F’"
generated by A.

2.2 Rank-metric codes and generalized Gabidulin codes

For convenience, all coordinates from 0 to n — 1 or m — 1 will be considered
as integers modulo n or m, respectively. Given ¢ = (cg,¢1,...,¢y-1) € ]Fgm,
its rank weight [7] is defined as wtg(c) = dimg, ({co, ¢1,---,Ccn-1)F,)- Equiv-
alently, if ag, a1, ..., a1 is a basis of Fyn over IF; and ¢ = Z:-”:Bl a;c;, where
c; € IFj, then wig(c) = dimﬂ:q(<C0, c1,. ..,cm,1>]pq).

For an [Fyn-linear code C C ]Fl’;m, its minimum rank distance is dg(C) =
min{wtg(c) | ¢ € C\ {0}}. We have the Singleton bound [7] dg(C) < n —
dim(C) + 1, and we say that C is maximum rank distance (MRD) if equality
holds.
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2. Definitions and preliminaries

Sometimes we will use a normal basis, that is, a basis of Fgn (or IF ) over
IF; of the form «, alll ocm, . alm=1] (or a "_1]) for some a € IFym, where we
use the notation [i] = ¢'. Normal bases exist for all values of m (or n). See for
instance, [13, Theorem 3.73].

We will consider the following family of MRD codes, usually called Gabidulin
codes. They were originally defined in [7] for r = 1, and generalized for any
r in [12]. Assume that n < m and r and m are coprime, and take a vector
B=(BoB1,---,Bu-1) € ]Fgm, where Bo, B1,...,Bn—1 are linearly independent
over [F;, and an integer 1 < k < n. We define the (generalized) Gabidulin
code of dimension k in Iy, as the IFyn-linear code Gaby,, (B) with parity check
matrix given by

Bo B1 B2 . Bn-1
ﬂé’]] ﬁ[g]] ﬁ[gl} N ﬁ%’jf
Hir(B) = Bo Bi B> n—1

ﬁ%(n_'k_l)r] ﬁ[l(n_}c_l)r] ﬁ[z(n_}c_nr} plin- k—1)r

2.3 Linearized polynomials

Denote by L,[Fsm[x] the set of g"-linearized polynomials (abbreviated as q'-
polynomials) over [Fyu (see [7, 15, 16] or [13, Chapter 3]), that is, the polyno-
mials in x of the form

F(x) = Fox + lem + sz[Zr] 4+t Fdx[d”}/

where Fy, Fy, ..., Fy € Fyn, fori =0,1,2,...,d. We will denote degq,(P(x)) =
d if F; # 0 and consider the symbolic product ® in LgF,m[x], defined as
follows
F(x) ® G(x) = F(G(x)),

for any F(x), G(x) € Ly Fyn[x] (see [7,13, 15, 16]). This product is distributive
with respect to usual addition, associative, non-commutative and x is a left
and right unit. Endowed with it and usual addition, L, Fn|x] is a left and
right Euclidean domain, that is, left and right Euclidean divisions exist (see
[15, 16]). The term “product” will mean “symbolic product”, and we will use
the term “conventional” for the usual product.

24 Skew cyclic codes: Generator and check polynomials

Definition E.1 ([1-3, 7, 8]). Let C C !, be an arbitrary (linear or non-linear)
code. We say that it is skew cyclic or qg—cyclic if the g"-shifted vector

rn(e) = (e, el e, ) E1)

203



Paper E.

lies in C, for every ¢ = (cp,cq,...,¢5-1) € C.

Observe that we may assume that 1 < r < m. Moreover, by taking » = m,
we recover the definition of cyclic codes.

Since m divides rn, xI""] — x commutes with every g"-polynomial in L Fgm[x]
and we may consider the quotient ring LgFym[x]/ (x) — x), isomorphic as
]Fq}r: -linear vector space to IF,, by the map 7, : Fji — Ly Fgn [x]/ (xl — x),
where

Ye(Fo, B, - Fu1) = Fox 4 Fixl 4 Bl oo By qxl0=D7 (R 2)

In the rest of the paper, given F(x) € LyFgmn[x], we will use the notation F
for the class of F(x) modulo x["] — x, that is, for the element F = F(x) +
(xI"] — x) € LoFam[x]/ (2l — x).

For C C ]Fgm, we define C(x) = 7,(C), that is, the image of C by the map
7r. The following characterization is obtained independently in [1, Theorem
1] and [8, Lemma 3]:

Lemma E.2 ([1, 8]). A code C C Fp, is Byn-linear and q"-cyclic if, and only if,
C(x) is a left ideal in Ly Fyn [x]/ (xl) — x).

Remark E.3. In[1-3], and in [8] for r = 1, left ideals in the rings L Fg[x]/(L(x))
are also considered, where L(x) commutes with every other q"-polynomial in L T gm [x].
We will call these codes pseudo-q”-cyclic codes. The results in this paper concerning
q"-root spaces and left ideals in L, Fqn[x]/ (x[™) — x) may be directly generalized to
left ideals in Ly TFg[x]/(L(x)), if L(x) has simple roots and if we replace IF g by the
splitting field of L(x). The results are written for L(x) = xI" — x for simplicity.

From now on, we will fix a left ideal C(x). The following theorem sum-
marizes the main properties of the generator and check polynomials of C.
These were proven in [2], in [8] for » = 1, and originally in [7] for ¥ = 1 and
m=n:

Theorem E.1 (Generator and check polynomials [2, 7, 8]). There exists a unique
q"-polynomial G(x) = Gox + Gixl"l + - 4+ G, _xxl(*=0"] over Egm of degree
q"=R" that is monic and of minimal degree among the q'-polynomials whose residue
class modulo xI') — x lies in C(x). It satisfies that C(x) = (G). There exists an-
other (unique) q"-polynomial H(x) = Hox + Hix"l + .. + Hx¥ over Fym such
that x" — x = G(x) ® H(x) = H(x) ® G(x). They satisfy:

1. A q"-polynomial F lies in C(x) if, and only if, G(x) divides F(x) on the right
(in the ring LgrIFm[x]).

2. The q"-polynomials x ® G, M ® G,..., x=Vrl & G constitute a basis (over
IFyn) of C(x).
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3. The dimension of C (over Fgm) is k = n — degq,(G(x)).

4. C has a generator matrix (over Fgm) given by

Go Gi ... Gnu 0 ... 0

o ¢ ...ocl_, ¢l ... o
g=1| . S : : :

0 0 .. GtV gl Gl

Moreover, if C has another generator matrix G' with the same form, for the
values G}, i=0,1,2,...,n—k, then G/ = G/, _, G, for all i.

5. A q"-polynomial F lies in C(x) if, and only if, F® H = 0.
6. C has a parity check matrix (over IFym) given by

he heqo ... hg 0 o 0
0 hm ... hm h[”] o 0
o o h}[{(nf'kfl)r] h}[{(flf’kfl)r] N h([)(nf.kfl)r}

where h; = Hl-[(k_im.

7. C*t is also q"-cyclic and its generator of minimal degree is H* (x) = (hpx +
hk,lx[r] +---+ hgx[kﬂ)/ho.

The g"-polynomial G(x) will be called the minimal generator of C(x), and
H(x) will be called the minimal check g"-polynomial of C(x).

2.5 The assumptions on the lengths of skew cyclic codes

To conclude, we see that restricting to the case where m divides rn does not
leave any gq"-cyclic code out of study. Assume that N is a positive integer,
and take an arbitrary g"-cyclic code C C ]Fé\fn Define n = lem(m, N), which
satisfies that n = sm = tN for positive integers s and t, and define ¢ : [F é‘,’n —
g by

IIJ(CQ,Cl,. . .,CN_1) = (Co,Cl,. ..,CN-1,C0,C1,---,CN=1,---,€C0,C1,- - .,CN_l),

where we repeat the vector (co,cq,...,cn—1) t times. It holds that ¢ is Fym-
linear, one to one and wig(c) = wtg(¢(c)), for all ¢ € ]Fé\ln Moreover, if we
define 03, and o, as in Definition E.1, then ¢ (o, n(c)) = 07, (¥(c)), for all
S IF%, and therefore, C C ]Fg{,, is q"-cyclic if, and only if, so is ¢(C). The
same holds for F;-linearity and Fyn-linearity. To sum up, every g"-cyclic code
can be seen as a code in ]Fgm, where m divides rn.
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3 Root spaces and cyclotomic spaces

In this section we will describe left ideals in £ Fgn[x]/(xI""] — x) in terms of
q"-root spaces and g’-cyclotomic spaces, which are a subfamily of the former
one and will which allow to easily construct skew cyclic codes. As in the
classical theory of cyclic codes, we will see that the lattice of g"-cyclic codes is
anti-isomorphic (isomorphic with the orders reversed) to the lattice of 4"-root
spaces. In Section 5 we will use this g"-root space description of g"-cyclic
codes to extend the rank-BCH bound in [3, Proposition 1] to more general
bounds on the minimum rank distance of q"-cyclic codes.

3.1 The root space associated to a skew cyclic code

A g"-polynomial F(x) over Fym defines an IFyr-linear map F : Fym — Fym,
and in particular its set of roots or zeroes in Fym is an [Fr-linear vector space.

Definition E.4 (Root spaces). An [F;-linear subspace of Fgm will be called
a q"-root space over Fyn if it is the space of roots in [Fym of some F(x) €
;qu ]qu [.’Xf] .

On the other hand, for a residue class F = F(x) + (x[""] — x), we define its
root space, denoted as Z(F), as the root space in Fym of F(x).

Finally, define the map p, between the family of IF;»-linear g"-cyclic codes
in Ff;, and the family of g"-root spaces over Fgn in Fgm by p,(C) = T, where
T = Z(G) and G(x) is the minimal generator of C(x).

Observe that the second definition is consistent, since if F; = F,, then
Fi(x) — Fy(x) is divisible on the right by xI""/ — x, and hence F;(x) and F;(x)
have the same roots in IF;m. The following lemma is a particular case of [13,
Theorem 3.50]:

Lemma E.5 ([13]). Given F(x) € LyFyn|x], assume that the set of its roots T lie
in By and all roots are simple. Then

degy (F(x)) = dimg,, (T).
The following theorem gathers the basic relations between C and p,(C):
Theorem E.2. Let T = p,(C) as in Definition E.4, then:

1. G(x) = [per(x - B).

2. The dimension of C over Fgn is k = n — dimg,, (T).

3. For a q"-polynomial F(x), it holds that F € C(x) if, and only if, F(B) = 0,
forall B € T.
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3. Root spaces and cyclotomic spaces

4. Let B1,B2,-- -, Bn—k be a basis of T over Fyr. Then the matrix

AR I S
T r n—1)r

mp=| 2R
ﬁn—k g]_k ,351]]{ ,B[(le)r]

is a parity check matrix of C over Fgrm.

5. A q'-polynomial G generates C(x) if, and only if, Z (G) = T, which holds if,
and only if, G(x) = ged(G(x), xI") — x) (on the right).

Proof. First, since G(x) divides x"l — x symbolically on the right, it also
divides it conventionally. Therefore, G(x) has simple roots because x"") — x
has simple roots, and item 1 follows.

Since the roots of G(x) are simple, item 2 follows directly from the previ-
ous lemma and Theorem E.1.

Next, if F € (G), then G(x) divides F(x) on the right and therefore
T C Z(F). On the other hand, assume that F() = 0, for all B € T.
By the Euclidean division, we have that F(x) = Q(x) ® G(x) + R(x), with
deg(R(x)) < deg(G(x)), but then R() = 0, for all p € T, and hence
R(x) = 0. We conclude that F € (G) and item 3 follows. Item 4 follows
immediately from item 3.

Finally, assume that G generates C(x). Since G divides G and G divides
G on the right, we have that Z(G) = T. Now assume that Z(G) = T and
define D(x) = ged(G(x),xI" — x). We have that D(x) = A(x) ® G(x) +
B(x) ® (xI") — x), for some g"-polynomials A(x) and B(x). It follows that
T C Z(D), and since D(x) divides G(x), it holds that T = Z(D). Finally, since
D(x) divides xI"" — x, every root of D(x) lies in IF;m and is simple, which
implies that D(x) = G(x). Now assume that G(x) = gcd(é(x),x[m] —x),
then G(x) = A(x) ® G(x) 4+ B(x) ® (xI" — x), for some q"-polynomials A(x)

and B(x). Therefore, G € (G), and since G(x) divides G(x), it holds that

(G) = (G), and item 5 follows. O

On the other hand, we have the following equivalent conditions on inclu-
sions of g"-cyclic codes and g"-root spaces.

Corollary E.6. Let C1(x) = (Gy) and Cy(x) = (Gy) be two q"-cyclic codes with
T1 = Z(Gy) and T, = Z(Gy), where G1(x) and Gy(x) are the minimal generators
of C1(x) and Cy(x), respectively. Then C1(x) C Cyp(x) if, and only if, Go(x) divides
Gi1(x) on the right, and this holds if, and only if, T, C Tj.

Proof. The first equivalence is clear from Theorem E.1. Now, if G, (x) divides
G1(x) on the right, then it is obvious that T, C Tj.
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Finally, assume that T, C Tj, and perform the Euclidean division to obtain
G1(x) = Q(x) ® Ga(x) + R(x), with deg(R(x)) < deg(Gz(x)). We have that
R(B) =0, for every B € Ty, and by the previous theorem, R € (G;). However,
Gz(x) is the minimal generator of Cy(x), so it follows that R(x) = 0, that is,
Gy(x) divides Gy (x) on the right. O

The previous corollary and Theorem E.2 imply that the map p; is bijective:

Corollary E.7. The map p; in Definition E.4 is bijective.

Proof. We first see that it is onto. Take T = Z(F) a q"-root space over Fyn in
IF;m. By item 5 in Theorem E.2, it holds that Z(G) = T if G(x) is the minimal
generator of C(x) = (F). Therefore, T = p,(C). On the other hand, p, is one
to one by the previous corollary. O

In the next section we will see that the family of g"-root spaces over FF m
in [Fym is a lattice with sums and additions of vector spaces, and therefore
Corollary E.6 together with the previous corollary mean that the map p; is
an anti-isomorphism of lattices (an isomorphism with the orders reversed).

On the other hand, Theorem E.2 gives the following criterion to say whether
an [F;r-linear subspace T C [Fym is a q"-root space, in terms of g"-cyclic codes:

Corollary E8. Let T C Fym be Fyr-linear, take one of its bases B1,2,..., Bu—k
over Fr, and define M () as in Theorem E.2. Consider CcC ]Fgm, the qum—linear
code with M(PB) as parity check matrix. Then T is a q"-root space over Fgm if, and
only if, N N

dim]pqm (Cn ]Fgm) = dil’l‘lﬂ:qm (C), (E.3)
which holds if, and only if, C has a basis of vectors in ]Fgm

Proof. Assume first that T = Z(F), for some g"-polynomial F(x) over [Fgm,
and define C(x) = (F). By items 4 and 5 in Theorem E2, C = C N Fgn, and
by item 2 in the same theorem, dim]qu (C)=k= dimpqm (C).

Assume now that dimg, , (C) = dimg, ,, (C), where C = CnN Ff. Since C
is q"-cyclic, it follows that C is also q"-cyclic. By definition, T C Z(G), for the
minimal generator G(x) of C(x). Now, dimg ,, (C) = k by hypothesis, and
hence dimg,, (Z(G)) = n — k by item 2 in Theorem E.2. Also by hypothesis,
dimg, (T) =n —k, so it holds that T = Z(G). O

Observe that condition (E.3) means that C is Galois closed over Fgm.
See [14, 20] for more details on Galois closed vector spaces. The following
example shows how to use this result to see whether a given vector space is
a q’-root space.
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Example E.9. Assume that n = 2m and r = 1, and take a normal basis
o, 06[1],. .. aln=1 ¢ Fgn over Fg. Consider the (IF;-linear) vector subspaces
T1, T C Fyn generated by a and w, &™), respectively. Define also the codes
C, G C IF7, with parity check matrices M («) and M (&, &™), respectively,
and define D; = (C; N}, )+, i = 1,2. They satisfy D; = Tr(C}), i = 1,2, by
Delsarte’s theorem [4, Theorem 2], where Tr denotes the trace of the extension
Fyn C Fyn, that is, Tr(x) = x + x["],

We will see that Tj is not a g-root space over ]qu, whereas T5 is. Moreover,
we will see that D; = D5, which has dimension 2 over [F;» and which shows
that condition (E.3) in the previous corollary is satisfied for T, but not for T;.

Since dim(T) = 1, if it were a g-root space, then there would exist b € FFm
with F(a) = 0, where F(x) = x[! — bx by Corollary E.7. Since x[" @ F(x) =
F(x) @ xI", it holds that F(a[") = 0. This would imply that a, & € Ty and
dim(T;) = 1, which is absurd.

On the other hand, we see that D; C D;. Define the vectors & = (x, ot
ali=1y e Fl, vo = Tr(aw) = ax + o™l and vi = Tr(alVa) = alla +
alltmlglm] which belong to Dy and also to GZL Moreover, we see that they
are linearly independent over IF;» and, therefore, they constitute a basis of
Cs-. This means that D; = D and dimg, , (Dy) = dimg, , (Cy) =2.

In conclusion, condition (E.3) is satisfied for T, but not for T;. By the
previous corollary, it holds that T, is a g-root space over Fyn, and we have
seen that Ty is not a g-root space over FFym.

3.2 Cyclotomic spaces

Now we turn to a special subclass of 4"-root spaces in IF;m, namely the class
of g"-cyclotomic spaces. These spaces will play the same role as cyclotomic
sets in the classical theory of cyclic codes (see [11, Theorem 4.4.2] and [11,
Theorem 4.4.3]), that is, they generate the lattice of g"-root spaces, and are
key concepts to easily construct skew cyclic codes.

For this we need the concept of minimal 4"-polynomial of an element 8 €
Fgm over Fgm. The following lemma and definition constitute an extension
of [13, Theorem 3.68] and the discussion prior to it:

Lemma E.10. For any B in an extension field of F glem(rm) there exists a unique
monic q"-polynomial F(x) € LyFm[x] of minimal degree such that F(B) = 0.
Moreover, if L(B) = 0 for another q"-polynomial L(x) over Egm, then F(x) divides
L(x) both conventionally and symbolically on the right.

Proof. 1f p € F 1, t > 0, then the polynomial F(x) = xI'l — x lies in LgrIFgm[x]
and F(B) = 0. Therefore there exists an F(x) € LgFgn[x] monic and of
minimal degree such that F(B) = 0. Let L(x) € LyFyn|x] be such that

209



Paper E.

L(B) = 0, and perform the Euclidean division to obtain L(x) = Q(x) ®
F(x) 4+ R(x), with deg(R(x)) < deg(F(x)). Then R(B) = 0, and since F(x) is
of minimal degree, we have that R(x) = 0, and therefore F(x) divides L(x)
both conventionally and symbolically on the right. This also proves that F(x)
is unique and we are done. O

Definition E.11. For § in an extension field of F glem(rm) s the ¢"-polynomial

F(x) in the previous lemma is called the minimal g4"-polynomial of B over
]F m.
q

Now we may define q"-cyclotomic spaces in [Fgrm:

Definition E.12 (Cyclotomic spaces). Given € [F;m, we define its 4"-cyclotomic
space over [Fyu as the IFyr-linear vector space Cyr () of roots of the minimal
q"-polynomial of B over IFgm.

Example E.13. Let the notation and assumptions be as in Example E.9. Since
the basis al®!, (ah[, .., (al?!)["=1] is also normal, in Example E.9 we have
proven that Cy(al?l) = (alt], alb+ml).

In general, for r = 1 and n = sm, we have the following result:

Proposition E.14. If a,zx[l],...,tx[”_” is a normal basis of Fgn over Fy, then it
holds that Cq(al?l) = (al®], albtml . @[b+(=1mly for every integer b > 0.

Proof. We may assume that b = 0 without loss of generality. First of all, for
every F(x) € LyFym[x], we see that xI" @ F(x) = F(x) ® xl" and, there-
fore F(B) = 0 implies that F(Bl"]) = 0, for any B € Fyr. This means that
(o, M, @l5=Dmly Cy(a).

The reversed inclusion is proven using Corollary E.8 as in Example E.9.
To that end, we need to define the vectors v; = Tr(alla) = Z]S«;é alitiml g liml ¢
ngm, fori=0,1,2,...,s—1, where &« = (uc,zxm, .. .,oc[”_”) € IF:;". The vectors
vo,V1,...,Vs_1 are linearly independent over F;, since so are the vectors «,
a[’”], eeey al6=Dm] and the following matrix is non-singular:

4 [x[m] [x[zm] . a[(sfl)m]
A1l gm o gls2m) [ (s=1)m]
lx[s._l} Ix[s—‘l—l—m] a[s—i+2m] ) (X[s—1+‘(s—1)m] 0

Next we see that every g"-root space is a sum of g"-cyclotomic spaces.
Since in the next section we will see that sums and intersections of g"-root
spaces are again q'-root spaces, this means that the subclass of 4"-cyclotomic
spaces generates the lattice of 4"-root spaces:
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Proposition E.15. Given a q"-root space T C Fgrm over Fgm, there exist B1, B2, . . ., Bu
€ T such that T = Cy(B1) + Cy(B2) + -+ + Cyr(Bu). Moreover, if the q'-
cyclotomic spaces Cyr (B;) over IFym are minimal and T is not a sum of a strict subset
of them, then the sum is direct.

Proof. Take L(x) € Ly Fyn[x] such that T = Z(L). For every g € T, if F(x)
is its minimal g"-polynomial over [Fyn, then by Lemma E.10, F(x) divides
L(x) and, therefore, Cyr(B) = Z(F) € Z(L) = T. This means that T =
Yger Cqr(B). Since the sum is finite, the result follows.

Finally, assume that the C;r(f;) are minimal and T is not a sum of a strict
subset of them. If there exists B € Cyr(B;) N (X4 Cqr(B;)) that is not zero,
then by minimality of Cyr(B;), we have that Cyr(B) = Cyr(B;), and therefore
Cy (Bi) € Lj2i Cqr(Bj). However, this means that T is the sum of the spaces
Cyr(Bj), with j # i, which contradicts the assumptions. O

4 The lattices of g"-cyclic codes and g’-root spaces

It is straightforward to see that sums and intersections of g"-cyclic codes are
again q"-cyclic. In this section we will see that the same holds for g"-root
spaces. By Corollary E.6, both lattices are anti-isomorphic. We will also
prove this directly by showing that intersections of g"-cyclic codes correspond
to sums of g"-root spaces and viceversa. We will also study the concept of
g"-cyclic complementary of a g"-cyclic code, rank equivalences and lattice
morphisms.

4.1 The lattice anti-isomorphism

Theorem E.3. Let Cq(x) and Cy(x) be two q"-cyclic codes with minimal generators
G1(x) and Gy(x), respectively. Set Ty = Z(Gy) and T, = Z(Gy). We have that

1. Ci(x) N Ca(x) is the q"-cyclic code whose minimal generator is given by
M(x) = lem(Gy(x), Go(x)) (on the right), and Z(M) = Ty + Tp.
(

2. Ci(x) + Ca(x) is the q"-cyclic code whose minimal generator is given by
D(x) = gcd(Gi(x), Ga(x)) (on the right), and Z(D) = Ty N Ty.

In particular, sums and intersections of q"-root spaces are again q'-root spaces, and
they form a lattice anti-isomorphic to the lattice of q"-cyclic codes by the map py in
Definition E.4. Moreover, the lattice of q"-root spaces is generated by the subclass of
q"-cyclotomic spaces.

Proof. Define M(x) as the minimal generator of C;(x) N Cy(x). We have that
G1(x) and G, (x) both divide M(x) on the right by Theorem E.1, item 1, since
M € (Gy) and M € (Gy). Now, if F € Cy(x) N Cz(x), then M(x) divides F(x)
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on the right for the same reason. In conclusion, M(x) is the least common
multiple on the right of G1(x) and Gy(x).

On the other hand, define D(x) as the greatest common divisor of Gy (x)
and Gy(x) on the right. By the Euclidean algorithm, we may find a Bézout’s
identity on the right D(x) = Q1(x) ® G1(x) + Q2(x) ® Ga(x). This implies
that (D) C Ci(x) + Ca(x). Moreover, by definition D(x) divides both Gy (x)
and G(x) on the right, and therefore C1(x) + Cz(x) C (D), and hence they
are equal.

To see that D(x) is the minimal generator, take F € (D), then F(x) =
Q(x) ® D(x) + P(x) ® (x") — x). But since D(x) divides both G;(x) and
Go(x), and these divide x| — x, then D(x) divides x[") — x and hence, it
divides F(x).

Finally, we see that Ty U T, C Z(M) by Theorem E.2, item 3, since M €
Ci(x) N Cy(x). Therefore, Ty + T, € Z(M). On the other hand, since D €
Ci(x) + Ca(x), we see that T} N T, C Z(D) also by Theorem E.2, item 3. By
the same theorem, we have that

dlm(Tl + Tz) —|—d1m(T1 N Tz) = dll’n(Tl) —|—d1m(T2) = (1’1 — d1m(C1)) + (1’1 - dll’n(Cz))

= (n—dim(C; N Cy)) + (n — dim(Cy + C)) = dim(Z(M)) 4+ dim(Z(D)).

Hence, Z(M) = Ty + T and Z(D) = T) N T, and we are done.
The last statement of the theorem follows from Proposition E.15. O

4.2 Skew cyclic complementaries and idempotent generators

The existence and/or uniqueness of complementaries is an important prop-
erty of lattices. In the theory of classical cyclic codes, every cyclic code has
a unique complementary cyclic code when the length and g are coprime [11,
Exercise 243]. In this case, every cyclic code also has an idempotent genera-
tor [11, Theorem 4.3.2], which describes very easily the complementary cyclic
code (see [11, Theorem 4.4.6]).

In this subsection we investigate the existence and uniqueness of g"-cyclic
complementaries and idempotent generators of g'-cyclic codes, and relate
both.

Observe that, by the fact that the map p; in Definition E.2 is a lattice anti-
isomorphism, two g"-cyclic codes are complementary if, and only if, their
corresponding q"-root spaces are complementary.

Proposition E.16. Given q"-cyclic codes C1(x) and Cy(x) with minimal generators
G1(x) and Gy(x), we have that they are complementary, that is, Fon = G ®C

if, and only if, G1(x) and Gy(x) are coprime (on the right) and degqr(Gl(x)) +
deg (G2 (x)) = n.
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Proof. By Theorem E.3, the condition Cy(x) + Ca(x) = LyFgn [x]/ (xl] — x)
is equivalent to D(x) = x, which means that G;(x) and G,(x) are coprime.
By Theorem E.1, if C; and C; are complementary, then

deg, (Gi(x)) + deg, (G2(x)) = n — dim(Cy) + n — dim(Cy)

=n— (dim(Cy) + dim(Cy) — dim(Cy + C3)) = n —dim(C; N Cp) = n.
Conversely, if D(x) = x and deg,(Gi(x)) + deg,(G2(x)) = n, then C; +

C; = ¥} by Theorem E.3 and dim(C; N Cz) = 0 by Theorem E.1 as before,
and the theorem follows. O

In [9, Theorem 6], the existence of an idempotent generator is proven
when 7 is coprime with g and also with the order of the automorphism
a — al’l. We next prove the existence in other cases (see Example E.19 below),
and give other properties.

Theorem E.4. Let C(x) be a left ideal with minimal generator G(x) and check q"-
polynomial H(x). The following holds

1. An element E € C(x) is idempotent (that is, E ® E = E) and generates C(x)
if, and only if, it is a unit on the right in this ideal.

2. Given a q"-polynomial F(x) and an idempotent generator E of C(x), it holds
that F € C(x) if, and only if, F = F ® E. In particular, x — E(x) is a check
polynomial for C(x).

3. For any idempotent generator E of C(x), the q"-polynomial x — E is also idem-
potent and (x — E) is a complementary for C(x).

4. Assume that G and H are coprime on both sides. That is, we may obtain
Bézout identities on both sides

x:G®G1+H®H]:G2®G+H2®H,

in the ring Ly Fam [x]/(x") —x). Lt E=x - H, @ Hand E' =x —H®
Hy. It holds that E = E/, and it is an idempotent generator for C(x).

Proof. Items 1 and 2 are proven as in the classical case (see [11, Section 4.3]).
For item 3, we have that (x — E) + (E) is the whole quotient ring. On the
other hand, take F € (x — E)N (E). By item 1, E and x — E are units on
the right in the ideals that they generate. Therefore, F = F® E and F =
F®(x—E)=F—F®E =F—F =0. It follows that (x — E) N (E) = {0},
and item 3 is proven.

We now prove item 4. We have that E = G, ® G, E' = G® G; and
G®H = H® G = 0 by Theorem E.1. Therefore E' = E® E' = E, and it
is idempotent. On the other hand, E € (G) and G = G® E' € (E'), and
therefore C(x) = (G) = (E). O
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From the previous theorem and proposition, we deduce the following for
a left ideal C(x) with minimal generator G(x) and check ¢"-polynomial H(x):

Corollary E.17. The q"-cyclic codes (G) and (H) are complementary if, and only
if, G(x) and H(x) are coprime. In that case, if E is the idempotent described in item
4 in the previous theorem, then (x — E) = (H).

Remark E.18. Recall from Theorem E.2, item 5, that in particular, the minimal
generator of a left ideal can be efficiently obtained from the idempotent generator.

Example E19. Let ¢ = 2, n = m = 3 and r = 1, consider the primitive
element a € Fy such that &>+« + 1 = 0, and the g-polynomials G(x) =
x4 a*x 4 40y and H(x) = xlU +ax, as in [8, Example 2]. By Euclidean
division on both sides, we find that

x=x®G(x) + (xM +ax) ® H(x) = G(x) @ x + H(x) ® (x") + ax).

Then E = E’ = G. In this case the idempotent generator coincides with the
minimal generator. Observe also that here the order of the automorphism
a — alll is 3, and hence is not coprime with n. Therefore, Theorem E.4
covers other cases than [9, Theorem 6].

On the other hand, we see that the g-polynomial x — E = x[2 4+ ax[l] 4-
a2x = (xV + ax) ® H(x) is an idempotent generator of (H), which is a com-
plementary for C(x), as stated in the previous corollary.

4.3 Rank equivalences and lattice automorphisms

To conclude the section, we study rank equivalences and automorphisms of
lattices of the family of 4"-cyclic codes. A rank equivalence ¢ : F,, — T
is an IFm-linear vector space isomorphism with wtg (¢(c)) = wtg(c) (see [14]
for more details on rank equivalences). For convenience, we define the rank
weight of F € Ly Fym|x]/ (x[m) — x) as

wtr(F) = wtg(Eo, Fi, . .., Fo_1) = witr(7; 1 (F)), (E.4)

where 7, is as in (E.2). Since the map p; in Definition E.2 is a lattice anti-
isomorphism by Theorem E.3, every automorphism of the lattice of IF;n-linear
g’ -cyclic codes induces an automorphism of the lattice of 4"-root spaces over
IFgn. In particular, every ring automorphism of Ly Fgn[x]/(x" — x) induces
such a lattice automorphism.

We study the following class of ring automorphisms:

Definition E.20. Foreverya =0,1,2,...,rn —1, we define the morphism ¢; :
Ly g [x]/ (xl) — x) — LgrIEgm [x]/ (xI"] — x) by @,(F) = xI"=% @ F @ xl4.
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We observe that this map is well-defined and corresponds to rising to the
power "~ in ]Fl’;m (and @ is the identity). That is, if F = Fyx + chm +---+

F,_qxl(n=11] then

xm= @ F @ xl1l = F(gmfa]x + Fl[mfa]x[r] + F,Erf;a]x[(”*l)r].
We gather the main properties of the maps ¢, in the next proposition:
Proposition E.21. For every a,a’ =0,1,2,...,rn — 1, the map ¢, satisfies:

1. @ is a ring isomorphism. Viewed as map ¢, : ]F;lm — ]FZ’”’ it is Fy-linear
and T gm-semilinear.

2. @a = Qg if, and only if, a and a’ are congruent modulo m.

3. 90 =Idand @s0 9y = @y o@s = @, p. In particular, gz 0 ¢p_qg =
Pn—a © Pq = 1d.

4. For every q"-polynomial F(x), it holds that wtg (F) = wtr(¢@a(F)) (see (E.4)),
that is, @, is a rank equivalence.

5. @q maps left ideals to left ideals and, in general, maps q"-cyclic codes to g"-
cyclic codes.

6. @, maps idempotents to idempotents.

Proof. The first three items are straightforward calculations. The last two
items follow from these first three items.

Finally, if ¢ = (co,¢1,...,00-1) € ]Fgm, then the dimension of the vector
space generated by co,c1,...,c,—1 in [Fyn is the same as the dimension (over
IF;) of the vector space generated by cg, C?,. . szl’ since rising to the power

q is an [Fy-linear automorphism of Fym. Therefore, wtr(co,c1,...,¢p—1) =

th(cg, cq, .. .,cZ_l).

Since ¢, corresponds to rising to the power 47“, we see that it also
preserves rank weights, and item 4 follows. O

m-—a

Remark E.22. By item 6 in the previous proposition and Theorem E.2, item 5, we
may obtain the minimal generator of a q"-cyclic code equivalent to a given one if we
know the minimal generator or an idempotent of this latter code.

On the other hand, these are the only maps coming from ring automor-
phisms of LgFyn[x]/(xI" — x) having the following reasonable properties:
they commute with the ¢"-shifting operators (E.1), are [F;-linear and leave the
field IFym invariant (IF;m is a subring of Ly Fym|x]/ (x[" — x) by considering
any & € IFym as the polynomial ax).
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Proposition E.23. Fora =0,1,2,...,rn—1, if we view ¢, as a map @, : IFZW, —
]Fgm, then it holds that
Ormn © Qa = @a O 0rn,

where 0y, is as in (E.1). Moreover, if ¢ is an Fy-linear ring automorphism of
Ly Egm [x]/ (xI'"] — x) satisfying this condition and leaving Egm invariant, then
@ = @q for somea =0,1,2,...,rn —1.

Proof. The fact that a ring automorphism ¢ commutes with o, , is equivalent
to the condition
p(xM e F) = x @ p(F), (E5)

forall F € LgFon[x]/(xI" — x), which is satisfied if ¢ = @,.

On the other hand, since ¢(ax + Bx) = ¢(ax) + ¢(Bx) and ¢(ax @ Bx) =
¢(ax) ® ¢(Bx), for all o, B € Fym, we have that ¢ is an automorphism of the
field IFgn when restricted to constant polynomials ax.

Moreover, if a € FF,, by FFy-linearity it holds that ¢(ax) = ax ® ¢(x) = ax.
Hence IF; is fixed by the automorphism induced by ¢ in [F;n. Therefore, there
existsana =0,1,2,...,m—1such that ¢(ax) = alir=alx foralla € IFgm. This
together with (E.5) means that ¢ = ¢, and we are done. O

Finally, we see that the lattice automorphism induced by ¢, in the lattice
of q"-spaces over [F;n corresponds to the one induced by the field automor-
phism of IF; given by B +— ﬁ[“]. In particular, by item 2 in Proposition E.21,
two of these automorphisms of the lattice of g"-root spaces over Fyn, for a
and @/, respectively, are equal if, and only if, 4 and a' are congruent modulo
m. In short:

Proposition E.24. Foralla = 0,1,2,...,nr — land all F € LyFym [x]/(x[”’] —
x), it holds that Z(¢,(F)) = Z(F). In particular, Z(F)1® = Z(F)@ if g and o’
are congruent modulo m.

5 Bounds on the minimum rank distance

In this section we will give lower bounds on the minimum rank distance
of g"-cyclic codes. The simplest bound on the minimum Hamming distance
of classical cyclic codes is the BCH bound, which has been adapted to a
bound on the minimum rank distance of 4"-cyclic codes in [3, Proposition 1].
In this section, we will give two extensions of this bound analogous to the
Hartmann-Tzeng bound [10] in the form of [21, Theorem 2], and another one
analogous to the bound in [21, Theorem 11], also known as the shift bound.

216



5. Bounds on the minimum rank distance

5.1 The rank-shift and rank-Hartmann-Tzeng bounds

We start by giving the definition of independent sequence of [Fyr-linear vector
subspaces of [F;n with respect to some [Fr-linear subspace S C Fyrn.

Definition E.25. Given FF,r-linear subspaces S, o, Iy, I, . .. € Fyn, we say that
the sequence Iy, I;, I, ... is independent with respect to S if the following
hold:

1. I = {o}.

2. Fori > 0, either
(a) Ii:Ij@</3),forsome0§j<i, I CSand B ¢S, or
(b) I, = Ij[hr], for some 0 < j < i and some integer b > 0.

We say that a subspace I C Fym is independent with respect to S if it is a
space in a sequence that is independent with respect to S.

The van Lint-Wilson or shift bound [21, Theorem 11] for the rank metric
becomes then as follows. Observe that it is a bound on the rank weight (see
(E.4)) of a given g"-polynomial in Ly F m[x]/ (xl) — x) in terms of its roots.

Theorem E.5 (Rank-shift bound). Let F € Ly Fyn([x]/(xI") —x)and S = Z(F)
= {B € Fyn | F(B) = 0}, as in Definition E.4. If I C Fgm is an FFyr-linear subspace
independent with respect to S, then

wig(F) > dimg, (I),
where wtg (F) is as in (E.4).

Proof. Define the vector F = (Fy, Fy,...,F,_1) € ]F;’m if F = Fox—t—le[’] +
e oo+ By xl0t=D1 (recall (E.2)). Now write F = E;”:Bl «;F;, where F; € ]Fg, for
i=0,1,...,m—1and ag,aq,...,a,_1 is a basis of IFym over F;. Define w =
witg(F), and recall from Subsection 2.2 that w = dimg, ((Fo, F1, ..., Fpu—1)F,)-

Let A be a w x n matrix over [F; whose rows generate the vector space
(Fo,F1, ..., Fy 1)F ,- Since A is full-rank, there exists a w x n matrix A’ over
IF; such that AA'T = I. On the other hand, by definition of A, there exist
x; € Fy with F; = x;A, fori =0,1,...,m — 1. It follows that
e

1
DCiXiA =F.

m—1 m—1
F(ATA) = ¥ aixiA(ATA) = Y axi(AAT)A =
i=0 i=0 i=0

On the other hand, for an F;-linear subspace | C Fgm, define the Fyr-
linear subspace of IF7, given by

V() = ({8 B, B, ... BN AT | B € T})E, C i
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We will prove that dimg,,, (V(I)) = dimg,, (I), and hence it will follow that
w > dil’n]pqr (I)

By definition, there exists a sequence Iy, I1, I, . .. C [y of Fyr-linear sub-
spaces that is independent with respect to S and I = [;, for some i. We will
prove by induction on 7 that dim]qu V(L)) = dimlpq, (L).

For i = 0, we have that Iy = {0} and V(Ip) = {0}, and the statement is
true.

Fix i > 0 and assume that it is true for all 0 < j < i. The space I; may be
obtained in two different ways, according to Definition E.25:

First, assume that [; = I; © (B), with 0 < j < i, I; C Sand B ¢ S.
Therefore, dim]pq,(ll-) = dim]qu(Ij) + 1. It follows that dim]pq,,,(V(Ii)) <
dimg ,, (V(Ij)) + 1. Assume that dimg , (V(;)) = dimg_, (V(I;)). This
means that

(B, B!, 121, ... plin=Dr) AT ¢ v(Iy).
On the other hand, for every ¢ € S, it holds that

0= F(y) = F(y, 91, o 0mIHT = (BAT)(A(y, 01, 4l D)T),

Since (B, 1", g1, ..., pl*=DY AT is a linear combination (over Fyrm) of vec-
tors in V(I;), it follows that

0= (FAT)(A(B, B, ..., gL~ NT)y = F(p, g, ..., pln=D)T = F(p),

which means that § € S, a contradiction. Thus dimg,, V(L)) = dimg, ,, V(1))
+1 and the result holds in this case.

Now assume that [; = I].[br], for some integer b > 0 and 0 < j < i. Since
rising to the power q" in [F;m is an IF;r-linear vector space automorphism, we
have that dimg,, (L) = dimg,, (Ij). On the other hand, rising to the power g
in [Fyy, is an [Fgm-semilinear vector space automorphism, which also preserve
dimensions over [Fym. Since V(I;) = V(I]-)[br], we have that dimg, ,, (V(L)) =

dimg ,, (V(Ij)) and the result holds also in this case. O

Future research on other possible generalizations of the rank-BCH bound
could be trying to obtain rank versions of the bounds in [6, 17], to cite some.
We next give a toy example to illustrate the previous bound:

Example E.26. Let r = 1, n = m = 2. Take a vector F = (F, F}) € F%,. We
q

next see that the previous bound gives the exact value of wtg(F). Observe
that wtg (YF) = wtg(F), for all non-zero y € >, and hence we may assume

F = (1,a) for some & € Fp2. Let S = Z(F) C Fp, for F(x) = x[/ + ax, and
distinguish two cases:
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1. wtg(F) = 1, thatis, « € F;: We have that S = {0} if &« = 0,and S = (B),
for some non-zero p € F» if « # 0. We may start constructing an
independent sequence by I; = (), for some v € [F2 \ S. We see that
these (and Iy = {0}) are all subspaces independent with respect to S,

and hence we may only construct an independent space of dimension
1.

2. wtg(F) =2, thatis, « € [F» \ Fy: In this case, S = (B), for some p € F .
Then B and p1 are linearly independent over IF; since 7 + aff = 0 and
a ¢ Fy.

Define I; = (p7), then I, = I = (B) and finally I; = L & (B7) = (B, B7).
It holds that dim(I3) = 2, hence the previous bound is an equality:
2= WtR(F) > dlm(13) =2.

As a consequence of the previous theorem, we may give the following
bound, analogous to the Hartmann-Tzeng bound as it appears in [21, Theo-
rem 2]:

Corollary E.27 (Rank-HT bound). Take integers ¢ > 0, 6 > 0 and s > 0, with
d0+s < min{m,n} and d = ged(c,n) < 6, and let & € Fym be such that A =
{al(+i07 | 0 < i < 62,0 < j < s} is alinearly independent (over Fyr) set of
vectors, not necessarily pairwise distinct.

IfF € LyFgm [x]/ (xI") — x) satisfies that A C T = Z(F), then wtg(F) >
8 + s (recall (E.4)). In particular, if C = o, *(T), with p, as in Definition E.4, then

dg(C) > +s.

Proof. First, since 6 4+ 5 < n, we have that ds < ds < n, and n/d is the order
of ¢ modulo n. Hence, the elements jcr, for j = 0,1,2,...,s, are all distinct
modulo rn.

On the other hand, we may assume that A is maximal with the given
structure. That is, there exists 0 < i < 6 — 2 with al(+(+1o) ¢ T and there
exists 0 < j < s such that al6=1+je)"l & T From the proof, we will see that we
may assume for simplicity that j = 0, and by repeatedly raising to the power
q", we will also see that we may assume thati = J — 2.

We will now define a suitable sequence Iy, I1, I, ... € Fym of Fyr-linear
spaces independent with respect to S = T, and with dim]pqr (I) > 6+ for
some i > 0. We start by Iy = {0}, and Ly = L ® («l0=2F6+1)rly and
biyy = V', fori = 0,1,2,...s,

We see by induction that J; = I»;17 is generated by the set

{a[(§72+jc)r] ‘ 0<j< S}.
Next, define Jr;11 = J»i & (a[(5_1)r]> and Jp; = ]gg’:l)r], fori=1,2,...,06 — 1.
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Finally, again by induction we see that J»;_1 is generated by the set
{afMjo<i<s—1pu{al™|1<j<s}, (E-6)

whose elements are all distinct by the first two paragraphs in the proof: First,
these two sets are disjoint. If alerl = 4l for some1 <i<é—1land1 <
j < s, then by considering jc,jc+1,...,jc + 8 — 2, we see that «[®~Vl € T,
a contradiction. Now, if two elements in the set on the left are equal, then
we see again that wl=r) e T, Finally, if two elements in the set on the
right are equal, we may now see that al(0=2+(+1)e)1 ¢ T, which is again a
contradiction.

Since there are J + s elements in the set (E.6) and they are linearly inde-
pendent by hypothesis, the result follows from the previous theorem. O

By taking s = 0 and ¢ = 1, we see that the rank version of the BCH bound
obtained in [3, Proposition 1] is a corollary of the previous bound:

Corollary E.28 (Rank-BCH bound [3, Proposition 1]). Take an integer 5 > 0,
with 6 < min{m,n}, and let a € I be such that a,alrl a2l o al0=2)r] gpe
linearly independent over IFr.

If F € LyFon[x]/(xI") — x) satisfies that T = Z(F) contains the previous
elements, then wtg(F) > & (recall (E.4)). In particular, if C = p; Y(T), with p, as
in Definition E.4, then

dr(C) > 4.

Thanks to the lattice study of the previous two sections and, in particular,
thanks to Proposition E.14, we can see that it is not difficult to find examples
where the rank-HT bound beats the rank-BCH bound, as in the classical case:

Example E.29. Consider ¥ = 1, n = 2m and m = 31, and take a normal basis
oc,txm, . ..,06[61] of ]Fq62 over [F;. Take ¢ = 5,6 = 4 and s = 3, and the g-root
space

T = (Cy(e) ® Cg(aly & Cy (al?)) @ (Cy (o)) @ €y (al®)) & Cy (al7)y)

B (Cy (%) @y (al') @ ¢y (al'?)) @ (Cp () @ Cp (al')y @ €y (a17).

By Proposition E.14, we have that Cq(a[i]) has {al!l,#B1*} as a basis, and
hence has dimension 2. Therefore, the code C = p; !(T) has dimension
62 — 24 = 38. The rank-BCH bound states that dgr(C) > 4, whereas the
rank-HT bound improves it giving dg(C) > 7.

220



5. Bounds on the minimum rank distance

5.2 Rank-BCH codes from normal bases are generalized Gabidulin
codes

As a consequence of the bound in Corollary E.28, a family of ¢"-cyclic codes
with a designed minimum rank distance is defined in [3, Section 3], in anal-
ogy with classical BCH codes. By means of difference equations and Casora-
tian determinants, rank-BCH codes are defined in [3] as 4"-cyclic codes with
prescribed minimum rank distance and generator polynomial of minimal de-
gree.

We will give an alternative description in terms of 4"-cyclotomic spaces,
which will allow us to prove that, when m = n and r and n are coprime,
rank-BCH codes from normal bases are generalized Gabidulin codes, as in
Subsection 2.2, which are MRD.

Definition E.30. Given 1 < ¢ < m, we say that the g"-cyclic code C(x) over
Fgm is a rank-BCH code of designed minimum rank distance ¢ if the corre-
sponding g"-root space T over [Fgn (see Definition E.4) is

T = Cyr(a) + Cor (al) + Cpr (a1) + -+ 4 Cpr (021,

6—2)1]

where o € ]qun and «, zx[’], a[z’], .., all are linearly independent over ]qu.

The following result follows immediately from Corollary E.28:

Proposition E.31. The rank-BCH code C(x) in the previous definition satisfies that
dr(C) > 0.

If m = n and r and n are coprime, the Gabidulin codes Gaby ,(p) defined
using a normal basis (see Subsection 2.2) are rank-BCH codes also using
normal bases, and viceversa, and all of them are MRD codes. Hence the
family of rank-BCH codes include MRD codes. We will use [12, Lemma 2],
which is the following;:

Lemma E.32 ([12, Lemma 21). If r and n are coprime and ag, a1, ..., &, 1 € Fgn
are linearly independent over ¥, then they are also linearly independent over Fr,
considered as elements in Fgm.

Theorem E.6. Assume m = n and r and n are coprime. Take a normal basis
a,alll o a1 e Fgn = Fgn and 1 < 6 < n. Then the corresponding rank-
BCH code C(x), as in Definition E.30, is the generalized Gabidulin code Gaby, ,(«)
(see Subsection 2.2), where & = (uc,oc[r], ... ,oc[(”_lm) andk =n—06+1.

Proof. Since m = n, we have that « € [F;m, and hence qu(zx[i]) = <¢x[i]>]pq,,
foralli =0,1,2,...,n — 1. Therefore, the q"-root space T corresponding to
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C(x)is T = (a, all ., al6=2)r] >1qu' whose dimension over Fyr is 6 — 1 by the
previous lemma.

Hence, by item 4 in Theorem E.2, the matrix /\/l(zx,rx[r],. ol is a
parity check matrix of C over F;n. However, this is also the parity check
matrix of the above mentioned Gabidulin code of dimension k, Hy ,(«), if
k =mn — 0 +1 (see Subsection 2.2). Therefore both are equal and the theorem
follows. O

5—2)r])

6 General IF;-linear skew cyclic codes: Connecting
Hamming-metric cyclic codes and rank-metric skew
cyclic codes

To conclude, we will give some first steps in the general study of IF;-linear
q"-cyclic codes in IFj,.

Its main interest for our purposes is that they include both the family of
skew cyclic codes in the rank metric, which are the main topic of this paper,
and the classical family of cyclic codes in the Hamming metric, as we will
prove in the first subsection.

Moreover, as we will see in the second subsection, some Iqu—linear q'-
cyclic codes in the rank metric with m = n actually are obtained from cyclic
codes in the Hamming metric via IF;-linear g"-cyclic codes, which will allow
us to compare their parameters and give a negative criterion of MRD skew
cyclic codes in terms of MDS cyclic codes.

6.1 Hamming-metric cyclic codes are rank-metric skew cyclic
codes

Assume in this subsection that m = n, fix a basis ag, a1,...,a,_1 of Fgn over
IF; and define the map E : ¥y — [Ff, by

E(co,c1,---,cn-1) = (Coto, C181, - - -, Cp10y_1)- (E.7)

This map is one to one, Fy-linear and wty(c) = wtr(E(c)), where wty(c)
denotes the Hamming weight of the vector c. Therefore, the codes C C Fj
and E(C) C IFg. behave equally, where we consider the Hamming metric for
C and the rank metric for E(C).

Assume also in this subsection that n and r are coprime and ag, a1, ..., 8,1
satisfies that a; = oc[i’], fori =0,1,2,...,n — 1, where zx,am,. . .,oc[”’l] is a
normal basis. In this case, classical cyclic codes correspond to g"-cyclic codes.

Theorem E.7. With the assumptions as in the previous paragraph, an arbitrary
(linear or non-linear) code C C Iy is cyclic if, and only if, the code E(C) C ]Fg‘n is
q"-cyclic.
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Moreover, C is Fy-linear if, and only if, so is E(C), and the Hamming-metric
behaviour of C is the same as the rank-metric behaviour of E(C), since wtg(c) =
wtr(E(c)), for all ¢ € Fj.

Proof. Let ¢ = (co,c1,...,64-1) € C and E(c) = (do,dy,...,dy—1) € E(C).
Then
E(Ci’lflr C0,Clye--y Cn—2) = (Ci’lflar CODC[T]/ ey C}’l—za[(nil)r])

= ((ea 1IN (o), ..., (e oal =Ny = @7 al .. dT ),

and the result follows, since the linearity claim is trivial from the linearity of
E. O

6.2 MRD skew cyclic codes and MDS cyclic codes

We will now relate MRD IFn-linear g"-cyclic codes in IF}, with classical MDS
[F4-linear cyclic codes in IFj. We first need some properties of IF-linear 4"-
cyclic codes. The following lemma is proven in the same way as Lemma
E.2:

Lemma E.33. A code C C ¥, is Fy-linear and q"-cyclic if, and only if, C(x)
satisfies that G — H € C(x) and F® G € C(x), for all F(x) € LyFy[x] and all
G, H € C(x).

Definition E.34. A subset C(x) C Ly Fyn|x]/ (xl) — x) satisfying the condi-
tions in the previous lemma is called an IF;-left ideal.

By Theorem E.7 and Lemma E.33, classical cyclic codes for the Hamming
metric can be seen as IF;-left ideals in L [Fgn[x]/ (x[) — x) for the rank met-
ric, provided that n and r are coprime.

We observe that IF;-left ideals are finitely generated. That is, every IF,-left
ideal is of the form C(x) = (G, Gy, ..., Gt)r,, where we define

t
(Gl, GZI"’/Gt)IFq = { Q; ® G; | Qi(x) € ﬁqr]Pq[x]} .
i—1

i—
However, not all [F;-left ideals are principal, that is, of the form (G)E . for
some G(x) € Ly Fyn[x]. The following proposition relates the dimension of
an IF,-left ideal and its number of generators. We also describe generators of
the vector space C over IF; as in Theorem E.1:

Proposition E.35. Let C(x) be an IFy-left ideal with C(x) = (Gy, Gy, ..., Gt)F,- It
holds that:
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1. C(x) is generated by x! © G; as an IF,-linear vector space, for j = 0,1,...,1n—
landi=1,2,...,t. In particular, a basis of C over Fy may be obtained from
the set of vectors

Uir] [ir] [ir]
(Gz n—j’ Gi,nfjJrl’ T Gi,nfjfl)’
for the previous i and j, where G;(x) = Gjox + Gillxm 4+t Gi,n_lx[”_l].
2. The dimension of C (over IF,) satisfies dim(C(x)) < tn.

3. There exist Fi, Fy, ..., Fyn € C(x) such that C(x) = (F, F, .. .,an)]Fq

Proof. The first item follows from the fact that xl ® G;j corresponds to the

vector (Gl[];] i GZU;] 1 Gl[/;] i 1)- The second item follows from this first
item, and the third item follows from the fact that dim(C) < mn. O

Now we see that classical cyclic codes actually correspond to principal
IFg-left ideals. For that purpose, let the assumptions be as in Theorem E.7

and define the operators L, E : Fy[x]/(x" —1) — Ly Fgn [x]/ (xI"] — x) as
L(fo+ fix+ -+ fuu1x™ V) = fox+ fixl + - 4 f,_1x["=D7] and
E(go _|_g1x + e +gn71xn71) — goax +gla[r]x[r] + . +gn71a[(n71)r]x[(”71)r]’
where f;, g € Fy, fori =0,1,...,n—1.
Proposition E.36. With the assumptions as in Theorem E.7, for all f(x),g(x) €
Fy(x] /(x" —1), it holds that
L(f(x)) ® E(g(x)) = E(f(x)g(x)). (E.8)

In particular, if [g(x)] denotes the ideal in TFy[x]/ 1) generated by g(x), then

E([8(x)]) = (E(8(x)))E,- (E.9)

This means that, if C C T} is cyclic, then E(C)(x) is a principal Fo-left ideal
generated by E(g(x)) if g(x) generates the ideal in IFy[x]/(x" — 1) corresponding
to C.

le

(
)

Proof. If f(x) = fo+ fix+ -+ fu_1x" ' and g(x) = go+g1x+ -+
gn_1x""1, then

n—1 — '
L(f(X))®E(g(x))=;)<Zﬁ jsj(al)! H)xwl

n—1 /n—-1 ) )
= ;} (qug]) oMyl = E(f(x)g(x)),

and Equation (E.8) follows. The second part (E.9) follows immediately from
(E.8). O
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On the other hand, if C(x) = (Gy, G, ..., Gt)]pq, then the Fyn-linear code
generated by C(x) is

C(x)]p mw = (Gl/ GQ,. ..,Gt) = (D),

q

where D is the %reatest common divisor of Gy, Gy, ..., Gt in the quotient ring
LgrTF g [x]/ (xl"] — x). Therefore, dg(C(x)) > dg((D)), and the §'-root space
T =Z2(D) =Z(G1)NZ(Gy)N...NZ(G¢) may be used to give bounds on the
minimum rank distance of C(x), using for example the bounds in Section 5.

Now we come to the main result in this subsection, where we see that the
[Fjn-linear code generated by a classical cyclic code is again principal, with
the same minimal generator and corresponding dimension, but its minimum
rank distance is lower than the minimum Hamming distance of the original
cyclic code. In particular, this gives a negative criterion for MRD skew cyclic
codes in terms of MDS cyclic codes.

Theorem E.8. With the assumptions as in Theorem E.7, if g(x) € Fy[x]/(x" — 1)
is the minimal generator of the Fy-linear cyclic code C C Fy and C=(E (C))]Fq,,,

then C is the Fgn-linear q"-cyclic code corresponding to

Moreover, E(g(x)) is the minimal generator of C(x), and:

-~ ~

1. dR(C) < dH(C>, dimﬂ:qn(C) = dim]pq (C)
2. If C is MRD, then C is MDS.

Proof. It is well-known that the shifted vectors in IF,
(go,gl,...,gn,k,O,...,O), (O,go,gl,...,gn,k,O,...,O),...,

(0,...,0,20,81, -+ 8n—k)
constitute a basis of C, where g(x) = go +g1x +- -+ g,_xx" % and g,_j # 0.

By Proposition E.35 and Proposition E.36, the ¢"-shifted vectors in Fp,,
(gooc,glzx[’],. ) .,gn,koc[(”*k)r],O, ...,0),
(O,gotx[’],gltx[zr], ... ,gn_koc[(”_k+l)r],0, ..,0),...
(O, . ,0,goa[(n_k_l)r],gla[(n_k)r], . lgn_ka[(n_l)r])

generate C as an [Fyn-linear vector space. Since g, # 0, it follows that
these vectors are linearly independent over [F;x. Hence the result follows
from Theorem E.1 and the fact that d;(C) = dr(E(C)) = dr((E(C))¥,,) =

dr(C). O
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Example E.37. Consider the repetition cyclic code C C I generated by
(1,1,...,1) and assume r = 1. Then E(C) is the [F;-linear code generated
by («, ) oc[”’l]), and hence the [Fj-linear code generated by E(C) is C,
also generated by the same vector.

It holds that dimp, (C) = 1, dy(C) = n and C is MDS. On the other hand,

dimg,, (C) =1, dg(C) = n and C is MRD.

Example E.38. Assume that r =1 and 7 is even, and consider the cyclic code
C C ]Ff; generated by (1,0,1,0,...,0) and (0,1,0,1,...,1). Then C is the
[Fu-linear code generated by (, 0,a2)0,.. .,0) and (O,w[l],O,zxm, .. .,oc[”_l]).

It holds that dimp, (C) = 2, dy(C) = n/2. On the other hand, dimg,, (C)

= 2,dg(C) = n/2. Hence both have the same parameters and none reach the
Singleton bounds for the corresponding metrics. Moreover, the minimal gen-
erator of Cis g(x) = 1+x% +x* + .- +x"~2, whereas the minimal generator
of Cis E(g(x)) = ax + alx 4 al¥lx[ ... 4 qlr=2x[-2,
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1. Introduction

Abstract

Error-correcting pairs were introduced as a general method of decoding linear codes
with respect to the Hamming metric using coordinatewise products of vectors, and
are used for many well-known families of codes. In this paper, we define new types of
vector products, extending the coordinatewise product, some of which preserve sym-
bolic products of linearized polynomials after evaluation and some of which coincide
with usual products of matrices. Then we define rank error-correcting pairs for codes
that are linear over the extension field and for codes that are linear over the base field,
and relate both types. Bounds on the minimum rank distance of codes and MRD
conditions are given. Finally we show that some well-known families of rank-metric
codes admit rank error-correcting pairs, and show that the given algorithm general-
izes the classical algorithm using error-correcting pairs for the Hamming metric.

Keywords: Decoding, error-correcting pairs, linearized polynomials, rank
metric, vector products.

MSC: 15B33, 94B35, 94B65.

1 Introduction

Error-correcting pairs were introduced independently by Pellikaan in [19,
20] and by Kotter in [13]. These are pairs of linear codes satisfying some
conditions with respect to the coordinatewise product and a given linear
code, for which they define an error-correcting algorithm with respect to the
Hamming metric in polynomial time.

Linear codes with an error-correcting pair include many well-known fam-
ilies, such as (generalized) Reed-Solomon codes, many cyclic codes (such as
BCH codes), Goppa codes and algebraic geometry codes (see [6, 20, 21]).

Error-correcting codes with respect to the rank metric [8] have recently
gained considerable attention due to their applications in network coding
[25]. In the rank metric, maximum rank distance (MRD) Gabidulin codes,
as defined in [8, 14], have been widely used, and decoding algorithms using
linearized polynomials are given in [8, 14, 16]. A related construction, the
so-called g-cyclic or skew cyclic codes, were introduced by Gabidulin in [8]
for square matrices and generalized independently by himself in [9] and by
Ulmer et al. in [1].

However, more general methods of decoding with respect to the rank met-
ric are lacking, specially for codes that are linear over the base field instead
of the extension field.

The contributions of this paper are organized as follows. In Section 3, we
introduce some families of vector products that coincide with usual products
of matrices for some sizes. One of these products preserves symbolic prod-
ucts of linearized polynomials after evaluation and is the unique product
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with this property for some particular sizes. In Section 4, we introduce the
concept of rank error-correcting pair and give efficient decoding algorithms
based on them. Subsection 4.1 treats linear codes over the extension field,
and Subsection 4.2 treats linear codes over the base field. In Section 5, we
prove that the latter type of rank error-correcting pairs generalize the former
type. In Section 6, we derive bounds on the minimum rank distance and
give MRD conditions based on rank error-correcting pairs. Finally, in Section
7, we study some families of codes that admit rank error-correcting pairs,
showing that the given algorithm generalizes the classical algorithm using
error-correcting pairs for the Hamming metric.

2 Preliminaries

2.1 Notation

Fix a prime power q and positive integers m and #n, and fix from now on a
basis a1,az,...,am of Fym as a vector space over Fj. IFZW denotes the IFgm-
linear vector space of row vectors over Fynm with n components, and Fg'™"
denotes the IF;-linear vector space of m x n matrices over IFg.

We will also use the following notation. Given a subset A C IFZ,,,, we
denote by (A)g, and (A)g,, the Fy-linear and IFyn-linear vector spaces gen-
erated by A, respectively. For an FF m-linear (respectively IF,-linear) code
C C ]Fl’;m (respectively C C ng), we denote its dimension over [F m (respec-
tively over IF;) by dim(C). If C C ]Fgm orC C ]Fgwn is IF,-linear, we denote its
dimension over F; by dimp, (C).

2.2 Rank-metric codes

In the literature, it is usual to consider two types of rank-metric codes: Fgm-
linear codes in ]F;’m, and IF,-linear codes in ng””.

We will use the following classical matrix representation of vectors in [F/},
to connect both types of codes. Let ¢ € ., there exist unique ¢; € Iy,

fori = 1,2,...,m, such that ¢ = Y"; a;c;. Let ¢; = (c¢j1,¢in,...,Cin) O
equivalently, ¢ = (c1,¢2,...,cx) and ¢; = Y.  a;c;;. Then we define the
m x n matrix, with coefficients in F,

M(c) = (cijhr<i<ma<j<n: (E1)

The map M : Fj,, — IFj'*" is an Fy-linear vector space isomorphism. Unless
it is necessary, we will not write subscripts for M regarding the values m, n,
or the basis a1, a3,...,a, (Which of course change the map M).

By definition [8], the rank weight of ¢ is wtg(c) = Rk(M(c)), the rank of
the matrix M(c), for every ¢ € IFgn. We also define the rank support of ¢ as
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the row space of the matrix M(c), that is, RSupp(c) = Row(M(c)) C FFj. We
may identify any non-linear or Fy-linear code C € IFj, with M (C) C B
and write dg(C) = dr(M(C)) for their minimum rank distance [8].

2.3 Hamming-metric codes as rank-metric codes

We briefly discuss how to see Hamming-metric codes as rank-metric codes.
We define the map D : Fj — Fj*" as follows. For every vector ¢ € FFj,
define the matrix

D(c) = diag(c) = (cidij)1<i<ni<j<ns (F2)

that is, the diagonal n x n matrix with coefficients in IF; whose diagonal
vector is ¢. The map D is [F;-linear and one to one. Moreover, the Hamming
weight of a vector ¢ € I}l is wty(c) = Rk(D(c)).

This gives a way to represent error-correcting codes C C IFj in the Ham-
ming metric as error-correcting codes D(C) C ]Fg’xn in the rank metric, where
the Hamming weight distribution of C corresponds bijectively to the rank
weight distribution of D(C). In particular, the minimum Hamming distance
of C satisfies dy(C) = dr(D(C)).

On the other hand, let ¢ : C; — C; be an [F;-linear Hamming-metric
equivalence between IF;-linear codes Cy,Cy C IF; It is well-known that ¢ is
a monomial map, that is, there exist aj,a,...,a, € ]F; and a permutation
o with ¢(c) = (a165(1), 82€4(2), - - -, nCo(n)), for all ¢ € C1. We may trivially
extend this map to a rank-metric equivalence ¢’ : D(C;) — D(Cy) by the
same formula. Hence Hamming-metric equivalent codes correspond to rank-
metric equivalent codes.

2.4 Error-correcting pairs for the Hamming metric

We conclude by defining error-correcting pairs (ECPs) for the Hamming met-
ric, introduced independently by Pellikaan in [19, 20] and by Kétter in [13].
Define the coordinatewise product  of vectors in IFj by

axb = (a1by, axby, ..., a,by),

for all a,b € F!. For two linear subspaces A, B C F!, we define the linear
subspace A+ B = ({axb|a€ A b€ B}) CFj.

Definition F1. Let A, B,C C IF} be linear codes and ¢ a positive integer. The
pair (A, B) is called a t-error-correcting pair (f-ECP) for C if the following
properties hold:

1. AxBCCt.
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2. dim(A) > t.
3. dH(BL) >t
4. dH(A) +dy(C) > n.

In [19, 20] it is shown that, if C has a t-ECP, then it has a decoding algo-
rithm with complexity O(n%) that can correct up to t errors in the Hamming
metric (and therefore, dy(C) > 2t + 1). This algorithm is analogous to the
ones that we will describe in Subsections 4.1 and 4.2. Actually, as we will
see in Subsection 7.1, the algorithm presented in Subsection 4.2 extends the
classical algorithm for Hamming-metric codes.

3 Vector products for the rank metric

In this section, we define and give the basic properties of a family of products
of vectors in IF,,, which will play the same role as the coordinatewise product
* for vectors in IFj.

Definition E2. We first define the product x : . x Fp, — Fj, in the
following way. For every ¢ € IFj, and every d € I, we define

m
cxd = 2 c;d;,
i=1

whered = Y" ; w;d; and d; € ]F;’, foralli =1,2,...,m,and ¢ = (c1,¢2,.--,Cm)-
Note that the second argument of x and its codomain are the same, whereas
its first argument is different if m # n.

On the other hand, given a map ¢ : Fj,, — I, we define the product
*g + B X Fgw — T, in the following way. For every ¢,d € .., we define

cxpd=g(c)xd = Z ¢(c);d;,
where d = Y/",a;d; and d; € IFZ, for all i = 1,2,...,m, and ¢(c) =
(p(c)1, @(c)2, ..., @(e)m).

Remark E3. The following basic properties of the previous products hold:

1. The product x depends on the choice of the basis a1, a2, . . ., &m of Fgm over ]Fg,
whereas the coordinatewise product x does not.

2. The product x is Fgm-linear in the first component and F-linear in the second
component.
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3. If ¢ is Fy-linear, then the product x, is IF-bilinear.

4. On the other hand, if ¢ is Fym-linear, then the product %, is IFgm-linear in the
first component and IFy-linear in the second component.

It is of interest to see if two maps give the same product:

Lemma E4. Given maps ¢, : ¥y, — Fgy, it holds that o = %y if, and only if,
=1

Proof. Fix i and take d € [F!,, such that d; = e, the first vector in the canon-
ical basis of IF{; and d]- =0, for j # i. Since ¢ xpd = cxy d, it follows that
¢(c); = P(c);. This is valid for an arbitrary i, hence ¢(c) = ¥(c), for any
(S IF;,,,, which implies that ¢ = . The reverse implication is trivial. O

One of the most important properties of the coordinatewise product *
is that it preserves multiplications of polynomials after evaluation. We will
define below a natural product that will preserve symbolic multiplications of
linearized polynomials after evaluation.

Definition E5 (g-linearized polynomials). A g-linearized polynomial over [Fgn
is a polynomial of the form

F = agx + alxm + -+ adx[d],
where ag,ay,...,a4 € Fgn and [i] = g/, for all i > 0. We denote by L,Fgn|[x]
the set of g-linearized polynomials over Fym.

These polynomials induce F4-linear maps in any extension field of Fgn.
Definition E6 (Evaluation map). For a vector b = (by,b,...,b,) € ngm, we
will define the evaluation map

evp : ;Cq]qu [x] — ]Fgm
by evy (F) = (F(b1),F(b2),...,F(by)), for all F € LFm|x].
We start by the following interpolation lemma.

Lemma E7. If n < m, and ¢ € IFp,, there exists a unique q-linearized polynomial
F € LyFyu[x] of degree strictly less than q" = [n] such that F(a;) = c;, for all
i=1,2,...,n

Proof. Consider the evaluation map evy : LyFgm[x] — lF;‘m for the vector
o= (0,00, ...,0).

Since it is Fym-linear and the IF m-linear space of g-linearized polynomials
of degree less than [n] has dimension #, it is enough to prove that, if F(«a;) =
0,fori=1,2,...,n,then F = 0.

By the linearity of F, we have that F(}; A;a;) = Y; A;F(a;) = 0, for every
A1, Az,..., Ay € By Therefore, F has q" different roots and degree strictly less
than 4", hence F = 0, and we are done. O
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Now we may define the desired products:

Definition E8. If n < m, we denote by F. the g-linearized polynomial of
degree less than [n] corresponding to ¢ € IFj,.
For ¢ € Fj and n < m, we define the vector on(c) € Fon as ¢on(c); =
Fe(a;), fori=1,2,...,m. If n > m, we define ¢, (c) = (c1,¢2,...,Cm).
Finally, we will define the product « = xg, @ Fp X Fon — Il (see
Definition E.2).

Note that if m = n, both definitions of ¢, lead to ¢,(c) = ¢. Also note
that ¢, depends on the basis a1,a3,...,a, for n < m, while it does not for
n>m.

When m = n, the product * in the previous definition coincides with
the product % in Definition E2, whereas if m # n, then there is no confu-
sion between these products, since the first argument is different. Hence the
meaning of x is clear from the context.

In the following remark we show how to perform interpolation using
symbolic multiplications of linearized polynomials. Recall that the symbolic
multiplication of two linearized polynomials F,G € L;Fm[x] is defined as
their composition F o G, which lies in £;Fgmn [x].

Remark E9. Interpolation as presented in Lemma F.7 can be performed as follows.
First, we see that the map ¢ € IF;‘,H > Fe is Fgm-linear. Therefore,

n
Fo= 2 ciFe;,
i=1

where ¢ = (c1,¢2,...,¢n) and e; = (0,...,0,1,0,...,0) is the i-th vector in the
canonical basis of IFZm over Fym, fori =1,2,...,n. On the other hand, it holds that

Fe, = G((;Z)’ where Gi= [] (x—§)
A pe i)

fori = 1,2,...,n. The polynomial G;/G;(«;) in this expression is well-defined
since ; does not belong to the Fq-linear vector space generated by the elements w;,
for j # i, and the expression in the numerator is a g-linearized polynomial by [15,
Theorem 3.52] and has degree less than q". However, the complexity of constructing
G; in this way is of O(q" ') conventional multiplications. The following expression
shows how to compute G; with O(n — 1) symbolic multiplications:

Gi=LinoLiy 10---0Lj;o---0LiyoL;y,
where Li1 = X — (ocgl] /a1)x and, for j =2,3,...,n,

Lij=xU — (L ()M /L j(a)))x
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and fi,j = Ljj10---0 fi,i o---0LjpoL;;. The notation Ei,i means that the
polynomial L; ; is omitted.

Next we see the linearity properties of the maps ¢, and hence of the
product *.

Lemma E10. For any values of m and n, the map ¢y, : W — I, is Fyn-linear.

Proof. For n > m, it is clear. For n < m, it is enough to note that F,c5q =
YFc + 0Fq as in the remark above, for all 7,4 € Fym and all ¢,d € ]Fgm O

The interesting property of the product x is that it preserves symbolic
multiplications of linearized polynomials, as we will see now, and in the case
n < m, it is the unique product with this property.

From now on, we denote a, = (aq,a,...,a,) if n < m, and we complete
the vector with other elements if n > m, &y = (X1, &2, ., &m, Y1, Y2, -+, Vn)-
We will also denote & = (a1, a2, ..., &y ). Observe that ¢, («,) = & in all cases,

and moreover, q)n(wg]) =all,if j < n.
Proposition E11. The following properties hold:
1. allxc=cll, forall c € I and all j. In particular,
evp(Fo G) = evy (F) xevp(G),
forall b € Fg, and all F,G € LgFyn [x].

2. a,[{] xc=cll, forall c g and all j < n. In particular,

evp(FoG) = evy, (F) xevp(G),

forallb € ]Fgm and all F,G € L;Fyn[x], where F has degree strictly less than
[1].

3. If n < m, then * is associative, that is, a*x (b*xc) = (a*b) * ¢, for all
a,b,cec ]F;‘m

Moreover, if n < m, and if © is another product that satisfies item 2 for b =
(or item 1 for b = a), then © = . In particular, by Lemma F.4, if x, satisfies this
property, then ¢ = @y.

Proof. 1. The first part follows from the following chain of equalities:

. . I
IXU]*CZ Z“Z‘mci = (ZDCiCi) :Cm,
i=1 i=1

237



Paper F.

where ¢ =}/, wjc; and ¢; € ]F(’;, foralli =1,2,...,m. The second part
follows from the first part, since alll = eva(x[j]) and therefore,

eva (xU) % evy (G) = evp (G)U] = evy (GI) = evyy (21 0 G).

Hence the item follows since x is [Fyn-linear in the first component, by
Remark F.3 and Lemma F.10.

2. It follows from item 1, since (pn(zx,g}) = alll,if j < n.

3. It follows from item 2, since ev,, is surjective (by Lemma E7) and sym-

bolic multiplication of linearized polynomials is associative. O

If n < m, the last part of the proposition follows from the fact that ev,,
(or evy) is surjective, which follows from Lemma E7.

We will now give a matrix representation of the products x,, and show
that the product x actually extends the product *. For that purpose, we define
the “extension” map E : IFj — I, by E = M1 o D (recall Subsection 2.2
and Subsection 2.3), which is [F;-linear and one to one. In other words,

E(c) = (arc1, @262, ..., &ncn), (E3)

forall ¢ = (¢q,¢0,...,¢n) € ]Fg, which satisfies that wtg (E(c)) = wtg(c). We
gather in the next proposition the relations between the products x, and *,
and the maps M, D and E. The proof is straightforward.

Proposition E12. For all values of m and n, all maps ¢ : g, — ¥, and all
vectors ¢’ € IFZZ,I and ¢, d € ]F’;,,,, we have that

M(c' xd) = M(')M(d) and M(c*yd) = M(p(c))M(d).
On the other hand, if m = n and a,b € ]Fg, then
D(axb) =D(a)D(b) and E(axb)= E(a)*E(b).

Hence, the product % : Fp, x IFp, — Fp, is just the usual product of
m x m matrices with m X n matrices over IF;, whereas the products *, are also
products of matrices after expanding the m x n matrix in the first argument
to an m x m matrix over IF,.

4 Rank error-correcting pairs

We will define in this section error-correcting pairs (ECPs) for the rank met-
ric, using the products x and x, (recall Definition F.2 and Definition ES8).
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However, which inner product to use for defining orthogonality and duality
in F?,, or in ]F;"X”, is not clear. First of all, we will always use the standard
(IFg-bilinear) inner product - in IFj. On the other hand, we will first present
ECPs in ]Fgm that use the (IF;n-bilinear) “extension” inner product,

c-d=cidi+cpdp+---+cpdy, € ]qu, (E4)

for all ¢ = (c1,¢2,...,¢n),d = (d1,da,...,dy) € ]Fgm, and afterwards we will
use the (IF;-bilinear) “base” (or “trace”) inner product in ]F[]”X",

(C,D)=c1-di+c-dp+- -ty -dy = TI'(CDT) = Zci,jdi,j S ]Fq, (E5)
i

for C,D € ]Fg”",where ¢,d; € ]FZ;, fori =1,2,...,m, are the rows of C and
D, respectively, and cz-,j,di,j € IF, are the entries of C and D, respectively. Tr
denotes the usual trace of a square matrix.

Whereas the product - is the standard qum—bilinear product in ]F;’m, the
product (,) corresponds to the standard Fy-bilinear product in [Fj™ = Fy™ ™.
A duality theory for the product (,) and IF;-linear rank-metric codes is de-
veloped originally in [4] and further in [22], where it is also shown that duals
of [Fyn-linear codes with respect to the “extension” inner product are equiva-
lent to duals with respect to the “base” inner product (see [22, Theorem 21]).
We will come back to this in Section 5, where we will relate both kinds of
error-correcting pairs.

Now we will give some relations between the product x and the previous
inner products that we will use later. If ¢,d € ]Fgm, d=Y",ad;and d; € ]Fg,
foralli=1,2,...,m, then we define

c(d)=(c-dy,c-dy,...,c-dy) € ]F;”m (F.6)

Lemma F.13. Given ¢,d € ]Fg,,, and a,b € ng?n, and given C,D € ]Fg”” and
A, B € FJ"™™, the following properties hold:

1. M(c(d)) = M(e)M(d)".

2. (B,AT) = (BT, A).

(bxc)-d=Db-d(c).

(BC,D) = (B,DCT) = (BT,cDT) = (BTD, C).

c(d) = 0 if, and only if, d(c) = 0 if, and only if, RSupp(c) C RSupp(d)*.

S kW

CDT = 0 if, and only if, DCT = 0 if, and only if, Row(C) C Row(D)".
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Proof. They are straightforward computations. For item 1, observe that

m
c(d)=(c-dy,c-dy,...,c-dy) = thi(ci-dl,ci-dz,...,ci-dm).
i=1

Hence

n n
M(c(d))if =¢i-dg = 2 Cijdrj = 2 M(C)i,jM(d)jT,k~
j=1 j=1

Therefore, M(c(d)) = M(c)M(d)T.
For item 3,

(b*C)-d: (il’],{l) -d =
i=1

The first equivalence in item 5 follows from item 1. Now, the second equiva-
lence follows from the following chain of equivalences:

M

Il
—

bi(ci . d) =b- d(C)

1

c(d) =0 <= ¢ -d; = 0,Vi, k < RSupp(c) C RSupp(d)*.

4.1 Using the extension inner product

Denote by D+ the dual of an Fyn-linear code D C ", with respect to the
extension product -. Fix [Fym-linear codes A,C C ]Fgm and B C IF;”W, such that

Bx A C CL, where B * A is defined as
B*Az({b*a|a€A,b€B}>]pqm. (E7)

In many cases, B = ¢(B'), where ¢ : Fj,, — i, and B’ C Fji, are both
[, n-linear. In that case, we denote B’ x, A = ¢(B’)  A.
Observe that, since B is Fyn-linear and « is [Fyn-linear in the first compo-
nent, it holds that ({bxa|a € A,b € B}>]qu =({{bxalac Abe B},
We next compute generators of this space:

Proposition F14. If a1, ay,...,a, generate A and by, by, ..., bs generate B, as
IFym-linear vector spaces, then the vectors

b;x (aja;),
for1<i<s 1<j<rand1 <1 <m,generate Bx A as an Fym-linear space.
In the case B = ¢(B’) and b},b),...,b; generate B’ as an Fn-linear
space, then the elements b; x,, («;a;) generate B’ x, A as an FFyn-linear space.
Regarding the dimension of B x A (or B x, A), that is, how many of the el-
ements b; x (¢ja;) are linearly independent, the next example shows that any

number may be possible in the case n < m, where the previous proposition
says that an upper bound in the general case is min{dim(.A) dim(B)m, n}:

240



4. Rank error-correcting pairs

Example E15. Assume thatn < m, fix1 <t < n,and definea = (aq,ay,...,a,) €
]Fgm and b = a+alll +... 4al-1 ¢ ]Fl’;m Let v € g be such that
'y,’ym, . ,'y[t’” are pairwise distinct, and write y; = 'y[i], fori=0,1,...,t—

1. Let A and B be the [F n-linear vector spaces generated by a and b, respec-
tively. By Proposition F.11, item 2, we have that

, =1 , . ) )
b* (r)/]a) — Z a[l] * (r)/]a) — 'Y{]a+ f)/Jla[l] + P + r)/iila[t_l] c B*A,
i=0
forj=0,1,2,...,t =1, and these elements are linearly independent over ]qu,
since the coefficients 7{ of the vectors al!! form a Vandermonde matrix. Fur-

thermore, B x A is contained in the subspace generated by a,al'), ..., alt~1,
hence they are equal. Therefore, dim(A) = dim(B) = 1, whereas dim(B
A) =t

Letd € ]Fgm and define
K(d)={ac A|(bxa)-d=0,Vb € B}.

Then K(d) is Fy-linear and the condition defining it may be verified just on a
basis of B as IF;n-linear vector space. Observe that (precomputing the values
¢(b’), where the vectors b’ are in a basis of B/, in the case B = ¢(B')), we
can efficiently verify whether a € K(d). On the other hand, if £ C IF} is a
linear subspace, define

A(L) ={a € A|RSupp(a) C El},

as in [11, 12]. We briefly connect this definition with the so-called rank-
shortened codes in [18, Definition 6], where A, = AN Vé and V, = L®
IFyn is defined as the [Fyn-linear vector space in IF,, generated by L:

Lemma E16. It holds that A(L) = A.. In particular, it is an Fyn-linear space.

Proof. Fix a basis vq,va,..., vy of £, and take a = Y/"; a;a; € A, where
a; € ]FZ, fori = 1,2,...,m. The result follows from the following chain of
equivalent conditions

RSupp(a) € L1 <= a; € L1, Vi <=
a;-v;=0,Vij<>a vi=0,Vj<>acVz.

The following properties are the basic tools for the decoding algorithm of
error correcting pairs:

Proposition E17. Let r = ¢+ e, where ¢ € C and wtg(e) < t. Define also
L = RSupp(e) C F}. The following properties hold:
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1. K(r) = K(e).
2. A(L) C K(e).
3. Ift <dg(B™t), then A(L) = K(e). In this case, K(e) is Fgn-linear.

Proof. 1. It follows from Bx A C C*.

2. Let a € A(L). It follows from the definitions (recall (F.6)) or Lemma
E13 that e(a) = 0. Hence, by that lemma, (b*a)-e =b-e(a) =0, for
allb € B. Thus a € K(e).

3. By the previous item, we only need to prove that K(e) C A(L).

Let a € K(e). It follows from Lemma F.13 that e(a) € B*. More-
over, since M(e(a)) = M(e)M(a)! by the same lemma, it holds that
wtr(e(a)) < wtg(e) < t.

Leta = )", aja;, with a; € Fy, fori =1,2,...,m. Since t < dr(B1), it
follows that e(a) = 0 or, in other words, a; - e = 0, which implies that
a; € L+, foralli=1,2,...,m, and therefore, RSupp(a) C L.

We now come to the definition of t-rank error-correcting pairs of type I,
where we use the extension inner product -.

Definition F18. Given the Fn-linear codes A,C C ngm and B C ]F,Tm, the

pair (A, B) is called a t-rank error-correcting pair (¢-RECP) of type I for C if
the following properties hold:

1. BxACCH
2. dim(A) > t.
3. dr(B*) > t.
4. dr(A) +dgr(C) > n.

If B = ¢(B'), where ¢ and B’ C Fjj, are Fyn-linear, we say that (A, B) is
a t-RECP of type I for ¢ and C, and if ¢ = ¢, we will call it simply a ¢-RECP
of type I for C.

In order to describe a decoding algorithm for C using (A, B), we will
need [18, Proposition 17], slightly modified (the proof is the same), which
basically states that error correction is equivalent to erasure correction if the
rank support of the error is known:
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Lemma F19 ([18]). Assume that ¢ € C and r = ¢+ e, where RSupp(e) C L and
dim(L) < dgr(C). Then, c is the only vector in C such that RSupp(r —c) C L.
Moreover, if G is a generator matrix of L, then c is the unique solution in C
of the system of equations tGT = xGT, where x is the unknown vector. And if H
is a parity check matrix for C over Fym, then e is the unique solution to the system

rHT = xHT with RSupp(x) C L.

Now we present, in the proof of the following theorem, a decoding algo-
rithm for C using (A, B).

Theorem E1. If (A, B) is a t-RECP of type I for C, then C verifies that dg(C) >
2t + 1 and admits a decoding algorithm able to correct errors e € I, with wir(e) <

t of complexity O(n®) over the field Fyn.

Proof. We will explicitly describe the decoding algorithm. As a consequence,
we will derive that dg(C) > 2t + 1. Assume that the received codeword is
r=c+e, withce C,RSupp(e) = £ and dim(L) < t.

Compute the space K(r), which is equal to /C(e) by the first condition of
t-RECP and Proposition F17, item 1. Observe that /C(r) can be described by
a system of O(n) linear equations by Proposition F.14.

By the third condition of #-RECP and Proposition F17, we have that
A(L) = K(e) = K(r). Therefore, we have computed the space A(L).

By the second condition of t-RECP and Lemma F.16, we have that A(L) =
AN VKL # 0, where V; = L ® Fym, and therefore we may take a nonzero
a € A(L). Define L' = RSupp(a)*. Since a € A(L), we have that £ C L'

Now, by the fourth condition of -RECP, we have that

dim(L") = n —wtg(a) < n—dr(A) < dr(C).

Hence, by Lemma F.19, we may compute e or ¢ by solving a system of linear
equations using a generator matrix G of £'*, or a parity check matrix H of
C, respectively. This has complexity O(n®) over Fyn.

Finally, assume that dg(C) < 2t and take two different vectors ¢,¢’ € C
and e, e’ € Fjj, such thatr = ¢ + e = ¢’ + e’ and wtg(e), wig(e’) < t. The
previous algorithm gives as output both vectors e and e/, but the output is
unique, hence e = e’. This implies that ¢ = ¢/, contradicting the hypothesis.
Therefore, dg(C) > 2t + 1. O

If m = n, then the order of complexity over IF; increases, although it still
is polynomial in . On the other hand, if m is considerably smaller than ,
then the complexity is O(n®) also over F,.

Gabidulin codes [8] have decoding algorithms of cubic complexity (see for
instance [8]), and an algorithm of quadratic complexity was obtained in [16].
As we will see in Section 7, the previous decoding algorithm may be applied
to a wider variety of rank-metric codes.
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Remark F20. Observe that, from the proof of the previous theorem, if the pair
(A, B) satisfies the first three properties in Definition F.18, then we may use it to
find a subspace L' C ] that contains the rank support of the error vector.

Therefore, we say in this case that (A, B) is a t-rank error-locating pair of type I
for C.

4.2 Using the base inner product

Now we turn to the case where we use the base inner product (,). We will
denote by D* the dual of an [F-linear code D C IFj"*" with respect to (, ).

We will use the same notation as in the previous subsection, although
now A,C C ng”” and B C qumX'” are IF;-linear, and BA C C*, where

BA=({BA| A€ AB e B})F, (E8)

Observe that M(B'x A') = M(B' )M(A'), if A, B' C T}, are [F;-linear vector
spaces, by Proposition F.12. Generators of the space (F.8) are now simpler to
compute:

Proposition F21. If A1, Ay, ..., A, generate A and By, By, ..., Bs generate B, as
IF,-linear vector spaces, then the matrices

BiA;j,
for1 <i<sand1 <j<r, generate BA as an [F-linear vector space.
Let D € Fj"*" and define
K(D)={Aec A|(BA,D)=0,VB € B}.

Then K(D) is again FFj-linear and the condition may be verified just on a
basis of B as IF;-linear vector space. On the other hand, if L C IF;‘ is a linear
subspace, we define in the same way

A(L)={Ac A|Row(A) C L1},

which is ]Fq—linear (recall that we use the classical product - in ]Fg), since we
still have that M1 (A(L)) = M~ Y A)NVE, Ve = L@ Fon.
The following properties still hold:

Proposition E22. Let R = C + E, where C € C and Rk(E) < t. Define also
L =Row(E) C Fj. Then

1. K(R) = K(E).
2. A(L) C K(E).
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3. Ift <dr(B*), then A(L) = K(E).
Proof. 1. It also follows from BA C C*.

2. Take A € A(L). Hence by definition or Lemma F13, it holds that
EAT = 0, since Row(E) = £ and Row(A) C L*. Therefore, for every
B € B, we have that

(BA,E) = (B,EAT) =0,
by Lemma F.13. Then item 2 follows.

3. By the previous item, we only need to prove that IC(E) C A(L).

Let A € K(E). It follows from Lemma F.13 that EAT € B*. Moreover,
it holds that Rk(EAT) < Rk(E) < t. Since t < dg(B*), it follows that
EAT = 0, which implies that Row(A) € £*.

We now define f-rank error-correcting pairs of type II, where we use the
base product (, ), in contrast with the -RECP of last subsection.

Definition E23. Given the F;-linear codes A,C C ]F;”X" and B C ]quxm, the
pair (A, B) is called a t-rank error-correcting pair (¢-RECP) of type II for C if
the following properties hold:

1. BACC™.

2. dimp, (A) > mt.

3. dr(B*) > t.

4. dr(A)+dgr(C) > n.

The same decoding algorithm, with the corresponding modifications, works
in this case with polynomial complexity:

Theorem E.2. If (A, B) is a t-RECP of type 1I for C, then C satisfies that dg(C) >
2t + 1 and admits a decoding algorithm able to correct errors E € Fy"™" with
Rk(E) < t with polynomial complexity in (m,n) over the field IF;.

Proof. The proof is the same as in Theorem F.1, with the corresponding mod-
ifications. Note that in this case, if £ = Row(E) and V; = L ® [Fyu, then
dimg, (V) = mdim(£) < mt. On the other hand, MY A(L)) =M 1(A)N
V¢, as in the previous subsection. Hence the condition dimp, (A) > mt en-
sures that A(L) # 0. O

Remark F.24. As in Remark F.20, if the pair (A, B) satisfies the first three properties
in Definition F.23, then we may use it to find a subspace L' C F! that contains the
rank support of the error vector. We say in this case that (A, B) is a t-rank error-
locating pair of type Il for C.
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5 The connection between the two types of RECPs

So far we have three types of error-correcting pairs: classical ECPs for linear
codes in Fj that correct errors in the Hamming metric, ECPs for [Fyn-linear
codes in [, (RECPs of type I), and ECPs for general IF;-linear codes in IFg, or

7" (RECPs of type II), where the two latter types correct errors in the rank
metric. In this section we will see that RECPs of type II generalize RECPs
of type I. In Section 7 we will see that, in some way, RECPs of type II also
generalize ECPs for the Hamming metric.

We will need the following;:

Definition F25. Given the basis ay,a,...,ay of Fyn over IF;, we say that it
is orthogonal (or dual) to another basis &}, a5, ..., &y, if

Tr(aia;) = i,

foralli,j=1,2,...,m. Here, Tr denotes the trace of the extension IF; C Fym.
It is well-known that, for a given basis a1, a3, ..., &, there exists a unique
orthogonal basis (see for instance the discussion after [15, Definition 2.50]).
We will denote it as in the previous definition: &}, a,...,a;,. In particular,
the dual basis of &/, a),..., &), is a1, a2,..., &
Now denote by My, M, : Fj — IFj'™" the matrix representation maps

(recall (E1)) associated to the previous bases, respectively. The following
lemma is [22, Theorem 21]:

Lemma E.26 ( [22]). Given an Fym -linear code C C ]F;’m, it holds that
My (Ch) = Ma(C)*.
On the other hand, we have the following:
Lemma E.27. For every Fym -linear code D C ]F;’m, it holds that
dr(D") = dg(Ma(D)*) = dr (M (D)").

Proof. Tt follows from the fact that dg(D+) = dr(My (D1)) = dr(My(D)*),
and analogously interchanging the roles of « and «’. O

Therefore, we may now prove that RECPs of type II generalize RECPs of
type I:

Theorem E3. Take Fyn-linear codes A,C C lFZm and B C ]F;”,,l. If (A,B) isa
t-RECP of type I for C (in the basis «), then (My(A), My (B)) is a t-RECP of type
1I for M, (C).
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Proof. Using Lemma F.26 and Proposition F.12, we obtain that
My (B)Ma(A) = Ma(Bx A) © My (CH) = My (C),

and the first condition is satisfied.

The second condition follows from the fact that dimp, (A) = m dimg,, (A),
and M, is an [F,-linear vector space isomorphism.

Finally, the third condition follows from Lemma F.27 and the fourth con-
dition remains unchanged. Hence the result follows. O

Observe that in the same way, t-rank error-locating pairs of type II gener-
alize t-rank error-locating pairs of type L

6 MRD codes and bounds on the minimum rank
distance

In this section we will give bounds on the minimum rank distance of codes
that follow from the properties of rank error-correcting pairs, in a similar way
to the bounds in [21]. We will also see that, in some cases, MRD conditions
on two of the codes imply that the third is also MRD.

We will fix [F;-linear codes A,C C ]Fg’x” and B C qumX'”. Due to Lemmas
F.26 and E27, and Proposition E12, the results in this section may be directly
translated into results where we consider the “extension” inner product - and
Fyn-linear codes in IF],.

We will make use of the following consequence of the Singleton bound:

Lemma F.28. For every IFy-linear code D C Fg'™" it holds that
Proof. The Singleton bound implies that
dimg, (D)/m < n—dr(D)+1, and dimg (D*)/m <n—dr(D*)+1.

Adding both inequalities up and using that dimp . (D) + dim]Fq(D*) = mn,
the result follows. O

Proposition E29. Assume that BA C C*. Ifdr(A*) > a > 0and dgr(B*) > b >
0, then dg(C) > a+Db.

Proof. Take C € C and A € A, and define £ = Row(C) C F}. By Lemma
F.13, we have that
0= (BA,C) = (BT, ACT),

for all B € B and all A € A, which means that the [F;-linear space A(C) =
{ACT | A€ A} C (BT)*, and hence dg(A(C)) > b.
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Let G be a t x n generator matrix over F; of £ (where t = Rk(C)). Taking
a subset of rows of C that generate £, we see that A(C) is Fy-linearly iso-
morphic and rank-metric equivalent to A; = {AGT | A € A} C ]F;”Xt. Take
D € Aj. For every A € A, it holds that

(A,DG) = (AG",D) =0,

by Lemma F.13. Therefore, DG € A*. Moreover, Rk(D) = Rk(DG) since G
is full rank, and hence Rk(D) > a. Therefore, dg(.Aj) > a. Together with
dr(A1) > b and the previous lemma, we obtain that

a+14+b+1<dr(A)) +dr(A}) <t+2,
thatis, t > a + b, and the result follows. O

We obtain the following corollary on MRD codes:

Corollary E30. Assume that n < m (otherwise, take transposed matrices), dg(A) =
n—t, dimg, (A) = m(t +1), dr(B) = m —t + 1 and dimg, (B) = mt. Then, for
all D C (B.A)*, it holds that dg (D) > 2t + 1 and (A, B) is a t-RECP of type II for
D.

Proof. A and B are MRD codes, since their minimum rank distance attains
the Singleton bound. By [4, Theorem 5.5] (see also [22, Corollary 41]), A* and
B* are also MRD, which implies that

dr(A*) >t+1, and dr(B*) >t

By the previous proposition, it holds that dg(D) > 2t + 1. We see that the
properties of RECPs of type II are satisfied, and the result follows. O

Now we obtain bounds on dg(.A) from bounds on dg(B*) and dg(C*):

Proposition E31. Assume that BA C C*. If dg(B*) > b > 0and dg(C*) > ¢ >
0, then dgr(A) > b +c.

Proof. The proof is analogous to the proof of Proposition F.29. In this case,
we fix A € A, with £ = Row(A), t = Rk(A), and consider A(C) = {ACT |
C € C}. The rest of the proof follows the same lines, interchanging the roles
of A and C, and using the fact that (BA,C) = <BTC,A>, from Lemma F.13,
and dg(B*) = dgr((BT)*). O

Again, we may give the following corollary on MRD codes:

Corollary E32. Assume that BA C C*andn < m. Ifdg(C) = 2t+1, dimg, (C) =
m(n — 2t) and (A, B) is a t-RECP of type II for C, then dr(A) > n —t and

mt < dimp, (A) < m(t+1). If dimp, (A) is a multiple of m (in particular, i

M~1(A) is Fgu-linear), then A is MRD.
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Proof. By the properties of RECPs of type II, we have that dg(B*) > t, and
since C is MRD, then C* is also MRD and we have that dg(C*) = n —2t + 1.
Therefore, dg(AA) > n —t by the previous proposition. By the properties
of RECPs of type II, dimp, (A) > mt, and we are done. The last statement
follows from the Singleton bound for A. O

We now turn to a bound analogous to [21, Proposition 3.1]. The BCH
bound on the minimum Hamming distance of cyclic codes is generalized
by the Hartmann-Tzeng bounds [10] and further generalized by the Roos
bound [23, 24]. The next proposition is the rank-metric equivalent of the
Roos bound [23, 24] for the Hamming metric, as mentioned in [7, Proposition
5].

Proposition E.33. Assume the following properties for a,b > 0:
(1) BAcCcCt, (2) dimp,(A) >ma, (3)dr(B*)>b,

(4) dr(A)+a+b>n, and (5)dr(A*) > 1.
Then it holds that dg(C) > a +D.

Proof. Take C € C and let £ = Row(C) C F} and t = Rk(C). Conditions (1),
(3) and (5) imply that t > b by Proposition F29.

Assume that b < t < a+ b. Take linear subspaces £_, L, U C ]F"; such
that L. CLC Ly, Ly =UDL_, b =dim(L_) and a+b = dim(L;).
Since mdim(U/) = ma < dimp, (A) by condition (2), we have that A(U/) # 0,
and therefore there exists a non-zero A € A with Row(A) C U*.

It holds that every row in C is in £. Since the rows in A are in U, it
holds that ACT = ANT, where N is obtained from C by substituting every
row by its projection from U & L to L.

Therefore Rk(ACT) < Rk(N) < dim(£_) = b, but ACT € (BT)* by
condition (1) and Lemma F.13, and hence ACT = 0 by condition (3). This
means that Row(A) C £ NU+ = L+. Thus, Rk(A) <n—a—b < dr(A),
which is absurd by condition (4), since A # 0. We conclude that f > a +b
and we are done. O

Taking a = b = t for some ¢t > 0, where a and b are as in the previous
proof, we obtain the following particular case:

Corollary E34. For all Fy-linear codes D C (BA)* such that dimg, (A) > mt,
dr(B*) > t, dr(A) > n — 2t and dg(A*) > 1, it holds that dr(D) > 2t + 1 and
(A, B) is a t-RECP of type II for D.

Observe that the previous result states that, if some conditions on A and
B hold, then they form a t-RECP of type II for all IF;-linear codes contained
in (B.A)*. That is, we have found a t-rank error-correcting algorithm for all
[F4-linear subcodes of (BA)*.
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7 Some codes with a t-RECP

In this section, we study families of codes that admit a +-RECP of some type.

7.1 Hamming-metric codes with ECPs

Take [Fy-linear codes A, B,C C IF;1 such that (A, B) is a t-ECP for C in the
Hamming metric. We will see that the algorithm presented in Theorem F.2
is actually an extension of the decoding algorithm in the Hamming metric
using t-ECPs [19, 20]. We observe the following (recall the definition of D in
(E2)):

Remark E35. Forall a,b € ]Fg, it holds that
a-b=(D(a),D(b)).

Moreover, it holds that
D(B)D(A) C D(C)*.

Therefore, from the previous remark and the properties of D, the IF;-linear
codes D(A), D(B),D(C) C Fj*" satisty the following conditions:

1. D(B)D(A) C D(C)*.
2. dimg, (D(A)) > t.

3. dr(D(B)*) = 1.

4. dx(D(A)) +dr(D(C)) > n.

Thatis, (D(A), D(B)) satisfy the same conditions as t-RECPs of type II for
D(C), except that conditions 2 and 3 are weakened. However, the previous
conditions are enough to correct any error D(e) € IF; <", where e € IFj and
wtp(e) <t,

Assume the received vector is R = D(c) + D(e), with ¢ € C and wty(e) <
t. Correcting the diagonal of R = D(c) + D(e) for the Hamming metric is
the same as correcting the matrix R = D(c) + D(e) itself for the rank metric.
We will next show that the algorithm in Theorem F.2 is exactly the same as
the algorithm for ECPs in the Hamming metric.

Define I C {1,2,...,n} as the Hamming support of e = (e1,¢,...,¢,) €
I, thatis, I = HSupp(e) = {i € {1,2,...,n} | ¢; # 0}, and define

Ky(e)={ac A|(bxa)-e=0,Yb € B}, and

A(I) ={a € A|HSupp(a) C I},
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where I denotes the complementary of I. It holds that Row(D(e)) = L] C
IF;, the space generated by the vectors e; in the canonical basis, for i € I.
Therefore, by Remark E.35, the properties of D, Proposition F.12 and the fact
that £+ = Ly, it holds that

K(R) = K(D(e)) = D(Kp(e)) and (D(A))(£L1) = D(A(I)).

Moreover, since A(I) = Kpy(e) by the properties of ECPs in the Hamming
metric, we also have that

K(R) = D(Kn(e)) = D(A(I)) = (D(A))(L1)-

Hence, computing K(R) implies computing (D(.A))(Ly). Finally, since A(I) #
0 by the properties of ECPs, we have that (D(A))(L;) # 0. The rest of the
algorithm goes in the same way as in Theorem F2. That is, the decoding
algorithm in Theorem F.2 actually extends the decoding algorithm given by
ECPs in the Hamming metric.

7.2 Gabidulin codes

Gabidulin codes, introduced in [8], are a well-known family of MRD IF -
linear codes in IF”,, when n < m. In [14], a generalization of these codes is
given, also formed by MRD codes.

Fix n < m. They can be defined as follows. For each b = (by, by, ...,b,) €
]Fg,,,, where by, by, ..., by are linearly independent over IF;, eachk =1,2,...,n
and each integer r such that r and m are coprime, we define the (generalized)
Gabidulin code of dimension k in ]FZ,,, as

Gabk,m,n(r/b) = {(F(bl)rF(bZ)r‘ : '/F(bn)) | Fe Eq,r,k]Fq"’ [x]}/

where L, , (IF;mn[x] denotes the FFyn-linear vector space of g-linearized poly-
nomials of the form

F(x) = apx + Lllx[r] + gzx[Zr] + a3x[3r] 4ot ﬂk_lx[(k_l)r],

for some ag,ay,...,ar_1 € Fgn. Observe that classical Gabidulin codes as
defined in [8] are obtained by setting ¥ = 1. Also observe that, for any
invertible matrix P € ]F;’X”, it holds that

Gabk,m,n (1’, b)P = Gabk,m,n (7'/ bP)/

and hence Fyn-linearly rank-metric equivalent codes to Gabidulin codes are
again Gabidulin codes.
The following lemma follows from Proposition F.11:

251



Paper F.

Lemma E36. For every positive integers k,| with k+1 — 1 < n, it holds that
Gaby (1, &) * Gaby , ,, (r,b) = Gaby_1 4 (7, b).

In the case r = 1, it holds that
Gaby (1, 0n) * Gaby (1, b) = Gabyy—1,mn(1,b).

On the other hand, for r = 1 and the maps ¢;, the following lemma
follows from the definitions:

Lemma E.37. It holds that

@n(Gaby,n (1, an)) = Gaby (1, &).

With these two lemmas, we can prove that Gabidulin codes have t-RECP
of type L. Recall from [14] that

Gabk,m,n (7’, b)L = Gabnfk,m,n (7’/ bl)z
for some b’ € ]Fgm that can be computed from b.

Theorem F4. If t > 0, A = Gaby;1,(r,b), B = Gabym(r,&) and C =
Gabyy yn(r,b)*:, then (A, B) is a +-RECP of type I for C. In the case r = 1, we
may take B = Gabyg p (1, &n).

Proof. The first condition follows from Lemma F.36. On the other hand,
dimg,,, (A) =t +1, so the second condition follows. The third condition is

trivial, and for the case r = 1 and B = Gaby ;4 (1, &) it follows from Lemma
F.37. Finally, the fourth condition follows from the following computation:

dr(A) +dr(C) =n—t+2t+1=n+t+1,
and the theorem follows. O

We see that dg(A) = n —t > n — 2t. Hence, the pair (My(A), My(B)),
with notation as in Section 5, can be used by Corollary F.34 to efficiently cor-
rect any error of rank at most t for every IF;-linear subcode of a (generalized)
Gabidulin code. Such efficient decoding algorithms seem not to have been
obtained yet.

Corollary E38. Let t, A, B and C be as in the previous theorem. Then, for every
Fq-lénez;r subcode D C C, the pair (My(A), My(B)) is a t-RECP of type II for
M, (D).

Proof. It follows from the previous theorem, Theorem F.3 and Corollary E.34.00

On the other hand, decoding algorithms for generalized Gabidulin codes
with ¥ # 1 seem to have been obtained only in [14], also of cubic complexity.
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7.3 Skew cyclic codes

Skew cyclic codes (or q"-cyclic codes) play the same role as cyclic codes in
the theory of error-correcting codes for the rank metric. They were originally
introduced in [8] for r = 1 and m = n, and further generalized in [9] for r = 1
and any m and 7, and for any r in the work by Ulmer et al. [1, 2]. In this
subsection we will only treat the case r = 1.

Assume that n = sm is a multiple of m. We will see in this subsection that,
in that case, some F n-linear g-cyclic codes have rank error-locating pairs of
type I, in analogy to the ideas in [6]. We say that an [F;u-linear code C C .
is g-cyclic if the g-shifted vector

(czil,cg, C?/ ... ,CZ_2)
lies in C, for every ¢ = (co,c1,...,¢4—1) € C. As in [17], we say that an IF;-
linear subspace 7 C Fgn is a g-root space (over Fgn) if it is the root space in
g of a g-linearized polynomial in £;Fn [x].
By [17, Theorem 3], IFn-linear g-cyclic codes are codes in [Fy,, with a parity
check matrix over IFgn of the form

BBy By B

(1] 2] [n-1]
M(B1, B2, Brk) = '8.2 IBZ '32 ,52'

:ank /3,[1”,;( ,BLZ],k .BLn:kl]

where B1, B2, ..., Bu—k is a basis of T over IF;, for some g-root space 7. More-
over by [17, Corollary 2], IFyn-linear g-cyclic codes are in bijection with g-root
spaces over [Fgm.

The next bound, which is given in [17, Corollary 4], is an extension of the
rank-metric version of the BCH bound (by setting w = 0 and ¢ = 1) found
in [2, Proposition 1]:

Lemma F.39 (Rank-HT bound [17]). Lef ¢ > 0, 6 > 0 and w > 0 be integers
with & +w < min{m,n} and d = ged(c,n) < 6, and a € Fyn be such that the set
A= {oc[”]d |0<i<d—2,0<j<w}isa linearly independent set of vectors.

If C is the FFym-linear g-cyclic code corresponding to the g-root space T and
A C T, then dg(C) > 6 + w.

To use it, we need to deal with normal bases. First, it is well-known
[15] that the orthogonal (or dual) basis of a normal basis zx,zxm, .. ,a[”*” €
Fsn over IF; is again a normal basis g, g, ... plr—1 ¢ Fgn. Define & =
(zx,zxm, ...,al""1y and B= (ﬁ,ﬁm, . ..,[S[”’l]). Then it holds that

ol gl = Te(all pll) = 5,
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by definition. On the other hand, for a subset I C {1,2,...,n}, define the
matrix

My (D) =M@ |ie,
and similarly for B.

Define the IF n-linear codes A, B C ]F;lm as the subfield subcodes of the
codes in Iy, with generator matrices My (I) and M,(]), for some subsets
I,] €{1,2,...,n}, respectively.

In order to obtain g-cyclic codes, we will assume that the space generated
by {al!l | i € I} is a g-root space, and similarly for J. Due to the cyclotomic
space description of g-root spaces in [17, Proposition 2], this holds if the
following condition holds: if i € I, then i +m € I (modulo 7), and similarly
for J.

Define the Fyn-linear g-cyclic code C C IFj, with parity check matrix
My (I + 7). Observe that I + ] also gives a g-root space by the previous
paragraph. We have the following lemmas:

Lemma E40. A and B are the g-cyclic codes with parity check matrices Mg(I°)
and Mg(]J¢) over Fqn, respectively.

Proof. We prove it for A. Define A as the Fyn-linear code in IFZ” with genera-
tor matrix M, (I). It is enough to prove that Mg(I¢) is a parity check matrix
for A.

However, since alfl - ﬁm =0, for every i € I and j ¢ I, it holds that
My (D) Mg(I )T = 0. On the other hand, these two matrices are full rank and
the number of rows in M,(I) together with the number of rows in Mg(I¢)
is #1 + #(I°) = n, and the result follows. O

Lemma F41. [t holds that B+ A C C*.

Proof. By Proposition F11, item 2, we see that B x A is contained in the FF:-
linear code with generator matrix M, (I + J). Denote such code by D, that
is, Bx ACDand D C IF’;n.

By definition, C = DN ]Fgm, and by [17, Corollary 3], D is Galois closed

over Fgn, which means that D+ N o = (DN IF,;‘,,,)L by [18, Proposition 2]
and Delsarte’s theorem [5, Theorem 2]. Hence

Bx ACDNF) = (D NFj)*" =C".

We may now prove that (A, B) is a t-rank error-locating pair of type I (see
Remark F20) for C, and with some stronger hypotheses, it is also a t-rank
error-correcting pair for C.
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Theorem E5. Fix a positive integer t and assume that #1 > t and | contains 6 — 1
consecutive elements, for some & > t. Then (A, B) is a t-rank error-locating pair for
C. If moreover, dr(A) + dr(C) > n, then (A, B) is a t-rank error-correcting pair
of type I for C.

Proof. From the previous lemma, we have that Bx.4 C C*. On the other
hand, A satisfies that dim(.A) = #I > t, and B satisfies that dg(B+) > 6 > ¢
by Lemma F.39. Then (A, B) is a t-rank error-locating pair of type I for C. O

Observe that we may obtain the bound dg(C) > § + w by Proposition F.29
assuming that I contains the elements ic, for 0 < i < w. This means that,
for g-cyclic codes constructed with a normal basis, the rank-HT bound found
in [17, Corollary 4] is implied by Proposition F.29, as in the classical case.
Further cases are left open.
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1. Introduction

Abstract

Two skew cyclic codes can be equivalent for the Hamming metric only if they have the
same length, and only the zero code is degenerate. The situation is completely differ-
ent for the rank metric. We study rank
equivalences between skew cyclic codes of different lengths and, with the aim of find-
ing the skew cyclic code of smallest length that is rank equivalent to a given one, we
define different types of length for a given skew cyclic code, relate them and compute
them in most cases. We give different characterizations of rank degenerate skew cyclic
codes using conventional polynomials and linearized polynomials. Some known re-
sults on the rank weight hierarchy of cyclic codes for some lengths are obtained as
particular cases and extended to all lengths and to all skew cyclic codes. Finally, we
prove that the smallest length of a linear code that is rank equivalent to a given skew
cyclic code can be attained by a pseudo-skew cyclic code.

Keywords: Cyclic codes, finite rings, linearized polynomial rings, rank
degenerate, rank distance, rank equivalence, skew cyclic codes.

MSC: 15B33, 94B15, 94B65.

1 Introduction

Codes in the rank metric have numerous applications such as network coding
[8, 11, 14]. Among these codes, cyclic codes and skew cyclic codes have been
considered in [1, 2, 4-6, 10], since they have simple algebraic descriptions and
fast encoding and decoding algorithms.

In the network coding model of [8, 11, 14], the length of a rank-metric
code corresponds to the number of outgoing links from the source. Whereas
it is obvious how to increase the length of a code and preserve at the same
time its rank-metric properties, just by appending zeroes, it is not obvious
whether a rank-metric code can be shortened (which would mean that it is
degenerate) nor how. On the other hand, skew cyclic codes of smaller length
have faster encoding and decoding algorithms.

In contrast with the Hamming-metric case, skew cyclic codes may be rank
equivalent and have different lengths. The aim of this paper is to study rank
equivalences between skew cyclic codes and in which way they can be rank
degenerate.

Both problems have direct consequences on the generalized rank weights
[8] of skew cyclic codes, which measure the information leakage by wiretap-
ping links in the network, following the model of [8, 11, 14]. In particular,
from our study we will obtain as particular cases the main results in [4],
which we also extend to all parameters and all skew cyclic codes.

After some preliminaries in Section 2, the results in this paper are as fol-
lows: in Section 3, we define different types of length for skew cyclic codes,
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regarding the rank metric, and establish some inequalities between them. In
Section 4, we use the polynomial description of the Galois closure of skew
cyclic codes to compute most of the lengths defined in the previous section.
In Section 5, we treat cyclic codes and relate their polynomial description to
that of their Galois closures (by means of generator and check polynomials,
idempotent generators and root sets), giving at the end several characteri-
zations of rank degenerate cyclic codes and obtaining the results in [4] as
particular cases. In Section 6, we proceed as in the previous section, but for
general skew cyclic codes, using their linearized-polynomial description. Fi-
nally in Section 7, we see that, although the linear code of minimum length
that is rank equivalent to a given skew cyclic code need not be skew cyclic, it
may be chosen as pseudo-skew cyclic in many cases.

2 Definitions and preliminaries

Fix a prime power g and positive integers m and n, and let [F;s denote the
finite field with 4° elements for a positive integer 5. A code C C IFj, will be
called linear if it is IFym-linear. In general, linearity will mean IFn-linearity.
The number 7 is called the length of the code C.

We will denote the coordinate indices in ]F;’m from 0 to n — 1, and consider
them as integers modulo n. Given a vector ¢ € IFj,, we define its rank
weight [5] as the dimension of the IF;-linear vector space generated by its
components. We denote it by wtg(c).

Define the shifting operator s, : Ff,, — Ff, as

Sn(C(), C1,---,Cn71) = (CnfllCo,---,Cn—z),

for every ¢ = (co,¢1,...,C1-1) € ]F;’m. For any integer r > 0, define also the
r-th Frobenius and g4"-shifting operators as 6;, o7, : ]Fgm — F ;’m, respectively,
where 6, acts by raising every component of a vector to the power 4" and
Orn = 6y 05y,

Definition G.1. A code C C ]an, is cyclic if s,(C) C C, is g"-cyclic (or skew
cyclic of order r) if 07 ,(C) C C, and is Galois closed (over [Fy) if 6;(C) C C.

Observe that cyclic codes are g°-cyclic (or g™-cyclic), that is, they are also
skew cyclic. Skew cyclic codes were introduced in [5] for ¥ = 1 and n = m,
and then independently in [6] for r = 1 and in [1] for general parameters.

Denote [i] = ¢/, for any integer i > 0. Following [15], for a given linear
code C C IF;‘m, we define its Galois closure as C* = 2?51 Clil which is the

smallest‘ linear Galois closed space containing C, and we also define co =
ﬂ;”:Bl Clil, which is the biggest linear Galois closed space contained in C.
Recall from [15, Lemma 2] that (C+)* = (C%)+ and (C1)? = (C*)*.
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3. Lengths and Galois closures

On the other hand, if V C ]FZ,,, and V' C ]FZ,’,, are linear Galois closed
spaces, we say that a map ¢ : V — V' is a rank equivalence if it is a vector
space isomorphism and wtg(¢(c)) = wtg(c), for all ¢ € V. We say that two
codes C and C’ are rank equivalent if there exists a rank equivalence between
linear Galois closed spaces V and V' that contain C and C’, respectively. This
definition of rank equivalent linear codes was introduced in [11, Definition
8.

By [11, Theorem 5], rank equivalent codes not only perform exactly in the
same way regarding rank error and erasure correction, but also information
leakage on networks (see [11, Remark 2]). Moreover, rank equivalences can
be easily described, as the following lemma states, which is a particular case
of [11, Theorem 5]:

Lemma G.2 ([11]). A vector space isomorphism ¢ : V. — V' between linear
Galois closed spaces is a rank equivalence if, and only if, there exist p € IF, and an
n x n' matrix A over F; that maps bijectively V to V' and such that

¢(c) = pe4,
forallce V.

As in [11, Definition 9], we say that a linear code C C [F?, is rank degen-
erate if it is rank equivalent to a linear code with smaller length.

3 Lengths and Galois closures

Following the model in [8, 11, 14], given a linear code C C ]F;’m, the length
n represents the number of outgoing links of a network where C is imple-
mented, whereas m represents the packet length. If C is rank equivalent to
a code with length n’ # n, then it may be implemented as a linear code in a
network with #n" outgoing links and with exactly the same performance [11].
However we may want to implement C as a skew cyclic code, and hence we
need it to be rank equivalent to a skew cyclic code of length n’.

On the other hand, we may always increase their lengths preserving their
rank-metric properties just by appending zeroes. This motivates the follow-
ing definitions:

Definition G.3. Given a linear code C C I, an element a € Fj = F, \ {0}

and an integer r > 0, we define the following numbers:

1. The rank length, Iz(C), as the minimum n’ such that C is rank equiva-
lent to a linear code of length n’.

2. The r-th skew length, Ig;,(C), as the minimum n’ such that C is rank
equivalent to a linear skew cyclic code of order r and length r’, if such
a code exists. We define Igy ,(C) = oo otherwise.
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3. The (a,r)-shift length, Igj, , ,(C), as the minimum n’ such that C is rank
equivalent to a linear code of length n’ by a rank equivalence ¢ such
that a(o, , o ¢) = ¢ 0 07, if such a code exists. We define Igj, , ,(C) = oo
otherwise.

4. The period length, Ip(C), as the minimum integer 1 < p < n that gener-
ates the ideal modulo n defined as {p’ | Cippr = Ci, Vi, ¥(co,C1,. -, Cn1) €
C}, which necessarily divides n.

We also say that an integer 1 < p < n is an a-period of C if ¢;,, = ac;, for all
i=0,1,2...,n—1and all (¢, c1,...,¢,-1) € C.

Remark G.4. In the definition of lgy, , ,(C), the rank equivalence ¢ that commutes
with the q"-shifting operators is supposed to be defined between linear Galois closed
spaces that are cyclic, in order to make sense (see Lemma G.6 below).

Remark G.5. Assume that V and V' are linear cyclic Galois closed spaces. If a rank
equivalence ¢ : V. — V' satisfies that a(0, ,y o ¢p) = ¢ © 07, for some r > 0 and
ac ]F;‘, then

P(0on () = B(asn(c)A = B (B () A)ET = BB (g0 (c))) ")
= B a0, (9(e)) T = (B a) oy (9(c)),

forall c € V, where A and B are as in Lemma G.2.
Hence, ¢ sends q°-cyclic codes to q°-cyclic codes, for any s > 0.

We have the following on the skew cyclic structure of linear Galois closed
spaces:

Lemma G.6. If V C IF?, is linear and Galois closed, then it is skew cyclic of some
order if, and only if, it is skew cyclic of all orders. Given a linear code C C IFf, if it

is skew cyclic of some order, then C* and C° are skew cyclic (of all orders).

Proof. Since 61(V) C V, it holds that 6,(V) = V, for all » > 0. Hence, if we fix
two integers r,s > 0, we have that 0, ,(V) C V if, and only if, 05,(V) C V,
and the first statement follows.

For the second statement, assume that C is g"-cyclic. It holds that

m—1 . m—1 ' m—1
0n(C) =Y. oru(Cy = Y (@)l € Y cll = ¢,
i=0 i=0 i=0

and similarly for C°, and we are done. O
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By [11, Proposition 3], it follows that Iz (C) is equal to the k-th generalized
rank weight of C [8, Definition 2], for k = dim(C), which is the dimension of
(G

IR(C) = drx(C) = dim(C™). (G.1)
We may establish now the following relations between the different types of
lengths:

Proposition G.7. For any integers r,s > 0, a linear g°-cyclic code C C ]Fgm and
an element a € ]F;, it holds that

1. IR(C) < Isks(C) < s, (C).

2. Igp1,(C) < Ip(C).

3. Ir(C) = IR(C"), Isn,a,r(C) = lspa,(C*) and Ip(C) = Ip(C¥).
4. I, (C) = Igk,(C*) = Ir(C).

Proof. Initem 1, the first inequality is trivial and the second one follows from
Remark G.5.

To prove item 2, we see that puncturing in the first [p(C) coordinates gives
a rank equivalence from C* to a linear Galois closed subspace of ]Ff;:,,(c) that
commutes with o, ,, and the inequality follows.

We now prove item 3. First, Ig(C) = dim(C*) = dim(C**) = Ig(C*) by
(G.1). Now, if ¢ is a rank equivalence between C and a skew cyclic code C’
such that a(c, , 0 ¢) = ¢ 0 0y, then ¢ preserves Galois closures, and hence
C* is rank equivalent to C™* by ¢. It follows that Ig,,(C) > Igp,,(C*),
being the reversed inequality obvious. On the other hand, it follows from the
definitions that Ip(C) = Ip(C*).

Finally, item 4 is proven in the same way as the fact that Ig,,,(C) >
Isnar(C*). The fact that Ig ,(C*) = Ir(C*) follows from the definitions. [

Corollary G.8. For any linear skew cyclic code C C ]Fgm and any i = R, (Sk,r),
(Sh,a,r), P, we have the following Singleton-type bounds:

dR(C) < ll(C) —k+1,
where dg denotes the minimum rank distance.

Proof. The case i = R follows from the classical Singleton bound [5] and the
fact that there exists a linear code of length Iz (C) that is rank equivalent to C.
The rest of the bounds follow from this case and the previous proposition. [
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4 Using the conventional-polynomial representa-
tion of Galois closures

It is well-known [7, Chapter 4] that a linear cyclic code C C ]Fgm can be repre-
sented as an ideal C(x) in the quotient ring Fm [x]/ (x" — 1), and it has unique
polynomials g(x), h(x) € Fym[x], called generator and check polynomials, re-
spectively, such that g(x) is monic and of minimal degree among those with
residue class in C(x), and g(x)h(x) = x" — 1. Moreover, g(x) generates C(x).

There are two more descriptions of linear cyclic codes. If ¢(x) and h(x)
are coprime (which holds if 4 and n are coprime), then there exists a unique
idempotent polynomial e(x) € C(x) (that is, e(x)? = e(x) in Fgn[x]/(x" — 1))
that generates C(x) [7, Theorem 4.3.2].

On the other hand, for a given polynomial f(x) € Fym[x], let Z(f(x))
denote the set of its roots in its splitting field. If 4 and n are coprime, then
we may associate C with the root set Z(g(x)). This gives a bijective corre-
spondence between linear cyclic codes in Iy, and root sets of divisors of
x" —1[7, Section 4.4].

In this section we will focus on this conventional-polynomial representa-
tion of linear cyclic codes (in contrast with the linearized-polynomial repre-
sentation in the following sections), which may be used for the Galois closure
of any linear skew cyclic code by Lemma G.6.

Observe that the r-th Frobenius map 6, induces a ring automorphism
0y : Fyn[x] — Fgm[x] given by

6r(fo+ fix+- -+ fux®) = fl 4 e o fla, G2)
for all fo+ fix + -+ fyx? € Fgu[x]. Since 6,(x" — 1) = x" — 1, it induces a
ring automorphism of the quotient ring IF;m [x]/(x" —1).

Recall from [7, Exercise 243] that, again if ¢(x) and h(x) are coprime, then
there exists a unique linear cyclic code C° such that C & C° = F},, called the
cyclic complementary code of C. Its generator and check polynomials are
h(x) and g(x), respectively, its idempotent generator is 1 — e(x) and its root
setis Z(h(x)) = Z(x" — 1)\ Z(g(x)).

We have the following expected characterizations:

Lemma G.9. Given a linear cyclic code C C I, as in the beginning of this section,
the following are equivalent:

1. C is Galois closed.

2. g(x) € Fy[x].

3. h(x) € Fylx].

4. (If g(x) and h(x) are coprime) e(x) € Fy[x].
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5. (If g and n are coprime) Z(g(x))1 = Z(g(x)).
6. (If g(x) and h(x) are coprime) C¢ is Galois closed.
Proof. It is enough to note the following:

1. 61(C) has 6;(g(x)) as generator polynomial, since it generates 61 (C)(x)
and 6; preserves monic polynomials and degrees. Hence the equiva-
lence between items 1 and 2 follows.

2. 61(C) has 61(h(x)) as check polynomial, by the fact that x" —1 =
61(x" —1) = 61(g(x))01(h(x)) and the previous item in this proof.
Hence the equivalence between items 1 and 3 follows.

3. If g(x) and h(x) are coprime, then 6;(C) has 6;(e(x)) as idempotent
generator, since 0;(e(x)) is again idempotent, generates 61(C)(x) and
the idempotent generator is unique [7, Theorem 4.3.2]. Hence the equiv-
alence between items 1 and 4 follows.

4. If g and n are coprime, then 6, (C) corresponds to the root set Z(g(x))7,
since Z(01(g(x))) = Z(g(x))7. Hence the equivalence between items 1
and 5 follows.

Finally, the equivalence between items 1 and 6 follows from the fact that /(x)
and g(x) are the generator and check polynomials of C¢, respectively. O

We now characterize rank equivalences that commute with the g"-shifting
operators in terms of generator matrices. For a matrix X over Fyn with n
columns, we define 07 , (X) as the matrix such that its i-th row is the g"-shifted
i-th row of X.

Recall from [15, Lemma 1] that linear Galois closed spaces are those with
a basis of vectors in ng, that is, a generator matrix with coefficients in IF,.

Proposition G.10. For linear cyclic Galois closed spaces V' C Fp,, and V' C ]Fl’;;,,

and a rank equivalence ¢ : V. — V', where we define p and A as in Lemma G.2,
the following are equivalent for a given a € ¥y and r > 0:

1. a(0y 0 P) = ¢ o0y
2. If G is a generator matrix of V, then 0, ,(G) A = apl1=16,(G)s,/ (A).

In particular, choosing G with coefficients in Iy, the second item reads s,(G)A =
apl1=1Gs, (A). Therefore, if any of the previous items hold, then p'’—1 = b € Fy.

On the other hand, the check polynomials of V and V' can be easily used
to see whether there exists such a rank equivalence between them, which is
the first main result of this section:
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Theorem G.1. Let V' C g, and V' C IFZ,;, be linear cyclic Galois closed spaces

with the same dimension k and check polynomials h(x) and N (x), respectively.
Given a € Ty, an integer r > 0and p € W such that Bl = b, for some
b € 7, the following are equivalent:

1. There exists a rank equivalence ¢ : V. — V' such that a(o, ,y o) = p o0y,
and B is as in Lemma G.2.

2. (ab)*1'(x) = h(abx).

Proof. We first prove that item 1 implies item 2. Let h(x) = hyg + hyx + - - - +
hexk. Assume that there exists a rank equivalence ¢ : V — V' satisfying
item 1. Let g(x) = go + g1% + - - - + g»_xx" ¥ be the generator polynomial of
V,and letg = (0,81,---,8nk0,...,0) € F. Define f(x) = fo+ fix+ -+
fuo1x""1 € Fgn[x] such that f = (fo, f1,..., fu—1) = ¢(g). By Lemma G.2, we
have that f(x) = Bf(x), for some f(x) € IF,[x].
It holds that a'c} ,(f) = ¢(07,(g)), for i = 0,1,2,...,k. In polynomial
representation, we have that of ,(g) corresponds to xg(x), and xfg(x) =
Zﬁ:& —hix'¢g(x). On the other hand, ‘Ti,n/(f) corresponds to x'0%(f(x)) =
Xl f(x) = xb'Bf(x). Hence x*akb*f(x) = Zi‘:ol —h;a'bix' f(x). In other
words, h(abx)f(x) = 0.

On the other hand, the vectors o, ,(f) = a~'¢(07,(g)), i =0,1,..., k-1,

.
constitute a basis of V/, which implies that f(x),xf(x),...,x* 1 f(x) consti-
tute a basis of V' (x). Hence, f(x) generates the ideal V’(x). Since h(abx) f(x) =
0, we conclude by degrees that /(abx) = (ab)*h’(x), and we are done.

Now we prove that item 2 implies item 1. Let g’ = (g(, &, - - - ,g;,ik,O, .,
0) € Ing/n by such that ¢'(x) = g+ gjx + -+ g, ,x" ¥ is the generator
polynomial of V’. We just need to define ¢ by the formula

¢(ai,n (g)) = aio’z,}’l,(ﬁg/) = (aibi)lgoi,n/ (g/), (G~3)

fori =0,1,2,...,k — 1, which defines a rank equivalence between V and V'
by Lemma G.2, and see that this formula also holds for i = k. If that happens,
then the equality a(c, ,# 0 ¢) = ¢ © 07, holds on a basis of V and then it holds
onall V.

To see that Equation (G.3) also holds for i = k, we may argue as in the
converse implication by using again that (ab)h’(x) = h(abx). O

On the other hand, given a polynomial f(x) € Fyn[x], we define its order
as the minimum positive integer e such that f(x) divides x* — 1 (in Fyn[x]),
and denote it by ord(f(x)). In general, for a € F;, we define the a-order
of f(x) as the minimum positive integer e such that f(x) divides x¢ — a° (in
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IEm[x]), if one such e exists, and denote it by ord,(f(x)). If no such e exists,
we define ord,(f(x)) = oo.
We may now prove the second main result of this section:

Theorem G.2. For an integer s > 0 and a linear ¢°-cyclic code C C Fg,, where
hO(x) is the check polynomial of C*, it holds that

1. Ig(C) = deg(h°(x)).
2. Isp1,0(C) = Ip(C) = ord(K%(x)) < n.

3. More generally, if a € Iy, then e = Igj40(C) = ord, (h(x)) and e is an
a®-period of C.

4. More generally, if a € ¥y and r > 0, then
Ish,a,(C) = min{ord, (h°(x)) | b € F}, B € Fiu, Bl = bp}.

In particular, Ig(C) = I s(C) = Isp1,(C) = Ip(C) if, and only if, deg(h°(x)) =
ord(h%(x)), which holds if, and only if, h°(x) = x¢ — 1, for some positive integer e.

Proof. First of all, we have seen that Ig(C) = dim(C*), and this dimension is
deg(h%(x)). Hence item 1 follows.

Now, the equality Is;10(C) = ord(h°(x)) in item 2 follows from item 3
by choosing a = 1, and it is straightforward to see that ord(h%(x)) is equal to
Ip(C).

Item 3 follows now from item 4, since Bl = B, for all g € F4m. Moreover,
since x°f(x) = a°f(x), for all f(x) € C(x), we see that e is an a°-period of C.

Next we prove item 4. Assume that there exists a rank equivalence ¢ :
C* — V/, where V' is a linear cyclic Galois closed space of length e and
a(0y 4 © ¢) = ¢ © 07 5. By the previous theorem, the check polynomial of V'
is (ab)~*h%(abx), k = dim(C*), with notation as in the previous theorem.
Hence, we see that h°(x) divides x° — (ab)¢, since h°(abx) divides x¢ — 1.

Conversely, if h°(x) divides x¢ — (ab)°, we may define the linear cyclic
Galois closed space V' C Fg, with check polynomial h'(x) = (ab)~*hO(abx),
which divides x° — 1. Then there exists a rank equivalence ¢ : C* — V' as
before by the previous theorem.

Therefore, choosing the elements b and  that minimize the number e, we
see that Is), , ,(C) = ordg, (h°(x)), and item 4 follows.

Finally, by Proposition G.7, we conclude that Iz (C) = Igxs(C) = Isp1,(C) =
Ip(C) if, and only if, deg(h°(x)) = ord(h%(x)). It is straightforward to see that
this is equivalent to h°(x) = x¢ — 1, e = ord (h%(x)). O

In the next sections we will give results on C in terms of its structure, and
relate it to the structure of C* and C'.
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5 Cyclic codes, conventional polynomials and root
sets

Given a polynomial f(x) € Fgu[x], we define the following polynomials,
where divisibility is considered in Fym [x]:

£5(x) = ged(f(x),01(f(x)), ..., 0m_1(f(x))), (G.4)
FO(x) =lem(f(x),01(f(x)), ..., 0m-1(f(x))), (G.5)
fh(x) = x4e8F@) £(x1) / £(0), (G.6)

assuming f(0) # 0 in the last equation. We have the following;:

Lemma G.11. For any polynomial f(x) € Fyn[x], it holds that f*(x), f(x) €
F,[x].
q

Proof. Since 0; leaves the set { f(x),01(f(x)),...,0,—1(f(x))} invariant and is
a ring automorphism, it holds that 6 (f*(x)) = f*(x) and 6;(f°(x)) = f°(x),
which mean that both lie in IF4[x]. O

Now fix a linear cyclic code C € [Ff,,, whose generator and check polyno-

mials are g(x) and h(x), respectively. It is well-known that i (x) and g (x)
are the generator and check polynomials of C*, respectively [7, Theorem
4.2.7]. The following proposition explains the previous notation:

Proposition G.12. The generator and check polynomials of C* are ¢* (x) and h°(x),
respectively, and the generator and check polynomials of C° are ¢°(x) and h*(x),
respectively. In particular,

(8" () =(g)"(x), ()" (x)=(g") (),
(h*)=(x) = ()" (x), and ()" (x) = ()" (x).

Proof. Taking ideals, it holds that C(x) = Zl’.”:?)l Cll(x), and Cl! has 6;(g(x))
as generator polynomial. It is well-known that the generator polynomial of
the sum of cyclic codes is the greatest common divisor of their generator
polynomials [7, Theorem 4.3.7].

Hence the polynomial g*(x) is the generator polynomial of C*. Similarly
¢%(x) is the generator polynomial of CY, using now that the generator poly-
nomial of the intersection of cyclic codes is the least common multiple of their
generator polynomials [7, Theorem 4.3.7].

On the other hand, we have that 6;(¢(x))6;(h(x)) = 6;(x" —1) = x" —1,
fori =0,1,2,...,m — 1. Hence the greatest common divisor of the polyno-
mials 6;(g¢(x)) and the least common multiple of the polynomials 6;(h(x))
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satisfy the same. That is, g*(x)h?(x) = x" — 1, and h%(x) is the check polyno-
mial of C*. Similarly for C°.

Finally, since ¢ (x) is the check polynomial of C*, it follows that (g*)*(x)
is the check polynomial of (C+)Y. On the other hand, since ¢*(x) is the
generator polynomial of C*, it holds that (g*)*(x) is the check polynomial
of (C*)*. Since (C1)? = (C*)*, it follows that (¢*)*(x) = (g1)*(x). The
remaining equalities are proven in the same way. O

On the other hand, we have the following relations of idempotent gener-
ators and cyclic complementaries.

Proposition G.13. Assume that g(x) and h(x) are coprime and e(x) is the idempo-
tent generator of C. Then C* and C° have 1 — H?‘Z_Ol (1—0;(e(x))) and T, 1o;(e(x))
as idempotent generators, respectively. Moreover it holds that

(C)* = (CO° and (C)° = (C*)".

Proof. First, the idempotent generator of the intersection of cyclic codes is the
product of their idempotent generators [7, Theorem 4.3.7], hence [T} 61 0;(e(x))
is the idempotent generator of C.

On the other hand, C¢ has h(x) as generator polynomial, thus (C°)* has
h*(x) as generator polynomial by the previous proposition. Moreover, C°
has h*(x) as check polynomial, also by the previous proposition. Therefore
(C°)* = (CY)¢. Similarly we may prove that (C¢)? = (C*)°.

Finally, It holds that H;’;Ol(l —0;(e(x))) is the idempotent generator of
(C) by the first part of this proof. Using that (C¢)? = (C*)¢, we see that
1-TT%, 1(1 - 6;(e(x))) is the idempotent generator of C*. O

We will now relate C, C* and C° by means of the defining root set of C.
We will relate Ig(C) with the parameter 7,(C) introduced in [4], which will
allow us to easily derive the main results in that paper.

If g and n are coprime, let m’ > m be such that qumr is the splitting field
of g(x). Let ag,ap,...,a, f € qu,,,r be the simple roots of ¢(x), and assume

that they are ordered in the following way: there exist 1 = mg < m; < mp <
.. < my =n—k+1such that Qs Q41 - - - Oy, —1 AT€ TOOLS of the minimal
polynomial y;(x) € IFq[x] of ay, over [y, fori =0,1,...,t — 1.

Definition G.14 ( [4, Definition 3, Definition 4]). With notation as in the pre-
vious paragraph, we define

-1
#a(8(x)) = ljoyr(x) € Fylx] and 1y(C) = deg(pq(8(x)))-

We have the following relations, which in particular compute the root sets
corresponding to C* and CY:
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Proposition G.15. If g and n are coprime, then
L. pg(g(x)) = g°(x).
2. Z(8°(x)) = Ury! Z(g(x) and Z(g*(x)) = N} Z(g(x))V.
3. 13(C) = deg(g"(x)) = dim((C)*) and deg(g* (x)) = dim((C1)0).

Analogous identities hold replacing ¢(x), ¢*(x) and ¢°(x) by h(x), h*(x) and
h°(x), respectively.

Proof. First, g(x) divides p4(g(x)) in ]qu/ [x] by looking at their roots. By the
same argument as in Lemma G.9, we see that g(x) divides p4(g(x)) in Fyn x].
Fix a positive integer r. Since 6, is a ring isomorphism, we see that

0r(g(x)) also divides 6,(p4(g(x))) = pqg(g(x)) in Fyn[x]. Hence py(g(x))
is divisible by the least common multiple of the polynomials 6,(g(x)), r =

0,1,2,...,m—1.

Finally, since the Galois group of the extension IF; C ]qu/ is constituted
by the maps 6,, we see that the previous least common multiple vanishes at
the roots of the polynomials y;(x), fori =0,1,...,t — 1. Hence it holds that

pg(8(x)) =lem(g(x),01(g(x)), ..., 0u_1(g(x))) = ¢°(x) and item 1 follows.

By the same discussion, since Z(6;(g(x))) = Z(g(x))!!, we have that
Z(g%(x)) = U, 1Z( ( NI, On the other hand, denoting Z = Z(x" — 1)
and using that ¢*(x)h%(x) = g(x)h(x) = x" — 1, we have that Z(g*(x)) is
equal to:

m—1
Z\ Z(h(x) <Uz )zﬂ(Z\Z ﬂz
i=0
and item 2 follows. Item 3 follows from item 1 and Proposition G.12. O

Remark G.16. Hence C* is rank degenerate if, and only if, n,(C) < n, which
by the duality theorem for generalized rank weights [3, Theorem] is equivalent to
dr(C) = 1 (see [3] for more details). Hence [4, Proposition 2] and [4, Proposition 3]
follow. We have actually proven that

1,(C) = Ir(Ch), (G.7)

which combined with the same duality theorem also implies [4, Proposition 5]. More-
over, together with Corollary G.8 we obtain [4, Proposition 6].

We may now state the main result of this section, which computes lengths
of cyclic codes in terms of their intrinsic structure:
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5. Cyclic codes, conventional polynomials and root sets

Theorem G.3. It holds that
IR(C) = n — deg(ged(g(x),01(g(x)), -, 0m-1(8(x))))
= deg(lem(h(x), 01 (h(x)),...,0m_1(h(x)))),

and if q and n are coprime, then

IR(C) = ny(CH) =n —# (ﬂz )—#(mulzm(x))“]).
i=0

On the other hand, for a € I}, it holds that

Isia0(C) = orda(h’(x)) = orda(h(x)) = orda(pq(h(x)))
=min{e | a° = a°,Va € Z(h(x))}.

Proof. The first two equalities follow from Theorem G.2, item 1, and Proposi-
tion G.12. If g and n are coprime, then the next three equalities follow from
the same results as before together with Proposition G.15 and Equation (G.7).
Finally, the last four equalities follow from the same results as before together
with Theorem G.2, items 2 and 3. O

The following characterizations of rank degenerate cyclic codes follow:
Corollary G.17. The following conditions are equivalent:

1. C is rank degenerate. That is, Ig(C) <

2. ged(g(x),01(8(x)), -, Om-1(8(x))) #

3. lem(h(x),01(h(x)),...,0m—1(h(x))) # x" — 1.

4. (Ifg(x) and h(x) are coprime) Hm 1(1 0;(e(x)))) = 0in IE [x]/(x"—1),

where e(x) is the idempotent generator of C.
5. (If g and n are coprime) 7,(CL) < n.
6. (If g and n are coprime) N, 1 Z(g(x)l # @.

7. (If g and n are coprime) Ui, lZ( (Nl € Z(x" —1).
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6 Skew cyclic codes, linearized polynomials and
root spaces

In this section we will fix a positive integer » and assume that m divides
rn, and will use the linearized-polynomial description of skew cyclic codes
given in [1, 5, 6, 10] to give similar characterizations of lengths and rank
degenerateness as in the previous section for general skew cyclic codes. By
the discussion after [10, Subsection 2.5], assuming that m divides rn does not
leave any skew cyclic code out of study regarding the lengths /;(C).

Denote by L, Fyn[x] the ring of "-linearized polynomials over Fyn (see
[5, 12, 13] or [9, Chapter 3]), that is, polynomials of the form

F(x) = Fox + lem + sz[Zr] R Fdx[d’}/

where Fy, Fi, B, ..., Fy € Fgm [x], and where we consider composition of maps
® as product. We also define the g"-degree of F(x) as degq,(F (x)) =d if
F; #0.

Recall that g"-linearized polynomials over IF;» define IF;r-linear maps be-
tween field extensions of IFyr and their compositions as such define again
q"-linearized polynomials over IFm. This ring constitutes an Euclidean do-
main on the right and on the left [5, 12, 13], but we will always consider
divisibility on the right. We will also use the term “conventional” to refer to
the usual product and divisibility of polynomials.

Since m divides rn, x[™ — x commutes with every other g"-linearized
polynomial over F,m and the left ideal (xl — x) is two-sided. Thus, we
may consider the ring L Fyn [x]/ (xl") — x), which is isomorphic to Fl. as a
vector space.

Linear g'-cyclic codes correspond to left ideals in Ly Fon[x]/(xI") — x)
[1,5,6]. Fixone C C IF;M. It has unique generator polynomial G(x) and check
polynomial H(x) with the same properties as in the usual case [1, 6, 10]: G(x)
is of minimal degree and monic, and x[") — x = G(x) ® H(x) = H(x) ® G(x).

For a given F(x) € LyFgm[x], we will also write F = F(x) + (x[) — x), the
residue class of F(x) modulo x""] — x. Recall that, since 4'-linearized polyno-
mials induce F;r-linear maps, their root sets are IF,r-linear vector spaces. We
may denote by Z(F) the [F;r-linear space of zeroes in Fym of F(x) € Ly Fgn|x].
This definition is consistent, since two g"-polynomials F;(x) and F,(x) have
the same roots in IFyr if Fy(x) — F2(x) € (xlm — x).

On the other hand, the s-th Frobenius map 6; defines also a ring automor-
phism 6 : Ly Fgm[x] — Ly Fyn|x] using the same formula as in the conven-

tional case (G.2) and induces a ring automorphism of L IF;m [x]/ (x[m} —x),
since 0, (xI" — x) = x["] — x,
In this section we will consider the g"-cyclic structure of linear Galois
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closed spaces. However, describing generator and check polynomials of C+,
C* and C is not as straightforward as in the conventional case. Given a
q"-polynomial F(x) = Fox 4+ Fyxl 4+ + Fxlrdl ¢ Ly Fm[x] that divides
xml — x, with F; # 0, we define:

7] [dr]

F

Fl(x) = (f;]) x+ (dﬁ) gy <F0W) A, (G8)
FO FO FO

£ [(1=d)1] [(n—d+1)r] E
= () e ()T () e
0

F*(x) = gcd(F(x),01(F(x)), ..., 0m-1(F(x))), (G.10)
FO(x) = lem(F(x), 61(F(x)), .- ., 0m-1(F(x))), (G11)
Fi(x) = ged(F(x) ", 61 (F(x))*, ..., 01 (F(x)) D) T, (G.12)
Fy(x) = lem(F(x)*, 01 (F(x))", ..., 8,1 (F(x)) 7). (G.13)

As in the previous section, we have the following:

Lemma G.18. For any q"-polynomial F(x) € LgFym|x|, it holds that F*(x),
FO(x), Fu(x), Fo(x) € LyTFy[x].

Proof. Since 07 leaves the set {F(x), 6, (F(x)),...,0,—1(F(x))} invariant and is
a ring automorphism, it holds that 6 (F*(x )) (x) and 61 (F%(x)) = FO(x).
Observing that 81 (F*(x)) = 6;(F(x))* and 6;(F" (x)) = 01(F(x))", we see
that 61 (Fi(x)) = Fi(x) and 61 (Fy(x)) = Fo(x). Hence the result follows. O

Before going on, we will establish a result analogous to Proposition G.9.
In the linearized case, if G(x) and H(x) are coprime on both sides, then there
exist an idempotent generator E(x) of C by [10, Theorem 4], and the linear
skew cyclic code with generator and check polynomials H(x) and G(x), re-
spectively, is a complementary space of C by [10, Corollary 4]. We denote it
by C¢. It also has an idempotent generator given by x — E(x) [10, Corollary
4].

Proposition G.19. The following are equivalent:
1. Cis Galois closed.

2. G(x) € LyTFy[x].

3. H(x) € LyTF[x].

G) C Fym is an (IF r-linear) Galois closed space over IFy. That is, Z(G)1 =

)

Z(
Z(G) (also called g-modulus in [9, Chapter 3]).
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5. (If G(x) and H(x) are coprime on both sides) E(x) € IF4[x].
6. (If G(x) and H(x) are coprime on both sides) C* is Galois closed.
Proof. Analogous to that of Proposition G.9. O

It is proven in [2, 5, 6] that H™(x) is the generator polynomial of C+. We
now find its check polynomial:

Lemma G.20. The check polynomial of C* is G (x).

Proof. Let G(x) = Gox + G1xl 4 - - + G, _;xl("=0)"] be the check polynomial
of C*. It is shown in [2] that C* has a parity check matrix of the form

Go G ... Gy 0 ... 0
o ¢' ... ¢l ¢ ... o0
0 0 .. ng'—w Gg“‘.‘”” GL(E;W]

By [10, Theorem 1, items 4 and 6], there is a unique parity check matrix
of that form and hence it holds that él.[(n_kﬂ)r} = G,_k—i/Gp. Raising this

equality to the power [(k 4 i)r] we obtain G; = (NEl-[nr] = (Gp_g_i/ Go)ltktir],
fori=0,1,2,...,n —k, since m divides rn, and we are done. O

On the other hand, we have the following:

Lemma G.21. For a "-polynomial F(x) = Fox + Fyxl") ... 4 Fyxlrdl € Ly Fgm[x]
that divides x" — x, with F; # 0, it holds that

FAT(x) = F'(x) = F(x)/Fy,
(F)=(x) = (F9)"(x) and (Fy)*(x) = (F1)°(x),
and analogously replacing 1 by T in the last two equalities.

Proof. The first two equalities are straightforward computations. For the last
two equalities, it is enough to observe again that 6;(F*(x)) = 6;(F(x))* and
use the previous two equalities. Analogously replacing L by T. O

We will need the following result, which is [10, Theorem 3]:

Lemma G.22 ( [10, Theorem 3]). Assume that C;,Cy C ]Fgm are linear q"-cyclic
codes with generator polynomials Gy (x) and Gy (x), respectively. Then

1. Cy N Cy is the q"-cyclic code with generator polynomial given by M(x) =
lem(Gy(x), Ga(x)) and Z(M) = Z(Gy) + Z(Gy).
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2. Cy + Cy is the q"-cyclic code with generator polynomial given by D(x) =
gcd(Gi(x), Ga(x)) and Z(D) = Z(G1) N Z(Gy).

Finally, we may compute the generator and check polynomials of C* and
CY, seen as g"-cyclic codes:

Proposition G.23. The generator and check polynomials of C* are G*(x) and Hy(x),
respectively, and the generator and check poylnomials of C° are G°(x) and H.(x),
respectively.

Proof. By the previous lemma, if C1, C; C I are q"-cyclic codes with genera-
tor polynomials Gy (x), Go(x), respectively, and check polynomials Hy (x), Hp(x),
respectively, it holds that C; + C; and (C; + C2)* = Ci N C5- have genera-
tor polynomials ged(Gi(x), Ga(x)) and lem(Hj(x), H5-(x)) (on the right),
respectively. By the previous lemma and Lemma G.20, the check polynomial
of C; + Cy is then lem(Hj (x), Hy (x)) .
We obtain the result for C* by applying this iteratedly to C, 6;(C), 62(C),
.+ 0,—1(C), observing that the generator and check polynomials of 6;(C)
are 0;(G(x)) and 60;(H(x)), respectively, fori =0,1,2,...,m — 1. Similarly for
CP. m

We know from Lemma G.6 that C* and C° are skew cyclic of all orders.
In the previous sections we used their cyclic (or g°-cyclic) nature and their
conventional generator and check polynomials. We may relate them with the
generator and check polynomials obtained in the previous proposition.

For that purpose, we define the operator L : Fyn[x] — LgTFyu|[x] by

Lfo+ fix+-+ fax) = fox+ i) o fdl, (G14)

Proposition G.24. Let the notation be as in the previous proposition, and let g*(x),
¢%(x) be the generator (conventional) polynomials of C* and C°, respectively, and
let h°(x) and h* (x) be their check (conventional) polynomials, respectively. Then

G*(x) = L(g*(x)), Ho(x) = L(h°(x)),
Go(x) = L(go(x)), and H.(x) = L(h*(x)).

Proof. It follows from the uniqueness of the generator and parity check ma-
trices for cyclic and ¢"-cyclic codes given by their generator and check poly-
nomials. See [7, Theorem 4.2.1 and Theorem 4.2.7] for the cyclic case, and [2]
and [10, Theorem 1] for the q"-cyclic case. O

On the other hand, we have the following relations between the root
spaces of the generator and check polynomials of C, C* and CY, as in Propo-
sition G.15.

277



Paper G.

Proposition G.25. It holds that
1. Z(G*) =N, 2(G) ! and Z(G%) = Y 2(G) 1.
2. dimg, (Z(H.)) = dimg,, (Nt z(E) .
3. dimg,, (Z(Hp)) = dimg,, (Tt z(HAH.

Proof. The first item follows from Lemma G.22 and the fact that Z(6;(G)) =
Z(G)l, fori=0,1,2,...,m—1.

On the other hand, since H,(x) divides xI") — x on the right, it also di-
vides it conventionally, and hence it has simple roots. Hence it holds that
dimg, (Z(Hx)) = deg,, (H«(x)) and similarly for (H.)*(x). Thus

dim,, (Z(H.)) = deg, (H. (x)) = deg,,(H.)* (x)) = dim, (Z((H.)"))
Again by Lemma G.22 and Lemma G.21, we have that
m—1 )
Z((H)Y) = () z(HYY,
i=0

using again the fact that Z(6;(H+)) = Z(HYH), for i = 0,1,2,...,m — 1.
Therefore item 2 follows. Item 3 is proven in a similar way. O

We may now state a similar result to Theorem G.3:

Theorem G.4. It holds that
Ir(C) = n —deg, (ged(G(x), 61 (G(x)), - .., 0,u-1(G(x))))

= deg,, (lem(H™ (x), 1 (H" (¥)),..., 6y—1(H" (x))))

m—1 m—1
= n — dimg,, ( N Z(G)W> = dimg,, (Z Z(HL)W) .
i=0 i=0

Proof. The first two equalities follow from Theorem G.2, item 1, and Propo-
sition G.24. The next two equalities follow from the previous proposition and
the fact that dimg, (Z(G*)) = degq,(G*(x)) and dimg, (Z(Hyp)) = degq,(Ho(x)),
since they have simple roots. O

We obtain the following characterizations of rank degenerate skew cyclic
codes:

Corollary G.26. The following conditions are equivalent:

1. C is rank degenerate. That is, Ig(C) < n.
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2. ged(G(x),01(G(x)),...,0,-1(G(x))) # x.
3. lem(HL (x),61(H-(x)),...,0,_1(H-(x))) # ™ — «.

4 N5 Z(G)M # {0}
5. Yt Z(HA) £ By,

7 Attaining the rank length by pseudo-skew cyclic
codes

So far we have tried to find the linear skew cyclic code of smallest length
that is rank equivalent to a given one C. We have given upper bounds on
that length and seen that a general lower bound is Iz (C), although it is not
clear that this length can be attained by a linear skew cyclic code that is rank
equivalent to C.

In this section, we will see that the length Iz(C) can in many cases be
attained by some linear pseudo-skew cyclic code. As skew cyclic codes,
pseudo-skew cyclic codes were introduced in [5] for r = 1 and n = m, and
then independently in [6] for ¥ = 1 and in [2] for general parameters.

Definition G.27. Let f(x) € Fyn[x] be of degree n. For a linear code C C o,
we de'ﬁne Cf(x).(x) as the image of C in ]qu. [x]/(f(x)) by the linear vector
space isomorphism F,, — Fgn [x]/(f(x)) given by

(Co,C1ynvvyCpt) ¥ Co+CIX + -+ Cygx™ L,

Then we say that C is pseudo-cyclic if Cy(,(x) is an ideal in Fgn[x]/(f(x)),
for some f(x) € Fym[x] of degree n.

Fix now a linear cyclic code C C ]Fgm, and let the notation be as in Section
5.

Theorem G.5. The map ¢ : Fgn[x]/(h%(x)) — (g*(x))/(x" — 1) given by
P(f(x)) = f(x)g"(x)

is well-defined, maps ideals to ideals and constitutes a rank equivalence when seeing
its domain and codomain as linear Galois closed spaces.

Proof. First of all, it is well-defined since h°(x)g*(x) = x" — 1. It is linear since

it preserves additions and ¢(p(x)f(x)) = p(x)p(f(x)), for all p(x), f(x) €
IEgm[x]. For the same reason it maps ideals to ideals.

On the other hand, if f(x)g*(x) = 0 in the quotient (¢*(x))/(x" — 1), then
f(x)g*(x) = p(x)(x" — 1) for some polynomial p(x) € Fgm[x], which implies
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that f(x) = p(x)h°(x). Therefore, ¢ is one to one. Since it is obviously onto,
we conclude that it is a vector space isomorphism.

Finally, since ¢*(x) € F,[x], we see that ¢ maps polynomials of degree
less that k with coefficients in IF; to polynomials with coefficients in IF;, and
hence it is a rank equivalence by Lemma G.2. O

Corollary G.28. The length Ig(C) is attained by a linear pseudo-cyclic code that is
an ideal in the quotient ring Fgn[x]/ (h%(x)).

We now treat the skew cyclic case. We consider the the center of L [Fgm[x],
denoted by C(L;Fyn[x]) and defined as the set of g"-polynomials over IFgm
that commute with every other g"-polynomial over IF . It is well-known that

C(ﬁqr]qu [X]) = ﬁql]qu [x],
where | = lem(m, r) and d = ged(m, 7).

Definition G.29. Let F(x) € C(LyFyn[x]) such that deg,, (F(x)) = n. For a
linear code C C [Fjj,,, we define Cry) (x) as the image of C in Ly Fgm[x]/(F(x))
by the linear vector space isomorphism IFy,, — Ly Fgn[x]/(F(x)) given by

(c0,C1y- - Cuot) > cox + cpxll o oyl

Then we say that C is pseudo-skew cyclic (of order r) if Cp(,)(x) is a left ideal
in Ly Fym[x]/(F(x)), for some F(x) € C(LyFgm[x]) such that degq,(F(x)) =
n.

Fix now a linear ¢"-cyclic code C C [F?,, and let the notation be as in
Section 6. We have the following result, whose proof is analogous to that of
Theorem G.5.

Theorem G.6. Assume that Hy(x) is central. Then the map ¢ : Ly Fgn[x]/(Hp(x))
— (G*(x))/ (xl™) — x) given by
$(F(x)) = F(x) @ G*(x)

is well-defined, maps left ideals to left ideals and constitutes a rank equivalence when
seeing its domain and codomain as linear Galois closed spaces.

Corollary G.30. If Hy(x) is central, then the length Ig(C) is attained by a linear
pseudo-skew cyclic code that is a left ideal in the quotient ring L ym|[x]/(Ho(x)).
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1. Introduction

Abstract

Asymptotically good sequences of linear ramp secret sharing schemes have been in-
tensively studied by Cramer et al. in terms of sequences of pairs of nested algebraic
geometric codes [4-8, 10]. In those works the focus is on full privacy and full recon-
struction. In this paper we analyze additional parameters describing the asymptotic
behavior of partial information leakage and possibly also partial reconstruction giv-
ing a more complete picture of the access structure for sequences of linear ramp secret
sharing schemes. Our study involves a detailed treatment of the (relative) generalized
Hamming weights of the considered codes.

Keywords: Algebraic geometric codes, generalized Hamming weights,
relative generalized Hamming weights, secret sharing.

1 Introduction

A secret sharing scheme [2, 3, 23, 29] is a cryptographic method to encode
a secret s into multiple shares cy,...,c, so that only from specified subsets
of the shares one can recover s. Often it is assumed that n participants each
receive a share, no two different participants receiving the same. The secret
and the share vector ¢ = (cy,...,c,) corresponding to it are assumed to
be taken at random with some given distributions (usually uniform), and
the recovery capability of a set of shares is measured from an information-
theoretical point of view [29]. The term ramp secret sharing scheme [3, 7, 29]
is used for those schemes where some sets of shares partially determine the
secret, but not completely. This allows the shares to be of smaller size than
the secret.

In this paper, we concentrate on linear ramp secret sharing schemes with
uniform distribution on the secret and uniform distribution on the share vec-
tor conditioned to the secret, which is widely considered in the literature
(see, for instance, [6, 7, 12, 17]). Here, the secret is a vector s € ]Fg (for some
finite field IF;), and we assume that the shares are elements cy,...,c, € Fy.
The term linear means that a linear combination of share vectors is a share
vector of the corresponding linear combination of secrets. In [7, Sec. 4.2] it
was shown that such schemes are equivalent to the following construction
based on two nested linear codes C; C C; C IFg with dimC; —dim G, = /.
Writing k; = dimC; and k; = dim C; (and consequently ¢ = ki — ko) let
{b1,...,by,} be a basis for C; and extend it to a basis {by,..., by, } for C;.
A secret s = (s1,...,5¢) is encoded by first choosing at random coefficients
ai,...,ar, € IFy and then letting the share vector be

c=aiby + - +ag,by, +s1bg, 1 + - +s¢by, (H.1)

Define a g-bit of information to be log,(q) bits of information. Then, for the
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schemes that we consider, the mutual information between the secret and a
set of shares is an integer between 0 and / if measured in g-bits [17, Proof
of Th. 4]. Therefore, for each m = 1,...,¢, we may define the following
threshold values [12, Def. 2]:

e The m-th privacy threshold of the scheme 