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A Privacy Preserving IoT based Smart Healthcare
Financial System

Rajani Singh, Ashutosh Dhar Dwivedi, Gautam Srivastava, Pushpita Chatterjee

Abstract—Several emerging areas like sensor networks, the
Internet of Things (IoT), and distributed networks are gaining
traction where resource-constrained devices communicate by
sharing privacy-preserving information. Due to heavy crypto-
graphic components, standard cryptographic algorithms do not
fit these IoT devices. In this paper, we propose an efficient zero-
knowledge blockchain-based privacy-preserving decentralized
smart healthcare finance system that is suitable for lightweight
computer devices. The proposed design mainly focuses on non-
interactive zero-knowledge proof, which substantially reduces the
cost of communication between two devices. We explain the sys-
tem framework and its use-case for a healthcare financial system
at a micro-level. However, it can easily be extended to more
general financial systems as well. Our system framework is very
fast and lightweight, using more efficient zero knowledge-based
proofs; validation of the transactions is done in milliseconds. As
an advancement to our work, the proposed healthcare financial
system for lightweight computer devices is also auditable without
leaking any extra information than required.

Index Terms—Zero-knowledge, Distributed ledger, Blockchain,
Privacy based Smart Healthcare

I. INTRODUCTION

In today’s healthcare environment, financial realities play
a vital role in making decisions for both the patients and
healthcare providers. Any medical procedure or procurement
meant to improve a person’s well-being is known as health-
care, and management of funds for these medical resources is
called Healthcare financing. To be more specific, it includes
all payments related to dental care, hospital care, physician
care prescriptions, and other medical services. An intelligent
healthcare financing system has the potential to enhance
the financial well-being of health institutions. In health ser-
vice organizations, healthcare finance is about financing the
healthcare system and consists of both the financial and the
accounting management functions. Accounting of a health
organization concerns recording economic events that reflect
the operations, assets, and financing. The main purpose of
accounting is to provide useful information of the health’s
organization operations and financial status to the interested
parties. These parties can be both internal such as managers,
and external such as investors and other stakeholders. On
the other hand, financial management provides the concepts,
theory, and tools necessary to help healthcare managers make
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wise decisions. Healthcare financing is all about how society
pays for the healthcare services it consumes. When payment
collection responsibility is solely on the healthcare providers,
the provider-patient relationship may become stressful. To
maintain a positive relationship, providers must delicately
balance the healthcare information and collect balances owed
by the patient. On the one hand, providers can have healthy
financial conversations with their patients with digital and
flexible financing options. On the other hand, the patient
can have a sustainable, budget-friendly payment plan as they
know the terms, conditions, and payment deadlines in advance.
Blockchain is the most famous distributed system technol-
ogy making headline globally through Ethereum, Bitcoin,
and several other cryptocurrencies. Due to its decentralized
behavior, blockchain is treated as the most secure, trusted, and
immutable system to store transactions. Blockchain technology
is already in use by several industries including banking
[7], voting[17], supply chain[16] etc. Blockchain has great
potential to assist any financial system by using cryptocur-
rencies. In this work, we considered a healthcare financial
system that supports cryptocurrencies. The main key feature of
blockchain is its transparency, but on the other hand, it has a
serious side-effect on users’ privacy. Nowadays, millions of
devices are connected with the blockchain network, where
users share more and more information every day. These
pieces of information cannot be removed from the network in
the future, and therefore, anyone may be willing to collect this
information for business purposes, for example, an insurance
company. The other issue with financial systems is auditing.
A financial system should be something that can be auditable
without revealing any extra sensitive information, i.e. if a
non-governmental organization, widely known as NGO pays
some donation to any hospital, then the NGO can audit the
financial system of the hospital without knowing the other
sensitive payments of hospital ledger that are not related with
NGOs money. Similarly, a government official can also audit
the finance system of hospitals or NGOs without knowing
sensitive information apart from what they want (see Figure
1).

Therefore, the major goal of this work is to develop a zero-
knowledge based privacy-preserving financial system that is
most suitable for auditing purpose without revealing sensitive
information. To understand Zero-knowledge, let’s take an
example without going much into technical details. Consider
a straightforward game of where is Waldo without sharing
his location. Alice and Bob compete to find Waldo from the
picture in a kid’s book series. Suppose Alice spots Waldo and
tell Alice that I know where Waldo is. However, she does not
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Fig. 1. Healthcare Financial System

tell him the exact position or location of Waldo; instead, she
will convince him that she knows Waldo by giving some kind
of proof. This is similar to prove to Bob that Alice spent 50
dollars for coffee on a certain day without revealing the whole
month’s payment details.

For example, Alice can cut out Waldo from the picture she
has and only shows the snipped Waldo to Bob. To ensure that
she did not take just a printout of a new picture of Waldo,
Bob can watermark the back of Alice’s scene page. Or, he
can do a thorough deep search on Alice before she enters a
secret room to cut the page. Alternatively, Alice can cut a
hole in a huge, opaque sheet of cardboard. Then, she places
the cardboard cutout on top of the original picture. This way,
only Waldo is shown, but the coordinates or location relative
to the rest of the scene is hidden. Later, she can reproduce the
picture underneath to prove that she used the original puzzle
picture.

Several researchers have already deployed privacy-
preserving cryptographic techniques based on zero-knowledge
proofs into the transactions between cryptocurrencies. To the
best of the author’s knowledge, all these transactions are
monetary based and provide privacy to the money-related
transactions. These proofs are only used for integer values
and thus cannot be applied to hide the decimal values. We
tried to use the technique of the zero-knowledge proof at
an advanced level by providing the same level of privacy
and security to the healthcare data and money transactions.
Moreover, our zero-knowledge proofs can also be used for
the case when the transaction amounts are in decimal. Our
work is novel in the sense that it provides privacy to the
healthcare data also. Moreover, the zero-knowledge proofs
used here will also work for decimal values. Our healthcare
financial system is auditable, any authenticated user can audit
the system. Therefore, our financial system helps to maintain
trust among its users such as patient, healthcare providers etc.

II. RELATED LITERATURE

Zcash [1] is the first privacy-focused blockchain and cryp-
tocurrency that applies the concept of zero-knowledge proofs
called zk-SNARK, proposed by Eli et al. [5] on JP Morgan
Chase’s payment system that is based on blockchain. They
use it to authenticate clients to servers securely. It is also
used for transaction privacy by hiding the transaction amount
with some commitment scheme, for example, the scheme
proposed by Pedersen [12]. However, it does not support
auditing queries, requires a trusted setup, and not secure
against quantum computers. zk-STARK also proposed by Eli
et al. [4] is an extension to zk-SNARK, which does not require
a trusted setup, but the proof sizes are bigger than zk-SNARK.

Polestra et al. [14] proposed a privacy-preserving transac-
tion called a confidential transaction. As the name suggests,
the transaction amount is confidential, so no other parties can
know the outgoing amount sent by the sender called input and
the incoming amount received by the receiver called output.
To hide the input and output of the transaction, they use the
Pedersen commitment scheme defined on the elliptic curve
over the finite field. This commitment scheme is popular
because of its homomorphic property. However, anyone can
verify if the transaction is valid or not. For this, the authors
use the zero-knowledge proof that the sum of committed input
is greater than or equal to the sum of committed output, and
all the received amounts are positive more specifically, they
lie in the range [0, 2n].

Mimblewimble [13] is a recent improvement to the confi-
dential transaction. A drawback of their work is that it exposes
the transaction graph, which can leak substantial information,
for example, one can track the origin of the input. Moreover,
it does not support private auditing.

Tomaz et al.[18] proposed a privacy-preserving mobile
health system using non-Interactive zero-knowledge proof and
blockchain. The authors address the issues of managing, stor-
ing and sharing data using decentralized blockchain. Authors
used attribute-based encryption to protect health data. The
paper’s outcome provides fine-grained access control, entirely
governed by the patient and end-to-end privacy. In another
work, Androulaki et al. [3] presented a privacy preserving
token management system that was suitable for permissioned
blockchains. The system can be instantiated with easy setup.

Partala et al. [11] presented a survey paper for non-
interactive zero knowledge proof and their applications in
private smart contracts and confidential transactions on the
blockchain. The authors briefly discussed the background of
zero knowledge, asymptotic computational complexities and
proof lengths, and cryptographic security models. They also
discussed existing circuit generation tools that are needed to
transform the computation into a circuit representation.

Lin et al. [8] proposed a framework called “Blockchain
based Personally Identifiable Information (PII) Management
System (BcPIIMS)”. The proposed system can track the life
cycle of Personally Identifiable Information throughout con-
trollers and processors. The proposed model provide privacy
and security.

Narula et al. [9] proposed a Blockchain and zero- knowl-
edge proofs based secure and privacy preserving banking
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Fig. 2. Example of Zero-Knowledge Game

system. Although, their financial system facilitate unbiased
auditing , it has scalability issue.

III. OUR CONTRIBUTIONS

To the best of the author’s knowledge, with regards to
healthcare financial systems, the application of blockchain
technology and zero-knowledge proofs to preserve privacy has
not been investigated in any of the current existing literature.
Therefore, this paper presents a zero-knowledge blockchain-
based privacy-preserving financial system for use in healthcare
financial systems. Although healthcare organizations are work-
ing for a public cause, the financial details of these hospitals
and the beneficiary’s information are quite sensitive. So, zero-
knowledge proofs can be used to provide a high level of
privacy to blockchain users. However, none of the hospitals
started using the blockchain and zero-knowledge based system
in their financial system because of a lack of knowledge in
this area. Therefore, in the paper, we focused on improving
the healthcare financial system, but our framework can be
applied to any financial system where auditing is also required.
Therefore, our financial system is realistic and can also be
implemented as a prototype which is in our plan. Such a
prototype will help the organizations drastically improve their
financial system, the auditing process, and most importantly,
build and maintain trust among the different stakeholders
such as fund providers, etc. Moreover, we have improved the
efficiency of our blockchain zero ledgers by using the more
efficient range proof technique than the one used in zkLedger.
So, our system is much faster than the original zkLedger
based audit system. In summary, we try to provide an overall
understanding of the framework. Showing practical proof will
be very comprehensive and will lead to another research work.
Therefore, here we restrict ourselves to provide theoretical
explanations. In fact, to do the same in practice and developing
a prototype is our next plan.

IV. A ZERO-KNOWLEDGE BASED BLOCKCHAIN FOR
HEALTHCARE

On the one hand, there are several key features of blockchain
that make it advantageous to use as a distributed ledger in the
proposed system, while on the other hand, several issues are

also available that make blockchain unsuitable for applying as
a distributed ledger for healthcare financial systems. Therefore,
while applying blockchain as a distributed ledger in the
proposed model, it is necessary to address all issues properly.
Our notations table used in the paper is given in Table ??.
Following are the key features and drawbacks of blockchain:

A. Key features of existing blockchain

• Decentralization : In a centralized network, transactions
are validated by a third party, and therefore peers engaged
in the transaction have to trust central authorities to
maintain a record or perform authorization. Blockchain
distributed ledger plays an important role in making trust
among all peers due to its decentralized and distributed
behavior. In a blockchain, users are connected in a
decentralized manner through the peer to peer network.
So, there is no need to have a middleman or third person
to do any transaction.

• Immutability: All the peers in the blockchain network
agree for new transaction entries by using a decentralized
consensus. All transactions are stored in a chain of blocks
that are connected by cryptographic hash function and,
therefore very hard to tamper with.

• Transparency: Blockchain ledger of blockchain, con-
taining the transaction record or data, is visible to all
of its users or peers. Therefore the system is transparent
for all its users.

• Enhanced Security: Due to the decentralized property
of blockchain, no one from the network can change the
characteristics or information stored in the blockchain
network. Encryption provides another level of security
for the whole system. Blockchain uses several special
features of cryptography and therefore provide a very
secure network.

• Auditability: The ledger used by blockchain is dis-
tributed and therefore all peers in the network hold the
same copy of the blockchain. Due to the distributed nature
of the ledger, anyone can access it from the network and
can verify the transactions stored in the blocks.

• Fault tolerance: The identical replicas of the ledger is
stored in all peers and therefore any data leakage or any
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kind of fault in the ledger can be easily identified. If any
node in the network lost the local blockchain data then
it can be easily recovered with other copies.

B. Drawbacks of existing blockchain

• Anonymity and data privacy: On the one hand, trans-
parency is the key feature of blockchain where any node
in the network can check each transaction, but on the
other hand, transparency has a knock-on effect on the
privacy of blockchain. Although most of the cryptocur-
rencies, e.g. Bitcoin, hides assets and amount but leak the
transaction graph. Some other cryptocurrencies, e.g. Ze-
rocash, uses zk-SNARKs to hide the amount, transaction
graph, and participants in the network but these policies
do not support arbitrary queries and therefore cannot be
useful for other practical systems.

• Scalability and storage capacity: The scalability of the
blockchain and storage capacity is the major challenge of
the current blockchain system. The transaction throughput
of bitcoin is approximately 3-5 TPS. Similarly, Ethereum
has a throughput of 15 to 20 TPS. The number of
transactions per second is not sufficient in many cases.
The Bank VISA card system can be an example that
is made to handle approximately 2000 to 4000 TPS.
On the other hand, the chain of this technology grows
continuously, and the copies stored among peers consume
a lot of storage space.

V. PROPOSED SYSTEM ARCHITECTURE

For blockchain’s scalability issue, the proposed framework
uses permissioned Hyperledger Fabric blockchain with a Raft
consensus algorithm. Transactions are stored on blockchain
but to store other data, cloud storage is used. In the proposed
framework, the major challenge of the financial system is
the privacy of ledger with arbitrary queries by stakeholders
or other entities. To address the privacy issue, the system is
using a zero knowledge-based blockchain ledger. The model
is inspired by the work of Narula et al. [10] and Bunz et al.
[6] with major modifications.

A. Blockchain architecture:

Scalability of blockchain is the major issue with several
pubic blockchains like Ethereum and Bitcoin. However, in the
proposed model of healthcare finance system, we are using
consortium blockchain (Hyperledger) that has some property
of the public and some private. These type of blockchain
use permissioned network where only permissioned and a
limited number of nodes are allowed to join the network.
Multiple organizations are also allowed to join the same
network with different channels and separate privacy settings.
Hyperledger[2] is the first extensible blockchain system for
distributed applications that support several components, such
as membership services and consensus algorithms to plug and
play. For small organizations, Hyperledger Fabric is the best
choice that supports more than 400 prototypes for distributed
ledger technology currently. Selection of the consensus algo-
rithm is another important issue that has to be addressed. To

provide high throughput, Practical Byzantine Fault Tolerance
(pBFT) consensus algorithms are used here. pBFT provides
high-performance Byzantine state machine replication. Due
to the use of high-performance Byzantine machine, pBFT
throughput has increased to a thousand transactions per sec-
ond. pBFT consensus has fault tolerance of 33% that means,
the system performs very well until one-third nodes become
malicious. The network consists of client and replica nodes
(see Figure 3). Nodes are sequentially ordered where one node
works as a leader while other nodes known as backup nodes.
Operations in pBFT can be divided into four phases:

• Client (C) sends the request to the leader node (0 in this
case) to invoke service.

• Leader node broadcast the message to other backup nodes
(1,2,3 in this case).

• After executing the request, all the nodes sends reply to
Client.

• Client expects the same results from f + 1 nodes, f is
the number of malicious nodes.

Leader node can be replaced if it does not broadcast the
message in a certain time. If the leader is changed by the pro-
tocol, the process is called view change. The biggest drawback
of pBFT is network scalability. pBFT is not suitable for a very
large network but only support limited nodes and therefore for
healthcare systems or any other B2B organizations, it is the
most suitable consensus algorithm. The problem with large
network is a huge communication cost, as pBFT performs
voting based decision where each node must communicate
with each other to keep the network secure.

B. Cloud based storage:

If the hospitals/other entities purchases any good or service
from the goods or service provider, then it needs to have a
receipt or bill as evidence of purchase. Moreover, the patients
also needs a piece of evidence for the service. All these data
containing the evidence is needed to be stored and accessible
by all of its blockchain system participants. However, the
blocks in blockchain have limited space for data storage with
at most 1 MB. So, we cannot save these receipts into the
blockchain as they could be in large numbers.

Therefore, we use the cloud(see Figure 4) to store these
receipts in encrypted form and save the hash of these encrypted
receipts into the blockchain ledger. By this way, we prevent the
data tampering, meaning that if any malicious participant or
user manipulates these cloud data, the new hash will generate
immediately after such tempering and therefore, it will be
immediately noticed by the other system users as the new
hash will not match with the old hash.

C. Zero Knowledge Proofs (ZKP) for privacy

The most important key challenge in the financial system is
to provide secure transactions and data sharing while keeping
sensitive information confidential to preserve the privacy of
the system users. ZKP offers a lot of possibilities to improve
privacy while sharing financial data among stakeholders. For
example, it allows the prover to prove that he has the right
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to access some information without revealing his identity or
enables the information or data holder to prove its ownership
of information or data while keeping his identity secret. Zero-
knowledge proofs or protocol for any problem or statement
consists of three process namely: commitment, challenge and
verify:

• Commitment: In the commitment process, the prover
commits to the secret value that he wants to hide.
Commitment value is nothing but the encrypted form of
the secret value, which ensures the verifier that he will
not be able to change his secret value later on. So, the
prover generates the commitment using any commitment
scheme and sends it to the verifier.

• Challenge: Once the verifier receives the commitment
value, he sends a checkpoint or queries for the problem
called a challenge to provide the answer to the challenge.
By doing so, the verifier wants to be sure whether the
prover is bluffing by sending some wrong value or not.
Verifier can send multiple queries to the prover, however
sending different queries and getting the response for
them may be time-consuming moreover, it can also leak
the part of the solution to the given problem. Therefore,
a non-interactive way is becoming quite popular because
it reduces communication cost and lowers the risk of
information leakage.

• Verify: The third and last phase of the protocol is to
verify where the verifier validates the solution to the sent

challenge. If it is correct, the verifier will get convinced
with overwhelming probability about the statement valid-
ity or the problem’s solution.

Definition 1: Zero-knowledge proof or ZKP is a crypto-
graphic mechanism allowing one party (prover) to prove to
another party (verifier) that the given statement is true without
revealing any information about the statement.

In other words, the prover tries to convince the verifier that
he knows something without revealing what it is by providing
zero-knowledge proof to him. By using ZKP, the prover can
prove to a verifier that he possesses knowledge of certain secret
information without revealing the secret information or any
additional information. ZKP has the following three properties:

1) Completeness: If the prover is honest about the state-
ment, he will always be able to create the correct proof
for the given statement, and therefore verifier will always
accept such proof with overwhelming probability.

2) Soundness: If the statement is wrong or false, the
prover will never be able to convince the verifier that
the given statement is true and therefore, the verifier
will reject the proof. However, it is not true in general.
So, some assumptions have to be made; for example, in
our case, soundness holds under the assumption that the
discrete log problem is hard.

3) Zero-knowledge: Proofs that the prover send to the
verifier, will not leak or reveal any secret or additional
information to the verifier. So, the proofs contain zero
knowledge in the sense that the verifier will learn
nothing about the secret.

1) Types of Zero-Knowledge Proof (ZKP) Protocol
: ZKP protocols are of two types: interactive and non-
interactive, as explained below:

• Interactive: In Interactive zero-knowledge proof, prover
and verifier exchange messages with each other. The
interactions are generally based on a commit-challenge-
verify protocol. Firstly, Alice(prover) sends a commitment
that she knows the solution to the problem without re-
vealing the solution that is her secret. Then Bob(verifier)
sends a challenge to check if she knows the answer. Using
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this challenge, Alice computes the value and sends it to
Bob. Finally, Bob verify this value and get convinced that
Alice knows the solution.

• Non-interactive: In a non-interactive proof, a prover
and verifier do not need to interact with each other.
An interactive proof can be changed into non-interactive
by using a hash function. Proof of the message already
available in a single message sent from prover to verifier.
However, not all interactive protocols can be made non-
interactive in this manner. Only public coin ones. In
the proposed framework, we are using non-interactive
Schnorr protocol [15] with the Pedersen commitment
scheme [12].

It is important to know the difference between the two
frequently used cryptographic terms: zero-knowledge and zero-
knowledge proofs. Zero-knowledge is used to save the data or
information using the third party but keeping the content of the
data or information secret from the third party. Thus, the main
use-cases for Zero-knowledge are data storage and messages.

Zero-knowledge proofs are also used to keep the content
hidden from a third party, in addition to that, it provides
extra verification (for instance, the proof can ensure that the
number lies in the range from 1 to 10, without revealing what
that number is). Zero-knowledge proofs are used to prove
and verify the statements about data, such as CPU intensive
verifications.

2) Participants or users of system:: The blockchain-based
hospital’s financial system has a finite number of participants
or users say N . These participants are hospitals themselves,
all fund providers or donors, patients, government bodies,
NGOs, all good or service providers having an agreement with
hospitals to provide the goods or services at the lowest possible
price or a reasonable price. We will write Pi to denote the ith

participants or users of the financial system. Our system is
also auditable, but the role of the system participants is not
distinct and explicitly defined. For example, any fund provider
can be a participant as well as an auditor.

Moreover, a hospital can also audit its financial system
called an internal audit. However, if the audit needs to be done
by an external party other than the system participants, we can
also add them to our system. In that case, the system will have
N participants and 1, auditor. Our blockchain-based financial
system supports certain type of queries that the auditor can
ask and we will explain them later.

3) Transactions:: Transaction can be defined as the mone-
tary exchange between any two parties. The party who sends
the money is called the sender and the party who receives
the money is called the receiver. These parties are referred
to as N system participants in our system. In our system
architecture, the sender sends money and makes a transaction
by creating a digital signature. We hide the transaction amount
by using the zero-knowledge proofs. To create zero-knowledge
proofs, we use the Pedersen commitment scheme [12], which
has an important property that it can be homomorphically
combined. So, the transaction amounts are hidden from all
of the system participants except the participant involved in
that particular transaction. However, all the transactions are
publicly verifiable by all of the system participants. User

Pi with a negative amount means that he is the sender, a
user with a positive amount means that he is the receiver,
while the remaining N − 1 participants with 0 amount means
that they are not involved in this transaction. We add 0 into
the transaction of all other participants so that an adversary
cannot identify which user is involved in which transaction.
Therefore, it anonymizes the transaction participants of the
system.

4) Privacy preserving blockchain ledger:: We use a row-
column structure to create a blockchain ledger. There are
6 columns in the ledger containing the metadata such as
Transaction ID, Date, Time, Asset type, Purpose, and Receipt.
Apart from this metadata, there are N columns containing the
participant’s information and numerous rows depending on the
number of transactions. For example, if there are M transac-
tions held, then the number of rows is also M . Each row in the
ledger represents a transaction and information related to this
transaction, while each column contains different information.
Table I shows how the blockchain ledger will look like in plain
text form. For example, we represent the receipt by Ri.

However, in the paper we use the blockchain ledger in
hidden form by using the zero knowledge proofs based on
the Pedersen commitment scheme. So, the ledger in hidden
form will be look like as shown in Table II.

In Table I and II, Transaction id is the specific identifier to
identify the transaction. Date and time are used for timestamp-
ing the transaction detail. Since the donor or service provider
can be from all over the world with a different currency,
therefore we use asset to show the transaction in different
currencies. For example, transaction 1 and 2 are in Euro while
m is in US dollar. To make the audit process more transparent,
we also add the purpose of the transaction. For example,
in both tables, transaction 1 and m are donations, while
transaction 2 is for the hospital to buy some good or service
from the provider. In Table I, we show the transaction amounts
by a box to symbolically show that they are hidden, but in
actual the commitment to the transaction amounts should need
to be written here, which we will do in a later section. In
Receipt column of both tables, HashRi

represents the hash
of receipts or other evidence of the transaction that is being
stored in the cloud. However, to access these receipts or other
pieces of evidence, one needs to have the key to decrypt them
as they are stored in the clouds in encrypted form.

5) Audit Token (πT ):: Each user i generates public PKi

and private or secret key ski using Schnorr protocol (see
Definition ??) and distributes the public key to all of the
system participants.

6) Proof of an asset (πA): : It is zero-knowledge proof that
guarantees that the sender has the assets or money to transfer.
For this, the prover (sender) sum all the commitment values
in the column for the asset and proves that the sum is greater
than or equal to 0. For this, prover provides a disjunctive proof
(see Definition ??) that either sum is greater than or equal to
0 or the creator of transaction or sender i knows the secret
key for user Pi.

7) Proof of balance (πB): : It is zero-knowledge proof that
grantees no assets are created or destroyed, meaning that the
transaction conserves assets. For this, the sum of committed
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ID Date Time Asset Purpose P1 P2 . . . PN Receipt
1 01.01.2020 10 : 00 Euro Donation 1000 −1000 . . . 0 Hash(R1)
2 13.03.2020 14 : 30 Euro Goods −50 50 . . . 0 Hash(R2)
...

...
...

...
...

...
...

...
...

...
m 19.06.2020 18 : 00 USD Donation 5000 0 . . . −5000 Hash(RM )

TABLE I
BLOCKCHAIN LEDGER WITH TRANSACTION IN PLAIN-TEXT FORM

Transaction
ID

Date Time Asset Purpose P1 P2 . . . PN Receipt

1 01.01.2020 10 : 00 Euro Donation □ □ . . . □ Hash(R1)
2 13.03.2020 14 : 30 Euro Goods □ □ . . . □ Hash(R2)
...

...
...

...
...

...
...

...
...

...
m 19.06.2020 18 : 00 USD Donation □ □ . . . □ Hash(RM )

TABLE II
BLOCKCHAIN LEDGER IN OUR SYSTEM WITH HIDDEN TRANSACTION USING COMMITMENTS

values in each row should equal to 0, and the sum of all
the random number used in commitment should equal to 0.
Verifier simply multiplies all the commitments and checks if
the multiplication is equal to 1 or not. If it equals to 1, then
the verifier accepts the proof; otherwise, reject.

8) Range proof (πR): : Commitment values belong to the
cyclic group and are based on modular arithmetic. Therefore,
it is necessary to check whether the committed value is
in an acceptable range or not. Moreover, we also need to
make sure that all the receiver receives a positive amount of
money. Therefore, in the model, we need a range-proof that
a committed number lies in between (0, 264). We require two
range proofs: one for the commitment value, and another for
the sum of assets in the column. We used the range proof
based on improved Inner product proofs (see Definition 2)
introduced by Bunz et al. [6] in their Bulletproofs paper to
improve the efficiency and to reduce the computation cost.

Definition 2: Improved Inner Product Proofs:
In the inner product proof, the prover convinces the verifier
that he knows two vectors #»a ,

#»

b such that their inner product
is equal to v. For #»g ,

#»

h ∈ Gn, prover commits to the vectors
#»a ,

#»

b ∈ Zn
p as

Com
(
( #»a ,

#»

b ), 0
)
= #»g

#»a · #»

h
#»
b and v = ⟨ #»a ,

#»

b ⟩ (1)

for commitment Com
(
( #»a ,

#»

b ), 0
)
∈ G and inner product

value v ∈ Zp.
Alternatively, prover can also commits to the vectors #»a ,

#»

b ∈
Zn
p as:

Com
(
( #»a ,

#»

b , v), 0
)
= #»g

#»a · #»

h
#»
b · uv for v = ⟨ #»a ,

#»

b ⟩ (2)

Prooving relation 2 is equally complex and hard to prooving
the relation 1. So, we consider the proof for statement 1
throughout the work.

Note that the above vector commitments are blinding but not
hiding. To prove the statement (2), the prover will follow the
procedure described in Algorithm ?? and the verifier follow
the procedure described in Algorithm 1.

9) Range proof based on Improved Inner product::
Consider a simple statement to prove that a secret number
v is in range (0, 2n). To prove it, the prover needs to
provide a range of proof to the verifier that will guarantee
the verifier that he is telling true that the value is, in fact
in the range without revealing the value itself. Several range
proof techniques exist in literature; however, in all of them, the
bit decomposition technique used in Bulletproof paper named
”proof of knowledge of vector” is the most efficient. Since
any integer which is a scalar number v can be decomposed
into bit form. To ensure that v lies in the interval (0, 2n), the
decomposition need to be done using 2n−1. For example to
prove that v = 3 lies in interval 0, 24, we can rewrite integer
v = 5 as 5 = 1 · 20 + 0 · 21 + 1 · 22 + 0 · 23. We can also
define the bit form of value v = 5 as one vector and call it #»a
similarly, base 2 values as another vector and call it

#»

b . So,
vector #»a = (1, 0, 1, 0) and vector

#»

b = (20, 21, 22, 23) with
v = #»a · #»

b . Notice that #»a . · #»

b is nothing but the inner product
value of two vectors. Therefore, in this scheme, forgiven v,
prover convince the verifier that he knows two vectors #»a and
#»

b such that their inner product is equal to v that is v = ⟨ #»a ,
#»

b ⟩.
Prover uses the Pedersen commitment scheme but using the
randomness value as zero. In range-proof, prover convince the
verifier that he knows the secret v which is in range (0, 2n) or
0 ≤ v < 2n by publishing a commitment Com(v, α) = gvhα

to v.
Proving that v lies in range (0, 2n) is equivalent to proving

the three statements given below:
1) For

#»
2 n = (1, 20, . . . , 2n), any number v can be written

as the inner product of its bit representation vbits (made
of 0 and 1) and base 2 form,

v =
〈
vbits,

#»
2 n

〉
2) Let

#  »

Rv be the n dimensional vector, defined as
#  »

Rv =
vbits, now define

#  »

Lv as,
#  »

Lv =
#  »

Rv − 1n

3) vbits are really composed of 0 and 1 only,

⟨ #  »

Lv ◦ #  »

Rv⟩ = 0n.
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If n = 1, then
1) Compute the commitment as V := Com

(
( #»a ,

#»

b , c), 0
)
= #»g

#»a · #»

h
#»
b · uv .

2) Publish the vectors #»a ,
#»

b and commitment value V to the verifier.
If n > 1, then do the following:

1) Halves the length of all vectors as: n′ = n
2 and define

#  »

Lv and
#  »

Rv as
#  »

Lv = ⟨ #  »

La,
#  »

Rb⟩ and
#  »

Rv = ⟨ #  »

Ra,
# »

Lb⟩.
2) Define a Hash function H as

H(
#  »

La,
#  »

Ra,
# »

Lb,
#  »

Rb, c) = (
#  »

Lg)
# »
La · ( #  »

Rg)
#  »
Ra · ( #  »

Lh)
# »
Lb · ( #   »

Rh)
# »
Rb · uv

3) Using the function from Eq. (2), calculate values of LH, RH ∈ G as

LH := H
(

#»
0

n
2 ,

#  »

La,
#  »

Rb,
#»
0

n
2 , ⟨ #  »

La,
#  »

Rb⟩
)
= (

#  »

Rg)
# »
La · ( #  »

Lh)
# »
Rb · (u)

# »
Lv

RH := H
(

#  »

Ra,
#»
0

n
2 ,

#»
0

n
2 ,

# »

Lb, ⟨ #  »

Ra,
# »

Lb⟩
)
= (

#  »

Lg)
#  »
Ra · ( #   »

Rh)
# »
Lb · (u)

#  »
Rv

4) For a random challenge r ∈ Zp, compute new vectors #»a ′,
#»

b ′, #»g ′,
#»

h ′ as:

#»a ′ =
#  »

La · r + #  »

Ra · r−1,
#»

b ′ =
# »

Lb · r−1 +
#  »

Rb · r
#»g ′ = (

#  »

Lg)r
−1

◦ ( #  »

Rg)r,
#»

h ′ = (
#  »

Lh)r ◦ ( #   »

Rh)r
−1

5) Compute the new commitment value as V ′ = (LH)r
2 · Com · (RH)r

−2

.
6) Publish LH, RH, #»a ′,

#»

b ′, #»g ′,
#»

h ′ and V′, so the verifier will know all these values.
7) Repeat step 1 to 5 until n = 1.

Algorithm 1: Verifier Algorithm:
• If n = 1, then

1) Check if the inner product value is correct by computing v = #»a · #»

b .
2) Check if the commitment value is correct by recomputing V = #»g

#»a · #»

h
#»
b · uv .

3) Accept the proof if and only if V = V , otherwise reject.
• If n > 1, then

1) Check if the new commitment value is correct by recomputing V ′ = (LH)r
2 · V · (RH)r

−2

.
2) Compute the new hash value by using new #»g ′,

#»

h ′ as H′ = H
(

#»a ′

r , r #»a ′, r
#»

b ′,
#»
b ′

r , ⟨ #»a ′,
#»

b ′⟩
)

3) Accept the proof if and only if V ′ = V ′ = H′, otherwise reject.
4) Repeat step 1 to 3 until n = 1.

Algorithm 2: Range-proof: Prover Algorithm
1) For α, β, γ, δ, ρ being a random number choosen from Zp, calculate the commitments as follows:

Commitment to the secrets value v as Com(v, α) = gvhα.

Commitment to the bit value
#  »

Rv ∈ {0, 1}n (of v) and its complement
#  »

Lv ∈ Zn
p as Com(

#  »

Lv,
#  »

Rv, β) = #»g
# »
Lv · #»

h
#  »
Rv

· hβ .

Commitment to the blinding values
# »

Ls,
#  »

Rs ∈ Zn
p of

#  »

Lv and
#  »

Rv as Com(
# »

Ls,
#  »

Rs, γ) = #»g
# »
Ls · #»

h
# »
Rs

· hγ .
Commitment to scaler value t1 as Com(t1, δ) = gt1hδ .
Commitment to scaler value t2 as Com(t2, ρ) = gt2hρ.

2) Calculate the following challenges x, y, z ∈ Z∗
p, for non-interactive version by using the hash function:

y = Hash
(

Com(
#  »

Lv,
#  »

Rv, β)Com(
# »

Ls,
#  »

Rs, γ)
)

z = Hash
(

Com(
#  »

Lv,
#  »

Rv, β),Com(
# »

Ls,
#  »

Rs, γ), y
)

x = Hash (Com(t1, δ),Com(t2, ρ))
3) Calculate the two vector polynomials

#»

l (X), #»r (X) ∈ Zn
p as:

#»

l (X) =
#  »

Lv − z · #»
1 n +

# »

Ls ·X
#»r (X) = #»y n ◦

(
#  »

Rv + z · #»
1 n +

#  »

Rs ·X
)
+ z22n

4) Calculate the inner product t̂(X) of
#»

l (X) and #»r (X) as t̂(X) := ⟨ #»

l (X), #»r (X)⟩ =
n∑

i=0

i∑
j=0

⟨ #»

li ,
#»rj⟩ ·Xi+j
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5) Calculate the random number µ and τ as
µ = β + γ · x τ = ρ · x2 + δ · x+ z2 · α.

6) Commit to the vector polynomials
#»

l (X) and #»r (X) by using improved inner product argument as
Com

(
#»

l (X), #»r (X)
)
= #»g

#»
l (X) · #»

h
#»r (X)

.

7) By using the improved inner product method, generate the proof of knowledge of secret vector polynomials
#»

l (X) and
#»r (X) such that their inner product is equal to t̂(X).

8) Publish the parameters τ, µ, t̂,Com(v, α),Com(
#  »

Lv,
#  »

Rv, β),Com(
# »

Ls,
#  »

Rs, γ),
Com(t1, δ),Com(t2, ρ),Com

(
#»

l (X), #»r (X)
)

along with the proof of knowledge of two vector polynomials
#»

l (X) and
#»r (X) by using improved inner product proofs.

Algorithm 3: Range-proof: Verifier Algorithm
1) Check if the challenges are calculated correctly by recalculating them as:

x? = Hash (Com(t1, δ),Com(t2, ρ))

y? = Hash
(

Com(
#  »

Lv,
#  »

Rv, β)Com(
# »

Ls,
#  »

Rs, γ)
)

z? = Hash
(

Com(
#  »

Lv,
#  »

Rv, β)Com(
# »

Ls,
#  »

Rs, γ), y
)

2) Compute the new generator vector
#»

h ′ by computing its component values as:
h′
i = hy1−i

i , for i = 1, 2, . . . , n.
3) For f(y, z) = (z − z2) · ⟨ #»

1 n, #»y n⟩ − z3 · ⟨ #»
1 n,

#»
2 n⟩ and t0 = f(y, z) + z2 · v,

check if t̂(x) is equal to t0 + t1x+ t2x
2 by checking the following:

gt̂(x) · hτ? = COMz2

(v, α) · gf(y,z) · COMx(t1, δ) · COMx2

(t2, ρ)
4) Check the commitments to vector polynomials

#»

l (X) and #»r (X) by recomputing them as

Comnew = COM(v, α) · COMx(
#  »

Lv,
#  »

Rv, β) · #»g −z · #»

h ′z·
#»y n+z2· #»

2 n

.
5) Check if Comnew is equal to hµ · #»g

#»
l (x) · #»

h ′
#»r (x)

.
6) Check if the inner product is calculated correctly by checking t̂(X) = ⟨ #»

l (X), #»r (X)⟩.
7) If all these are correct, then accept the proof, otherwise, reject.

D. Discussion

zkLedger is the first zero knowledge-based distributed
ledger system. In most of the blockchain’s ledger, transactions
are stored in their plain-texts form while in zkLedger, they
are stored in the form of commitments to the transaction,
which is a secret amount. zkLedger uses a table construction: a
transaction is a row that includes an entry for every participant,
and columns represent participant’s transfers.

1) No trusted setup required (unlike zk-SNARKs), so the
participants of the zk-ledger can either be honest or
malicious.

2) It uses the Schnorr-type non-interactive zero-knowledge
proofs (NIZK) [15] which drastically reduces the com-
munication cost between participants.

3) To hide the commitment values, zk-ledger uses Pedersen
commitments that can be homomorphically combined.

4) It provides strong transaction privacy. Amount of trans-
action, sender and receiver information, transaction
graph, or linkages between transactions are hidden. Only
the time of transactions and the type of asset being
transferred are public.

5) It provides completeness. Because of its columnar ledger
construction, (hospitals) cannot hide any transactions
from the verifier.

6) There is a set of proofs that everyone can publicly verify,
and transactions with incorrect proofs will be ignored.

These proofs guarantee that every participant has an
audit token and is thus allowed to perform the audit.

7) All proofs and commitments are consistent.

VI. CONCLUSION

Any financial system contains high-level sensitive informa-
tion, for example, salary amount, beneficiary account details,
and personal details. In the era of the Internet of Things,
everything is at the tipping point of IoT device users; therefore,
privacy is very important. We have proposed a decentralized
financial system suitable for the healthcare financial system
which guarantees accountability and transparency, thereby
mitigating fraud risks. To mitigate the privacy issue to hide
the sensitive information, we use the non-interactive version
of zero-knowledge proofs by using the Fiat-Shamir heuristic,
reducing the communication cost between the IoT devices.
Our system uses several zero-knowledge proofs such as range-
proof, proof of asset, proof of balance, range-proof, proof of
consistency, etc. to ensure that the transactions are correct
and there are no double-spending. Moreover, our system
framework is capable of answering the basic audit queries
such as sum, averages, ratio, mean, variance, skewness that
is mainly needed for the audit process. Since hospitals are the
backbone to achieve the UN sustainable goals, therefore, for
better understanding, we explain our system framework for
the healthcare financial system at a micro-level. However, our
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system can easily be extended to a broader level which is our
plan.
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