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Cloud Governance 



Agenda 

• Benefits and value from Cloud Service 

• Cloud Governance 

• Maturity of Cloud Services – a study 

• Security Perspectives in Cloud 



About me 

• CPA, CRISC, CGEIT, CISA and CIA 
• ISO 9000 Lead Auditor 
• Service Audit Reports (ISAE 3402) 
• Extensive experience with Financial Audit, Internal 

Audit, Internal Controls, SOX, IT Governance, IT 
Security and IT Assurance 

• Instructor, facilitator and speaker 
• Senior Advisor & Associated Professor Aalborg 

University  
• Member of IT Advisory Board FSR-danske revisorer 
• Member of ISACA IT Assurance Task force 
• ISO Subject Matter Expert 

 



 
Business benefits of cloud computing  
• Cloud strategies make the enterprise more 

efficient and agile. 

• Cloud computing allows delivered services to be 
more innovative and more competitive. 

• Cloud computing reduces overall operating costs. 

 

• How confident can boards be that management 
plans will achieve these benefits?  

 
Source: CLOUD  GOVERNANCE: Questions  Boards of  Directors Need to Ask, 2013, ISACA 



Value of Cloud Computing 

• Shifting funding of IT from large capital investments 
(legacy IT assets) to operational expenses.  

• Reallocating IT resources to core business activities.  

• Easier and cheaper applications to implement, use 
and support.  

• Increasing scalability and flexibility, enhancing the 
ability to respond to changing market conditions.  

• Fostering innovation by shifting effort and resources 
from implementation projects to final product 
development.  

 
Source: CLOUD  GOVERNANCE: Questions  Boards of  Directors Need to Ask, 2013, ISACA 



Governance and Change Issues 
With Cloud Computing 

• Strategic direction of the business and of IT 

• Changes to meet performance objectives 

• IT is aligned with the business  

• Systems are secure  

• Risk is managed 

Source: Cloud Computing: Business Benefits With Security, Governance and Assurance  Perspectives, 2009, ISACA 



Governance Questions About Cloud 

1. Do management teams have a plan for cloud computing? 
Have they weighed value and opportunity costs?  

2. How do current cloud plans support the enterprise’s 
mission?  

3. Have executive teams systematically evaluated 
organizational readiness?  

4. Have management teams considered what existing 
investments might be lost in their cloud planning?  

5. Do management teams have strategies to measure and 
track the value of cloud return vs. risk?  

 
Source: CLOUD  GOVERNANCE: Questions  Boards of  Directors Need to Ask, 2013, ISACA 



VAL IT ”Four Ares” 

Source: ISACA, Enterprise Value: Governance of IT Investments, The Val IT Framework 2.0, 2008, ISACA 



Cloud Decisions 

Source: Cloud Computing Market Maturity Study Results, 2012, ISACA & CSA 



Primary driver for decision to use 
cloud computing? (n=543) 

Frequently cited responses include: 

• Cost reduction 

• Greater efficiency 

• Greater flexibility and access to data 

• To keep pace with technology 

Source: IT Risk/Reward Barometer: Europe, 2012, ISACA (n=980) 



Cloud Computing Service Models 

 

Source: Cloud Computing: Business Benefits With Security, Governance and Assurance  Perspectives, 2009, ISACA 



Cloud Services Used and 
Satisfaction With Cloud 

• Services     Used  Mean 

• Infrastructure as a Service (IaaS) 35,7%  3,39 

• Platform as a Service (PaaS)  22,6%  2,98 

• Software as a Service (SaaS)  62,3%  3,66 

 
• Scale 0 (Not satisfied) 5 (Highly satisfied) 

 

Source: Cloud Computing Market Maturity Study Results, 2012, ISACA & CSA 



Cloud Computing Deployment Models 

 

Source: Cloud Computing: Business Benefits With Security, Governance and Assurance  Perspectives, 2009, ISACA 



Cloud computing plan? (n=914) 

Source: IT Risk/Reward Barometer: Europe, 2012, ISACA (n=980) 



True about private cloud, public 
cloud and hybrid cloud (n =904) 
 

Source: IT Risk/Reward Barometer: Europe, 2012, ISACA (n=980) 



Business Benefits of Cloud Computing 

• Cost containment 

• Immediacy 

• Availability 

• Scalability 

• Efficiency 

• Resiliency 

Source: Cloud Computing: Business Benefits With Security, Governance and Assurance  Perspectives, 2009, ISACA 



Tangible Cloud Benefits 

 

Source: ISACA Cloud Computing Vision Series White Paper July 2012 



Intangible Cloud Benefits 

 

Source: ISACA Cloud Computing Vision Series White Paper July 2012 



Business Challenges to Consider 

 

Source: ISACA Cloud Computing Vision Series White Paper July 2012 



Risks and Security Concerns With 
Cloud Computing 

• Reputation, history and sustainability of the 
provider 

• Failure to perform to agreed-upon service levels  

• Where information actually resides 

• Third-party access to sensitive information 

• Compliance to regulations and laws in different 
geographic regions (Public Clouds) 

• Information may not be immediately located 

Source: Cloud Computing: Business Benefits With Security, Governance and Assurance  Perspectives, 2009, ISACA 



Enterprise’s biggest concern about 
cloud computing? (n=588) 

Frequently cited responses include: 

• Loss of control of the data 

• Data security, privacy and confidentiality concerns 

• Availability concerns 

• Compliance issues 

• Legal issues 

Source: IT Risk/Reward Barometer: Europe, 2012, ISACA (n=980) 



Assurance Considerations 

• Transparency 

• Privacy 

• Compliance 

• Trans-border information flow 

• Certification 

Source: Cloud Computing: Business Benefits With Security, Governance and Assurance  Perspectives, 2009, ISACA 



Cloud Market Maturity Model 

Source: Cloud Computing Market Maturity Study Results, 2012, ISACA & CSA 



Cloud Market Maturity 

• Time to reach Maturity level 
 

• 2,73 years 

• 3,02 years 

• 3,74 years 

 

 

 

• 23,7-26,5% more than 5 years for maturity level 

Source: Cloud Computing Market Maturity Study Results, 2012, ISACA & CSA 



Groups Driving Cloud Innovation 

Source: Cloud Computing Market Maturity Study Results, 2012, ISACA & CSA 



Mean Scores of Business Group 
Influence on Cloud Innovation 

   0 (no influence) to 5 (significant influence).  

Source: Cloud Computing Market Maturity Study Results, 2012, ISACA & CSA 



Cloud Support for Business Goals 

 

Source: Cloud Computing Market Maturity Study Results, 2012, ISACA & CSA 



Positive and Negative Influences on 
Cloud Adoption and Innovation 
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Source: Cloud Computing Market Maturity Study Results, 2012, ISACA & CSA 



Problem Resolution Components in 
the Confidence Barometer 

 

Source: Cloud Computing Market Maturity Study Results, 2012, ISACA & CSA 



Perspectives on Security and 
Assurance Components 

 



Summary 
• Ready to articulate the pros and cons. 

• Where and how to add value for the business.  

• Organization of any scale can go to the cloud. 

• Enterprises will use some form of cloud when matured 

• BOD’s provide guidance to realize the benefits, optimize 
the risk and control the cost.  

• Ask cloud-specific questions.  

• Cloud computing are aligned to the enterprise strategy.  

• Understand expected benefits and the mechanisms to 
track and measure them.  

• Security and assurance. 

 



Thank You 

 

• Hans Henrik Berthing,  

• Senior Advisor 

• CPA, CRISC, CGEIT, CISA CIA 

• Phone: +45 35 36 33 56 

• Mobile: +45 22 20 28 21 

• Mail: hhberthing@verifica.dk 



Public Cloud 
nControl has realized the following benefits from using SaaS solutions: 

• A degree of cost savings (US $2,000 a year) on desktop-based software  

• An ability to remain focused on its core competency  

• Improved time to market for the organization, dropping to within hours for 
establishing new accounts, services and/or business partnerships 

Other cloud delivery models as well, specifically Platform as a Service (PaaS).  

• Requires more involvement from the cloud consumer;  

• More flexibility and agility than the traditional software model for delivery of 
computational resources. 

Also challenges with using the cloud, 

• Costs associated with using PaaS-based databases  

• A backup and/or snapshot of the data on that database cannot be ported over easily 
to another provider.  

 The firm relied upon the CSP having relevant certifications and assertions eg. 
 (ISAE3402), (ISO 27001), and the US Department of Commerce (Safe Harbor). 

 
Source: ISACA Journal 2012 vol 6 



Community Cloud 
• One’s smallest client may be its largest consumer  

• A particular service (e.g., videoconferencing) may be a surprise hit  

• The delivery of a blended hardware/software solution set may be appropriate in 
order to receive the maximum return on investment (ROI)  

• A service that may have been cost-prohibitive before may be cost-effective in a 
cloud environment  

• Collaboration (with stakeholders) is key to enhanced participation 

• Community cloud consumers should not underestimate the economies of 
scale/cost efficiencies that can be reached by deploying a community cloud  

• An organization should focus on its core competency/technical skill set, thus 
enabling the use of these different skill sets throughout the conglomerate  

• An organization can leverage a community cloud for necessities, such as disaster 
recovery (DR)  

• Community clouds leverage a grassroots approach for stakeholder buy-in 

• Leverage security and privacy controls to mitigate risk.  

Source: ISACA Journal 2012 vol 6 



Hybrid Cloud 
• Pfizer uses a hybrid cloud for additional computational power during worldwide research and 

development (WRD) efforts, such as FDA trials and human genome research.  

• An external private cloud Infrastructure as a Service (IaaS) delivery model offering—Amazon 
Web Services’ (AWS) Elastic Compute Cloud (EC2) in addition to the Virtual Private Cloud 
(VPC)—for additional resources when needed. 

• The benefit of an external private cloud for additional computing power is the elasticity of the 
cloud.  

• To mitigate the risk and comply with FDA and national and/or statutory jurisdictional data 
privacy regulations, the organization uses encryption, virtual firewalls/networks, network and 
system monitoring, and identity and access management (IAM) mechanisms.  

• Various controls to ensure the security and privacy of such regulated data, the organization 
observes a different level of cost savings than other industries.  

• FDA trials ebb and flow during the course of business in the pharmaceutical industry year by 
year, the flexibility and the agility to provision and/or deprovision resources are of paramount 
importance.  

• New technologies such as homomorphic encryption, which allows for computations to be 
executed on native ciphertext are introduced, the ability of heavily regulated industries to do 
faster computational processing in the cloud will increase.  

Source: ISACA Journal 2012 vol 6 



ROI Framework in practise 

 

Source: ISACA Cloud Computing Vision Series White Paper July 2012 


