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INDUSTRIAL COST-BENEFIT ASSESSMENT FOR FAULT TOLERANT CONTROL SYSTEMS

Claus Thybo', Mogens Blanke?

'Danfoss Drives A/S, Graasten, Denmark; **Department of Control Engineering Aalborg University, Denmark

ABSTRACT

Economic aspects are decisive for industrial accep-
tance of research concepts including the promising
ideas in fault tolerant control. Fault tolerance is the
ability of a system to detect, isolate and accommo-
date a fault, such that simple faults in a sub-system
do not develop into failures at a system level. In a de-
sign phase for an industrial system, possibilities span
from fail safe design where any single point failure is
accommodated by hardware, over fault-tolerant de-
sign where selected faults are handled without ex-
tra hardware, to fault-ignorant design where no ex-
tra precaution is taken against failure. The paper
describes the assessments needed to find the right
path for new industrial designs. The economic deci-
sions in the design phase are discussed: cost of dif-
ferent failures, profits associated with available ben-
efits, investments needed for development and life-
time support. The objective of this paper is to help,
in the early product development state, to find the
economical most suitable scheme. A salient result is
that with increased customer awareness of total cost
of ownership, new products can benefit significantly
from applying fault tolerant control principles.

Keywords:Fault-tolerant Control, System Develop-
ment, Economy Assessment, Management of System
Development

INTRODUCTION

Fault detection and isolation (FDI) based on analyt-
ical redundancy has matured over the last decade.
A large number of papers have been presented, but
industrial usage of the methods are still very sparse.
One very promising application of FDI techniques
is as part of fault-tolerant control (FTC) schemes
where faults are accommodated by the control sys-
tem when detected. This approach has the potential
benefit of increasing plant availability and adding to
total system safety. The prime reason for apply-
ing analytical redundancy instead of hardware re-
dundancy with associated voting logics is economical
based. It is cheaper to add supervisor software than
to add hardware, and this is technically feasible in
the majority of applications that do not require ab-
solute fail-safe designs. Offering benefits in terms of
increased availability and reduced cost over lifetime,
it is striking that fault-tolerant methods have not yet
penetrated into industry. One reason is natural cau-
tion and conservatism against new ideas from the
scientific community, another is lack of convincing

economic arguments for the technology. This paper
deals with the economic aspect of the implementa-
tion of fault-tolerant control as part of new industrial
development.

Several papers have been written giving an overview
of available technology in fault-tolerant control. A
recent overview appeared in [9], where a fault de-
tection and isolation (FDI) communicate with a su-
pervisor that takes care of the logics associated with
re-configuration and other fault handling. A space-
craft example using this structure was presented in
[6]. Earlier results include analysis of how reliability
is obtained, [11]. Issues of intelligent control, includ-
ing controller start-up and tuning, are dealt with in
[1], and an overview of robust fault-tolerant control
was given in [10]. Aiming at design optimization
in industrial systems, economic relations in product
development are covered in a large number of pub-
lications. Severity of faults in control applications
are discussed in [2], where a list of severity levels are
produced, ranging from ‘No effect’ to ‘Hazard with-
out notice’. In addition to the final severity level,
the rapidness of fault effect appearance is also cov-
ered. This leads to useful requirements about time
to reconfigure. A method for logical fault propaga-
tion analysis leading to the severity of end effects
was proposed in [3] as part of a design method for
fault-tolerant control. With the evolution of FTC
methods, the attention of industry is increasing, but
penetration into industrial applications require the
methods to be compatible with the product develop-
ment procedures applied by industry. The present
effort has been to introduce cost/benefit analysis in
FTC methods based on existing terms and relations
in industrial product development.

The paper discusses the optimization of the cost/benefit
ratio for systems employing FTC technology. It esti-
mates the quantities necessary for evaluation of de-
velopment and lifetime economy for a new piece of
automation equipment. Particular emphasis is given
to analysis of which fault modes are profitably ac-
commodated using FTC methods. In some cases it
is shown profitable to only include the fault mode
in certain operational states of the product because
more advanced FTC methods must be applied to
cover all operational states. The assessment method
is illustrated by two examples, one from mass-produced
inverters for electrical induction motors, the other
from a dedicated, small scale production of actua-
tors for diesel engines. Both examples are realistic



but not directly associated with current industrial
production.

THE COST OF FAILURE

The cost of failures of products in daily operation
at the market cause loss of profit for both manu-
facturers and users. Occasionally, manufacturers are
forced to dramatic and economic painful retreat from
a marked due to effects of product failure. Calcu-
lating the economic relations for a product at the
pre-development state, it is thus very important to
obtain a realistic estimate of the cost associated with
different failure scenarios. Failure mode cost are con-
sidered as the total price of the fault effects witch are
related to this fault mode in the products specified
lifetime.

The cost can be split into a direct and indirect part,
where the direct part holds cost for replacement and
repair of damaged equipment, and the indirect part
covers other losses, such as loss of: production, hu-
man comfort and goodwill. The precise estimate for
the direct cost can be calculated, when the appli-
cation is known, as repair and replacements in the
application. For some general products such as PID
controllers, the application is not known at design
state. In these cases the repair of the application
can not directly be calculated, but must rely on es-
timates based on typical application in the marked
segment. The cost estimate for one failure mode for
one product instance, Cf, can be calculated as

Cy = (Cairect + Cindirect) * Py, (1)

where Cyirect is the repair cost and Cipgirect i the
other cost related to the failure. Py denotes the prob-
ability of the failure occurring in a nominal lifetime
of the product. Calculation of estimates of the in-
direct costs can be difficult because of the required
application knowledge. Another problem is to as-
sign cost to human discomfort. To evaluate the fail-
ure probability, two methods are commonly used: a
component based analysis, where failure probability
of individual components are used to calculate the
failure mode probability, and an experienced based
method, where past frequency of the failure mode in
related products is used. In the sequel we will also
need to express the cost of a fault

Cfaz'l = Cdz'rect + Cind'irect (2)

COST WITH FTC APPLIED

Fault and failure related cost depend on how they
can be accommodated. The purpose of FTC is to
reduce Cy by using graceful degradation. The direct
cost can be reduced by stopping the fault from de-
veloping into a system failure with more damaged
equipment, but especially the indirect cost are re-
duced when operation breakdowns are avoided. The
cost of an accommodated fault is denoted Cye.. The
cost of a false detection is denoted Clgseq. A FTC

scheme produces a given probability of detecting a
fault, P4, and a given probability of false detections
Pf 4. The costs of faults vary whether they are de-
tected or not. In the following Cys denotes the cost
of detected, and therefore accommodated faults, and
Cudr denotes the cost of undetected faults. The costs
of undetected faults is assumed equal to the costs of
fault not using FTC, whereas the costs of detected
faults are assumed lower than the undetected coun-
terpart, because of the fault accommodation. Other-
wise FTC makes no sense. The cost related to a given
fault mode over a nominal lifetime can be derived
from the cost effect of a fault occurring multiplied
with the possibility of the fault mode occurring.

Cy = PpxPyxCac
Cudf = Pf * (1 — Pd) * Cfaz'l (3)
Ctqa = PraxCrasea

Following average cost-estimates must then be pro-
duced;

Cudgs : cost of un-accommodated faults.

Cqs : cost of accommodated faults.

Cyq : cost of false detections.

The cost when FTC is not applied can be expressed
as

Cudgr = Cy = Py * Crait, (4)

hence, the optimal cost reduction for a given fault
mode, when applying FTC based on one fault mode
is

Ctier = C; — Cgp — Cuag — Cya- (5)

INVESTMENTS TO IMPLEMENT FTC

When applying FTC there are some additional in-
vestments to pay. The FTC algorithm has to be de-
veloped, and it will, depended on the complexity of
the methods, require more computer power. By di-
viding, the investment into product type investment
independent of amount of products manufactured,
and investment related to the individual product,
an investment per product can be calculated. For
each fault mode found in the FMEA analysis [2] a
separate fault detection and isolation method is pro-
posed. The product type and product investment
can be calculated as

Idev
I = + T 6
! Nprod g ( )

where I; is the FTC investment calculated for one
fault mode. I, represents the development invest-
ment and Iy, is the investment in additional hard-
ware. Nproq is the number of products produced.
The optimal selection of fault modes to include is be
found by including the fault mode if the cost reduc-
tion exceeds the investment. This assumes no reuse



can be used when investing in including more fault
modes.

OPERATIONAL MODE DEPENDEND FTC
For some fault modes one simple FTC scheme can

only detect faults in certain operational modes, whereas,

other more complex schemes can detect in all oper-
ational modes. An example of operational modes
where simple detection schemes often are applica-
ble is stand-by operation, whereas operation in the
saturation region can require more complex schemes.
Splitting the investment and cost up into operational
modes,i , with one separate detection scheme for each
fault mode gives:

Idev-
Ij, = =% L, 7
5= Nprors T (7)

= Cy, — Cy; — Cuap; — Cya, (8)

With the FTC scheme split up into operational modes,
the selection of what to include in the FTC can be
done by selecting the operational modes where the
cost reduction exceeds the investment. This gives an
optimal selection when no reuse of the investments
in one operational mode can be used in implement-
ing another. If the investment in FTC, for the dif-
ferent operational modes, can be reused, an optimal
selection might include more operational modes than
suggested previously.

Cftc T;

FREQUENCY CONVERTER CONTROLLED
ROCKWOOL SOLIDIFIER

Rockwoll used for house insolation, are made by melt-
ing solid rock, solidify it into thin threads, which are
woven into sheets. Solidification is done by pouring
the liquid rock on a fast rotating cylinder. An arm
takes the warm threads and weaves them into sheets..
A production line consist typically of more identical
solidifier modules. To produce a uniform quality it
is important to control the speed of the process ac-
curate. To do this, the frequency converter driving
the induction motors are provided with a position
encoder feedback, as shown in figure 1.

Frequency
Speed Converter
reference
PID
Q> Controller ) Inverter
Encoder Power

i

Figure 1: Inverter fed induction motor with encoder
position feedback.

This example analyses disconnections in the encoder
feedback. Disconnection can be caused by a cut wire,
loose electrical connection or false wirering. The di-
rect effect of the disconnection is that the motor is

assumed to be at a standstill, and the PID controller
propagates the effect so max speed is obtained within
a few seconds. Production equipment worth approx.
5,000% are crushed and the entire production line is
down 1-2 days. In table 1 are the estimated cost for
an unaccommodated fault given.

Item Cost Total US$
Service engineer | 120 $/h 4800.-
Spare parts 5,000.-
Production losses 10,000.-
Total 19,800.-

Table 1: Cost of production line breakedown due to
an unaccomodated encoder fault

If the fault can be detected two approaches can be
selected, a controlled shutdown, or continued oper-
ation in open loop with slightly reduced quality. A
controlled shutdown and repair can, when the fault
is known, be completed in 3 hours. In table 2 are the
estimated cost for an accommodated fault given.

Ttem Cost Total US$
Service engineer | 120 $/h 240.-
Spare parts 10.-
Production losses 1000.-
Total 1,250.-

Table 2: Cost of controlled shut-down due to an ac-
comodated encoder fault

Under normal operation is the speed in the range
30-90 Hz, a speed where simple slew-rate detection
has proven successful. But by initiating the process,
and under special operation, are the speed below the
slew-rate detection range. Industrial experience says
the probability of a disconnection fault is increased in
a period after setup or repair, compared with contin-
uous operation. This is explained by missing or loose
connections made by the repairman. Probabilities
for the fault occurring a lifetime of 15 years are esti-
mated to; start-up:Py,,,.,,,=0.03, at normal opera-
tion with high speed:P,, ..., =0.001, and at normal
operation with low speed:FPy,,,,,,,. =0.00001. Detec-
tion of encoder faults under start-up can be done,
by introducing a self-test sequence, where the speed
is restricted to a range, where no damage to other
equipment happens. After the sequence has been
successful completed, normal operation can be initi-
ated. The procedure is estimated to detect all en-
coder faults present under the self-test, Py, ,,,,.,,=1-
The probability of false detection,Pyq,,; ;. ,..q5 1S €S-
timated zero.

In the start up mode an investment of 1.08% can re-
duce the fault cost with 556.58.

Detection of faults, when operating on high speed,
can be accomplished by observing the encoder sig-
nal, and compare it with the reference. Operating on
high speed, faults can be detected within a few sam-
ples, but operating on low speed faults could be un-



Item Investment | Total US$
Analysis 2w 7,200.-
Develop FDI 2w 7,200.-
Implement in SW | 1w 3,600.-
Add testing 1w 3,600.-
Documentation 2w 7,200.-
SW over lifetime | 1 m 14,400.-
Staff training 3w 10,800.-
Total- 1000 pcs 54,000.-
Add hardware 0 0.-

Table 3: Additional development investment to im-
plement FTC in the startup state

Cost and Investment Total US$
Cy = Pp*Cra 594.-

Cdf = Pf * Pd * Cacc 37.5-

Cuagr =Py * (1—Py) * Ciaa | 0.-

Qfd = Efd *7Cfd _ _ 0.-
CftC:Cf—Cdf—Cndf—Cfd 556.5-

Iy = 3= + I 1.08-

Table 4: Cost and investment for applying FTC in
the startup state

detected until the PID controller has integrated the
speed into an unacceptable level. This approach will
in the following be called ’simple detection scheme’.
The probability of detection, when operation at high
speed, is estimated to: Py, ,.....,=0-98. The proba-
bility of false detection,Pyq,, ., .., is estimated zero.
The development investment is estimated to the fig-
ures given in table 5.

Item Investment | Total US$
Analysis 1w 3,600.-
Develop FDI 2w 7,200.-
Implement in SW | 1w 3,600.-
Add testing 1w 3,600.-
Documentation 1w 3,600.-
SW over lifetime | 1 m 14,400.-
Staff training 1w 3,600.-
Total- 1000 pcs 39,600.-
Add hardware 0.3 0.-

Table 5: Additional development investment to im-
plement FTC for high speed operation

Cost and Investment Total US$
Cf = Pf * Cfail 19.8-

Cdf = Pf * Pd * Cacc 1.23-

Cudf ZPf * (l—Pd) * Cfail 0.40-

Qfd = ?fd *_Cfd _ _ 0.-
Cpic=C5—Caqp —Cpnag—Cpaq | 18.17-

Iy = 5= + Ihw 1.09-

Table 6: Cost and investment for applying FTC in
the high speed state

For the high speed mode an investment of 1.09$ can
reduce the fault cost with 18.178$.

Detecting faults operating at low speed can be ac-
complished by a speed observer based on the electri-
cal equations of the induction motor. Several papers
has been published on open loop speed observers for
induction motor drives [8] [7]. One industrial prob-
lem with the proposed speed observers is that their
stability is dependent on the accuracy of the motor
parameters. Hence more analysis is required before
implementation in an industrial environment.. This
approach will in the following be called ’advanced
detection scheme’. The probability of detection is
estimated to: Py,,,,..,=0.9, with a probability of
false detections of: Pjq,,,,,..,=0.01. The develop-
ment investment is estimated to the figures given in
table 7.

Item Investment | Total US$
Analysis 4m 57,600.-
Develop FDI 3 m 34,200.-
Implement in SW | 1 m 14,400.-
Add testing 2 m 28,800.-
Documentation 2 m 28,800.-
SW over lifetime | 5 m 72,000.-
Staff training 3m 34,200.-
Total- 5000 pcs 270,000.-
Add hardware 8 40,000.-

Table 7: Additional development investment to im-
plement FTC for low and high speed operation

Cost and Investment Total US$
Cf = Pf * Cfail 21.78-

Cdf = Pf * Pd * Cacc 1.24-

Cudf :Pf * (I—Pd) * Cfaz’l 2.18-

Qfd = ?fd *_Cfd _ _ 12.5-
Cftcch—Cdf—Cndf—Cfd 5.86-

Iy = Af:::d + Ihy 13.4-

Table 8: Cost and investment for applying FTC for
the full speed range

In the start up mode an investment of 13.4$ can re-
duce the fault cost with 5.86%. With the given esti-
mates is not profitable. The cost of false detection,
CY4, is very high compared with the total cost of the
fault mode without FTC, Cy. To be profitable with
the relative high investment, the FTC scheme must
lower the rate of false detections dramatically.

ACTUATOR FOR MARINE DIESEL ENGINE
The second example is a governor for marine diesel
engines, where the actuator was used as an inter-
national benchmark for fault detection and isolation
[4]. The marine speed governor that uses this ac-
tuator was described in [5]. The diesel actuator is
a device situated at the engine driving the throttle
of the engine according to command from a speed
control loop. There is only one automatic device to



Item Cost Total US$
24 h manning 1000 $/d 5,000.-
Service engineer | 120 $/h 960.-
Travel+waiting | 60 $/h 1,440.-
Air fare etc 4,000.-
Spare parts 1,000.-
Total 12,400.-

Table 9: Cost of serious actuator fault at open sea,
5 days from port

maintain unattended operation. If a failure develops
in the actuator, the result can be

¢ freezing of the throttle position by engagement
of an electronic brake on the actuator shaft

e an over-speed of the diesel engine and an im-
mediate shut-down by an independent safety
system on the engine

Either of the two reactions limit the maneuverability
of the ship since the propeller driven by the engine is
needed to accelerate or stop the ship. Without pro-
peller power, the directional maneuverability is also
drastically reduced because of lack of water flow over
the ships rudder and associated drop in lift forces.
The remedial action is to send a crew member down
at the engine and make manual throttle control. This
control task requires uninterrupted 24 hour manning
of the emergency stand at the engine.

The faults considered in the benchmark could have
different severity, depending on external circumstance.
If a serious fault appear during manoeuvering close
to a quay or to other ships, a major damage could
result. It the same fault appeared amid an ocean,
the cost is that of 24 hour manning of the emer-
gency stand until the next harbor approach where
the failing component can be replaced.

A cost estimate for this undramatic event is listed in
Table 9. The total is US$ 11,100.-. If an accident had
happened, the cost of damage repair and time where
the ship is not in operation can easily sum up to a
cost of 500,000.- to 1,000,000.- US$. The likelihood
of such event is, however, estimated to only about
0.01 times the likelihood of the fault itself.

A development effort to implement an FTC concept
where the fault detection methods from the bench-
mark were applied, would result in having the ac-
tuator continue running when the fault occurs but
with reduced performance. The development effort
is estimated to the figures given in table 10.

The FTC cost/benefit figures are, with cost in US$,
and a product lifetime of 20 years

Item Cost | Total US$
Analysis 2w 7,200.-
Develop FDI 1m 14,400.-
Implement in SW | 2 w 7,200.-
Add testing 2w 7,200.-
Documentation 2w 7,200.-
SW over lifetime 2 m 28,800.-
Staff training 2w 7,200.-
Total - 1000 pcs 79,200.-
Add hardware 50 59,000.-

Table 10: Additional development costs to imple-
ment FTC for selected faults on the actuator

At sea In harbor
Py 0.10 0.001
Py 0.98 0.98
Py gy 0.05 0.05
Cou | 12,4008 | 1,000,0008
Cur 1,000$ 1,000$%
Cyq 509 50%
Tgey 79,2009 79,2009
Nproa | 1,000 pes | 1,000 pes
Ihw 508 508
The average figures are
Average cost At In
sea | harbor
Cy = Py * Crait 1000 | 1000
Cis = Py x Py x Cyy 49 49
Cnas =Ps % (1=Pyg) *Cran | 10 |10
Cta=Pra*xCyq 25 |25
Ci1e=C;—Caqp—Cras—Crq | 938 | 938
Iy = g + I 129 | 129

The result is a net saving over product lifetime of
809 US$. This analysis is for one type of failure.
Adding others of the possible failure modes, lifetime
maintenance costs could obviously be significantly
reduced.

DISCUSSION

Cost-benefit analysis of new product features is al-
ways difficult. The uncertainty in the estimates given
are believed to be fairly large, and the confidence of
our estimate of failure likelihood over lifetime, is a
key to the confidence of the entire cost-benefit anal-
ysis. Historical data are useful when considering the
risk factors like physical damage of cables leading
to failure. With new components being applied in a
development, however, standard estimation methods
from reliability analysis need to be employed or phys-
ical life-time stress-tests must be made. The features
gained by making such assessment is a clear potential
for reduced cost over lifetime for a product, and sig-
nificantly increased customer satisfaction. The latter
should be considered as part of the important prod-
uct image that normally enables a price differentia-
tion and a competitive edge in professional markets.
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