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Managing Risks in Distributed Software Projects:
An Integrative Framework

John Stouby Persson, Lars Mathiassen, Member, IEEE, Jesper Boeg,
Thomas Stenskrog Madsen, and Flemming Steinson

Abstract—Software projects are increasingly geographically dis-
tributed with limited face-to-face interaction between participants.
These projects face particular challenges that need careful manage-
rial attention. While risk management has been adopted with suc-
cess to address other challenges within software development, there
are currently no frameworks available for managing risks related
to geographical distribution. On this background, we systemati-
cally review the literature on geographically distributed software
projects. Based on the review, we synthesize what we know about
risks and risk resolution techniques into an integrative framework
for managing risks in distributed contexts. Subsequent implemen-
tation of a Web-based tool helped us refine the framework based
on empirical evaluation of its practical usefulness. We conclude by
discussing implications for both research and practice.

Index Terms—Communication and collaboration, distributed
software projects, risk management.

I. INTRODUCTION

LOBAL competition, increased need for flexibility, ac-
G cess to global resources, and substantial financial gains
drive companies to engage in geographically distributed soft-
ware projects (GDSPs) [37], [91]. Moreover, as electronic com-
munication infrastructures are now readily available, geograph-
ically distributed projects have become increasingly feasible
to organize and manage [97], [101]. However, these projects
face numerous management challenges that are inherent to their
distributed nature, e.g., limited social interaction [22], [35],
[37], [87], language barriers [22], [88], [100], and time zone
differences [12], [16], [25], [47], [100]. While the growth in
GDSPs has attracted increasing attention in the literature, there
is still considerable variation in the terms used, including virtual
teams [88], global virtual teams [41], virtual work groups [99],
virtual organizations [59], distributed projects [25], and geo-
graphically distributed development teams [28]. In this paper,
we focus on GDSPs that “consist of geographically dispersed
people working interdependently with shared purpose across
space, time, and organizational boundaries and using technol-
ogy to communicate and collaborate” [99].
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A portfolio of approaches to alleviate specific challenges
in GDSPs has been proposed, e.g., dialogue technique [105],
list of best practices [5], [24], and a person—environment fit
model [103]. These contributions are valuable, but they do not
constitute a comprehensive approach to effectively manage the
challenges in GDSPs [25], [91]. Moreover, while risk manage-
ment has been applied successfully in collocated software de-
velopment [39], [67] the resulting approaches fail to address the
unique communicative and collaborative challenges that dis-
tinguish GDSPs from traditional software projects [37]. This
research was therefore guided by the overall objective to inte-
grate existing knowledge into a practically useful framework for
managing risks inherent in GDSPs. In order to do this, we first
reviewed the literature to identify and conceptualize the spe-
cific risks inherent in GDSPs and to identify and conceptualize
the available resolution techniques [67]. Second, we integrated
these insights into a framework for applying risk resolution
techniques to risks, implemented a tool for practical use of the
framework, and refined the framework based on empirical eval-
uation of its practical usefulness.

The basic principles of risk management seek to general-
ize patterns of relations between organizational contexts (in the
form of risk areas and underlying risk factors) and use of tech-
nologies (in the form of resolution techniques) in ways that
support human action [67]. A software risk denotes an aspect of
a development task, process, or environment, which, if ignored,
increases the likelihood of project failure [67]. Practitioners can
assess the degree of risk either quantitatively as the probability of
unsatisfactory events multiplied by the loss associated with their
outcome, or qualitatively by referring to the uncertainty sur-
rounding the project and the magnitude of potential loss associ-
ated with project failure [4]. Risk management helps practition-
ers assess problematic aspects of a project, emphasizes potential
causes of failure, helps link potential threats to possible actions,
and facilitates a shared perception of a project among its par-
ticipants [66], [67]. Risk frameworks and associated tools have
previously been successfully developed to identify, analyze, and
tackle project portfolio risks [23], [75], software development
risks [4], [7]1, [14], [21], [27], [50], [79], [83], [95], software re-
quirements risks [11], [18], [72], software process improvement
risks [39], and implementation risks [3], [48], [57], [63], [65].

Our research draws upon a systematic review of the litera-
ture on GDSPs (Section 1l); synthesizes conceptualizations of
risks (Section Il1) and resolution techniques (Section V) and
integrates these into a framework and related tool for managing
risks in distributed contexts (Section V); and finally, documents
how the framework and tool were refined based on evalua-
tions of their practical usefulness (Section VI). We conclude by

0018-9391/$25.00 © 2009 IEEE
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Step 1: Search in Web of Science
- Search string: global software OR virtual team* OR distribut*
project* OR distribut* develop* OR project manag* AND e —
distribut* OR outsourc* project* OR outsourc* develop* |
- Search limited to articles from 1995 to 2005
- Result limited to 500 most relevant (of 2243 articles) \L
500 articles
Step 2: Selection of articles in ranked journals | _ N
- See appendix A for complete journal list v
141 articles
Step 3: Selection of most relevat articles
- Criteria: Articles should have implications for GDSP by
either: 1) theorizing about distributed development processes; | __ __ N
2) presenting strategies for management of distributed
projects; or 3) by taking a holistic understanding and
addressing distributed projects. v
56 Articles
Step 4: Identifying complementary articles
- Criteria: articles should: 1) be referred to in at leasttwoof | _ __ 1 __ R\
the 56 articles from step 3; 2) be published in 1995 or later;
and 3) not exist in the article set from step 3.
146 articles
Step 5: Selection of most relevant articles R S
- Criteria: same as step 3
16 articles
‘ Step 6: Combined result of steps 3 and 5 % - ﬁ— - —i
y
72 articles reviewed

See Appendix B for details

Fig. 1. Literature identification.
discussing the contribution of this research and its implications
for theory and practice (Section VI1I).

Il. LITERATURE REVIEW

The primary goal of a literature review is to achieve a com-
plete result focused on concepts [113]. Thus, the two most im-
portant tasks are to decide how to identify the relevant literature
and how to conceptually structure the analysis [114].

A. Identifying the Literature

As our field of interest was managerial challenges in GDSPs,
we chose a wide range of management information systems
and management research journals as the primary sources of
information. This was based on the assumption that many of
the challenges faced by managers of GDSPs are similar to the
ones encountered within other industries involved in distributed
projects.

Inspired by Webster and Watson [113], we adopted a rigorous
approach to identify relevant articles in leading journals. From
the identified set of articles, we searched backward by follow-
ing the used references. This approach was combined with Weill
and Olson’s [114] suggestion to use structured critique to fur-
ther steer the selection of articles. Our combined approach is
summarized in Fig. 1.

In the first step, we searched for relevant articles in the Web
of Science article database. The search was limited to articles
published in 1995 or later. Even though GDSPs is not a new phe-
nomenon, it was only with the development of communication
and collaboration technology during the 1990s that distributed
development was made feasible for entire projects [116]. Based
on this, we initially considered GDSP research prior to 1995 to
be of lesser interest. In the second step, the resulting set of arti-
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cles was limited to include the 500 most relevant according to the
Web of Science analysis tool [107]. This set of articles was fur-
ther restricted to include only those published in rated journals
(see Appendix A). The list of rated journals was a result of a thor-
ough examination of studies of journals in our two areas of re-
search: management information systems [45], [62], [92], [115]
and management [29], [33], [43]. The resulting articles of these
first two steps were evaluated in the third step based on a de-
tailed examination of abstracts. Articles of little or peripheral
interest were excluded from the set. To ensure that key articles
in our area of research were included in the final set, the fourth
step went backward through the cited references of all articles
included by the third step. Articles referenced more than once
were evaluated using the third step, exempting the rated journal
list, since we considered referencing an acceptable quality indi-
cator in itself. The final set of articles for the review is listed in
Appendix B.

B. Structuring the Review

The first part of the review was identification of risks most
threatening to distributed projects (Section I11). According to
Boehm [7], risk areas consist of a number of related risk fac-
tors, which together possess a threat to the project’s success.
Thus, risk areas represent categories of risk factors, where the
joint assessment of risk factors indicates whether the risk area
might become a problem for a project. We adopted a system-
atic method to synthesize risk areas: we found inspiration in
the categories of risk areas used in key articles with an overall
perspective on GDSPs; used Leavitt’s [60] model as suggested
by Lyytinen et al. [67] to provide clear foci for a distinct set of
risk areas; aggregated a complete list of risk factors identified
in the literature and categorized them according to the proposed
risk areas; and finally, provided questions and criteria to offer
precise definitions of each risk factor.

The second part of the review focused on identifying and cat-
egorizing resolution techniques that address risks through man-
agerial intervention (Section IV). As we found no independent
categorization of resolution techniques in the reviewed GDSP
literature, we looked for inspiration in the software risk man-
agement literature. McFarlan [75] presents a generic software
risk management framework that has proven its worth time and
again over the past 25 years. McFarlan [75] uses four categories
of resolution techniques centered on basic project management
disciplines and with a particular focus on integration. As inte-
gration is a major challenge in managing GDSPs, we adapted
McFarlan’s framework to help structure the available resolution
techniques.

McFarlan’s [75] categories are internal integration, consist-
ing of techniques to support coordination and communication
internally in the project group; external integration, consisting of
techniques to support coordination and communication with ex-
ternal stakeholders; formal planning, consisting of techniques to
support planning; and finally, formal control, consisting of tech-
niques to ensure that the formal planning stays on track and is
continuously updated in relation to project practices. The litera-
ture on GDSPs is less concerned with the challenges of internal
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TABLE |
CATEGORIES OF RESOLUTION TECHNIQUES IN GDSP ADAPTED FROM MCFARLAN [75]

Category Definition

Planning Techniques that help plan projects to be effectively executed in
distributed contexts.
Control Techniques that facilitate tracking progress and help manage

discrepancies in relation to plans in distributed contexts.

Social integration

Techniques that integrate participants and help manage cultural
differences across sites in distributed contexts.

Technical integration

Techniques that increase connectivity and technical compatibility
across sites in distributed contexts.

and external integration. Instead, there is considerable focus on
how communication and collaboration efforts can be supported
by various forms of information and communication technol-
ogy. Also, social integration is generally considered a key chal-
lenge because the presence of several cultures in GDSPs creates
an environment significantly different from that of collocated
projects. Furthermore, resent research has pointed out control
as not only being formal but also informal in GDSPs [15], [54].
On that background, we chose to adapt McFarlan’s [75] con-
cepts to the following resolution technique categories: planning,
control, social integration, and technical integration. Table | pro-
vides definitions of these categories.

I1l. CONCEPTUALIZING RISKS

In the following, we synthesize risk areas across key GDSP
articles supported by Leavitt’s organizational model [60], [67].
Subsequently, we characterize each risk area and the risk factors
it consists of with references to the reviewed articles.

A. Synthesizing Risks

Leavitt’s [60] organization model was developed to synthe-
size the primary dimensions and dynamics of organizations. Ac-
cording to Lyytinen et al. [67], it applies well to define risk in
software development into distinct areas: task covers the results,
products, approaches, and goals of the software project; struc-
ture represents the project organization and institutional setting;
actors consist of users, managers, developers, and other key
stakeholders; and finally, technology consists of development
methods and tools and of the hardware and software platforms
for the resulting software.

Based on its merits in defining the foci of different risk areas
in software development, we used Leavitt’s model to propose
distinct risk areas based on key GDSP articles. In addition, we
aggregated a complete list of risk factors from the reviewed
literature and categorized them according to the proposed risk
areas. Table Il presents the resulting synthesis of risk areas
and related risk factors. The first five columns describe the
risk categories found in other key articles. These are related
to the proposed risk areas in the second last column. A gray
cell denotes that the article does not cover that proposed area.
The last column defines the focus of each proposed risk area in
relation to Leavitt’s four dimensions.

Table 11 documents in this way: (1) how the proposed con-
ceptualization of risk areas synthesizes key articles in the GDSP

literature; (2) how the proposed risk areas represent a balanced
view and have distinct foci following Leavitt [60]; and (3) how
the complete list of risk factors aggregated from the literature
further define each risk area. Elaborate definitions of the ques-
tions and criteria needed to assess each risk factor are pro-
vided in Table I11. These definitions and the foci of risk areas in
Table Il summarize how the literature has been synthesized into
distinct risk areas and related risk factors. The following subsec-
tions characterize each risk area and the risk factors it consists
of, with references to the reviewed articles.

B. Task Distribution

As in traditional software development, the task represents a
possible risk in GDSPs, but for slightly different reasons. When
the overall project task is divided and distributed across sev-
eral sites, task uncertainty emerges, because participants may
lack information about the task, its purpose [52], [99], and their
own contribution to the overall task [24], [28], [36]. Task un-
certainty represents lack of information needed to develop the
software [31], [71], [76], and it can result in slow change co-
ordination [36] and process and relational conflicts [99]. Task
equivocality, in contrast, represents how well participants un-
derstand the specification of the task. For GDSPs, in partic-
ular, it is important whether the task is routine or nonrou-
tine and how it relates to the experiences of the project team.
High equivocality increases coordination and communication
needs [6], [116] and demands on interaction media [99]. Fi-
nally, as the task is always distributed in GDSPs, high task
coupling between task segments increases the need for intersite
communication, coordination, and integration, and it can lead
to lower level of performance as well as increase the number of
failures [12], [24], [35], [37], [99], [100].

C. Knowledge Management

Knowledge management refers to how projects create, cap-
ture, and integrate knowledge about the project task, includ-
ing goals, problems, possible solutions, and approaches. When
GDSP participants lack face-to-face interaction [5], [68], knowl-
edge creation is limited within the organization [68]. This may
lead to problems in creating collaboration know-how [17], [68]
and domain knowledge [5]. Also, knowledge capture may be
limited in GDSPs due to factors such as changing relations and
roles across the organization [10], properties of electronic com-
munication media [101], and lacking knowledge of different
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Sakthivel [99]

Powell et al.
[91]

Townsend et
al. [108]

TABLE Il

SYNTHESIS OF RISK AREAS

Herbsleb and
Moitra [37]

Bell and
Kozlowski [6]

Proposed risk areas

Focus [60,
67]

511

-Task coupling -Task- -Changing -Strategic Issues | -Team Task Task Distribution
-System Technology- Variety of Complexity and - Task Uncertainty
Characteristics Structure Fit Assignments Workflow - Task Equivocality
and tasks - Task Coupling
-Training -Knowledge -Information, Knowledge Management sk
Management Data, and - Knowledge Creation
Personal - Knowledge Capture
Communication - Knowledge Integration
-Place and Type | -Design -Different -Spatial Geographical Distribution
of Offshore -Coordination Geographic Distance - Spatial Distribution
Facility Locations -Time Zone - Temporal Distribution
Distribution - Goal Distribution
-Systems -Training -Structural -Strategic Issues | -Team Collaboration Structure Structure
Development -Coordination Resistance -Project and Members’ Roles | - Collaboration Capability
Processes Process - Coordination Mechanisms
-Management of Management - Process Alignment
Virtual Projects Issues
-Cultural -Culture -Cultural -Cultural Issues -Spatial Cultural Distribution
differences Differences Distance - Language Barriers
- Work Culture
- Cultural Bias Actor
-Group cohesion | -Trust -Trust and Stakeholder Relations
-Relationship Cohesion Issues - Stakeholder Commitment
Building - Mutual Trust
-Cohesion - Relationship Building
-Interaction -Communication -Inadequate -Information, Communication
Media Communication Data, and Infrastructure
Personal - Personal Communication
Communication | - Interaction Media
- Teleconference Technology
Management
-Interaction -Technical -Tele- and -Technical -Information, Technology Setup
Media Information Issues Data, and - Network Capability
Technologies Personal - Tool Compatibility
-Technophobia Communication | - Configuration Management

sites [40]. This results in reduced capability to discover defects
in the developed software [40] or loss of knowledge about op-
tions or specific problem solutions [10]. Knowledge capture is
especially important when dissolving the project since it may
be difficult to subsequently locate a person who possesses the
needed knowledge. Moreover, in GDSPs, changing or unclear
organizational structures may lead to limited knowledge inte-
gration and sharing [1], [10], [37]. Knowledge sharing may be
limited across sites due to noncoherent political agendas, and
it may complicate prioritizing assignments appropriately or re-
duce reuse in software development [37].

D. Geographical Distribution

Distribution of activities in a GDSP occurs along three di-
mensions: space, time, and goals. Spatial distribution compli-
cates the project manager’s ability to monitor participants and
progress, increases travel budgets, limits face-to-face interac-
tion, and weakens social relations [5], [6], [20], [25], [100].
Temporal distribution increases the complexity of planning and
coordination activities, makes multisite virtual meetings hard
to plan [12], [16], [25], [47], causes unproductive waits, delays
feedback, and complicates simple things like time referenc-
ing and time settings [100]. Besides differences in space and
time, goal distribution can potentially lead to conflicts related
to task interpretation, process principles, and problem resolu-
tion approaches [38] and result in site wars and low perfor-

mance [38], [77], [86]. Goal distribution is more likely in GDSPs
because of faulty transfer of information [38] and focus on own
site performance.

E. Collaboration Structure

Collaboration is a relatively broad area that covers risks aris-
ing when collaboration structures do not fit the distributed con-
text. Collaboration capability describes the project participants’
understanding and appreciation of differences in competen-
cies [10], [30] and their ability to effectively use technology
to gather and share information across geographical and func-
tional distances [20], [91]. This is often problematic in GDSPs
as participants have limited understanding of other project par-
ticipants’ competencies [91], [97], [1L00]. GDSPs are often char-
acterized by more horizontal organizational structures [10], and
flexibility concerning roles and assignments is, therefore, an
important quality [108]. Poor fit between project participants
and project organization can lead to conflicts, communication
problems, and unused potential [103], [104]. Additionally, it
may be difficult to establish effective coordination mechanisms
in GDSPs, overcoming challenges such as lacking face-to-face
interaction [100], problematic task coupling [12], [94], [99],
different time zones, local holidays [100], weak social net-
works [36], and unclear lines of communication [35], [74].
Problems can be exacerbated by weak alignment of coordina-
tion mechanisms between sites or by uncritically transferring
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TABLE 111

DEFINITION OF RISK FACTORS

Risk Area Risk Factor Risk Question Low Risk Medium Risk High Risk
Participants have .
Task Do participant posses Participants know the reasonable task i'lr']htehree ; a:?tif:iepgonutz%:sli
. the knowledge and task and it fits well with knowledge and their )
Uncertainty capabilities needed? their capabilities. capabilities cover most knowlgdge and required
capabilities.
challenges.
Task Do participants The task is well Most aspects of the The specification lacks
Distribution Task understand the specified and specification are clear clarity on majolr points
Equivocality specification of the understood by ang the tazkblsk :"d nl]'an')t( ;c)jartlcil(pants
task? participants. understood by key ave limited tas
participants. understanding.
Is the task divided into There is minor need to There is some need to There is major need to
Task Coupling distinct sub-tasks coordinate development | coordinate development | coordinate development
across sites? work across sites. work across sites. work across sites.
. . Most sites contribute There are major
Knowledge How is task knowledge f\o” :'rngi g:’;tf”rg“tji:gj" reasonably well to problems related to
Creation created across sites? task knowled eq creation of required task | creation of required task
ge. knowledge. knowledge.
. Task knowledge is with There are major
;nowledge Knowledge How is task knowledge I:stkuren:‘g;?edc%s/s some exceptions problems related to
anagement Capture captured across sites? ac?oss sites Y captured effectively capturing task
’ across sites. knowledge across sites.
How is task knowledge | Task knowledge is Task knowle(_ige is with Task knowledge
Knowledge - - some exceptions well ) - }
Intearation integrated and shared integrated and shared intearated and shared integration and sharing
9 across sites? well across sites. grate across sites is limited.
across sites.
Spatial msglvrggnaynzltv?/:aatries There are few sites There are several sites There are many sites
D?stribution the distance between collaborating over collaborating over some | collaborating over
them? limited distance. distance. considerable distance.
. ) . Time-zone differences Time-zone differences
Geographical How do time-zone Time-zone differences : N -
Distribution T‘?"‘P”?" differences impact cause no or only minor require some ad-hoc cause major problems
Distribution coordination across and require constant

development work?

problems.

sites.

attention across sites.

Goal Distribution

How diverse are goals
across sites?

Participants share major
goals across sites.

There is some variation
in goals across sites.

There are major goal
conflicts across sites.

Collaboration
Capability

Can participants
collaborate across
sites?

Participants collaborate
across sites as needed.

In most cases,
participants collaborate
across sites as needed.

Breakdowns in
collaboration across
sites are common.

Coordination

Are coordination
mechanisms

Coordination
mechanisms are shared
across sites and well

Coordination
mechanisms are shared
by most participants and

Coordination
mechanisms are not
shared across sites and

: Mechanisms appropriate across reasonably well adapted
Collaboration sites? agapted to the to the distributed p‘ooﬂy adapted to the
Structure distributed context. distributed context.
context.
Software processes (Si:gﬁg:gpéoeﬁzze: Software processes
(including methods, ' (including methods,
Pocesty | Mo poeesses | tomplates ana | SRAES e | mpltesana
Sucelnes) 1 M= | ressonaly weisignea | Juoele) 51 ferer
’ across sites. ’
- - Participants do not
Participants share Participants use a
Do language and . share a common
Language commgnicgtion norms language and common language with language and have
Barriers vary across sites? communication norms minor differences in different communication
vy : across sites. communication norms.
norms.
- Participants understand | Participants do not
Participants share work o N P .
Cultural Does work culture differ | culture (including varlatloqs in wprk understand vgrlatlops in
PR Work Culture . f culture (including work culture (including
Distribution between sites? authority and team thority and t thority and
behavior) across sites. authority and team authority and team
behavior) across sites. behavior) across sites.
. Participants -
Does cultural bias . . Participants lack
h o There are no major communicate and -
Cultural Bias impact communication variations in cultural collaborate based on knowledge of variations

and cooperation across
sites?

values across sites.

appreciation of cultural
variations across sites.

in cultural values across
sites.
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TABLE I
CONTINUED

Stakeholder
Relations

Stakeholder
Commitment

Are stakeholders
committed to the
project?

Key stakeholders are
committed and share a
common project identity
across sites.

Most stakeholders are
committed to the project
and know about its
distributed organization.

Stakeholder
commitment varies and
there is a lack of shared
project identity.

Mutual Trust

Is there trust between
stakeholders across
sites?

There is appropriate
mutual trust across
sites.

There are instances of
insufficient trust across
sites.

Stakeholders do not
trust each other across
sites.

Can the project

Existing and new

Existing and new

There are several cases

Re]at_lonshlp integrate stakeholders stakeholders are well _stakeholders are mostly of stakeholders not
Building . ; ¥ integrated well across N -
across sites? integrated across sites. sites being well integrated.
V\g::(t)r']zlthe level of The level of personal There is some personal Personal
Personal P communication and communication and communication and

Communication

communication and
social interaction
across sites?

social interaction across
sites is appropriate.

social interaction across
sites.

social interaction across
sites is limited.

How is communication

Communication needs

Communication across

There are severe
shortcomings in media

sites.

appropriate across
sites.

Communication IMng;riz;cnon across sites supported across sites are well snlt]?s(;:efgrwgﬁr;)l{j orted support of
Infrastructure by media? supported by media. g r?'le dia pp communication across
Y ' sites.
Teleconferencing is I:Ie%c?onfs?;nech%eli d There is limited use of
Teleconference How is teleconferencing | used appropriately and across sites and teleconferencing across
Management managed across sites? | managed effectively reasonably well sites and they are not
across sites. managed. managed well.
Networks are not Networks are causing Networks are causing
Network Are communication causing delays in some delays in serious delays in
Capability networks reliable? development work and development work and development work and
communication. communication. communication.
There are no Compatibility issues Compatibility issues
Technology Tool Are tools compatible compatibility issues between tools create between tools create
Setup Compatibility across sites? between tools across some collaboration serious collaboration
sites. barriers across sites. barriers across sites.
There is appropriate Configuration N There is limited
. ) . A N management is with .
Configuration How are configurations | configuration some exceptions configuration
Management managed across sites? | management across p management across

sites.

513

nonapplicable coordination mechanisms from collocated
projects to GDSPs [91]. Process alignment in terms of tradi-
tions, development methods, and emphasis on user involvement
will often differentiate between sites, possibly resulting in in-
compatibility and conflicts [5], [24], [25], [56], [99], [100].

F. Cultural Distribution

When projects are geographically distributed, a number of
cultural problems may arise since participants do not necessar-
ily share the same language, traditions, or organizational cul-
ture [80], [93], [106]. Language barriers arise in cross national
projects when sites and participants do not share a common lan-
guage [12], [16], [22], [24], [37], [56], [88], [91], [93], [100]
or norms of communication [22], [24], [37], [47], [91], [100],
[108] resulting in misinterpretations and unconveyed informa-
tion [22], [88], [100]. Differences in work culture may render
difficulties in a GDSP [22] when sites are different in terms
of team behavior [22], balancing of collectivism and individ-
ualism, perception of authority and hierarchy [37], [56], [88],
planning, punctuality [37], and organizational culture [12], [16].
This may lead to decreased conflict handling capabilities and

lower efficiency [78], [85], or even paralyze the GDSP [22].
Cultural bias occurs when project participants consider their
norms and values as universal and neglect to reflect on to what
extent values, norms, and biases are founded in their own cul-
tural background [22], [104]. Cultural bias may lead to erro-
neous decisions [22] and insecurity about other participants’
qualifications [5], and it can have a devastating impact on com-
munication and collaboration efforts [47], [88].

G. Stakeholder Relations

When projects are distributed, it naturally becomes difficult
to obtain the same level of stakeholder integration as you would
expect in a collocated organization [99]. Lack of frequent face-
to-face interaction may impair relationship building [22], [87],
[91], [99] since relations are build through communication be-
tween project stakeholders [87]. The problem also extends to in-
tegration of new project participants [6] and other stakeholders
in the organization [84]. Closely related to stakeholder relations
is the question of trust. Mutual trust is important but hard to ob-
tain in GDSPs [58], [61], [98], [106]. This can be due to lack of
face-to-face interaction [20], [74], [109], cultural differences,
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and weak social relations [87]. Trust among stakeholders is
necessary to achieve innovation, flexibility, cooperation, and ef-
ficiency in a distributed environment [2], [13], [20], [30], [42],
[44], [59]. Furthermore, since GDSPs often have a short life
span, it is important to achieve mutual trust rapidly [41], [91],
but if trust is misplaced, the entire organization may suffer [59].
Ultimately, relationship building and mutual trust problems ex-
tend to lack of stakeholder commitment [61]. Stakeholders are
less likely to committo the project organization and its task when
cultural differences and lack of face-to-face interaction makes
it difficult to establish a clear project identity [6], [30], [78].
This weakens group synergy [6], [30], increases the risk of
conflicts [78], and may lower efficiency in the initial project
phase [105].

H. Communication Infrastructure

Almost every problem arising in GDSPs is related to the
fact that communication is no longer a simple task when par-
ticipants are distributed and appropriate supporting infrastruc-
tures are therefore needed. Personal communication is often
impeded by absence of informal communication [35], [37] and
lack of face-to-face interaction [22], [87]. This can negatively
impact trust [47], [100], decision quality [37], [47], creativ-
ity [47], [100], and general management [20]. Furthermore it
may reduce participants’ project overview, which can lead to
errors and misunderstandings [37]. Being separated, interaction
media becomes the primary communication link between sites,
but their properties or use may cause problems such as jum-
bled sequences of messages; mix-ups between past, present,
and future messages [47], [70], [100], [112]; and loss of con-
textual information sharing [47], [111]. Such problems, aris-
ing with either synchronous or asynchronous interaction me-
dia, may lead to confusion [100] and misunderstandings [111]
among participants and lower the moral [47]. GDSPs are highly
dependent on proper teleconference management in order to
coordinate efforts between sites. When interaction medium lim-
its verbal and nonverbal cues, it is not possible to apply tra-
ditional management of meetings [100], [112]. Additionally,
different time zones may make it difficult to organize confer-
ences [5], [12], [88]. These factors make it challenging to benefit
from conferences [13], [112].

I. Technology Setup

Networks that connect globally distributed sites are often slow
and unstable [22], [37], and even minor delays can ruin the flow
of communication [17], [46], [47], [70], [88], [100], [112]. Net-
work capability is therefore an important challenge in GDSPs,
and selection of appropriate information and communication
technology is crucial for project success [46], [68], [110]. Unre-
liable networks may lead to frustration and low efficiency [22],
limit exchange of sensitive information [10], [88], or even cause
production stop [22]. When developers from different parts of
the world collaborate, tool compatibility may prove a problem.
The reason is that sites are likely to prefer different program-
ming languages, support tools, operating systems, and devel-
opment tools [22], [46], [100]. Also, the sites may experience

differences in support and tool versions. This can lead to frus-
trations, conflicts, and delays [100]. Configuration management
is specifically a challenging technology in distributed projects
due to possible problems concerning tool differences [5], slow
and unreliable sites, lacking awareness of product changes, and
bug fixes between sites [24], [37], [40].

IV. CONCEPTUALIZING RISK RESOLUTION TECHNIQUES

Thirty-five risk resolution techniques were identified in the re-
viewed literature. In the following, we present these techniques
using the four categories: planning, control, social integration,
and technical integration (cf. Table I). The categories were, as
mentioned earlier, adapted from McFarlan’s [75] generic soft-
ware risk management framework. We have categorized each
resolution technique based on its primary emphasis as each
technique very well can apply to more than one domain. Due
to the amount of resolution techniques, we opted not to elabo-
rate each in detail; instead, we present one exemplary resolution
technique for each category of resolution techniques: a com-
plete list of the identified resolution techniques is presented in
Appendix C.

A. Planning

The planning category includes resolution techniques that
help plan projects to be effectively executed in distributed con-
texts. An important planning technique in GDSPs is “create
shared collaboration platform,” offering a shared vocabulary to
describe both everyday activities on each site and central ac-
tivities in the development process, e.g., by using UML. This
promotes unity and sense of belonging and reduces misinterpre-
tations [5], [16], [100]. Also, it is advised to establish a shared
project culture without discriminating in favor of any particu-
lar national or professional culture. More specific suggestions
are the use of a dialogue technique to establish shared men-
tal models of the project and task [105] and the production of
concept lists explaining slang across the involved cultures and
professions [69].

B. Control

The control category includes resolution techniques that fa-
cilitate tracking progress and help manage discrepancies in re-
lation to plans in distributed contexts. An example of a tech-
nique that supports control in GDSPs is “establish temporal
coordination mechanisms,” providing structured approaches to
temporal coordination across sites including handling of dead-
lines, synchronization, and distribution of resources [70], [77].
Shared deadlines or milestones should be introduced when coor-
dinating successive integration of individual software modules
as well as handling diversities concerning local festivals and
holidays [5], [100]. If reduction of temporal distance is im-
possible, the project manager should manage time translations
and time adjustments, relocate time using asynchronous media,
and institute time-based norms for communication and virtual
presence [100]. There should also be a focus on synchroniza-
tion, plans, and procedures in the development process, enabling
transferring of tasks from one site to another [99].
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C. Social Integration

The social integration category covers resolution techniques
that integrate participants and help manage cultural differences
across sites in distributed contexts. One of these techniques is
“develop liaisons between sites.” This approach advocates using
liaisons to facilitate information exchange, identify expertise,
mediate cultural conflicts, and settle disputes [5], [12], [24],
[35], [36], [56]. If the organization consists of a main site and
several subsites, liaisons from the subsites should spend the
start-up phase at the main site to gain insight and overview of the
project [5]. Furthermore, it is advised to include travel expenses
in the overall budget and not perceive them as additional costs.

D. Technical Integration

The technical integration category includes resolution tech-
nigues that increase connectivity and technical compatibility
across sites in distributed contexts. An example of these res-
olution techniques is “standardize and train in methods across
sites.” This technique suggests standardization of tools, meth-
ods, templates, and processes in order to create a harmonic
and efficient project organization [24], [25], [56], [99]. Such
standardization implies training of participants and lower initial
efficiency as experience with the chosen standards varies [5],
[25], [46]. In the long run, higher efficiency and fewer misun-
derstandings are, however, expected [24], [56]. More specific
standardization could be introduction of shared guidelines for
error handling, accessibility to other sites” documentation, doc-
umentation of tests and testability [40], or the use of a shared
tool that allows for tracking of bugs and corrections in all parts
of the distributed project [5].

V. AN INTEGRATIVE FRAMEWORK

Based on the insights from the two previous sections, we de-
veloped a framework for managing risks inherent in GDSPs.
First, we linked resolution techniques to risks based on the liter-
ature. Then, we developed a framework for risk assessment, risk
control, and risk management planning in GDSPs. Finally, we
implemented a Web-based tool called Distributed Project Man-
agement System (DPMS) to help refine the framework based on
empirical evaluation of its practical usefulness. In the following,
we present each of these steps in detail.

A. Linking Resolution Techniques to Risks

Based on the reviewed literature, we linked resolution tech-
niques to risk areas, reflecting which resolution techniques can
alleviate which risk areas. To that end, we created a matrix with
risk areas on the x-axis and resolution techniques on the y-axis
(Table 1V). The reviewed articles were then revisited and ref-
erences were added to the matrix where we identified a link in
the literature. This identification process was interpretive rather
than literal.

B. Developing Framework

Subsequently, we considered four classical risk manage-
ment frameworks presented by Lyytinen et al. [67]. These
were McFarlan’s [75] portfolio framework, Davis’s [18] con-
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tingency framework, Boehm’s [7] software risk framework,
and Ginzberg’s [32] implementation framework. The design
of Ginzberg’s approach [32] did not qualify for our purpose
because it does not include risk resolutions. Of the remaining
three, we opted for the design of Boehm’s [7] risk-action list
framework, as it possesses two important qualities: it is easy to
use and modify [39]. We considered ease of use crucial, as the
framework should be employed in a distributed and likely cross-
cultural context. In such a setting, we made it a priority to enable
participants with varying background to use the framework with-
out lengthy preparatory instructions. Regarding easy modifica-
tion, flexibility is a desirable trait in GDSPs as these organiza-
tions have changing needs [22], [37], [108]; also, we considered
future development of the framework, taking into account that
rapid development of technology and organizational forms plays
a major role in GDSPs, making future alterations inevitable.
The tradeoff when comparing risk-action list frameworks (e.g.,
Boehm [7]) with risk-strategy frameworks (e.g., McFarlan [75])
and risk-strategy-analysis frameworks (e.g., Davis [18]) is lack
of strategic oversight [39]. However, we did not consider this
as important as the other qualities because the proposed risk
management framework focuses on risks related to geographi-
cal distribution rather than on risks in general. The framework
therefore demands complementary management and risk man-
agement approaches to provide appropriate strategic oversight.

According to Boehm [7], risk management involves risk iden-
tification, risk analysis, risk prioritization, risk management
planning, risk resolution, and risk monitoring. Our risk manage-
ment framework consists of three elements, formalizing these
steps in GDSPs (Fig. 2). In terms of content, the framework dif-
fers from Boehm’s [7] by specifically focusing on risks related
to distributed projects; we exclude risks appearing in collocated
projects unless the distributed environment significantly exac-
erbates them. Additionally, during risk assessment, our frame-
work estimates risk exposure on the risk factor level, opposed to
Boehm [7], who evaluates risk exposure on the risk area level.

Our framework supports multiple users in order to engage
project participants across sites as illustrated in Fig. 2. Thisis a
crucial feature for risk assessment accuracy, as no single project
manager possesses the necessary overview of GDSPs to accu-
rately perform risk management. Another important structural
feature is the support of project hierarchies in GDSPs [26]. This
allows for subprojects within distributed projects to contribute
to an overall risk assessment.

When applying our framework to a GDSP, the first step is risk
assessment. This process evolves around a model with the eight
identified risk areas and 24 risk factors that constitute the results
from the literature review (Fig. 3). For each risk factor, the user
selects a risk probability P (UO) (defined as the probability of
unsatisfactory outcome [7]) and the loss to the parties affected
if the outcome is unsatisfactory L(UO) [7]. These assessments
are made on a scale with the numeric values 0-8, categorized
into low (0-2), medium (3-5), and high (6-8) (Fig. 3). During
probability assessments, users are supported by not only the
numeric scale but also by a qualitative interpretation of each
measure based on the literature review; see example in Fig. 3
or Table Il for the full list. After users have assessed both
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TABLE IV
LINKING RESOLUTION TECHNIQUES TO RISK AREAS



















































