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Abstract—Recent advances in communication networks and within an election process without being seen by anyone.
cryptographic techniques have made possible to consider on- Notice that it would be almost impossible to achieve this
line voting systems as a feasible alternative to conventional feature when using a traditional election system
elections. Until today several protocols for electronic voting have . : . . '
been proposed, unfortunately only a few of them have been Crgatlng an on.-llne voting system requwes the use of rO*?USt
implemented in an end-to-end fully functional system. In this S€curity mechanisms that are relatively complex to design.
paper we present a secure electronic voting system for medium Accordingly, the study of security mechanisms in electronic
scale on-line elections (SELES). Our system efficiently imple- elections has received considerable attention in the last twenty
ments a security communication protocol offering protection years. As a result, a wide variety of e-voting cryptographic

against double voting and others frauds while avoiding any
private voting channel. SELES accomplishes all the standard protocols have been proposed [1], [2], [4], [7], [10], [12],

properties of conventional voting systems, namely, accuracy, [15], [16]. Such protocols must satisfy a number of security
democracy, privacy, verifiability, simplicity, flexibility and double  requirements such as: vote accuracy, verifiability, voters’ pri-

voting detection. Our system has been tested in a distributed vacy, double voting detection, among others [12], [15].
and heterogeneous Internet network comprised by workstations, Roughly speaking, those cryptographic protocols can be

laptops and PDA nodes interacting through wired and wireless lassified th b did hic functi d
connections. Additionally, SELES has been designed to deal C'@SSITIEA &S Ihe ones based lsbmomorphic Tunctionsan

with communication failures, thus achieving a certain degree of the ones based dBlind signatures
robustness. The design of protocols based twwmomorphic functions

requires rather complicated encryption schemes for hiding

Keywords: Electronic voting, Cryptography, Blind Signatures, ~ballot's content in order to preserve voters’ privacy [6], [16].
DSA, RSA. Those protocols include two phases: ciphering and voting. To
implement these phases, several techniques such as shared
secret keys and zero-knowledge proofs have been proposed.

In an electronic election system, privacy and security akéowever, an important drawback of homomorphic protocols
mandatory features. However, it is not always obvious how i® that they tend to produce high communication overhead
achieve these characteristics at a reasonable price, due toaflbag with having high computational complexity in the vote
fact that when an election process takes place, mechanisoanting phase.
that assure both, security and privacy may be too expensiveBlind Signatureswere proposed in 1983 by Chaum [1].
for system administrators on one side, and inconvenient ferotocols based on blind signatures hide voter's identity, but
users on the other. still make the actual content of a vote visible to the authority.

Recent advances in communication networks and crypterotocols based on blind signatures generally consist of a
graphic techniques have made possible to consider on-limgistration phase followed by a voting phase.
voting as a feasible alternative to conventional elections.In this paper we present an RSA/DSA-based e-voting
Indeed, on-line electronic voting allows users to participagrotocol for online elections which can be regarded as an
in an election no matter where they physically are at thmprovement of the scheme proposed in [10]. As a means of
moment of the voting process provided that they have a medasting the correctness of the said protocol, we implemented a
of establishing a wired or wireless Internet connection to thelly-functional distributed e-voting system in Java. We give
system servers. a detailed explanation of the e-voting system’s architecture

Additionally, an aggregated value of this kind of systemand its corresponding dataflow. Finally, we evaluate the per-
is its inherent privacy, since a voter can participate activefgrmance achieved by our system and compare it with other

I. INTRODUCTION



previously reported schemes. [10] an improvement to Mu and Varadharajan's protocol,
The rest of this paper is organized as follows. In nextdding a protection scheme against possible frauds based on
Section, a summary of previous related work is outlinethe use of blind signatures. The proposed scheme did not
In Section Ill, a description of the SELES protocol whictrequire any special voting channel.
is an improved version of Lin-Hwang—Chang'’s protocol is Finally in 2005, Gara-Zamora et al. [17] incorporated two
presented. Section IV discusses the rationale and implemamendments to the Lin—Hwang—Chang protocol in order to
tation details behind the general architecture of the systduther improve its functionality. First, the usage of ElIGamal
developed. A performance and comparison evaluation of teacryption scheme in [10] was substituted by the Digital
system is presented in Section V. Finally, in Section VI sonféignature Algorithm (DSA) scheme. By doing so, authors
concluding remarks are drawn. in [17] shown that independently of the random values that
a voter and an authority server may choose, a vote will
1. always be signed correctly before being sent to the voting
Fujioka et al. [4], developed a practical voting scheme usirggrver. Secondly, two extra encryption operations were added
blind signatures. In their proposal, each voter signs his/herthe protocol dataflow in order to guarantee proper operation.
vote with a secret key, and then sends it to the countig detailed description of this protocol is given in the next
center through an anonymous channel. One disadvantageSettion.
this scheme is that the protocol is complex since the voting
phase consists of two steps. I1l. SELESVOTING PROTOCOL
In 1997, L. Cranor and R. Cytron [2] proposed and imple- SELES voting protocol consists of three phases: authentica-
mented a protoco| based on Fujioka's scheme cadlledsus tion, VOting and COUﬂting. It considers the interaction of four
The main difference between both schemes is that Sen&éities, namely, voter (V), authentication server (AS), voting
allowed users to vote in a single session, whereas Fujiok&&/ver (VS), and counting server (TCS). Cryptographic tools
proposal required two sessions. However, one disadvantage!®ed by the protocol include digital certificates, time stamps,
these schemes is that the network traffic increases since Bad signatures and so on.
voter is required to send the same ciphered messages twicd,he notation that will be used to describe protocol’s oper-
making the protocol less efficient. ation is as follows:

RELATED WORK

On the contrary, in Wen-Sheng et al. scheme [8], thees V : voter
network traffic is lower since every voter is allowed to send e
only a single anonymous message. Unfortunately, it has been
shown that this scheme does not avoid vote duplication. .

In 1998, Mu and Varadharajan [12] proposed two security e
schemes for electronic voting that addressed the issue o#
voter’s privacy. The proposed schemes made use of RSAe
blind signatures along with EIGamal encryption scheme. These
protocols were also able to detect vote duplicity.

In 1999, Karo and Wang [9] presented a security schemes
for large scale electronic elections that did not used blind e
signatures. They suggested to utilize the HTTPS protocol toe
perform all transactions, instead of using an anonymous chan-e
nel. However, the scheme was inefficient since six authoritiese
were included in the model. .

In 2001, Ray — Narasimhamurthi [13] designed a protocol
that allowed anonymous voting through the internet. This

AS: authentication server

VS: voting server

TCS: counting server

t : time stamp

q : DSA parameter2!® < ¢ < 2160

p . givenl such thatd <[ < 8, let p be a prime such
that 2511640 < < 25124641 " with the property that
divides (p — 1), i.e, ¢|(p — 1).

g : a generator fotz;

a : DSA private keyl < a < q¢g-—1
a=g?P=D/4mod p

y = a®mod p

Cert: digital certificate issued by an authority

{es,d, },n,: @ pair of RSA keys for uset, wheren,, =
p1 X p2, p1 andp, two large primes and, x d, mod

protocol included three authorities and made use of digitml the rest of this Section, we summarize the main algorithm

certificates for voter authentication.
In 2003, Joaquim, dquete and Ferreira [7] presented a Jav
implementation of an electronic voting system called REVS.

steps and dataflow performed during all three protocol phases.

. Authentication

REVS implementation was based on the scheme proposed byhe authentication phase consists of three steps:
DuRette [3], which was itself an improvement of the EVOX 1) Voter chooses two blind factors, and b2, and two

system described by Herschberg [5]. In REVS, every valid vote
should contairt signatures from the administrative entities,
where:t > 3.

In 2003, Chien et al. and Lin-Hwang—Chang [10] showed
one weakness in the scheme proposed by Mu and Varadhara-
jan: the possibility that a user could vote more than once
without being detected. Lin-Hwang—Chang also presented in

random numberé; anda. Using these values together
with the DSA parameters, the valugs z; and 2z, are
generated in the following way:

y = «“mod p,
z1 = [(@® modp)- (bj*%) mod nas, (1)
2z = [(a® mod p) - (b5*%)] mod nas.



2)

3)

wherep and « are public DSA domain parameters.

Then the voter sends,

{V, AS,Certy,t, 21, z2, [(21]| 22]|t)? mod ny]}, to the
AS.

AS validates V’s identity by verifying the received
signature[(z1||z2||t)?v mod ny] with the public key
included inCerty . If the signature is valid, AS chooses
a random numbek, and stores it in the database as an
identification of V. For this reason the valde must be
unique for each voter. Then AS generatgsz,, z5 and

z¢ using the following procedure:

23 (k2]|t)®” mod ny,
zg = (21 % AS)dAS mod nag
= [(a® mod p) x AS]445b; mod nag
25 = (22 x (™ mod p) x AS)*s mod ng
= [(a® mod p) x (a*? mod p) x AS]945b,
modn g (2)
26 = (22 x (&* mod p) x AS)¥45 mod ng

[(@*** mod p) x (a*2 mod p) x AS]%45b2
modnAs

Finally, AS sends a reply message to V. Notice that in
this message the values, z; andzs are encrypted with
V’s public key, separately. Additionally, a timestarhfs
added to the message. This is because it is not possible
to encrypt all three values together, since the size will
be 3072 bits and the size af, is only 1024 bits long.
{AS,V, z3,[(24 + ©)° mod ny],[(zs + )¢ mod
ny], [(z¢ + )¢V mod ny |}

The voter decrypts:s to get k>. Additionally, he/she
decryptszy, z5 and zg using his/her private exponent
dy to decrypt the last three values in the reply message
followed by the subtracting of. Then, the blind factors
are removed so that the signaturgs sy and sz can be
generated as follows,

S1 = z4 X b1_1

[(@® mod p) x AS]%5 mod nas

25 X byt

[(@* mod p) x (? mod p) x AS]%4s
modn g

52

= 2
®)
zg X b2_2

[(@®*" mod p) x (a*? mod p) x AS]44s

modn g

53

B. Voting Phase
Voting phase dataflow is as described below.
1) Let us recall that VS needs to verify:
« 2 voter’s signatures of the vote generated using
DSA moduleq and;
« 3 signatures module 45, which are the signatures
that the AS previously provided to the voter.

Therefore, in the voting phase the voter proceeds to sign
the ballot () using DSA andr; andzs as private keys.

The voter is able to generate these values because he/she
has already decrypted,. Notice that the two DSA
signatures consists on the paifs;, s4) and (rs, s5).
Hence, the first part of the signatures, namejlyand

r9, can be obtained as follows,

T = ki+ ks,

o = 2k1 + ko,

r1 = (& mod p) mod g, (4)
ro (a”? mod p) mod gq.

The second part of the signatures, namglandss, can
be generated through the computation of the following
equations:

S4 7 (m + ary) mod g,

®)

Additionally the voter needs to compute the valdes
andiy as,

S5 x5 1 (m + ary) mod q.

i = [((® mod p) mod nag) x ((e*? mod p)

modnag)] mod nag,
[((a®* mod p)? mod nag) x ((&*? mod p)

(6)

These last two values together with and r, are
encapsulated taking advantage of fBhinese Residue
Theorem That is done with the goal of allowing VS
to perform the corresponding verifications in the proper
arithmetic (either modulus 45 or modulusg).

la
modn 45)] mod ns.

= [(r1 X nag)+ (I1 X ¢)] mod (nas - q)
[(12 X nag) + (l2 X ¢)]) mod (nas - q)

(7
Lastly, the voting ticket is generated in the following
way:

Ticket = {s1, S2, 83, 84, S5, Y, Pr1, Pra, m}
Voter V, sends his voting ticket to VS. VS performs
a total of 5 signature verifications needed for ticket
validation. The first 3 verification equations are as
follows

o
AS xy)modnas = s74° mod nyg
_ 51
?
(AS X pry - qil) mod nAsS _ SSAS mod naAs
?
(AS x pra-qg ') mod nas ~ s5*5 mod nas

Notice that in virtue of theChinese Residue Theorem
we have thapr, - ¢~! = I, andpry - ¢~! = I, where
g~ ' is defined as the multiplicative inverse @modulus
nag. Similarly r; andr, can be recovered by computing



pry %Zé =r andpr2~n2§ =79, wheren;‘fq is defined
as the multiplicative inverse of 45 modulusg.

IV. IMPLEMENTATION

In order to verify the DSA signatures we use the SELES has been designed and implemented for medium

following procedure,

DS Averifier(r,s) {
w = s~ mod ¢
u; = w - m mod ¢
ug =1 - w mod q

v = (a"y*2 mod p) mod ¢

returnv

}

Then the last two signatures and ss; can be verified
by proving that the following equations hold:

7
r1 _ DSAverifier(ry,sy)

2

ro  DSAverifier(rq, ss)

scale electronic elections, i.e., limited to several tenths of
thousands voters. The limit on the number of voters is mainly
imposed by the WEB server utilized in the implementation.
SELES functionality is based on tt@ient—Servemparadigm.

At the same time, SELES makes use of several cryptographic
tools and techniques which provide a correct and secure
performance.

Voter’s functionality is provided by an application that we
have calledvoter Applicationwhich was specifically designed
for this purpose. This application can run in a variety of
platforms such as Personal Computer, Laptops, or even a
Personal Digital Assistant (PDA).

Due to the fact that votes are emitted online, eligible users
of a given election can participate via either a wired or a

3) Ifall five signatures are correctly verified, VS will acceptyireless Internet connection. The system’s general architecture
and store the ticket sent by the voter as a valid one. Onggyisioned for SELES is shown in Fig.1.

that the voting election process has been completed VS
sends all valid votes that were received to TCS over the
communication network.

C. Counting phase

TCS must receive all valid tickets from the voting servers. .. 1
Additionally, TCS must identify all tickets that are identical N
and count them only once. These actions will guarantee a fin¢ LS
tally equal to the total number of the valid votes received Voter 2

during the elections.

In this phase it is possible to detect malicious voters tha
may have sent two or more tickets with different votes. In ~1” Voter 4 f :

Router
Router | \‘ub r
=& \ — R
Internet

- AS

Hub
K '/

~— T

Access Point F

\’lyﬁVOter 3 Vs

order to perform the so-calledouble voting detectignwe
consider the fact that a given voter uses the same key t
sign different votes. Therefore, TCS will receive at least two

W

TCS

tickets with the following form:

Bl = {81,52753,34755a2/7]77"1ap7‘27mf}1
J— / / /
B2 - {51a527533547555y7prlapr27m }

With the information contained in these two tickets, TC
is capable of identifying the voter who sent these ballots,

computing the following equations:

m' —m

T = mod gq,
S4 — S4
m —m
T2 = mod ¢,
Sy — S5
ki = x3—11, (8)
kig T — k‘l.

Fig. 1: System’s General Architecture

Those patrticipants working on high performance computers
(such as workstations or laptops) may cast their votes without
gsing a local application. Instead, all voter's actions will be
@;;complished by usingigned appletgreviously downloaded
by the voter during his/her registration in the voting process.

Voters who wish to cast their ballots from a PDA device,
must download and install\éoter Application We were forced
to develop that application because today PDASs Internet
browsers support standaappletsonly and almost none of
them can deal wittsigned applets

Fig. 2 shows a top-down layer model used for implementing
each one of the entities considered by our system. As it
was mentioned, SELES protocol defines three authorities,
namely, AS, VS y TCS. Additionally, a Certificate Authority

As it was mentioned previously, all, values assigned to (CA) is also required. This authority needs to participate in
each voter are stored in the database\&f In this wayTCS a preliminary phase, generating the RSA public/private key
can request tAS the name of the voter which is associateg@air for each participant. In this work, we considered that
to the computed valué,, thus identifying the identity of the all participants (voters and authorities) have a 1024-bit RSA

malicious voter.

type of public/private key pair. Furthermore, the CA is also



1: Digital certificate

PDA as voter PC or lap-top as voter Voting authorities
| ' :
l. I v : H
L il H :
= U ;
é T 2. Acknowledgment
V i i ) 3IWater's information (name, rfc, etc )L

Ap";’:ﬁ:?:ﬂi'at ] 4: Check voter's information
— [ I
Frame Applet Servlets and 5 Reply H
Application ISP - -
: 6: Rephy U H
Personallava IDK1.4.1 DK 1.4.1 MysQL L| n
DBMS T - i H
JeodeRuntime IVM WM : 7D of AS,t, 21, 22, signature :
— — 8 8 H Lla:t, 21, 72, signature, identifier k2
H ‘ 9. Insertion's result U
| I DofAS. 23 zdc, e, B ] U

Fig. 2: SELES Top-Down Layer Model L] U

73 (k2 || 1) encrypted
24¢,z5¢,z6c: blind signatures encrypt

t: timestamp
21, 22 values for blind signatures
ed|

responsible of issuing the digital certificates corresponding t
each public key.

Once again and due to PDAs computing power limita- Fig. 3: Voter-AS UML Sequence Diagram
tions, we faced some compatibility problems when trying
to read/access the private keys generated by our own %AV ing S
application ACERPAM The reason for this problem is that™" oting Server
unfortunately crucial Java libraries are not included yet in The Voting Server (VS) has the responsibility of accepting
the Personal Javapackage, which is the typical Java virtuaParticipant's ballots for a given election process. Received
machine available for PDA devices. Due to that, those usdtgllots must contain:
wishing to generate and transmit a vote from a PDA device 1) vote selectionThe candidate selection chosen by the
must utilize public/private keys and certificates generated by  participant,

a cryptographic tool callelleytoolwhich is a utility included  2) Public ParametersWhich are needed to verify two
in JDK 1.2. digital signatures included in the vote and,

3) Five signaturesAccording to SELES Security protocol,

three of those verified signatures are RSA signatures

A. Authentication Server while the other two are DSA signatures.
Fig. 4 shows the dataflow between a voter and the VS during
the voting phase After the VS receives the ballot, it gets
S public key which is required for verifying the first three
PESA signatures. If all the three RSA signatures get validated,
n the remaining two DSA signatures are verified. If all

The Authentication Server (AS) is responsible for authe
ticating all registered users wishing to vote. SELES consid
that a legitimate user is the one that has been correctly
registered in the AS election database. Fig. 3 shows

dataflow between a voter and the AS during shentication five signatures are valid, then an automatic response message

phase o _ o is generated where the VS let the voter know that his/her
The authentication server is the entity in charge of receipte was correctly generated. However, if any one of the five

ing users’ digital certificates along with their personal dat@jgnatures fails, the response message informs that the ballot
Afterwards, AS verifies the public identifier and the signatufigas not been accepted.

it just received. Next step is to check whether the prospective

voter has been previously authenticated or not, i.e., if a blife Ticket Counting Server

signature was previously granted to him/her or not. If the The Ticket Counting Server (TCS) receives from VS all
answer is yes, then AS recovers the user’s unique identifregistered tickets whose five signatures have passed the verifi-
value k, from its database. On the other hand, if this is theation step. Fig. 5 shows the corresponding dataflow between
first time that the voter is establishing contact with the AS,¥¥S and TCS. Obviously, TCS' main responsibility is of
unique valuek, is assigned to him and stored in the databaseunting all tickets in a fair and exact manner.

so that future identification of that user is possible. Finally, AS To do that, TCS first stores all received ballots in its
blindly signs the corresponding values according to SELEf&tabase. Then, it proceeds to identify all identical ballots
security protocol described in last Section. AS encrypts tlse that they will be considered only once during the final
blind signatures along with the valug just generated and counting.

the message time stamp. This information is encapsulated irThe same procedure is instrumented for detecting duplicated
a message that will be sent to the voter later. tickets that may have being sent by malicious voters. In



Server

! 1™oting ticket :
H (81,82, 53,54, 55, vy, prl, pi2, m) |_|

2%alid ticket

3 Insertion's result

4:Ticket's walidity

[

Fig. 4: Voter-VS UML Sequence Diagram

the case that some suspicious tickets are found, TCS must
obtain the corresponding identifiers and report them back
to AS. Afterwards, AS will extract the cheaters’ identity

corresponding to those reported identifiers. Fig. 6 shows the

dataflow between TCS and AS.

Only after having analyzed all received tickets, TCS pro-
ceeds to perform the final counting followed by the publication
of the official results. By performing these actions, SELES

D. Voter

In order to be able to cast a vote, a participant must complete
two phases;

1) Authentication PhaseDuring this phase the voter sends
his/her digital certificate and personal data to AS. To do
so, the voter first obtains AS public key and prepares and
signs the message that AS must blindly sign. When the
voter receives the response message from AS it needs
to parse it so that the valuk, generated by AS, (let
us recall that this value is the voter’s unique identifier)
can be obtained along with the three blind signatures.
Thereafter, the voter can remove the blind factor and
store the parameters contained in the response message.

2) Voting PhaseAt the beginning of this phase, the partici-
pant fills out a ticket with his/her own electoral candidate
selections. Afterwards the participant must digitally sign
the ticket using the DSA cryptosystem and send it to the
VS. Then, VS will proceed to check whether that ticket
is valid or not. In case of a positive result, VS sends
an OK message back to the voter, otherwise the voter
receives an error message. If everything goes well the
voter hashes the ticket and stores it together with ticket’s
relevant parameters.

system guarantees a final tally equal to the total number of tiielS Worth to mention that when election’s final tally is

valid votes received during the election process. Finally and Ry/Plished, any legal voter can make sure that his/her vote was
an effort to bring transparency to the system, TCS publishe@gually counted. This check can be done by any legal voter
detailed list of all valid and invalid tickets that were received! @ Simple manner: he/she just need to check that the hash of

during the process.

Yoting Ticket Counting Diata hase
Server Server
1:Valid tickets i
H L-I 2:¥alid tickets
3:Insertion's results
. 4: Acknowledgment

Fig. 5: VS-TCS UML Sequence Diagram

Ticket Countin Authentication Data base
Server Server

1:Identifiers of cheating voters

U 2:Identifiers of cheating woters

3:Names of the cheating voters

4:Mames of the cheating voters =

Fig. 6: TCS-AS UML Sequence Diagram

his/her ticket is included among all tickets listed by TCS.

In order to prevent typical package losses over Internet,
SELES makes use of time stamps and safe storage of ticket’
relevant parameters. In this way SELES achieves some degree
of robustness.

E. Implementation Details

All three authorities were implemented using Servlets and
JSP’s. The Voter application was coded in Java using J2SDK
version1.4.1_02.

The PDA version of th&/oter applicationwas written using
the execution environment Insignia JeodeRuntime, which is
fully compatible with PDA Personal Java. The PDAs used
in this work were: HP iPAQ Pocket PC model h5500, and
a SHARP model Zaurus SL-5500, with operating system
Windows and Linux, respectively. Let us remark that exactly
the sameVvoter applicationcode runs in both PDA devices in
spite of the platform differences.

The WEB server utilized waspache Tomcatversion 5.0.2.
Finally, the database management was coded using MySQL
version 1.4 andMlySQL Control Center 0.8.9-beta as graphic
user interface for MySQL.

V. EVALUATION

A. Functionality

The scheme proposed in this paper has the following
properties:



TABLE I. Desired Properties
SCHEME ACCURACY | DEMOCR. | PRIVACY | VERIFIC. | CONVEN. | FLEXIB. | DV-DET.

Schoenmakers [14 Vi Vi v N v X X
Fujioka et al. [4] v v v v X v x
Sensus [2] v v v v 4 v X
Karro et al. [9] Vv v v v v v X
REVS [7] v v v v v v X
SELES v v v v v v v

1) Accuracy SELES security protocol guarantees that onlthe number of votes sent in a given election. In the case of the
valid tickets will be counted in the final results, sincdREVS protocolt corresponds to a value greater th}mNhere
VS will not accept any ticket that does not contain théis the number oAdministrativeentities that are participating
3 signatures issued by the AS. Moreover, a procedurean election. Finally in the case of Karro’s protochlis the
has been included in the protocol to detect whenevealue of key pairs that th€ountingauthority decides to issue.
two or more valid tickets are issued by the same voteFhe authority must issue a number of encrypted tickets greater
2) Democracy This property is achieved because AS wilthan the number of registered voters, using different keys.
verify the identity of a voter, checking that he/she meets The number and size of exchanged messages transferred
all requirements to participate in an election. during both, authentication and voting phase are summarized
3) Privacy. With the use of blind signatures it is guaranteeth Table 11I
that given a vote, it is not possible to determine whose
person voted.

e . . . . ] o TABLE lll: Aproximate size of messages
4) Verification Since every ticket issued contains 5 digital PHASE MESSAGE 1| MESSAGE 2
signatures (3 realized with the keys chosen by a voter Authentication 19.5Kb 4.5Kb
Voting 06.7Kb —

and 2 user keys generated between the voter and the AS),
and the unencrypted votenj, voters may verify that
their vote was correctly counted whenever the results of
an election are published. This is possible because TCSA summary of the cryptographic operations performed all
not only publishes final results, but also all the validlong the election process is shown in Table IV

tickets that were received.

5) ConvenienceVoters are capable of finishing the voting TABLE IV: Cryptographic Operations
process in short time, during a single session and wit PHASE vV_ AS e
. . ¢ Authentication| 1 RSA sign. 1 RSA verif.
minimum equipment. _ o 2 RSA encryp.| 4 RSA encryp.
6) Flexibility: The system is flexible because it is based on 3 blind sign.
blind signatures, which allows the use of several formatg ~ Voting 42R§SAAde,CWP- g ggﬁ Vef,'}‘-
. . sign. verif.
for the voting ticket. TOTAL 9 operations 8 operations | 5 operations

7) Detection of 2 or more votes issued by a single voter
SELES protocol is able to detect whether a voter has o o
issued two or more votes, additionally of being capable Fmally in Fig 7 we shqw SELES execution time needed for
of knowing the identity of a malicious voter. election’s tally computation.

VI. CONCLUSIONS

) In this contribution we presented the design and imple-
Table | shows a comparison among some of the most Wglkntation of SELES, an end-to-end electronic election system

known e-voting schemes. Properties considered include: acgd,tion. SELES security and privacy features are provided by
racy, democracy, privacy, verification, convenience, flexibility secure communication protocol which is an improved version
and double voting detection, respectively. of the Lin-Hwang-Chang’s scheme [10]. SELES’ performance
~ Table Il shows a comparison between some of the protocQlgs tested and measured using a client-server model imple-
listed in Table |, in terms of the total number of keysnented over a heterogeneous distributed system comprised
pairs, passwords and authorities required by those protoc@jworkstations, laptops and PDA devices interacting through
Additionally, we compare the number of times that a vote {gired and wireless Internet connections. A comparative analy-
sent through the network in the voting phase. In TableMis  gjg among reported e-voting systems shows that SELES is
a competitive option able to fulfill all desirable properties

B. Comparison

TABLE Il: Comparative Table of a secure election system, such as accuracy, democracy,
ggriﬁ’;”'[zz] TEYE E’ASSWORD 3AUTH- ;;ANSM- verification, convenience, flexibility and detection of double
Karro et al [10] | 1+ kN | O 6 3N voting. Furthermore, our experiments also show that SELES
REVS [7] 2+4iN |t 3+4 2N is able to obtain a final exact tally of up to five thousand votes
This Protocol | 1+2N | 1 3 N in less than 140 Seconds.




6000

5000

4000

3000

Tickets

[16] Berry Schoenmakers, “A simple publicly verifiable secret sharing
scheme and its Application to the electronic votingdvances in Cryptol-
ogy, CRYPTO'99y0l.(1666), (Lecture Notes in Computer Science, 1999):
148-164.

[17] Claudia Patricia Gafra-Zamora, Francisco Rdduez-
Heniquez and Daniel Ortiz-Arroyo,"An  Efficient and ef-
fective e-voting protocol for online elections” Technical
Report  CINVESTAV-IPN, 17 pages, 2005. available at:
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Fig. 7: Time required for Tally Computation during the Voting Phase
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