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Strategic IT audit 

Develop an IT Strategic  

IT Assurance Plan 



Speaker Biography

Hans Henrik Berthing is Partner at Verifica and Senior Advisor & 
Associated Professor at Aalborg University. He is specialized in IT 
Assurance and IT Governance, including risk and control reviews. He is 
a member of the IT Advisory board for the Danish CPA Association 
(FSR-Danske Revisorer).

Berthing have helped develop a national & international audit and Berthing have helped develop a national & international audit and 
controls guidelines including Good IT Governance (God IT Skik). He has 
for the last four years been a CISA instructor. He serves as a speaker 
and instructor at both the local and international levels, on topics 
relating to Audit, IT Assurance, IT Governance and risk management. 
During the past 16 years Berthing has been involved in numerous IT 
General controls reviews and Third Party Audit Reporting (ISAE 3402) 
for different clients in size and industry.



• Develop an IT strategic assurance plan 
• Use Cobit 4.1 as framework for the IT 

Assurance plan 
• Involve CxO and Board of Directors in IT 

Governance 
• Integrate IT Audit with Financial Audit 
• Risk based IT audit in practice  
• How can technology facilitate IT audit goals 

for risk identification and measurement 
• Audit Programs based on IT Assurance 

Framework  

 



Objective 

• This course will give the participant a detailed IT 
Assurance plan and Strategic.  

• It will ensure that Business Goals, Objectives and Risks 
are considered as part of the IT Assurance work.  

• Requirement from International Standards of Audit will 
be highlighted and participants will be able to 
communicate the IT Audit work to the External Auditor. 

• The participant will be able to use tools as part of the 
planning process and communication with executive 
management and the Risk and Compliance function. 



Hans Henrik Berthing 

• 44 year, married with Louise and dad for 
Dagmar and Johannes 

• CPA, CRISC, CGEIT, CISA and CIA 
• ISO 9000 Lead Auditor 
• IT Audit Director and professional responsible 
• 7 Years Financial Audit and 16 Years IT 

Assurance 
• Former President & Vice President ISACA, 

Denmark Chapter 
• Instructor, facilitator and speaker 
• Articles and editor of ISACA newsletter 
• Senior Advisor & Associated professor Aalborg 

University 
 



Argumentation 

• A huge number of various systems interacting 

• Operations, maintenance and change management 
are difficult 

• Systems runs critical business processes 

• Realisation of business benefits through SSC 

• Data flows are not integrated properly 

• Data are not adequately available 

• Inadequate Business development and 
standardisation due to IT investment and 
infrastructure 



Strategic IT audit 

Develop an IT Strategic  

IT Assurance Plan 



IT Scoping Road Map 



IT Audit Plan 

Understand the Business 

• Identify the Organizations strategies and 
Business Objectives 

• Recognize the risk profile for the Organization 

• Assess how the organization structures its 
business operations 

• Comprehend the IT Service support model 



Business processes 
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Systemlandscape 



IT risk for Business 

 

• System failure or breakdowns 

• Error in Dataflow or Data 

• Access to systems and data 

• Complext applications 

• Legacy IT infrastructure and applications 



IT processes 
Management and HR 

Administration, program office & Controlling 

IT Strategy and Action plans 

Methods, models & IT work processes 

Architecture process, system & infrastructure 
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IT Assurance Road Map 



Overview of three year plan 



IT Assurance process 

Refine the 
understanding 

of the 
IT Assurance 

subject 

Refine 
scope of  
key control 
objectives 
for the IT 
assurance 
subject 

Test the 

effectiveness 
of the control 
design of the 
key control 
objectives 

Test the 
effectiveness 
of the 
controls 

Document 
impact of 
control 
weaknesses 



IT Audit Plan 

Define the IT Assurance Universe 
• Analyze the business fundamentals 
• Isolate significant applications that sustain the 

business operations 
• Distinguish critical infrastructure for the 

significant applications 
• Appreciate the role of the supporting 

technologies 
• Categorize major projects and initiatives 



Audit Universe 

Human Resource 

Sales 
contract 

Affiliates 

Planning and 
controlling 

Logistic and 
production 

Procurement 

Revenue assurance 

Financial           
Statement  

Closing 

IT Governance 
Segment accounting 

Business 



IT Audit Universe 

Human Resource 

Third party 

IT Security 

Planning and 
controlling 

Logistic and 
production 

SAP 

Infrastructure 

Unix/Oracle 

IT Program BCP 

IT Governance 



IT Audit Plan 

Perform Risk Assessment 

• Evaluate business and IT processes to identify 
Risk 

• Assess risks and rank audit subjects using IT 
risk factors 

• Assess risks and rank audit subjects using 
Business risk factors 



Risk assessment of IT Processes 

Materiale/1.4.1 Risk and control matrix ITGC PDK2008.doc


IT Audit Plan 

Form IT Audit Plan 

• Choose Audit subjects and group to audit 
actions 

• Establish audit cycle and frequency 

• Attach appropriate actions based on 
management requests or opportunities for 
advisory 

• Confirm the plan with management 



IT audit plan 201x 



Managment Awareness 



Tactical IT Assurance Strategy 



Cobit 4.1 

Framework for the  

IT Assurance Plan 
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IT Assurance 

Domains 

Processes 
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Linking the IT Assurance 



IT Assurance Advice 



IT Governance 
4 domains -> 34 processes -> 210 control objectives 



Maturity Model - Concept 

Method of evaluating the organisation,  

 Rated from a maturity level of non-existent (0) to optimised (5). 

Designed as profiles of IT processes  

Possible current and target levels. 

Facilitated assessments  

Motivate improvement. 

The advantage of a maturity model approach is that it is 
relatively easy for management to place itself on the scale and 
appreciate what is involved if improved performance is 
needed. 



Maturity Model - general 

General   Process 
0 Non-existent  0 Non-existent  
1 Initial.    1 Initial/Ad Hoc 
2 Repeatable.   2 Repeatable but  

    Intuitive 
3 Defined.   3. Defined Process 
4 Managed.   4 Managed and  

    Measurable 
5 Optimised  5 Optimised 



Self assessment of COBIT Processes 

• Maturity of the 
process 

• Risk 

• Materiality 

• Controls 

• Goals 

• Awareness and Communication 

• Policies, Standards and 
Procedures 

• Tools and Automation 

• Skills and Expertise 

• Responsibility and Accountability 

• Goal Setting and Measurement 



Maturity Assessment 

Materiale/COBIT SA 2011.xls


Involve Mangement 

CxO and Board of Directors 

IT Governance 



IT challenges 
• Low involvement of management 
• 8 EU Directive & SOX 
• Formal IT strategy 
• Preparation of Business Impact Analysis 
• Guidelines for IT Security 
• Description of system development life cycle 
• Preparation of IT operation manuals 
• Lack of or inadequate DRP or recovery 
• Inadequate security 
• Lack of system documentation 
• Lack of procedures for access to systems and data 
• Overruns of project budgets 
• Increasing of IT TCO 

 



IT Governance life cycle 

IT  
Governance 

Risk  
Management 

Direct Protect 

- Business and  
  IT goals 
- Outcome and  
  performance metrics 

- Performance  
  metrics 
- Process framework 
- Control objectives 
- Management  
  practices 

Governance 
Objective 

Create Monitor Execute 

Strategic 
Alignment 

Risk 
Management 

Value 
Delivery 

Performance 
Measurement 

Resource 
Management 

IT Governance 
Focus Area 

Cobit and  
Val IT 

Contribution 

- Performance  
  metrics 
- Process framework 
- Control objectives 
- Management 
  practices 

- Maturity models 
- Control objectives 
- Management practices 

- IT balanced  
  scorecard 
- Cobit Online  
  benchmarks 
- Maturity models 
- IT Assurance guide 



Roles and responsiblity 

Strategic Direction 

Delivery of Strategy 

Implementation  
of Strategy 

Board 

CEO 

CIO 

Major/Main Responsibilities 
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IT Management 
· Follow up 
· Plan & Organise: 

· PO1 Define a Strategic IT plan 
· PO2 Define the information architecture 
· PO3 Determine technological direction 
· PO8 Manage quality 

· Acquire & Implement 
· AI1 Identify automated solutions 
· AI2 Acquire and maintain application software 
· AI3 Acquire and maintain technology infrastructure 
· AI4 Enable operation and use 
· AI5 Procure IT resources 

· Deliver & Support 
· DS1 Define and manage service levels 
· DS2 Manage third-party services 
· DS8 Manage the service desk and incidents 
· DS12 Manage the physical environment 

· Monitor and evaluate 
· ME1 Monitor & evaluate performance 
· ME2 Monitor & evaluate internal control 
· ME3 Ensure regulatory compliance 
· ME4 Provide IT governance 



IT Governance 
•Strategy 

•VAL IT 

•COSO / ERM 

• IT Risk  

•COBIT 

•Business oriented 



Failure in implementing new complex 
IT-systems 

Implementation of SAP increases the risk for 
material errors in financial report: 

– Data conversion errors 
– Systems errors 
– Inadequate controls 
– Inadequate training of users 

Early warning challenges in SAP: 
– Fixed assets 
– Procurement 
– SOD 
– IT GC 

Increase business risks and financial risks 
– SAP CRM 
– Sales contracts 
– Orders and invoicing  
– SAP Portal solution 
– SAP HR 
– Time planning and salary 

Audit work related to SAP and the program 
– User rights and SOD 
– Compliance 
– Data conversion and related controls 
– Training plans 
– System documentation and users manual 
– SAP-Basis and ACR 
– QA meeting and QA reference group 
– Review of Business Blueprint 

First year: 
– Review of implemented modules 
– ITGC 
– Compliance 

Second & Third year 

– Follow up on first years findings 

– Review of new modules 

– SAP Transport (Change management) 

– QA on HR 

– Benefits 



Complex IT-infrastructure 

System failure impact service goal. IT 
infrastructure are business critical for BUS. 
Unavailability might impact on financial loss. 

•Unable to deliver products 

•Delay in Financial Statements 

•Non timely management decision reports 

Increase business risks and financial risks 

•Network interruption 

•Virus attack 

•Emails 

•Hardware/OS failure 

•Poor baseline in infrastructure 

•SOD 

•Lack of application controls 

Audit work related to IT infrastructure 
– General IT controls based on COBIT 
– IT Governance 
– Procedures and processes 
– Follow up on identified failure 

IT assurance strategy: 
– Risk Assessment 
– Cover Domains in COBIT 
– Advisory assignments 



Integrate IT Audit with Financial Audit 



Assignments 
•External Audit Support (ISA 315 og 330) 

•Quality Assurance 

•Clients seminars, Speaks and education 

•Advisory 

•External Clients 



IT Assurance and Assurance 



Internal Controls - COSO 



Cobit and Financial Audit 
Significant Accounts in the Financial Statements 

Balance 
Sheet 

Income 
Statement 

Cash 
Flow Notes Other 

Disclosures 

Business Processes/Classes of Transactions 

Process A Process B Process C 

Financial Applications 

Application A Application B Application C 

IT Infrastructure Services 

Database 

Operating System 

Network/Physical 

IT General  
Controls 
 
§ Program  
  development 
§ Program changes 
§ Program 
  operations 
§ Access control 
§ Control 
  environment 
 

Application  
Control 
Objectives/ 
Assertions 
 
§ Accuracy 
§ Completeness 
§ Authorization 
§ Segregation of 
  duties 
 
 



Strategic IT audit 

How can technology facilitate 



IT Assurance 

•COBIT 

  -  Planning and organize 

  -  Aqusition and implementing 

  -  Delivery and support 

  -  Monitoring and evaluate 

• IT Assurance guide 

•Process audit standards 



Tools 

MDS (Methods for Documentation and standards) 
• Risk and control matrix 
• Audit programs 
• Audit report 
• Audit papers 
Audit work 
• SAP GRC for SOD conflicts 
• Script for IT infrastructures 
• ACL and SAP Direct link for Data analysis 
• Microsoft Office 



External and professional Standards 
and guidelines 

• ISACA standards and guidelines 

• ISACA Audit programs (Oracle, Unix, SAP, 
CRM) 

• ISACA IT assurance guide 

• Cobit and VAL IT 

• IIA standards and ISA 

• COSO 



Internal guidelines and standard 

• IT security policy including procedures and 
guidelines based on ISF 

• Procedures in systems development (CMMI 
level 2) 

• Procedures in delivery and support based on 
ITIL 

• ISO20000 and ISO9001 

• Compliance Manual 



Strategic IT audit 

Audit Programs based on IT Assurance 
Framework 



IT Assurance Guide 

54 

The objective of IT Assurance 
Guide is to provide guidance 
on how to use COBIT to 
support a variety of IT  
assurance activities.  

Materiale/IT-Assurance-Guide-Research.pdf


IT Assurance Guide 

Detailed guidance for assurance and IT professionals to use COBIT 
 
Assurance steps and advice are provided for: 
• Generic controls that apply to all processes (identified within the COBIT 
framework) 
• Application controls (identified within the COBIT framework) 
• Specific process controls (identified within the COBIT framework) 
 
Assurance steps and guidelines are provided to: 
•Test the control design of the control objective 
•Test the outcome of the control objective (operational effectiveness) 
•Document control weaknesses and their impact 



IT Assurance Guide 



IT Assurance Guide – components 



Audit instruction 



Reporting and conclusion 



Questions 



Collaborate – Contribute – Connect  

• http://www.isaca.org/Knowledge-Center 

• The Knowledge Center is a collection of resources 
and online communities that connect ISACA 
members – globally, across industries and by 
professional focus - under one umbrella. Add or reply 
to a discussion, post a document or link, connect 
with other ISACA members, or create a wiki by 
participating in a community today!  

 

http://www.isaca.org/Knowledge-Center
http://www.isaca.org/Knowledge-Center
http://www.isaca.org/Knowledge-Center
http://www.isaca.org/Knowledge-Center

