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ABSTRACT This paper proposes a protection scheme for multi-terminal high voltage direct current
(MT-HVDC) transmission grids. The proposed scheme is based on three protection levels; di/dt overcurrent
protection as the main protection, dv/dt undervoltage protection as a backup one protection. If the main and
backup one fails to detect and clear the fault current, then the fault tripping and clearing is accomplished
using the overcurrent protection by AC circuit breakers (ACCBs) in the AC grid side after a coordinated time.
The tripping in the main and backup one protection levels are based on using fault isolation devices (FIDs)
tripping. Support vector machine (SVM) is proposed for the fault detection and discrimination in the
MT-HVDC using the backup two protection system. The Internet of things (IoT) has been used for
monitoring and coordination between the AC grid and MT-HVDC grid. The proposed protection scheme
is applied and verified on the MT-HVDC network under different transmission system faults using the
MATLAB/Simulink R© environment. The results show that the proposed scheme’s effectiveness as a fast
and reliable scheme in fault detection and discrimination for the MT-HVDC grids.

INDEX TERMS MT-HVDC, di/dt protection, dv/dt protection, MT-HVDC restoration, the IoT, SVM.

I. INTRODUCTION
The operation speed of the protection system for the
MT-HVDC transmission grids is considered the main chal-
lenge. The converter station’s control system is compromised
or destroyed by the rapid rise in fault current and may not
block such huge fault currents. Furthermore, due to HVDC
transmission lines’ low impedances, identifying the faulted
segment and faults position routines face severe difficulties in
such systems [1]. So, it is essential to rapidly detect, identify,
and isolate only the faulty section. Therefore, a quick pro-
tection algorithm is necessary for primary protection, usually
taking less than 1–2 ms concerning the delay in operation
time [2]. The faults can be categorized in the MT-HVDC as
follows:

� AC side faults: Any fault occurs in the AC side (gener-
ator, lines, loads, etc.) protected by grid-connected con-
verters, which form part of the AC system’s protection
design.

The associate editor coordinating the review of this manuscript and
approving it for publication was Shaohua Wan.

� Internal equipment faults: The equipment internal faults
include failure of electronic devices, filters, etc. Many
research efforts have been made to protect the system
from potential faults in terms of fault tolerant voltage
source converters (VSCs) by providing a backup con-
verter or redundant devices.

� HVDC network faults: The most significant MT-HVDC
faults are the transmission network fault with parallel
related VSCs. Due to the large VSC filter capacitor and
cable’s low impedance, the transmission network fault
causes overcurrent and undervoltage. VSCs’ freewheel
diodes are subject to overcurrent and can’t provide pro-
tection against DC side faults. To develop an efficient
and secure scheme, these factors need to be analyzed in
depth.

In recent years, different protection schemes for the
MT-HVDC transmission system have been suggested by
many researchers. The most common protection techniques
of MT-HVDC grids rely on current or voltage measure-
ment for overcurrent protection, undervoltage protection, dif-
ferential protection, artificial intelligence-based protection,

86268
This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License.

For more information, see https://creativecommons.org/licenses/by-nc-nd/4.0/ VOLUME 9, 2021

https://orcid.org/0000-0002-0907-209X
https://orcid.org/0000-0001-6401-2850
https://orcid.org/0000-0001-9223-694X
https://orcid.org/0000-0001-5236-4592


A. A. Eladl et al.: IoT Technology-Based Protection Scheme for MT-HVDC Transmission Grids

or distance protection using the traveling-wave (TW) theory
propagation [3]. The current and voltage derivatives are local
measurement-based protection schemes. It allows the circuit
breakers to instantaneously issue a trip signal without delay
time because of the locally measured voltage and current
values. It is a reliable and fast method in detecting the fault in
the MT-HVDC system without any system load interrupting.
The current and voltage derivatives are also proposed to
distinguish between the internal and external faults based on
the sign of the derivatives [4].

A. RELATED WORK
In steady-state cases, the differential algorithm offers high
accuracy for fault detection and perfect selectivity [5]. A com-
munication channel between both ends of the transmission
line is needed, where there are still problems with commu-
nication reliability. An incorrect decision can also be made
due to distributed capacitance currents, which can adversely
affect the relay’s performance [6]. The algorithm presented
in [7] used TW and differential protection fault localization
approaches based on optical sensors for long and extra-long
distance lines. For fault detection, the discrete wavelet trans-
form (DWT) technique has been used. The differential protec-
tion performance is enhanced in [8] by using low-pass filters
at the line terminals after compensating the distributed capac-
itive current. However, this technique takes more than 5 ms
to isolate the solid faults and a more significant period for
faults with high resistance. Besides, to build suitable low-pass
filters, an accurate determination of the line section’s param-
eters is required.

A current derivative protection technique based on prop-
agation properties of the initial line-mode voltage TWs
is employed in [9] to detect HVDC line faults. The DC
line inductors limit the current rate of change; however,
DC inductance boosts the DC circuit breaker (DCCB) energy
requirements. Authors in[10] proposed a robust protection
framework based-on fault-blocking converter. A transient
voltage in time-domain with varying sampling times is
built to conform to high fault resistances’ attenuation and
the characteristic of grid band-stop. An enhanced transient
TW depend on direction criterion is suggested in [11] to
increase the proposed protection scheme’s acting sensitivity
and efficiency.

The protection technique based on voltage magnitude is
presented in [11], which uses its derivatives to classify and
isolate HVDC transmission grids’ faults. But, the precision of
this technique deteriorates with reducing sampling frequency.
In [12], mechanical DCCB-based protection is suggested
for primary protection with fault clearing times of 60 ms,
while after a delay of 20 ms, backup protection is operated.
This presented relaying algorithms for HVDC grids do not
adequate with selectivity for high operating speeds. The work
proposed in [13] placed a current limiting inductor at the
two ends of each HVDC line used to realize faults. Simul-
taneously, these criteria are extremely sensitive to the rate of
signal sampling and noise of measurements. It should also be

noted that a large inductor would have a considerable impact
on the behavior of faults and can result in an unwanted oscilla-
tion of DC voltages [14]. Moreover, for internal and external
fault discrimination [15], high-frequency TW energy, param-
eter identification, and magnitude of fault current are also
used.

For high-speed single-end protection of MT-HVDC lines,
a series inductor is utilized in [16] to filtered the TWs
produced by the fault at the faulty line ends. The filtered
waveform of voltage processed by a morphological gradient,
followed by a decrease in fault voltage, is employed. With
an applicable sampling rate, a protection technique based
on communication-less for MT-HVDC transmission grids is
proposed in [17]. Via tracking the measured change rate of
the ratio between current and voltage at all lines and nodes,
the suggested scheme detects and identifies the fault. The
authors in [18] and [19] proposed a single-ended fault detec-
tion technique based on the rate of attenuation of the initial
voltage TW in the frequency-domain. The TW quantities pro-
duced by external and internal faults are determined, respec-
tively, based on the four-terminal MT-HVDC grid equivalent
model. Then, depending on the low-frequency ratio to its
high-frequency component amplitude of the original voltage
TW, a criterion for distinguishing external and internal faults
is built.

The voltage or current derivative may be utilized to
increase the speed of network protection [20]. However,
it may be affected by the transient faults associated with it.
At a time, less than 1 ms, a rapid detection protection scheme
for HVDC line faults was suggested in [21]. Authors in [22]
presented a reliable protection scheme for HVDC grid faults
based on the DC reactor voltage rate of change to improve the
detecting accuracy, fault identification and isolating, system
robustness, and protection reliability with a fast speed. Even
though the HVDC line faults were detected during 1.4 ms,
the busbar faults were not detected. Three independent fault
criteria were presented in [23] based on wavelet analysis and
voltage amplitude. This makes the protection scheme more
effective and quicker, where the fault is isolated within 1 ms;
however, this technique only detects DC line faults.

The HVDC line’s pilot protection using a polarity compar-
ison of the initial current TW is proposed in [24]. The current
differential theory for DC line and busbar protection is used.
The busbar fault can be observed within 2 ms, while the DC
line fault can be detected within 3ms by that algorithm.Many
issues affect TWs, including noise, border distortion, ground
faults of high resistance, close-up faults, lightning-induced
transients, and multiple DC line terminations. With the assis-
tance of rapid processing tools for digital signals, wavelet
analysis can analyze and synthesize information useful in
transient signal studies [25]. In HVDC network, the voltage
drop is only due to the effect of cable resistance, since the
voltage drop due to cable reactance is less dominant; thus,
the propagation of faults in the HVDC network is also quick.
One of the causes of the protection system’s failure during
faults is the high current growth rate.
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In [26], an algorithm is suggested to detected the HVDC
line fault within 6.5 ms using border waves. Regrettably,
the busbar faults cannot be detected. Besides, it suffered from
numerous technological shortcomings in terms of sensitivity,
and a high rate of sampling is required. High-frequency tran-
sients were used in [27] for MT-HVDC grids with high-speed
fault detection during 0.1 ms to detect DC faults only. Based
on the DWT, this technique captures the high-frequency
components relevant during the fault. However, it required a
very high rate of sampling. It is also significantly impacted
by the location of the fault, time of initiation of the fault,
fault resistance, and parameters of the HVDC system. The
frequency-spectrum correlation is utilized in [28] to detect
faults in the HVDC transmission network. This protection
technique is based on the estimation of the degree of sim-
ilarity of the frequency-spectrum between the current of a
line and the voltage of another. Based-on the energy ratio
between the forward and the backward TWs, a protection
scheme based-on permissive pilot suggested in [29]. Just
a logical signal from the remote end is required for the
proposed security scheme, therefore, eliminating the heavy
workload of data sharing and synchronization. On the other
hand, communication-based methods can provide selec-
tive and fast protection strategies without using any com-
plex algorithm [30]. However, the communication channel
represents a main element in the communication assisted
methods [31], [32], where it effects on the overall system
reliability and cost.

In recent years, the Internet of Things (IoT) has covered
various applications as rendering smart elements of daily life
and creating new ones so that smart communities, smart agri-
culture, and smart business ventures can be realized. IoT tech-
nologies such as phasor measurement units (PMUs), smart
metering, and two-way communication are essential tools for
tracking andmanaging all power grid variables in real-time to
perform flexible and intelligent power system operation. IoT
enables the power system to exchange information between
the participants, increase efficiency, and strengthen the com-
munication of the power system components.

Many applications in smart power grids based on IoT tech-
nologies, which including, but not limited to real-time moni-
toring and control system [33], medium-voltage protection of
smart grid [34], protection of distribution networks [35], and
protection and control of microgrids [36]. The power grid’s
operation and protection require faster sensing, communi-
cation, and switching systems. The communication system
represents an expanded development of the previous imple-
mentation mentioned in [37]. But, the use of IoT opens the
door for cyberattacks; Cybersecurity has become one of the
most relevant IoT fields with the increasing possibility of
cyberattacks. IoT security aims to reduce cybersecurity risk to
organizations and users by protecting IoT assets and privacy
by various technologies and protocols [38], which cannot be
overlooked by all those interested in this field.

Support vector machine (SVM) based approach as a dual-
functional classifier is introduced in [39] to detect and

classify grid fault and islanding events in the power grid.
Authors in [40] suggested a hybrid fault diagnostic strategy
that uses SVM and enhanced particle swarm optimization
(PSO) to perform additional diagnostics based on qualita-
tive reasoning. A technique for fault source detection and
identification of wind farm high-voltage trip-offs is pro-
posed in [41] based on multi-dimensional attribute indices
and the PSO-SVM method. The PSO method is utilized in
the hyper-parameters SVM optimization for better classi-
fication performance in the unbalance and balance mode,
single and/or compound fault source identification. Authors
in [42] proposed a fault detection technique based on SVM
in the multi-modular converter HVDC system for the quick
recovery of the faulty line, particularly for high-resistance
grounding faults. Recently, a hybrid PSO-SVM technique
with good efficiency and higher accuracy [43] is used for the
distribution system series arc fault detection under different
load type conditions. A fault diagnostic system for bearing
wind turbine gearbox based on PSO-SVM is proposed in [44].

A protection scheme base on SVM to determine the faulty
point in modular multilevel converter HVDC transmission
line is proposed on [45]. Ref. [46] proposed the SVM-based
protection algorithm so that DC faults could be identified,
classified, and located in MT-HVDC systems. A protec-
tion scheme based-on SVM is proposed in [47] for hybrid
AC-HVDC transmission line integrated with a wind farm.
A Discrete Fourier Transform is utilized for estimation of
the fundamental component of current and voltage signals
which are then fed as input to the SVM based fault detector
and classifier. A total of three SVM classifier modules have
been developed, for performing the tasks of fault detection,
identification of fault phases and faulty section.

Table 1. show a comparison of the proposed strategy with
existing methods in the related literature.

B. CONTRIBUTIONS AND PAPER ORGANIZATION
This paper proposes an IoT technology-based protection
scheme for MT-HVDC transmission system grids with
restoration algorithm using SVM. The proposed protec-
tion scheme is based on three protection levels; di/dt as
the main protection, dv/dt as a backup one protection.
Besides, the overcurrent relays in the AC side are consid-
ered as a backup two protection. The primary protection
can clear the fault after a definite time to avoid transient
faults. If the main protection fails to clear the system fault,
the backup one protection is operated and clear the fault.
However, the fault cleared using backup two when the pri-
mary and backup one protection fails to clear the fault. The
backup two disconnect the MT-HVDC grid, and then the
SVM is proposed to discriminate the faulty line and open
the fault isolation devices (FIDs) of the faulty line only.
The healthy lines’ restoration process depends on the PSO
method to maximize the restored load and minimize the
power loss. The coordination between the three protection
levels is based on coordinated time and MT-HVDC fault
current level.
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TABLE 1. A comparison of the proposed strategy with existing methods in the related literature.

The first and second protection levels are based on local
measurements from voltage and current transducers in the
MT-HVDC grid, and hence, it does not require any com-
munication channels. However, an IoT framework has been
proposed in these two levels for current and voltage sensing,
FIDs status monitoring, and transmitting data to the master
control center. In the third protection level, the IoT tech-
nology has been used for data monitoring from the volt-
age and current transducers in the MT-HVDC side and the
AC grid side, transmitting data to the master control center,
sending a control command to open the faulty line identi-
fied by the SVM algorithm, and restoring the healthy lines
depending on PSOmethod to ensure the system stability. The
communication-based IoT relies on the Long-Range Wide
Area Network (LoRaWAN) technology. In contrast, the IoT
technology is based on a data distribution service (DDS) pro-
tocol for message transferring between the connected FIDs,
AC circuit breakers (ACCBs), voltage and current transducers
in both MT-HVDC and AC sides, and master control cen-
ter. The proposed scheme has been tested on a hypothetical
MT-HVDC grid under different fault conditions, including;
pole-to-ground (P-N), pole-to-pole (P-P), and pole-to-pole to
ground (P-P-N).

The main contribution of this paper can be summarized as
follow;

� Proposing a protection scheme based on di/dt as themain
protection, dv/dt as a backup one protection, andAC side
overcurrent relays as a backup two.

� SVMbased classificationmethod is proposed to identify
the faulty line in the MT-HVDC grid.

� Proposing restoration process for the healthy lines based
on the PSO technique to obtain an optimal restoration
sequence to maximize the restored load and minimize
the power loss.

� Applying the IoT technology to communicate between
the ACCBs in the AC side and the FIDs in the
MT-HVDC grid using LoRaWAN communication chan-
nel and DDS messaging protocol.

The rest of the paper is organized as follows; Section II
presents the proposed IoT framework. Section III discusses
the proposed protection strategy for MT-HVDC transmission
grids, and Section IV explains MT-HVDC transmission grids
restoration using the SVM algorithm. Section V discusses the
MT-HVDCmodeling, and Section VI presents the simulation
results and discussion. Finally, the paper is concluded in
section VII.

II. PROPOSED IoT FRAMEWORK
IoT Messaging Protocols are used to transfer telemetry
(or messages) from IoT devices to IoT messaging hubs
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FIGURE 1. The proposed IoT framework.

(or broker). Connecting IoT devices to a network, the Inter-
net, or even each other may use one of a variety of meth-
ods. IoT devices may be connected via WiFi, Bluetooth,
ZigBee, and Cellular, or other communication methods.
Once the IoT solution elements are connected, a mes-
sage protocol will transmit device telemetry to and from
the connected devices. Fig. 1 represents the proposed IoT
framework.

A. IoT COMMUNICATION ARCHITECTURE
A variety of communication infrastructures for real-time IoT
applications have recently been introduced in several fields,
each with its own specific needs. The choice of commu-
nication technology for a specific sensor depends on the
technical characteristics, the real site environment’s condi-
tion, the availability of the communication networks, and
the power supply. In this work, the LoRaWAN technology
is utilized to coordinate dispersed interface protection sys-
tems. LoRaWAN designed to provide long-range commu-
nication, low-cost, easy deployment, appropriate coverage
capabilities, enhanced energy-efficient, indoor penetration
and end-to-end, and bidirectional connectivity for IoT appli-
cations. It is based on Long-Range applications such as smart
cities, smart homes, and smart grids, etc. [34], [48]. There
are several authentication procedures [49] such as; one-way
authentication, two-ways authentication, and three-ways
authentication. In our manuscript, three-way authentication

where the control center uses a centralized server or a trusted
third party to authenticates the two parties and helps them to
mutually authenticate themselves.

B. IoT MESSAGING PROTOCOLS
The widely used communication standard IEC 61850
suggests the use of the Manufacturing Message Specifica-
tion (MMS) communication protocol for the Local Area Net-
work and DDS protocols for the Wide Area Network (WAN).

In this paper, the DDS protocol for data-based collabora-
tion middleware is used. The DDS is chosen by the smart
grid interoperability panel to enable the smart grid to per-
form the interoperability, which is defined as the capability
of two or more systems, networks, devices, applications,
or components to easily communicate, share, and use infor-
mation securely and efficiently with little or no inconve-
nience to the user [50]. DDS interlinks all system components
and provides real-time communication. Besides, it ensures
low-latency data access, high-performance, extreme reliabil-
ity, dependability, scalability of data exchange, and a modular
architecture required for the enterprise and mission-critical
IoT applications DDS provides a standard application pro-
gramming interface for C, C++, Java, and.NET for flexible
integration with multiple applications.

Fault protection and detection can be achieved using
IEEE 802.11n WLAN or Ethernet in conjunction with IEC
61850. The decentralized approach is intended to share and
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exchange information between the FIDs, ACCBs, current and
voltage transducers, and the master control unit [51].

III. PROPOSED PROTECTION STRATEGY FOR MT-HVDC
TRANSMISSION GRIDS
In this paper, a three levels protection strategy is proposed:
di/dt overcurrent as the main protection, dv/dt undervoltage
as a backup one, and the backup two is the tripping from the
overcurrent protection on the AC grid side using ACCBs. The
coordination between the three protection levels is based on
time (1t) and the level of fault current (1I). It is proposed
that the FID is used in the MT-HVDC transmission grids
to eliminate the faulty lines based on solid-state technology.
The communication network between the different FIDs in
the MT-HVDC grid and the ACCBs depends on the IoT
technology.

The main protection is operated after a definite time delay
and at a preset value of the fault current (FC) to overcome
the transient conditions in the MT-HVDC transmission grid.
The FC rate of change is dedicated from each line after
sampling and using an anti-aliasing filter to eliminate the
noise and undesirable signals. The derivative current can be
calculated using first and second-order derivative techniques
as following [4], [52];

di
dt
= lim

1t→0

i (t0 +1t)− i (t0)
1t

=
1i
1t
, 1i = ik − ik−1

(1)
d2i

dt2
=

d
dt

(
di
dt

)
=

d
dt

(
1i
1t

)
=

12i

(1t)2
, 12i = 1ik −1ik−1 = ik − 2ik−1 + ik−2

(2)

where, k is the sampling instant, and ik , ik−1, and ik−2 are
the FC present and previous samples at k , k − 1, and k − 2
instants, respectively. In the normal and steady-state condi-
tions, the current derivative is equal to zero. However, under
the fault conditions, the value of the current derivative is
changed. The tripping signal has been sent to the FIDs when
the value of the12i exceeds the threshold value. For an accu-
rate representation of the di/dt overcurrent protection in the
MT-HVDC grid, the sampling time must be approximately
1
/
10th of the minimum time to reach the peak of the FC

signal [4].
If the main protection failed to detect and clear the fault,

the backup one voltage derivative dv/dt protection is used to
trip the fault after a coordinated time and at a predefined FC
value (1I ). The voltage signal has beenmeasured at each bus,
then these signals have been sampled using a proper sampling
frequency. The voltage derivative can be evaluated using the
following equation [53];

dv
dt
= vk − vk−1 (3)

where, vk and vk−1 are the present and the previous samples
of the voltage signal at instants k and k − 1, respectively.

At steady-state condition, the voltage derivative is equal to
zero approximately. However, under fault condition, the dv/dt
increased over the prescribed threshold value, and hence the
relay issue a trip signal to the FIDs in the MT-HVDC grid to
disconnect the faulty line.

The selection of the current derivative as a main protection
because it has the fast fault detecting speed [54]. It can predict
the overcurrent issues earlier than the overcurrent protection,
and not constrained by the communication delay compared to
the unit protection. Voltage derivative may be used as a main
protection and current derivative may be used as a backup.
But voltage derivative technique has some challenges regard-
ing sensitivity due to fault loop impedance, directionality, and
time delay for healthy conditions [55], [56].

If the main and backup one fails to detect and clear the
FC, then the fault tripping and clearing are accomplished
using the overcurrent relays in the AC side by ACCBs after
a coordinated time. In this protection level, the overcurrent
protection in the AC grid side issues a trip signal to the
ACCBs to disconnect the MT-HVDC grid with all its lines.
A discrimination process is then performed to eliminate only
the faulty line and restore all other healthy lines’ steady-state
operation. This discrimination process is based on the SVM
classification method, presented in detail in the next section.

The flowchart that illustrates the fault clearing process
using the proposed protection scheme is shown in Fig. 2.
Fig. 3 presents the coordinated time between the main,
backup one, and the protection scheme’s backup two protec-
tion levels. The required time for fault clearing, tfc, is com-
posed of three-time intervals. The first is the time required
for the fault detection and identification, tfd . The second is the
time for the FIDs to interrupt the fault, tfb, and the third time
is the fault current interruption, tfi. The following equation
represents the fault clearing time.

tfc = tfd + tfb + tfi (4)

IV. MT-HVDC TRANSMISSION GRIDS RESTORATION
USING SVM CLASSIFICATION ALGORITHM
The discrimination process starts after a coordinated time
when ACCBs operate and isolate the MT-HVDC grid. A dis-
crimination process that depends on SVM is proposed to
detect the faulty line from theMT-HVDCgrid and then recon-
nect the health lines. Themethod of detecting the faulty line is
considered a pattern classification problem. SVM depends on
statistical machine learning theory. It is applied to minimize
the structural risk, enhance generalization ability, and balance
the experience, risk, and confidence range considering lim-
ited data sampling [40]. The SVM’s basic concept is to obtain
an optimal hyperplane that separates between two data classes
with the maximum separation margin in a high dimensional
space [57]. Firstly, the data are measured at all buses in the
MT-HVDC grid; then, the data are clustered to identify the
faulty line. After determining the faulty line, the two FIDs in
the faulty line are tripped and then isolate the faulty line out
of the service. The rest of the healthy transmission lines are
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FIGURE 2. Flowchart of the proposed protection scheme.

reconnected to the service to supply the system load demand.
The measured current and voltage data are transferred via a
communication channel to the master control center.

In the restoration process, the IoT based communication
channel has been proposed to interlink between the overcur-
rent relays in the AC side, voltage and current transducers,
ACCBs, FIDs, and the master control center. The proposed
communication channel is depending on LoRaWAN commu-
nication network and DDSmessaging protocol. The IoT tech-
nology has been used for data monitoring from the voltage
and current transducers in the MT-HVDC side and the AC
grid side, transmitting data to master control center, sending
a control command to open the faulty line identified by the
SVM algorithm, and restoring the healthy lines depending on
PSO method to ensure the system stability. The speed and
reliability of this restoration algorithm are affected by the
accuracy of the communication channel.

The SVM decision is to identify and detect the faulty line
in the MT-HVDC grid and restore the healthy lines to ensure
the system’s steady-state operation. The SVM block used for
data training contains three values; hence, the kernel level
is three, and the SVM classification is in four-dimensional
space. The hyperplane in the <n with n-dimensional space is
n − 1 dimensional subspace [39]. Accordingly, the selection
of the margin is another priority task to ensure a successful
data classification process. It is necessary to choosing large
margins to tackle the miss-classification of the input data.
For obtaining a convenient kernel, all input signal data must
be measured, namely, current and voltage at each bus in the
MT-HVDC grid. In this classification problem, the kernel
level is four, and it is necessary to do a kernel trick that is
a sub-process of choosing a proper hyperplane. The SVM
is performed to select a convenient hyperplane that follows
the structural risk minimization principle. Given a set of the
trained data s={ (xi, yi)| xi ∈ <n, yi ∈ <}ni=1, the SVM based
on kernel classification decision function can be written as
follows [58];

f (x) = sign

{
N∑
i=1

αiyik (xi, x)+ β

}
(5)

where sign{ } is the sign function, xi is the ith image of
the support vector, yi is the classification label where yi ∈
{−1, 1}, and N is the number of the sample. αi and β are the
SVM weighted parameters in the feature space and the bias,
respectively. Where, k (xi, x) is the kernel function that can
be represented as a Gaussian function follows [58];

k (xi, x) = e

{
−
|x−xi|

2

σ2

}
(6)

where σ ∈ < that represents the Gaussian width. Hence, the
SVM classification function can be described as follows;

f (x) = sign

{
N∑
i=1

αiyiexp{−|x − xi|2/σ 2
} + β

}
(7)

Gaussian kernel is used with appropriate regularization
guarantees a globally optimal predictor which minimizes
both the estimation and approximation errors of a classifier.
It is more flexible and supports infinitely complex models.
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FIGURE 3. Coordination time for the three protection levels.

The absolute value of the function f (x) represents the dis-
tance between the corresponding sample and the separating
hyperplane. If the function f (x) is positive, and its absolute
value is large; hence the system is stable. However, if the
function is negative with a large absolute value, the system is
considered unstable, and therefore the faulty line is detected
and disconnected from the service. Accordingly, the function
f (x) can be considered as a fault detection index. Fig. 4 rep-
resents the basics of the SVM classification method.

The system load restoration has been performed under two
constraints: the line capacity and the operational constraints.
The main objective is to minimize the load shedding and total
power loss while preserving the load and generation’s oper-
ational constraints and power balance. The main objective
function can be written as follows;

min

Pshedding, ∑
m,k∈B

Pmk,t

 (8)

Subject to the following constraints;∑
i∈G

Pgi,t −
∑
j∈D

Pdj,t =
∑
m,k∈B

Pmk,t (9)

(
Pmk,t

)2
+
(
Qmk,t

)2
≤
(
Smax mk,t

)2 (10)

|Il min| ≤
∣∣Il,t ∣∣ ≤ |Il max | l ∈L (11)

|Vn min| ≤
∣∣Vn,t ∣∣ ≤ |Vn max | n ∈B (12)

Pgi min ≤ Pgi,t≤Pgi max (13)

where, G, D, and B are the set of generators, loads, and buses
in the system respectively, Pgi,t is the active power generation
of the ith generators at time instant t , Pdj,t is the active load

FIGURE 4. SVM basic principle for classification problem.

power at time t , and Pmk,t is the active power flow in the
line between bus n and k . According to the active, Pmk,t , and
reactive,Qmk,t , power flow in the lines the thermal limit of the
system lines, Smax mk,t , is considered in (10). Il min and Il max
are the minimum and maximum of the line current limits and
Vn min and Vn max are the upper and lower limit of the bus
voltage magnitude. While the generators minimum, Pgi min,
and maximum, Pgi min, active power outputs are presented
in (13).

This problem can be solved using an optimization algo-
rithm based on PSO algorithm. The flowchart of the system
restoration process is presented in Fig. 5. The optimal solu-
tion is reached concerning the stopping criteria as the maxi-
mum number of iteration or the minimum error tolerance.
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FIGURE 5. Flowchart of the MT-HVDC restoration process.

V. MT-HVDC GRID MODELING
A MT-HVDC grid is built to verify the proposed protection
schemes’ feasibility and validity where HVDC fault clear-
ance is achieved either using FIDs or ACCBs. The config-
uration of the proposed MT-HVDC is shown in Fig. 6. The
MT-HVDC grid comprises five cables. The chosen lengths
of links L1 –2, L1–4, L2–3, L2–4, and L3–4 are 10 km,
50 km, 10 km, 50 km, and 50 km, respectively. Each link
end is equipped with FID. The 4-terminal HVDC grid has
a symmetrical monopole topology with a ± 135 kV point
to point voltage. Three multi-modular converters (MMCs)
are used to connect the AC sources with the HVDC grid.
However, one MMC is used to connect the HVDC grid with
the AC load demand. The controller of the MMC in the gen-
erating unit side is composed of two levels; AC-DC rectifier
and DC-DC converter. However, the MMC on the load side
is composed of a DC-DC converter and DC-AC inverter.
The MT-HVDC system parameters, grid cable parameters,
and MMC parameters are given in Tables II, III, and IV,
respectively.

The schematic diagram that represents the controller used
in the MMC is shown in Fig. 7. The MMC controller con-
sists of three control loops, including; the droop controller,
the P/Q control loop, and the inner current control loop.
The AC voltage and current, vabc1 and iabc1, are transformed
into dq components, vd1, vq1, id1, and iq1 respectively and

TABLE 2. MT-HVDC network parameters.

TABLE 3. Network cable, equivalent π , model parameters.

TABLE 4. MMC converter parameters.

the active and reactive power, P1 and Q1, at bus 1 are also
measured. In the droop control loop, the active reference
power is obtained based on the DC side voltage vdc1 and the
reference DC voltage vrefdc1. The reference dq currents, irefdc
and irefq1 are obtained using the P/Q control loop based on
proportional/integral (PI) controller. Then the reference dq
voltages, vrefd1 and vrefq1 are obtained using the inner current
controller-based PI control. The reference dq voltages are
transformed to abc, and the inverter control signal is obtained
using pulse width modulation (PWM).

VI. SIMULATION RESULTS AND DISCUSSION
The simulation implementation is performed in this paper
using the Real Time Innovation (RTI) connext con-
nectivity framework, custom-built MATLAB classes and
DDS Simulink blocks. These blocks are added to the
Simulink model, which helps the model to communi-
cate with other DDS members. During the simulation, the
MATLAB/Simulink R© coder produces C/C++ code from the
model and the generated code from the DDS blocks conforms
to the RTI Connext DDS. This code is then compiled and
executed on the platform supported by RTI Connext DDS
or RTI Connext Micro DDS framework. The test system
has been presented in Fig. 6, and the system parameters are
in Tables II, III, and IV.

The model sampling frequency is 100 kHz, where the
sampling time is 10 µs [59]. The switching frequency for
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FIGURE 6. Single line diagram of the MT-HVDC transmission grid.

FIGURE 7. MMC controller schematic diagram.

all the connected converters and the FIDs in the MT-HVDC
transmission grids can be determined as 10 kHz, which
provides a switching time of 0.1 ms [60], [61]. The high
sampling frequency ensures the required frequency band
needed for the algorithm. The IoT communication platform
has been proposed to interlink the ACCBs, the FIDs in the
MT-HVDC transmission networks, and the AC side’s over-
current relays. The communication-based IoT depends on
the LoRaWAN communication network The frequency rate
of the LoRaWAN technology is 868 MHz [62]. Using this
communication channel, the voltage and current measure-
ments, FIDs status monitoring, and the voltage and current
derivates values are transmitted using DDS protocol to the
master control center.

The proposed scheme has been applied in the presence
of the different fault conditions in the MT-HVDC, including
pole-to-ground (P-N), pole-to-pole (P-P), and pole-to-pole-
to-ground (P-P-N). The system outputs are voltage, current,

and active power at each busbar and the voltage and current at
the system load. In this section, three scenarios are proposed
as follow;
A. Operating the main protection
B. Operating the backup one protection
C. Operating the backup two protection

A. SCENARIO#1 OPERATING THE MAIN PROTECTION
In this scenario, it is assumed that the proposed scheme’s
main protection can detect the fault in the MT-HVDC grid.
When a P-N fault has occurred in the line between bus 1 and
bus 4 at 3.0 s, the di/dt protection scheme trip and clears
the fault in the HVDC grid. The fault tripping with the main
protection has been done using the FIDs in the HVDC grid.
Fig. 8 shows the voltage and current at each bus. At the
instant of the fault occurrence, the voltage at each bus is
decreased until the FIDs for the line between bus 1 and bus 4
in the HVDC grid are opened, and hence the fault is cleared.
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FIGURE 8. (a) Busbars voltage, and (b) busbars current, by applying di/dt
protection with P-P fault for scenario#1.

The voltage reduction for bus 1 and bus 4 is more than the
other buses where the fault is in the lines between the two
buses. The FIDs in the line between bus 1 and 4 are opened
after 1.0 ms, and hence the faulty line is tripped from the
HVDC grid, and the other lines are stably operated as shown
in Fig. 8(a).

However, the current at each bus is increased when the
fault occurs. The current increase in bus 1 is more than other
buses as the fault occurs in the line between bus 1 and bus 4;
meanwhile, the current at the system load bus is increased but
in the reverse direction as shown in Fig. 8(b). At steady-state
operation, the current of bus 4 is the sum of other buses’
currents as it is a load bus. At each MMC, the control system
and the protection system’s fast operation limit the currents’
increase at each bus.

The main protection scheme has been applied to trip a P-P
fault in line 1-4. The output results at each bus have been
presented in Fig. 9 with applying for the di/dt overcurrent
protection. Fig. 9(a) shows the voltage at each bus, which
indicates that the fault occurred at 3.0 s, and the FIDs trip
the fault after 1.0 ms. Also, the voltage reduction in bus 1 and
4 is more than the other two buses as the fault is located in the
line between these two buses. Fig. 9(b) represents the current
at each bus in which the current is increased at each bus;
however, in bus 4 it increased in the reverse direction. The
di/dt protection clears the system fault after 1.0 ms from its
occurrence, and then the current flow is changed to supply the
system load connected to bus 4.

FIGURE 9. (a) Busbars voltage, and (b) busbars current, by applying di/dt
protection with P-P fault for scenario#1.

Also, a P-P-N fault has been applied to the line between
buses 1 and 4. The main protection scheme has been
verified, and the results have been obtained in Fig. 10.
The output results at the buses and load are presented
in Fig. 10 with applying the di/dt overcurrent protection.
As shown in Fig. 10(a), the primary protection system can
clear the fault after 1.0 ms of its occurrence. The voltage
on bus 1 and 4 is decreased more than the other two buses.
After fault clearing, the voltage at each bus is regulated to its
nominal value. Fig. 10(b) shows the current at each bus in
the HVDC grid. The current is increased due to the fault in
all system buses; however, at bus 4 its direction is reversed.
After tripping the fault, each bus’s current is shared according
to each line’s limits in the HVDC grid.

B. SCENARIO#2 OPERATING THE BACKUP ONE
PROTECTION
In this scenario, it is assumed that the main protection failed
to clear the fault, and the backup one can detect and clear
the fault after the coordination time of 1 ms. The backup
one protection in the proposed scheme is based on dv/dt
protection. Also, the fault is detected and cleared using the
FIDs in the MT-HVDC grids. The results are obtained by
applying the proposed protection scheme in the presence of
different fault conditions.

In the presence of the P-N fault in the line between buses
1 and 4, Fig. 11 shows the output results at each bus and the
load results, respectively, by using the proposed protection
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FIGURE 10. (a) Busbars voltage, and (b) busbars current, by applying
di/dt protection with P-P-N fault for scenario#1.

scheme. Applying P-P fault in line 1-4, the obtained bus
results and load are presented in Fig. 12 by using the proposed
protection scheme. In the presence of P-P-N fault in the
same line, the results obtained at each bus and the load are
presented in Fig. 13 by using the proposed protection scheme.

In this scenario, the primary protection fails to detect the
fault then the backup one dv/dt protection trips the FIDs of
the faulty line. The fault also occurred at 3.0 s, and the backup
one trip the FIDs after main protection failure at 3.00202 s.
In each fault condition, the system voltage decreased as in the
first scenario; besides, the current at each bus is increased at
the instant of the fault occurring till the FIDs trip. After fault
clearance, the current and active power are shared according
to the HVDC grid’s line limits. The fault occurrence influ-
ences the voltage and current of the connected load with
small fluctuations until the fault is cleared using the backup
one protection in case of main protection failure. The MMC
controller adjusts the load voltage and current to their nominal
values.

C. SCENARIO#3 OPERATING THE BACKUP TWO
PROTECTION
This scenario has been operated if the main and backup one
protection failed to detect and clear the fault and after a
coordination time 2 ms from the main protection time. This
level of the proposed protection scheme is based on the fault
detection using the overcurrent protection by the ACCBs in
the AC grid. Firstly, the ACCBs have been tripped then;

FIGURE 11. (a) Busbars voltage, and (b) busbars current, by applying first
protection scheme with P-N fault for scenario#2.

a discrimination method has been applied to detect the faulty
line in the MT-HVDC grid, finally connecting the healthy
lines to supply the system loads. The results are obtained in
the presence of the different fault conditions and by applying
the proposed method.

Firstly, the fault is cleared using the overcurrent protection
and the ACCB on the AC side; hence, the HVDC grid has
been disconnected from the network. Secondly, the SVM
has been trained to identify the faulty line to disconnect it
from the HVDC grid using the data classification method.
The healthy lines are then restored to supply the system load
demand by minimizing the load shedding and the power loss
while ensuring the power balance, line capacity, and other
operational constraints. After disconnecting the HVDC grid,
the bus currents are reduced to zero; hence, the restoration
process began to reconnect the healthy lines. In this fault,
line 3-4 is connected as it is considered the closest line
and with small path resistance then, connect lines 2-4, 1-2,
and 2-3 respectively. The healthy lines’ reconnection’s main
objectives are to maximize the restored load and minimize
the power loss; hence, the closest lines with small resistance
are first connected, and then the other lines are restored
respectively.

In the presence of the P-N fault in line 1-4, the fault has
been tripped using the proposed protection scheme. The volt-
age and current at buses are presented in Fig. 14. By applying
the P-P fault in the same line, the results obtained by using the
proposed protection scheme are presented in Fig. 15. While
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FIGURE 12. (a) Busbars voltage, and (b) busbars current, by applying first
protection scheme with P-P fault for scenario#2.

FIGURE 13. (a) Busbars voltage, and (b) busbars current, by applying first
protection scheme with P-P-N fault for scenario#2.

in the presence of P-P-N, the results obtained by applying the
proposed protection scheme are illustrated in Fig. 16.

FIGURE 14. (a) Busbars voltage, and (b) busbars current, by applying first
protection scheme with P-N fault for scenario#3.

TABLE 5. Clearing time and steady-state operating time with applying the
proposed protection.

In each fault condition, the system voltage decreased as
in the first scenario besides, and the currents are reduced to
zero at each bus after the disconnection of the HVDC grid.
After the restoration of all healthy lines, the active power and
current are shared between the grid lines while preserving
the line capacity limits. The voltage at each bus and the load
voltage and current are reduced after the fault occurrence;
however, it doesn’t reduce to zero due to the grid’s line
capacitance.

The clearing time and the load steady-state restoration
time have been obtained by applying the proposed protec-
tion scheme in the presence of the three fault conditions.
Table 5 shows the clearing time and load steady-state restora-
tion time. The clearing time represents the proposed protec-
tion scheme response to any fault; however, the steady-state
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FIGURE 15. (a) Busbars voltage, and (b) busbars current, by applying first
protection scheme with P-P fault for scenario#3.

operating time represents the time required for the sys-
tem load to operate in steady-state condition after the fault
elimination.

The proposed fault detection method-based SVM involved
8 measured parameters: current and voltage at each bus in the
HVDC grid. The main objective is to detect the faulty line
in the HVDC grid as fast as possible. The required samples
for the discrimination process are samples for the quarter of
one cycle post the fault occurrence. The number of samples
is 500; hence the entire signal data stack has a 5 ms duration.
The samples are stored in a data stack with an operating
system based on first-in-first-out. Therefore, the additional
new sample is placed on the top of the data stack, and the
oldest one is removed from the stack to ensure the data stack
up to date for timely faulty line detection. The SVM training
algorithm’s input is the data stack for all eight parameters
for the faulty line detection in the HVDC grid. The whole
data for each fault type are 2000 data is divided into 75%
of the data for training and 25% of the data for testing and
validation. The offline training time is around 75 s of the SVM
algorithm for the trained data to detect the faulty line in the
HVDC transmission grid. The SVM classification algorithm
is trained and tested offline, and the accuracy of the faulty line
classification is given as

Accuracy =
true decision for faulty line classification

tota lnumberof data
%

(14)

FIGURE 16. (a) Busbars voltage, and (b) busbars current, by applying first
protection scheme with P-P-N fault for scenario#3.

TABLE 6. Classification accuracy for the faulty line detection.

Table 6 presents the classification accuracy for different
fault types in the MT-HVDC transmission grids. It is to
be noted that the true decision from the total test data are
1488 and 12 are the false decision. Hence the accuracy of the
faulty line classification process is 99.2 %. The classification
accuracy under the different fault conditions P-N, P-P, and
P-P-N is 99.2, 99.4, and 99.0%. Also, the SVM classification
method provides an overall training accuracy which obtained
when trained over training data of about 98.6%.

Table 7 shows a comparison between the proposed
SVM, probabilistic neural network (PNN), and adaptive
neuro-fuzzy interface system (ANFIS) classifications algo-
rithms. This comparison is based on the training time, faulty
line detection time, and classification accuracy. The proposed
method has a much lower training and detection time than
the other two methods. Also, the accuracy of the proposed
method is better than the PNN and ANFIS methods. With
small size of the system under study, all optimization tech-
inqyue have the same time, but PSO have many advantages.
The offline training of the SVM-PSO takes 75 s however, with
the comparisonwith the ACO, the offline training time is 83 s.
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TABLE 7. The comparative results.

TABLE 8. The failure simulations on the system’s lines and the SVM-PSO
solutions.

The outage or failure on the line causes a reduction in
the number/percentage of loads supplied in the system, and
there are several solutions of closing and opening the switches
(CB), which enable to find an optimized restoration of the
system. In this work, and when the MT-HVDC grid fully
outages, the SVM-PSO technique is used to determine the
optimal power generation from each source and HVDC line
restoration sequences for minimizing power loss and shed-
ding load with system constraints. Table 8 presents several
failure simulations on the system’s lines and the SVM-PSO
solutions to these failures. Also, from this table, it can be
seen that, when the failure occurs in the HVDC line direct
connecting power source to the load at bus 4, the power
loss increases due to the power circulation from that source
through the network until reach to supplying the load.

In general, the proposed protection scheme can detect and
clear the faults that may occur in theMT-HVDC transmission
grids in an acceptable time. Also, it preserves the steady-state
operation after the fault clearance in a fast time. This work
is based on time-sensitive networking using data distribution
services. It synchronizes multiple devices using packet-based
communication and makes it possible over long distances
without any signal propagation delay. Input/output (I/O) syn-
chronization on devices using this profile is less than 1 µs.
It can be further reduced to the hundreds of nanoseconds
range, depending on the system’s configuration.

VII. CONCLUSION
This paper proposed a protection scheme for the MT-HVDC
transmission grids. The proposed scheme is composed
of three protection levels. After the disconnection of the
MT-HVDC grid in the third level, the SVM has been pro-
posed to discriminate the faulty line and then reconnect the

healthy line in the MT-HVDC transmission grid. The healthy
lines’ restoration process is based on the PSO algorithm to
obtain the optimal line restoration sequence to maximize the
restored load and minimize the power loss while ensuring
the operational constraints and the power balance. The fault
tripping in the first two levels is based on the FIDs in the
MT-HVDC grid. The communication between the AC grid
and the HVDC grid is based on IoT technology. The proposed
protection scheme has been applied and verified on a hypo-
thetical MT-HVDC grid in the presence of different fault con-
ditions. The results show the proposed protection scheme’s
ability to detect and clear the fault in good time. Also, the
proposed protection preserves the steady-state operation as
fast as possible. The following conclusion can be drawn;

- After the fault occurrence, the fault clearing time
achieved with the proposed protection scheme is
1.22 ms, 2.22 ms, 3.22 ms with the main, backup one,
and backup two protection levels respectively under
different fault conditions. Also, the load steady state
operating time preserved with the proposed scheme is
0.2 s, 0.25 s, 0.40 s with the main, backup one, and
backup two protection levels respectively.

- The SVM classification method provides an overall
training accuracy which obtained when trained over
training data of about 98.6%. The testing accuracy that
obtained when trained over testing data is about 99.2%.

- The proposed SVM based faulty line identification has
an offline training time of 75 s and the faulty line is
detected after 15 ms with 62.50 %
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