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Jingqiu Zhang, Student Member, IEEE Subham Sahoo, Member, IEEE, Jimmy Chih-Hsien Peng, Member, IEEE
and Frede Blaabjerg, Fellow, IEEE

Abstract—Limited global information in DC microgrids with
distributed cooperative control makes them vulnerable to cyber
attacks, which can lead to their destabilization and shut down.
Here, we discuss a novel false data injection attack (FDIA) model,
termed as the concurrent attack, that can compromise local and
communicated estimated voltages simultaneously. We formalize
that such an attack could be disguised as a conventional FDIA
on the estimated voltages transmitted in communication links
(termed as the communication link attack), thereby masking
the presence of the attack on local estimated voltages and ren-
dering corresponding mitigation attempts ineffective. Secondly,
we present an energy-based detection strategy based on the
intrinsic mode functions obtained using the ensemble empirical
mode decomposition method. Further, a differentiation criterion
using the voltage correction terms generated from the voltage
observer is employed to help distinguish between the concurrent
attack and the communication link attack. An event-driven
mitigation strategy is then used to replace the attacked signal
with a reconstructed signal. Finally, the efficacy of the proposed
resilient control scheme is demonstrated using both simulations
and experimental results.

Index Terms—DC microgrid, distributed control, cyber attack
detection and mitigation.

I. INTRODUCTION

C microgrids are gaining attention due to the increasing
Dintegration of renewable energy resources, installation
of energy storage devices, and utilization of DC loads [1],
[2]. To date, DC microgrids have been adopted in data
centers, residential households, and shipboard power systems
[3]. Further, distributed control has been implemented to
provide high adaptability and efficiency among DC microgrids
[4]. However, the lack of a centralized controller makes it
difficult to detect as well as mitigate cyber attacks. Specifically,
in a sparse distributed communication graph, the malicious
information resulting from cyber attacks easily propagate to
the rest of the network, which also affect the operation of
other nodes. Several types of cyber attacks recently have been
reported in the literature, including false data injection attacks
(FDIAs) [5], replay attacks [6], denial of service (DoS) attacks
[7] and disinformation attack [8].
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In [9], FDIAs have been reported to compromise current
and voltage sensors of an agent as well as communication links
between neighboring agents. Moreover, the constrained FDIAs
may harass the consensus protocol, while the unconstrained
FDIAs may destabilize the entire DC grid. One way to detect
cyber attacks is to check if the cooperative synchronization law
has been violated [10]. However, stealthy attacks may employ
multiple coordinated attack vectors to intrude into multiple
nodes such that the physical laws are unchanged. Such kind of
attacks may result in possible uneconomical dispatch problem
[11] or instability issues [12]. These attacks can be launched
when an adversary has some information about the system in
advance [12], [13].

Detection of cyber attacks in distributed DC microgrids can
be classified into two categories: model-based and model-free
methods. The former assumes that the network topology and
attack vectors are known/bounded and are devised to iden-
tify these attacks. Model-based detection techniques basically
originate from fault detection and isolation, and they are used
in multi-agent systems [14]-[17]. In the context of distributed
DC microgrids, the only available information to anticipate
the presence of attack is either available locally or communi-
cated by neighboring agents [18]. Leveraging this property, a
cooperative vulnerability factor (CVF) based detection metric
has been proposed to detect stealthy voltage attacks in [10].
However, attack vectors can often be unpredictable in nature,
and developing a robust model-based detection with significant
accuracy can be a challenging task.

In contrast, model-free method does not rely on prior
knowledge of the system and the attack vectors. Detection
is carried out by analyzing the output signals. For distributed
DC microgrids, a signal temporal logic-based (STL) method
has been used to detect FDIAs and DoS [19]. Such approach
targets the unpredictable nature of attack vectors.

As it has been mentioned in [12], coordinated intelligent
attacks can be launched by attackers who have expertise in
the entire system. Such attacks could be a combination of
several types of attacks initiating concurrently by an adversary.
Although such attacks can be determined sequentially by
existing detection methods, there will still be errors and delays
as these methods are originally designed to detect one type of
attack at a time. Such issues can be sufficient to destabilise
the grid due to deferred or inadequate control actions.

Upon detection of FDIAs, mitigation is required to remove
them from the control system to enhance the resiliency of
microgrids. In [20], a trust-based controller is proposed to
mitigate attacks by changing the consensus gains adaptively
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between agents. However, it requires that at least half of
the neighboring converters are trustworthy. Further, replac-
ing the compromised states with pre-attack values stored in
the observers has been implemented in [21]. Alternatively,
attacked agents can be isolated such that FDIAs do not
propagate to the rest of the network [22]. Nevertheless, such
approach results in loss of graph connectivity and disruption
in the consensus protocol. Hence, this mandates a self-healing
resilient methodology such that the entire system can recover
from any cyber attack without any compromise in cyber graph
connectivity.

To address these issues, this paper addresses the presence of
FDIAs in the local and communicated estimated voltage within
distributed DC microgrids. This is a new form of intelligent
attack, and it is referred as concurrent attack. The research
contributions of this paper are summarized below:

1) A concurrent attack is designed to mask itself as a
communication link attack, misleading the operators
from taking appropriate actions. Such an attack can
pose challenges to be promptly resolved by model-based
detection.

2) A novel non-parametric detection based on an ensemble
empirical mode decomposition (EEMD) is therefore
proposed. The presence of FDIAs is identified from
the energy relationship of neighboring agents, which
operates on the decomposed intrinsic mode functions
(IMFs) of the EEMD method.

3) A differentiation criterion is further used to classify the
type of attack after detection, i.e., whether the attack is a
concurrent attack or a communication link attack, based
on the voltage correction terms generated by the voltage
observer in the secondary controllers.

4) Finally, an event-driven mitigation approach is pro-
posed, which reconstructs a trustworthy signal using
the authenticated inputs from the proposed detection
strategy. According to the classification of the attacked
quantity, the reconstructed trustworthy signal replaces
the attacked signal and eliminates all the risks associated
with the attack.

The layout of this paper is as follows. Section II presents
the distributed consensus-based cooperative law, and analyzes
the system responses under the concurrent attack. In Section
I11, the proposed detection, attack classification, and mitigation
methods are formulated. Section IV outlines the simulation
results, while the experimental results are shown in Section V.
Finally, conclusions are drawn in Section VI.

II. CONCURRENT ATTACK MODELING IN DC MICROGRIDS

A. Cyber-Physical Preliminaries

Consider the physical network of a DC microgrid compris-
ing of N interconnected DC/DC converters, also known as
agents in the cyber layer, is managed by a cyber-physical
control framework. Referring to Fig. 1, the output voltage
of each converter is regulated by a primary droop control.
By imposing virtual impedance on each converter, the droop
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Fig. 1. Layout of a DC microgrid consisting of N = 4 distributed agents.

control can achieve load sharing. The droop control method
for the k*" agent in a DC microgrid is expressed as:

Vi = Vier — Tily (D

where v, and V.. denote the output voltage and the global
voltage reference of the system, respectively. r is the droop
coefficient (i.e. the virtual impedance) and I, is the measured
output current of the converter. The droop coefficient can be
designed using 7, = Avy /1", where Av is the allowable
voltage deviation and I7*“* is the maximum output current of
kth converter, respectively.

However, the droop control method suffers from the current
sharing accuracy and the DC voltage deviation problem [23].
In order to solve the two limitations resulted from the droop
control, a distributed secondary controller is used to compen-
sate this error for each converter.

Here, a digraph is used to model the interaction among
agents in the cyber layer. The digraph is formulated by a set of
nodes, connecting through a set of edges. The k*" node sends
i = [Vi, I 7] and receives information from its connected
neighboring nodes (as depicted in Fig. 2). This is done using
a pre-defined adjacency matrix A = [ay;] € RV, such that
average voltage regulation and proportional current sharing
can be achieved. Note that V; and I 7" represent the estimated
voltage and the output current (in per unit) from one of the
neighbors of the k" agent, respectively. The communication
weights ay; are designed to represent the transfer of informa-
tion between agents, and they are given by:

> 0,
akj = 0

where E is an edge connecting two nodes. Whereas, x; and
x; are the information from the local and neighboring nodes,
respectively. Applying the consensus-based law, the secondary
control input for the k" agent can be obtained as:

u; = Z a;gj (CL‘j — xk) (3)

JENK

if (x,z;) €E
else

2

€

where, u;, = [ug,ui] and e;, = [eﬂ, ejl-k] corresponds to the
two elements in x;, while NV}, is the set of neighbors of the kth
agent. In addition, the in-degree matrix Z™ = diag {d"} is
a diagonal matrix with dj = >, . ax;. Similarly, the out-
degree matrix can be expressed as Z°"" = diag {d2"*} with
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dy =3 e N, @;jk- Subsequently, the Laplacian matrix of the

graph is defined as L = Z™™ — A, in which the sum of elements
in each row is zero. Here, the Laplacian matrix determines the
global dynamics, and is balanced if the in-degree matrix equals
to the out-degree matix, i.e., 7™ = Z°" as noted in [24].

Meanwhile, a secondary control is employed to reset the
voltage reference for each connected microgrid within the
network. Specifically, the distributed cooperative secondary
controller is considered to work alongside the primary droop
controller. Two voltage correction terms are generated from
the secondary control to manage the local voltage set point in
the k" agent. They can be expressed as:

AV = Hi(s) (Vies — u)l) S
AV? = —Hy(s)u}, (5)

where Hi(s), Hz(s) are PI controllers for the outputs of
voltage observer and current regulator, respectively. Therefore,
the local voltage set point for each microgrid can be calculated
by:

o = Vier + AV + AV — Iy (6)

Using (1)-(6), the global voltage regulation and the propor-
tional current sharing can then be realized.

Remark I: The agents in distributed cooperative DC mi-
crogrids will achieve convergence based on the dynamic-
consensus law using x = —Lx for a balanced Laplacian
matrix L such that limy_, ., x(t) = ¢, Yk € N, where ¢
is the steady-state value and N is the number of agents.

Accordingly, the estimated voltage for each agent should
converge to:

lim Vi(t) = Vi )

where the estimated voltage of the k' agent (i.e., Vi (t)) is
updated using:

mwzww+f

Z ar; (Vi(1) = Vi(r)) AT (8)

JENK

with V4 being the measured output voltage of the k' agent
(as indicated in Fig. 1).

B. Modeling of Concurrent Attack

A concurrent attack is defined as compromising the local
estimated voltages (termed as local control input attacks)
and the estimated voltages received from neighboring agents
(termed as communication link attacks) simultaneously within
the distributed secondary controllers.

The attack on the estimated voltage received from the
neighboring agent can be modeled using:

VLCO”(t) = Vj(t) + accon (9)

where V;(t) is the estimated voltage transmitted from the
neighbor of the ki agent, and C.,, denotes the magnitude
of the false data injection attack on the estimated voltage in
the communication link. The term « indicates a binary variable
with @ = 1 representing the presence of the attack or 0,

otherwise. At the same time, a ramp attack can be imposed
on the local estimated voltage in the secondary control in the
kt" agent. As a result, the consensus protocol in the voltage
observer of the k*" agent will be updated by:

Vk,con(t)72 Vk(t)j' a-r-t
+ f(;5 [EjENk ak.’j((‘/j(T) - Vk(T)) + acco7z)]d7

where r is the gradient of the ramp attack and V, .o, (t) is the
estimated voltage of k" agent under a concurrent attack.

Here, the presence of the concurrent attack will cause the
consensus protocol to diverge from the global reference value
Vieg, which is described in (7).

(10)

C. Masking as a Communication Link Attack

Firstly, suppose an adversary only attacks the estimated
voltage in the communication link.

Under such circumstances, the false data injection attack to
the communication link is defined as:

Vicom(t) = V() + aCeom (11

where C¢,,, denotes the magnitude of false data injection
attack on the communication link. The corresponding consen-
sus protocol in the voltage observer of the k¥ agent can be
updated as:

t
Vi,com (t) = Vk(t)"‘/ [Z ak; (V;(7)=Vi(7))+aCeom)ldT
0 jeny,

(12)
where Vk,cmn(t) is the estimated voltage of the Eth agent under
a communication link attack. This is similar to the expression
in (10), indicating that there are conditions when a concurrent
attack can be masked as an attack on the communication link
only. Note that an FDIA on the local estimated voltage only
will cause the consensus law to converge to a final-state that is
different from the global reference described in (7). Therefore,
it is not possible to mask a concurrent attack as a local control
input attack.

Consider a system consisting of N = 3 agents with a
ring cyber graph. The response of the system with respect
to a communication link attack and a concurrent attack is
illustrated in Fig. 3. Both attacks are launched at t = 1 s,
and resolved at ¢ = 1.5 s. During this period, the system
responses are the same. Although it is clear that an attack
has occurred based on (7), it is impossible to differentiate its
type from the estimated voltage by each agent. Specifically, the
attack on the local estimated voltage at Agent 2 is now hidden.
Given such a situation, the network operator will treat the
concurrent attack as a communication link attack, and proceed
with corrective actions such as disconnecting the link, which is
a simple and straightforward way to eliminate the attack. The
expected response will be to return to a steady state condition,
as illustrated in Fig. 3(a). However, in the case of a concurrent
attack shown in Fig. 3(b), the problem persists and further
disrupts the consensus law of operation.

Furthermore, incorrectly identifying the concurrent attack as
a communication link attack will incur delays, which may be
sufficient to compromise the integrity of the entire network.
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Fig. 2. The cyber-physical control framework used in the distributed DC microgrid. Inputs of the secondary control for converter k are the estimated voltage

and current values (per unit) sent from its neighboring agents.
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Fig. 3. System responses of: (a) an FDIA on the communication link between
Agent 2 and 3, and (b) a concurrent attack consisting of an FDIA on the
communication link between Agent 2 and 3 as well as a ramp attack on the
local estimated voltage of Agent 2. C'com = 12 for the communication link
attack in (a), while Ccon, = 8 for the FDIA in (b) along with a ramp attack

of » = 8 on the estimated voltage.
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Fig. 4. Summary of EEMD for decomposing an input signal into a set of
IMFs.

Since the creativity of an adversary can be unbounded, the
resilience of a network is threatened under the presence of
such attacks. This requires the design of a new solution for
detection and mitigation of these attacks.

Problem statement: If there exist C.,,, v, and C,,,, satis-
fying the following condition:

Z akj(|Ceom| = |Ceonl) = ||

JENK

13)

then, the distributed consensus algorithm in (10) and (12)
shall result in the same iterations. In other words, the sys-
tem responses in terms of the estimated voltages under the

concurrent attack can be manipulated to be the same as the
communication link attack. Note that C,,,, v, and C,,,, are
all positive or all negative.

Proof: To obtain the same estimated voltages, the RHS
of (10) equals to that of (12) such that:

Vit) + art + [§13 jew, arg (Vi(7) = Vi(r) + aCeon)ldr
= Vilt) + [ en ars (Vi (7) = Vilm) + oCeam )l

Eqn. (14) can simply be reduced into:

t
/ Z a1 (Ceom — ACeon )dT = art (15)
0 jeN
resulting in:
Z Qg - a(Ccom - Ccon)t = art (16)

JEN

This proves that the consensus protocol iterations under a
concurrent attack or a communication link attack are the same
as long as these attacks are designed as per (13). |
Remark II: It can be concluded that the consensus law in
(7) is violated under a concurrent attack or a communication
link attack. Consequently, the consensus protocol no longer
converges to the global reference value, which can be given

by:
tlirgo Vie(t) # Vieg-
Since the system responses of both the concurrent and
communication link attacks are the same, (17) can no longer
serve as an effective criterion to differentiate them. Therefore,

we require a strategy that not only detects the presence of an
attack, but also identifies the type of attack.

a7)

III. PROPOSED RESILIENT CONTROL SCHEME
A. EEMD-based Attack Detection

The mitigation strategy begins with a detection stage based
on EEMD proposed in [25], [26]. This approach is model-
free, and meets the need to address the unpredictable nature
of attacks. In this context, EEMD decomposes the estimated
voltage of the agents (Vj(t)) into a set of intrinsic mode
functions (IMFs), each containing a different mode of dynamic
signature.

A flowchart summarizing the decomposition operation is
shown in Fig. 4. Note that white noise w,,(t) is added to
the collected data Vj(t) to avoid mode-mixing among IMFs.
Therefore, a decomposition signal can be modeled as:

Xiem (1) = Vi (t) + wim (1) (18)
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After decomposing the above voltage signal, the features
corresponding to false data injection attacks are extracted and
examined as follows. First, the energy of each individual IMF
can be calculated using:

Em = Z |Imp|2
p=1

where I, is the obtained IMF and n denotes the size of the
dataset used for the energy summation. The total energy for
the k' agent can then be calculated using:

M
Ex=p» En

m=1

19)

(20)

where M is the number of obtained IMFs from the average
voltage of k' agent. p is a positive scaling factor.

Further, the energy ratio of the k¥ agent (i.e., Si) is defined
to describe the relative energy level between the k*" agent and
its neighboring agents:

Sk = max(Ey/E;),¥j € Ny 21

It is used to identify the abnormal increase of energy in an
agent. Note that the energy ratio S is a set with a size of N.

Definition 1: The authentication of an agent is labelled as
T if the energy of the agent is greater than its neighboring
agents, which can alternatively be written as:

i >
U, :{ T, if ||Sk||>e

F, else (22)

where e is a threshold. The value of e can be found by
selecting the maximum element of the set S under steady-state
operations.

In this context, a detection index Oy using Boolean algebra
is defined to determine whether an agent is attacked by FDIAs
or not, i.e., 1 indicates the presence of attack, and 0, otherwise:

o — 1, ifU,NY; =T & max(Ey/E;,Ej/Ey) <e
E= 0, else
(23)

Remark III: The detection index can be applied to the
different types of false data injection attacks considered in this
paper, i.e., communication link attack, local control input at-
tack, and concurrent attack. Note that the assessment is based
on the relative relationship of Si, and S; rather than their
exact values, which vary based on the system configuration.

The proposed detection can be demonstrated using the
system outlined in Fig. 1. Here, the network is subjected to (a)
no attack conditions, (b) a concurrent attack between Agents
2 and 3 with C¢,,, = 5.5 V and a ramp attack of = 3 to the
estimated voltage at Agent 2, and (c) a communication link
attack between Agents 2 and 3 with C,,,,, =7 V.

In this example, the threshold e is found to be 4 from the
set of S = (2.615, 0.382, 3.997, 0.874). However, the energy
of each agent under the concurrent attack is E; = 2.939,
Ey = 5467, E5 = 4525, B4, = 3.063, from which the set of .S
can be obtained as S = (0.960, 1860, 1477, 1.042). Whereas,
the energy of each agent under the communication link attack
is £1 = 0.504, Ey = 4692, E, = 5256, F4, = 1.180, which
gives the corresponding S = (0.427,9309, 4454, 2.341). As it

5

can be observed, the energy ratios So and S3 are significantly
higher than the threshold under FDIAs. Therefore, Agents 2
and 3 are identified to encounter FDIAs according to the rules
from (22) and (23).

Although the proposed EEMD-based detection is able to
identify the presence of FDIAs, it cannot distinguish between
concurrent attacks and communication link attacks. To differ-
entiate these attacks, voltage correction terms from (4) will be
used, as explained in the following section.

B. Differentiating Concurrent Attacks and Communication
Link Attacks

For a concurrent attack, the estimated voltage of the attacked
k" agent can be denoted by (10). Subsequently, the estimated
voltage of the attacked neighboring agent can be updated by:

Vj,con(t) = Vj(t)
+ Jo ken, @k((Va(r) = V(7)) + aClon)ldr

The corresponding voltage correction terms of these two
agents can be calculated from (4). The difference between
them can be used as a differentiation criterion and its value is
given by:

(24)

DoVC = |Hy(s) (a-r-t)] (25)

Theoretically, the value of the proposed differentiation cri-
terion DoV C in (25) is not zero as long as there exists a
concurrent attack, i.e., a # 0. Moreover, its value depends
on the magnitude of the local control input attack (i.e., the
gradient of the ramp attack on the k' agent) and time.

However, in the case of a communication link attack, the
estimated voltage of the attacked neighboring agent can be
obtained as:

ijcom(t) = Vj(t>
+ Jo ke, @ik ((Vi(r) = Vi(7)) + aCoom)dr

Substituting (12) and (26) into (4), the value of DoV C is
ideally zero as the injected false data exists in both the local
agent and its neighboring agent. Note that DoV C' will also be
zero when there is no attack on the system.

To sum up, the value of DoV C can be used as a criterion
to differentiate the two kinds of FDIAs, i.e.,

(26)

<e
> €

, communication link attack

27
, concurrent attack 27)

DoV (C = {
where ¢ is a threshold. It can be determined by analyzing the
data when the system is operating under steady-state condi-
tions. Note that DoV C' of a concurrent attack is significantly
larger than DoV C' of a communication link attack.

Returning to the case study in Section III-A, the EEMD-
based detection identifies FDIAs existing in Agent 2 and 3
but it is unable to differentiate the type of attack. This can
now be resolved by integrating the proposed DoV C' criterion
with EEMD-based detection. Here, the value of DoV C under
steady-state operations for the considered system is found to
be in the range of 0.5 x 1074 to 1.5 x 10~%. Hence, ¢ is set
to the latter value. For the attack performed in Section-III-A
(b), the value of DoV C is 1.5 x 103, which is greater than
threshold e. Therefore, it is identified as a concurrent attack.
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Algorithm 1: Detection and classification method of
FDIAs

Input: Average voltages of agents in the DC microgrid
Output: Attack type
Run EEMD algorithm to get the decomposition results;
Calculate the energy of each agent using (19) and (20);
Get the energy ratio of each agent using (21);
while |Si| > e do
check (23);
if © =1 then

if DoV C > ¢ then

‘ The attack is a concurrent attack;

else
‘ The attack is a communication link attack;
end
else
| check (23);
end
end
A v, A v,
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Fig. 5. Output voltages of the agents when subjected to load changes and
attacks. (a) concurrent attack, and (b) communication link attack.

On the other hand, the value of DoV C is 0.5 x 10~% for the
attack performed in Section-III-A (c). Using (27), the attack
in Section-III-A (c¢) is determined as a communication link
attack.

The proposed detection method to determine concurrent
attacks is summarized in Algorithm 1.

C. Event-Driven Mitigation Strategy

After the detection stage, the mitigation strategy is imple-
mented to recover from FDIAs. The compromised signal is
replaced with an event-driven reconstructed signal using:

Ae}/k(t) =(1- @k)eyk(t) + @ke}/k (k) ,

where tj is the triggering instant with Oy in (23) denoting
the authentication signal generated using the proposed attack
detection strategy. It requires a trustworthy neighbor to be used
as an input to the signal reconstruction stage. Basically, the

(28)

6
TABLE 1
CALCULATED ENERGY WHEN SUBJECTED TO FDIAS
Load Concurrent Attack Communication Link Attack
Change(ﬂ) E1 Ez E3 E4 E] Ez E3 E4
10 0.086 8553 9659 0.798 | 0.032 21116 25034 0.694
25 13 10217 9584  9.448 14 25168 27548 30
40 11 11895 6883 12 8.308 27450 25298 26
55 30 22164 11013 303 18 25334 23795 16
70 8.394 12938 4337  0.372 25 27249 21231 7418
95 96 19191 5749 269 23 26915 11969 5.628
B=001 ——p3=0025 8=0.05

"D p—
1-0.3 0.01 =
0.6 0 Jlﬂ.n:'-— T

-0.01

—dﬂ;ﬂ:ugh 1

> Trough 2
Trough 3

1.5 2 2.5 3 35 4
Time (sec)

Fig. 6. Comparative analysis of the proposed mitigation strategy for different
values of 3 in (29).

philosophy of reconstructing a triggered signal is to hold the
input signal in the absence of a trigger. It is worth notifying
that a trigger is generated for the k" agent when:

DoVC > (e + ), (29)

where [ is a small positive value introduced to provide
resiliency against noise in the measurements. Further if (29)
is satisfied, the current set-point of the input signal is updated
in the output using a Sample and Hold block. The input
signal is e} (t), which is communicated from a trustworthy
agent. The reconstructed signal obtained in (28) is then sub-
stituted in (3) to attain resiliency against both the defined
attacks. As soon as the objectives in (7) are met again, the
authentication label is traversed back to rrustworthy for the
attacked agent. Prior to this step, the reconstructed signal
is communicated to the neighboring agents. As a result, the
proposed mitigation strategy eliminates the elementary step of
disabling compromised communicated link(s). It is also worth
notifying that regardless of any type of attack, the mitigation
strategy can operate to restore the system immediately. For the
purpose of brevity, further details on event-driven strategy can
be referred from [27].

IV. SIMULATION RESULTS

Numerical studies have been conducted using the same
network with N = 4 converters as depicted in Fig. 1. Each
converter is treated as an agent, and is managed by a two-
layer control framework to achieve the global reference voltage
Viep = 315V at their respective buses. The control parameters
of the test system are provided in Appendix. In this Section,
the proposed resilient scheme is examined in the presence
of concurrent attacks and communication link attacks, which
cannot be differentiated by the distributed voltage observers.
Scenarios such as load changes, faults, converter outages, and
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TABLE II
CALCULATED ENERGY WHEN SUBJECTED TO FAULTS
Fault Ei Ex Es E4
Position (x106) (x10°) (x106) (x106)
Agent 1 193.4 1.841 1.913 1.757
Agent 2 2.877 156.8 2.545 4.355
Agent 3 3.254 4.683 172.5 3.652
Agent 4 2.087 2.263 2.188 158.8

communication failures have also been simulated to assess the
robustness of the proposed method.

A. Scenario I: Load Changes

The proposed method is examined in the presence of load
changes and false data injection attacks (FDIAs). The initial
load conditions are 96 2 at Agent 1, 50 2 at Agent 2, 52 )
at Agent 3, and 56 2 at Agent 4. A step change is triggered
at Agent 1 at t = 0.5 s while the loads at other agents (i.e.
Agent 2, 3 and 4) remain unchanged. The size of the step
change ranges from 5 Q2 to 95 2. Furthermore, the FDIAs are
launched at Agents 2 and 3 at ¢ = 1.5 s as shown in Fig. 5.

The settings of the concurrent attack are C,,, = 10 and
r = 10, while the communication link attack is C.,,, = 15.

The calculated E under different load conditions and attack
scenarios are listed in Table I. In all scenarios, Agents 2 and 3
have a significantly larger E' than those of the healthy agents,
ie. Agents 1 and 4. Let’s consider the example when the
system is subjected to a step change of 55 {2 and a concurrent
attack. According to the definition in (22), Agents 2, 3 and 4
are labelled as T. Furthermore, the proposed detection index
O;, identifies Agents 2 and 3 as compromised agents based
on (23). The type of attack can then be ascertained using
the DoV C differentiation criterion. In this case, DoV (' is
found to be 3.8 x 10~3, which is larger than the threshold ¢
(i.e., 1.5 x 10~%). Using (27), such an FDIA is identified as a
concurrent attack.

Moreover, the event-driven mitigation strategy defined in
(28) has been initiated at ¢ = 1.55 s. As a result, the output
voltages are able to converge to the new steady-state values
due to the load change as shown in Fig. 5.

In Fig. 6, the performance of the proposed event-driven
mitigation strategy is tested for different values of 3. It can be
seen that with the increasing value of (3, the resolution of the
reconstructed signal becomes poorer. However, the dynamic
performance is improved with an almost equal settling time
but with varying troughs, as indicated in Fig. 6. However, a
very low value of 8 will also be an important issue in a system
with variable noise. Hence, the design of 3 needs to consider
factors such as accuracy and dynamic response.

B. Scenario II: Faults

Next, the proposed method is evaluated when the system
is subjected to a short-circuit fault at different agents. The
purpose of this analysis is to evaluate the ability of the resilient
control strategy in distinguishing a physical fault from a data
attack. The loads connected to each agent are the same as those

2 315 =

o

R — .

é 315 lL —— ‘

q’ ________ B “her

g converter 4 >‘F :,‘4/;,;/

S ~ ~ 7> outage ;
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Fig. 7. Average voltages of the agents when Agent 4 is disconnected. The
average voltage of Agent 4 (i.e., V4) drops to zero immediately after this
outage.

in Subsection IV-A. Its corresponding energy FE at various
fault locations are summarized in Table II. Overall, £ of a
short-circuited agent is significantly higher than that of other
agents in the network. This can be regarded as the feature of
a physical fault. Subsequently, the authentication in (22) will
only label T for an agent which is subjected to faults.

However, the corresponding detection index Oy in (23) is
zero, indicating there are no attacks.

Note that a short-circuit fault at one agent will physically
disrupt the power flow in the microgrid. Such disruption will
be felt among all agents.

C. Scenario IIl: Converter Outage and Communication Fail-
ure

The performance of the proposed method is examined when
the considered system suffers from a converter outage. In this
scenario, converter 4 (or Agent 4) is disconnected at ¢ = 0.5
s. The estimated voltages of the agents are shown as Fig. 7.
The energy of the remaining agents (i.e., Agents 1, 2, and
3) are found to be FE; = 614, Fy = 2.436, and F3 = 150.
Referring to Definition I, the authentication of the remaining
agents are T, F, and T, respectively. Applying the detection
index in (23), the resilient control strategy identifies that there
are no attacks considering that none of the neighboring agents
both have T. On the other hand, the current sent by the agent
of the converter outage will be zero. This enables the proposed
method to distinguish the converter outage from cyber attacks.

Next, the cyber link between Agents 2 and 3 is disconnected
to simulate a communication failure. As a result, the number
of neighboring agents communicating with Agent 2 and Agent
3 has decreased. Note that the consensus protocol will still
operate based on the remaining cyber graphs to achieve the
global reference value of 315 V. On the other hand, the energy
values of each agent under this communication outage are:
Ey = 34.301 x 10%, E> = 9.812 x 10%, 5 = 15.023 x 10%,
E, = 8.6149 x 10*. Subsequently, all agents are labelled as
F, indicating that there are no attacks within the microgrid.

V. DISCUSSIONS

In the EEMD method, the noise amplitude « and the
ensemble number N, are the two parameters that need to be
stipulated. We have also carried out analysis on the effects of
the two parameters on the proposed attack detection method.
The simulation results are listed in Table III and Table IV. The
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TABLE III
CALCULATED ENERGY WHEN a =0.19
Parameter Concurrent Attack Communication Link Attack
Settings E Ex Es3 Eq4 E Ex Es E4
en=1%, Num =400 | 19 4945 4255  8.562 12 5632 5698 13
en=2%, Num =100 | 21 5599 4273  6.681 10 4960 7859 11
en=3%, Num =45 19 7779 4441 7.423 | 8.006 7991 4330 28
! ey is the difference of the targeted data and the summation of IMFs.
2 Num is the number of ensemble trials in the EEMD method.
TABLE IV
CALCULATED ENERGY WHEN a =0.3
Parameter Concurrent Attack Communication Link Attack

Settings E Ex Es3 Eq4 Ei E> Es Eq4

en=1%, Num=950 |28 2716 1822 25 2.690 3489 4061 3.416
en=2%, Num =240 | 28 2599 2015 29 4286 3623 3175 3.842
en=3%, Num =106 | 28 2432 2221 29 3.455 3629 3117 4704

FDIAs are launched at t = 1.5 s at Agents 2 and 3. The settings
for the concurrent attack are C.,, = 10 and r = 10, while
the communication link attack is C.,,, = 15. In all scenarios
from Table III and Table IV, it can be observed that the energy
of Agents 2 and 3 are much higher than Agents 1 and 4. This
facilitates the successful attack detection using the proposed
detection index ©Oy.

Therefore, we can conclude that the noise amplitude and
the number of ensembles will not affect the effectiveness of
the proposed attack detection method.

VI. EXPERIMENTAL RESULTS

In the previous section, we have demonstrated the effective-
ness of the proposed resilient control scheme using simulation
examples. In this section, we demonstrate that the proposed
method could be implemented experimentally as well. For
this, we consider a DC microgrid consisting of N = 2
converters. Each converter is connected with a programmable
load as shown in Fig. 8. The global voltage reference of
the DC microgrid is 48 V. The converters are controlled
by dSPACE MicroLabBox DS1202 (target), while control
commands are sent from a computing workstation (host). The
communication network in experimental setup is realized using
SimEvents elements (modeled inside the dSPACE platform)
to emulate the cyber network characteristics in detail. This
model requires inputs: event priority time, sequence, latency
and number of servers corresponding to any communication
medium, which can be acquired by OPNET Riverbed Modeler
[28]. OPNET Modeler is used to design, model and analyze
communication networks and their redundancies. More details
on the SimEvents based communication network model can be
referred from [29]. The parameters of the experimental setup
are provided in Appendix.

In Fig. 9, a concurrent attack is launched in the system
shown in Fig. 8. Regardless of the classification technique, the
mitigation strategy is activated as long as the detection strategy
suggests that false data injection attacks are present in the
control system. After the detection index Oy is triggered, the
proposed event-driven signal reconstruction process is carried
out to replace the attacked signal with the reconstructed signal.
As a result, it can be seen in Fig. 9 that the voltages of both
converters follow a steady-state response even in the presence

Ll 1 "
S >
I 111iidlthe

Level
Shifter

Fig. 8. Experimental setup of a DC microgrid consisting of N = 2 agents.
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Fig. 9. Output voltages for the agents when subjected to load changes and a
concurrent attack. (a) converter 1, and (b) converter 2.

of an attack. Furthermore, the mitigation strategy is robust
to the disturbance such as a load change at ¢ = 4.1 s. A
similar case study is carried out in Fig. 10 for a communication
link attack on the link directed from agent 1 to 2. It can be
seen that as soon as the detection strategy is activated to send
the authentication labels, the mitigation strategy operates to
achieve system recovery immediately. In this way, the system
resiliency against the defined cyber attacks has been enhanced.

Next, we examined the robustness of proposed resilient con-
trol strategy under communication delays. As studied in [30],
distributed control is resilient to a limited maximum commu-
nication delay. This value varies for different communication
mediums. As this paper employs a ring based cyber topology,
two communication mediums, namely WLAN (IEEE 802-11
b/g) and wired (narrowband DSO0) have been considered here to
analyze the performance of the proposed attack identification
strategy. Basically, the time delay performance is marginalized
by the convergence properties of the Laplacian matrix, which
could easily go into the RHP when the delay is more than the
theoretical value of maximum delay 74, where eigenvalues are
placed in the origin. Using the time-delay stability analysis
(already carried out in [30]) for N = 2 converters in the
experimental setup, it is established that the system remains
stable even under a maximum communication delay of 7; =
336 ms.

These communication mediums (with a ring based cyber
graph) are simulated in the OPNET Riverbed Modeler to get
the maximum latency and bit error rate, as outlined in Table
V.

Based on the obtained results from OPNET (for wired
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Fig. 10. Output voltages for the agents when subjected to load changes and
a communication link attack. (a) converter 1, and (b) converter 2.

medium) and the time delay analysis, the maximum communi-
cation delay obtained under both conditions are almost same.
Finally, the real-time performance in the presence of attacks
has been tested in Fig. 11 under the latency values obtained
in Table V. It can be seen in Fig. 11 that the proposed attack
identification and mitigation strategy provides good resilience
behavior to achieve the secondary control objectives of DC
microgrids under a communication delay of 0.029 s and 0.327
s in the presence of concurrent attack. Note that any value
above the theoretical margin of 74 = 336 ms will anyway
result in oscillatory instability in the microgrid regardless of
the presence or absence of cyber-attacks. Hence, the proposed
controller is limited to provide resiliency against cyber-attacks
only within the time-delay stability margin of the defined
system.

VII. CONCLUSION

This paper presents a novel false data injection attack,
known as a concurrent attack, targeting both local estimated
voltages and communication links simultaneously in DC mi-
crogrids governed by distributed cooperative control. The
impact of this attack is investigated using the consensus theory.
Since the system response to the concurrent attack can be
manipulated to be identical to that of a communication link
attack, the grid operator may incorrectly identify the type of
attack. This may cause inadequate mitigation of the attacks.
Therefore, a resilient control scheme is proposed. The scheme
can detect the presences of false data injection attacks. Addi-
tionally, a classification criterion is proposed to differentiate
between concurrent attacks and communication link attacks.
Subsequently, an event-driven reconstructed signal replaces
the attacked signal and mitigates the attack impact. The
performance of the proposed resilient control scheme has been
validated under load changes, faults, converter outages, and
communication failures.

APPENDIX
Simulation Parameters

The simulated cooperative DC microgrid consists of four
equal-rated source for 3 kW. The line resistance R;; denotes

TABLE V
LATENCY IN DIFFERENT COMMUNICATION MEDIUMS

Bit Error Rate (%)

Transmission Medium Max. Latency (s)

WLAN (IEEE 802-11 b/g) 0.029 0.01
Wired (narrowband DSO0) 0.327 0.02
‘ m— cOnverter 1 converter 2 ‘

S % doncurren“ mitigation
% . attack , initiated
501 e
=
; 45 150 e = mmunicati\q‘i/
a 48:.-—-—— u link attack mitigation
3 40 My initiatgd _y initiateq
0 1 2 3 4 5
) Time (9)
—~ ‘ Ti ‘ ‘
< concurrent mitigation
= 1 attaCkm't'aIeHinitiated J,‘,__‘
T 08 " =
5 1get -7
3 == +
8 mmuni cath /.
1 w link atteck 119N
3 o ‘ u_initisted M1
0 1 2 3 4 5
Time (s)
€)
‘ m— CONVerter 1 converter 2
o concurrent . tigation
N I G - ‘
o fnitiatecy ' I mitigation
%’ 50 E initiated J
S
= 45 11 communication) | 1
=3 11 linkattack 14 SO
8 40 11, initiated 1y 40—
0 1 2o 4 5
Ime (S
< 2 I'Tmitigation (||) PR,
< concurrenj ™! | | mitigation
= atpck 1 myded initiated
é i;i iated 11 08
= [ 4
o d gg
=] I 1 communicatio
= 11 linkattack 1@
8 0 L1, initiated Ly 04—
0 1 2 3 4 5
Time(s)
(b)

Fig. 11. Experimental results on performances of the proposed resilient
control strategy under different communication delays: (a) with 0.029 s
communication delay, and (b) with 0.327 s communication delay

the resistance from ‘" agent to j** agent. In addition, the
gains for the controller in each agent are consistent.

Plant: R12 = 1.39, ng = 1.89, R23 = 1.29, R43 =
159, Li = 3mH, Cdci = 250/,LF

Controller: V;.; = 315V, I,.; = 0, Ki* = 3, K" =
0.01, Ki? = 4.5, K> = 0.32, Gyp = 2.8, Gy = 128,
Gep =056, Gor =21.8, a;; =1, p=1.0 x 10*

Experimental Testbed Parameters

The considered system consists of two sources with the
converters rated equally for 600 W. It should be noted that
the controller gains are consistent for each converter.
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