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Abstract—The cyber vulnerability of smart inverters is ex-
acerbated by the widespread adoption of data transfer and
communication platforms. This paper proposes a novel resilient
adaptive vector current control scheme designed for three-
phase grid-following (GFL) inverter-based resources (IBRs) at
the device level of modernized power grids. While effective
upper-layer control strategies exist, malicious attackers can still
exploit susceptibilities in the primary control of GFL IBRs.
The control objective is to substantially mitigate the destructive
impacts of sensor attacks while ensuring that the system’s outputs
(or current signals) track the desired references. The proposed
adaptive control scheme is structured based on a state estimator
and an attack estimator, which rectifies the manipulated mea-
surements, thereby enhancing resilient performance against time-
invariant and uniform-bounded sensor attacks. Lyapunov theory
delivers a rigorous theoretical analysis and asymptotic stability.
Comparative simulation results further illustrate the resilience
and efficiency of the proposed adaptive control methodology.

Index Terms—False data injection (FDI) sensor attacks,
state estimator and attack estimator, three-phase grid-following
(GFL) inverter-based resources (IBRs), resilient adaptive control
scheme.

I. INTRODUCTION

The conventional power grids have rapidly evolved into
modernized power systems, utilizing renewable energy re-
sources and innovations, in response to the global energy
crisis and climate change concerns. The increased utilization
of renewable energy resources underscores the pivotal role
of advanced power electronics in effectively managing the
diversity of generation sources and loads [1]. Grid-following
(GFL) inverter-based resources (IBRs) serve as controllable
interfaces within modernized power grids, including micro-
grids, to establish a link between the cyber network and
physical devices. In particular, three-phase GFL IBRs facilitate
the seamless integration of renewable energy resources, along
with remote and dynamic control capabilities. The imple-
mentation of modernized power systems with the pervasive
fusion of information technologies is commonly referred to
as cyber-physical systems (CPSs)-based power grids. These
advancements make a significant contribution to improving
the flexibility and overall performance of power systems [2].

The computational system of CPS-based microgrids is re-
sponsible for a variety of functions in highly sensitive environ-
ments, relying extensively on the efficient collection, process-
ing, and transmission of data. This integration of devices with
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information technologies creates a broad cyberattack surface
that could potentially be targeted by serious threats, posing
risks to the confidentiality and integrity of data in microgrids.
In cases where such cyberattacks are executed stealthily or
intentionally designed with authorized access, the security
protocols in place might fail to identify them [3]. As a result,
data corruption, involving alterations to control commands
and measured data, has the potential to push microgrids into
unstable and unsafe operational states. The recovery process
following such cyberattacks may be protracted or even un-
achievable. This may result in equipment damage, broad-scale
blackouts, and considerable economic losses [4].

To minimize concerns regarding malicious attacks and
ensure safe operations, cybersecurity must be given a top
priority in modernized power grids. Recent investigations
have highlighted resilient and cybersecurity-related issues and
challenges in identifying attacks in CPS-based microgrids, as
detailed in [5]-[7] and references therein. The authors in [8]
propose a detection scheme that combines the Kalman filter
and the adaptive cumulative sum method to identify spoofed
sensor data in grid-connected IBRs. A technique of dynamic
watermarking is suggested in [9] to differentiate between
malicious attacks and sensor unreliability in grid-tied IBRs.

All the developed techniques have a common objective,
which is to enhance the level of security against cyber threats.
However, depending solely on these identification methods
may be inadequate and ineffectual if a sophisticated threat
actor can circumvent the established identification protocols.
With this critical consideration, it becomes imperative to con-
centrate on mitigation control schemes for smart inverters to
reduce the impact of cyberattacks. From a control standpoint,
designing resilient control techniques for GFL IBRs in CPS-
based microgrids is challenging due to the need for swift
response times, normally from 0.5 to 5 ms—as stipulated by
IEEE Std 1547.P10-2018 [10].

The focus of research on mitigating strategies for CPS-
based microgrids against attacks predominantly centers on the
islanded operation mode. Recent studies addressing this topic
can be found in [11]-[13]. The ultimate control objective of
interest in these methods is to design a system-level resilient
control framework to mitigate the adverse effects of cyber-
attacks on higher-level control layers. Nevertheless, primary
control (or device-level control) in both operation modes of



CPS-based microgrids remains vulnerable to exploitation by
malware through firmware updates, as emphasized in [14].
Therefore, giving precedence to improving resilience and
cybersecurity at the individual device is indispensable. This ap-
proach, consequently, ensures that the operation of modernized
power grids with IBRs remains safe and secure, thus reducing
the susceptibility to strategically launched cyberattacks.
While studies in [15], [16] have addressed the challenges
of control design for GFL IBRs in the presence of faulty
sensors, further investigations are required in scenarios where
an attacker manipulates the data from the sensors and inputs
fabricated measurement signals to the controller. Motivated by
the concerns detailed above and existing gaps in the literature,
this paper presents a resilient adaptive control scheme specif-
ically crafted for GFL IBRs. The main goal is to derive the
system’s outputs (or current signals of IBRs) to the reference
values, even in the presence of manipulated measurements due
to sensor attacks. The proposed methodology aims to fortify
the resilience of primary controls against manipulated mea-
surement signals, which could go undetected to operators and
affect the direct-quadrature (dq) frame output signals of GFL
IBRs. As a result, false data injection (FDI) attacks compro-
mise the available sensor measurement signals to maximally
degrade the feedback control efficacy. In the event of sensor
attacks, a disparity emerges between the actual and measured
IBR output signals, leading to imprecise control commands
and incorrect switching sequences. Hence, this study, inspired
by the findings in [17], introduces an adaptive control structure
to guarantee the accurate execution of switching and mod-
ulation processes. To achieve this, a state estimator and an
attack estimator are augmented with an integral component
to complement the state feedback controller. This estimator-
based control framework not only boosts resilience but also
certifies stability in the face of sensor data integrity attacks.
The paper’s main contributions are summarized as follows.

o It proposes a novel resilient vector current control strat-
egy for GFL IBRs by employing a state estimator and
an attack estimator, which form restorative control sig-
nals integrated into the state control feedback, that can
mitigate the effect of FDI time-invariant and uniform-
bounded sensor attacks.

o It develops a control scheme to enhance sensor-attack
resilience in the primary control of GFL IBRs and
establishes a reliable operation. The proposed controller
guarantees reference tracking even in the face of FDI
sensor attacks capable of manipulating all available mea-
surements.

« It presents a theoretical stability analysis using Lyapunov
theory and LaSalle’s invariance principle to rigorously
support the proof of asymptotic stability of the closed-
loop control system.

MATLAB simulation results verify the effectiveness of the
proposed resilient adaptive vector current control scheme.

The remainder of the paper is organized as follows. Sec-
tion II provides the mathematical model of a GFL IBR utiliz-

ing the LCL filter in a state-space form. Section III presents
the proposed resilient vector current control scheme and delves
into the analysis of the stability. Section IV validates the
effectiveness of the proposed control scheme by providing the
simulation results. Section V concludes the paper.

The notation employed throughout this paper is fairly stan-
dard. In this context, R represents the set of real numbers,
R™ denotes column vectors of size n, and R™*™ signifies real
matrices with dimensions n x m. The operator ||.|| corresponds
to the standard Euclidean norm. For a symmetric matrix A4,
the notation A > 0 and A < 0 are shown to respectively
indicate positive definiteness and negative semi-definiteness.
The symbol 0,, indicates an n X n matrix of zeros.

II. MATHEMATICAL MODEL OF SYSTEM UNDER STUDY

Considering Fig. 1, the mathematical representation of the
state-space model for a GFL IBR (equipped) with an LCL
filter in the dq reference frame is provided as follows [16].

T = Az + Bu
y=Cz

(1a)
(1b)

where @ = [i1q i1q f2d4 G2q Vefd Verq]l € RC is the state
vector, the input vector is defined as u = [mgy mq]T € R2?,
the output vector is characterized as y = [iaq i2,]7 € R?, and
the state matrices are specified as

L Ry __1 T
Lf1 Rw Lf1 Ig Lfl 0
_ 'ty 2 __1
w Ly, 0 Ly, 0 Ly,
By 0 _Dwn w 1 0
A= | L Ly, Ly, (2a)
0 Ry, Ry 0 1
1 Ly, 1 Ly, Ly,
¥ X Of L 0
L 0 & -z W |
- Vi _
Vie
- 001000
_ 0 0 _
B= , U= 00 0 1 0 0 (2b)
0 0
0 0
. O 0 -

In this representation, in compliance with Fig. 1, i4; and
141 denote the dq components of the inverter current phasor
i—f, representing 414, %14, and ii.; ig2 and i refer to the
dq components of the current phasor s, indicating is,, %2p,
and ia.; vepq and vqpq correspond to the dq components of
the RC filter voltage; mq and m, stand for the modula-
tion indices governing the switching operation of the GFL

IBR in the dq framework. In (2a), Ry, 2 Ry + Ry and

Ry, = Ry, + Ry. Here, Ly, /Ry, is the inductance/resistance
for the IBR side of the LCL filter, while Ly, /Ry, denotes
the inductance/resistance for the grid side of the LCL filter.
Furthermore, C'; expresses the shunt capacitance of the LCL
filter. The control input u is utilized to ensure stability and
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Fig. 1. Block diagram of a GFL IBR using LCL filter outfitte

achieve rapid and seamless reference tracking performance,
specifically, ensuring that i¢sq and iy, respectively converge
t0 %2drer and toqrer in the steady-state. Here, iodrer and ¢oqrer
represent the reference values for isq and ig,, respectively.
Worth noting that the reference signals, izq.ef and %zq.ref,
are derived from the desired values for the active power
(Ppcc-ret) and reactive power (Qpccrer) injected into the point
of common coupling (PCC) along with Vpccg which is the d
component of the PCC voltage.

A. Sensor Data Manipulation

In the context of GFL IBR, the system’s output variables
often include the current signals of IBRs. When inverters
rely on external measurement units or sensors to access data,
malicious actors could exploit various methods to perform
FDI attacks, which creates a bias on reported measurements,
to manipulate the data transmitted to the controller [18].
Modifications to the measured data can directly influence
inverter dynamics, potentially resulting in undesirable impacts
on the system performance and unpredictable consequences.

In the event of sensor attacks, the integrity of the output
signal y is compromised, which subsequently modifies the
dynamics of the IBR described in (1b). The dynamics of a
GFL IBR (equipped) with an LCL filter in the presence of FDI
attacks on the outgoing measured data can be reformulated as
follows.

& = Ax + Bu,
y = Cl(x + 0x(1)),
——

x

3)

where & € RS is the manipulate sensor measurement and
5x(t) € R® is the FDI attack vector manipulating sensor
measurements in the primary control of GFL IBRs.

Any form of falsification injected into the measurements
is intended to externally manipulate and distort them, leading
to the production of imprecise control signals. This, in turn,
results in inaccurate modulation indices and switching signals,

d with the proposed control scheme under FDI sensor attacks.

ultimately causing a disruption in the proper operation of the
IBR. Hence, the adoption of a resilient control strategy be-
comes essential for effectively mitigating the impacts of cyber-
attacks. The following section provides a detailed explanation
of the proposed cyber-resilient control scheme. It illustrates
the controller’s capacity to achieve offset-free current tracking
performance and maintain the stability of GFL IBRs, even
when confronted with data integrity sensor cyberattacks.

Cyberattack tactics have frequently evolved. Adversaries
aim to design strategic cyberattacks, referred to as stealthy
attacks, to evade existing IBRs’ cyber-defense mechanisms
while having an adverse impact on the stability and
performance of the IBRs. Any sudden and unauthorized
changes in the measurements or behavior of devices can be
simply identified by cyber-defense mechanisms or bad-data
detectors. As a result, attackers typically refrain from injecting
unbounded signals into sensor measurements in order to
preserve the attribute of stealth. Moreover, time-invariant
false data can be designed to emulate authentic system states
in the dq framework. Given the constant and time-invariant
characteristics of the dq framework, such attacks are less
likely to stand out as suspicious. Therefore, this paper makes
the following assumption regarding FDI attacks on sensor
measurements.

Assumption 1. It is assumed that any FDI attacks
manipulating sensor measurements in (3) are both “uniform-
bounded” and “time-invariant”, where, 0x(t) = dx and ||dx|]
is finite. Besides, the system dynamics (1) are externally
influenced by altering the measured data through firmware
updates.

ITII. RESILIENT ADAPTIVE CONTROL SCHEME

This section discusses the development of a resilient adap-
tive control scheme designed to address reference tracking
current control for GFL IBRs in the face of FDI sensor attacks.
The analysis demonstrates that the proposed control strategy
is resilient against uniform-bounded and time-invariant FDI



sensor attacks. Thus, the output of the system in (1b) remains
bounded and tracks the reference values regardless of the
existence of FDI cyberattacks on sensors.

In the conventional design of vector current control for GFL
IBRs, the vector controller includes a state feedback controller
and an integrator whose dynamics are given as follows:

u=Kyx+ K,z
z=-Cz+y*

(4a)
(4b)

where z € R? denotes the state of the integrator, while Ky €
R?6 is the feedback gain matrix. Additionally, K, € R?*?
represents a integrator gain matrix and y* = [iad.ref izq_ref]T €
R? is the dq reference signal vector. The gain matrices Ky
and K, are designed so that the closed-loop system becomes
stable. Note that the integrator is incorporated into the original
state feedback controller to attain precise (offset-free) current
reference tracking. The conventional vector current controller
presented in (4) is highly effective in terms of tracking and
achieving the desired performance. However, it is vulnerable
to FDI sensor attacks since it relies on compromised states
for generating control commands. In what follows, a state
estimator and an attack estimator are introduced and integrated
into the original controller to address this deficiency. The
inclusion of restorative control signals through the estimation
process bolsters the resilience of GFL IBRs equipped with the
proposed resilient control scheme.

We modify the control command u in (4a) and the integrator
dynamics in (4b) by developing an adaptive control scheme.
The proposed adaptive current controller includes restorative
control signals £x and &, in the presence of FDI sensor attacks
as follows.

u=—Kyi — Kyz + Kyxdx (5a)
——
Ex
2=-Cx+y* + Cdy (5b)
~—

&z

where 5x c RS represents the estimated sensor attack, which
will be introduced in (7a).

Let us denote the augmented state vector and state feedback
matrix as X = [z7 2T]T and K = [Kx K,]. The overall
dynamics of the closed-loop GFL IBRs in (1) with the adaptive
current controller in (5), and in the presence of sensor attacks,
can be written as follows:

X = AuX — (B.K — Cy) (X—A)+r 6)
A Ogx2 B
h Aa - 5 Ba = ; Ca =
where |:02><6 02><2:| |:02><2]

Osxs  Ooxz : A(t) = [0T 0142]7 is the estimation of the
—C  02x2

augmented sensor attack vector A; X ( r =[@T 27T e R8s
0

the manipulated state vector and r = Z:l]. The following

estimators are designed to establish the restorative control
signals to achieve stabilization and current reference tracking
in the presence of FDI sensor attacks.

A(t) = —BATP (X(t) - X (1) - Aw)) (7a)
X(t) = A, X(t) + (BATP + H) (X0 - %) - Aw) +r
(7b)

where X(t) = [#7 27]T € R® is the estimation of the
manipulated state variables. Additionally, 5 € R denotes a
positive tuning gain and H € R3*® serves as the gain matrix
for the state estimator. The estimator gain H is chosen so that
G := (A, — H) is a Hurwitz matrix, where

_[A-BK. -BK,

A4="T07 T, ®)

In accordance with the converse Lyapunov theory [19], this
selection enables the control designer to find a positive-definite
matrix P € R3%8 that satisfies the following inequality.

GTP+PT'G+aP <0 9)

where a € R is a non-negative constant.

The main theoretical results of this paper are given in the
following theorem. It shows that the GFL IBR equipped with
the proposed controller in (5) remains stable and the output
signals of the IBR (1b) can successfully track the desired
reference current values even when subjected to FDI sensor
attacks. Before proceeding with the analysis, let us define the
error vectors as e & X(t) — X(t) — A(t) and A 2 A — A,
According to Assumption 1, from (7) one can yield

A = BAT Pe. (10)

By referring to (6) and using (7), one can derive the
following results for the state error dynamics.

¢ = AgX — (B K — C,) (X—A)

A (11)
= A X — (BATP + H)e + BAT Pe.

Next, by adding and subtracting A, A to and from (11), one
can obtain

¢ = (Aq — BsK + Cy) X + B,KA — C,A
= —A.X —He+ A.A — A A,

Recall that A, = A, — B, K + C, as derived in (8). From (6),
by rearranging (12), the following compact form for the state
error dynamics is obtained:

12)

¢ = Ge — AA. (13)

Theorem 1. Consider the GFL IBR system given by (3),
subject to uniform-bounded and time-invariant sensor attacks
satisfying Assumption 1. With the proposed adaptive current



vector controller in (5) and utilizing the state estimator and
attack estimator in (7), the error dynamics é and A in (10)
and (13) are uniformly bounded for all initial conditions.
Furthermore, the GFL IBR current outputs successfully track
the dq reference values in the presence of FDI sensor attacks,
ie. limy oo (Y — y*) = O2x1.

Proof. In order to prove the asymptotic stability of the origin
in the error dynamics defined in (10) and (13), the following
quadratic Lyapunov function candidate is considered.

Ve, A) =eTPe+ B~ TATA (14)

where P > 0 satisfies (9). It is apparent that V' (0,0) = 0,

V(e,A) > 0 and V (e, A) ensures radially unbounded behav-
ior. The time derivative of (14) along the error dynamics in
(10) and (13) is derived as follows.

Vie,A) =2:TP (Ge - AGA) +2AAT Pe
=" (G"P+PG)e
= —ael' Pe <.

5)

Thereby, the error dynamics in (10) and (13) are uniformly
bounded for all initial conditions.

Now, to demonstrate that lim; o (y — y*) = O2x1, it is re-
quired to take the second derivative of the Lyapunov candidate
in (14) which is as follows.

Vie,A) = —20e” P (Ge — AGA) . (16)

Note that since the set of (e, A) is bounded for all ¢ > 0, (16)
is also guaranteed to be bounded. Consequently, V(aA) is
uniformly continuous with respect to ¢. By using Barbalat’s
lemma [19], lim;_ oo V(e,A) = 0 and e(t) converges to 0
as t — oo. To advance with the proof, let us establish the
zero-dissipation set as

A:={(e,A) eR® xR¥ | V(e,A) =0}, (17

and I' C A, which is the largest invariant set in A. It can
be deduced from (10) that AGA = 0, leading to A=0.Asa
result, the largest invariant set of A is the origin, i.e. (e, A) —
I'={(0,0)} as ¢t — oc. This implies that lim;_,0 (X — X) =
0Os, indicating the convergence of the estimated states to the
authentic system states. According to (5b), it can be concluded
that lim; o0 (¥ — y*) = O2x1. This completes the proof. W

IV. SIMULATION RESULTS

For illustration purposes, this section provides comparative
simulation results for the proposed resilient adaptive vector
current control scheme. In order to evaluate the effectiveness
of the controller, numerical simulations are conducted using
MATLAB/Simulink. Additionally, this section includes simu-
lation results for the conventional PI current controller applied
to GFL IBRs, vividly showing its failure while under FDI
sensor attacks. In this regard, a three-phase GFL IBR using
an LCL filter, as depicted in Fig. 1, is considered and its

parameters are detailed as follows: Ly, /Ry, = Ly, /Ry, =
1.1 mH/0.01 Q, C;/R; = 154 pF/2.08 Q and Vpo =
400 V. To devise appropriate restorative control signals, the
parameters for the estimators in (7) are configured as 8 = 500
and H = 600 x Igyxg (identity matrix). The matrix P is
obtained by solving the linear matrix inequality (LMI) problem
in (9). The state feedback matrices Ky and K, are outlined
by solving the following LMI problem.

Q(Aa+Co)"+(Aa+Co)Q—K"Bl —B,K+7Q < 0 (18)

where Q > 0 € R®*® and € R is a positive constant.

A uniform-bounded and time-invariant FDI attack, con-
sistent with Assumption 1, is launched to manipulate the
data integrity of sensor measurements. The FDI sensor at-
tack vector, representing the characteristics of a potential
sensor attack in the dq framework, is designated as §x =
0 0 2 3 0 O]T. It is assumed that the attack targets
the current sensor measurements of the GFL IBR at t=3 s
and persists until the end of the simulation time. To attain the
desired active and reactive power levels, abrupt load changes
occur at t = 1 s and t = 2 s, correspondingly. The simulation
results for the key signals of interest, which include the
actual current signals in the dq-frame (ioq and 42,), active
power (Ppcc), and reactive power (QQ ppc) of the GFL IBR,
are shown in Fig. 2. As evident from this figure, the GFL
IBR, equipped with the proposed adaptive current control
scheme, demonstrates resilience against FDI sensor attacks
and effectively recovers the desired performance in the face of
FDI sensor attacks. The signals swiftly return to their reference
values within a brief time frame, specifically in less than 0.1
s. The state estimator and attack estimator signals are also
depicted in Fig. 3, affirming the successful estimation process.

Fig. 4 depicts the simulation results for the conventional PI
current controller. As observed from this figure, this controller
effectively achieves reference tracking before the occurrence
of the FDI sensor attack. However, following the cyber in-
trusion, the signals of interest struggle to return promptly to
their reference values. Therefore, the capacity for tracking
references is compromised.

V. CONCLUSION

This paper has developed and investigated a resilient adap-
tive control framework for the vector current control of the
grid-following inverter-based resources in the presence of
manipulated measurements resulting from cyber-attacks. The
attackers are assumed to infiltrate sensor measurements and
affect the controller by injecting false data. The proposed
adaptive control scheme comprises a state estimator and an
attack estimator, designed to mitigate the effects of uniform-
bounded and time-invariant sensor attacks. A thorough Lya-
punov stability certificate has also been derived. Simulation re-
sults have verified the cyber-resilience of the proposed current
control framework. The future research direction will focus
on (i) extending the proposed control scheme to address false
data injection attacks on both control inputs and sensors in
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grid-following inverter-based resources and (ii) experimental
validation of the proposed control methodology.
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