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Abstract. The rapid growth of the Internet and its adoption for commercial 
transactions is indisputable. However, the core security protocols of the Internet 
today are susceptible to security lapses, especially when it comes to online 
payment systems which are indispensable to the growth of e-commerce across 
the globe. This has led to the development of various online payment protocols 
to ensure the security of online transactions such as Secure Electronic Transac-
tion and The Secure Socket Layer. In designing online payment protocols, there 
is often a trade-off between security and convenience. More and more partici-
pants of online transactions suffer in one way or another from fraudsters. Ghana 
is gaining notoriety in online fraud, and there is therefore a need to protect the 
interest of the participants in the areas of authentication, confidentiality, replay 
attacks as well as flexibility if e-commerce is to thrive in developing countries. 
This paper looks at some online payment protocols and develops a conceptual 
model of a protocol which requires live authentication from the cardholder. 
This ensures security, convenience, cardholder authentication, and verification 
of merchant; it is easy to implement without complications and to compare with 
other existing online payment protocols. Participants that are considered in this 
work are the Cardholder, Issuer, Merchant, and Acquirer. 

Keywords: cardholder, issuer, merchant, authentication, non-repudiation, 
integrity. 

1 Introduction 

There is widespread usage of the Internet for commercial activities, but the core de-
signs of Internet protocols make online transactions susceptible to risks. Extra meas-
ures are needed to minimize these risks. To effectively support e-commerce, 
e-payment systems must be secure, reliable and convenient with good authentication, 
privacy, integrity and non-repudiation. Online payment frauds cause millions of dol-
lars in loss yearly, exposing the weakness in security of online payment systems[1].  



 Enhancing Security of Online Payments: A Conceptual Model for a Robust 233 

 

In 2009, the United Kingdom reported $696 million losses due to card fraud while 
Australia recorded $US 144 million[2]. The statistics suggest that card-not present 
fraud, such as online payment fraud, is the most prevalent. Most proposed protocols 
to combat this are theoretically secure but their implementation has been unfeasible. 
[3] The confidence of online transaction participants therefore needs to be improved if 
the developing world is to benefit from the global adoption of e-commerce [4]. 

2 Online Payment Systems 

Online payment transaction involves a complex set of practical and analytical chal-
lenges, including technological capabilities of service providers, commercial relation-
ships, regulations and laws, security issues such as identification, authentication and 
verification with co-ordination among parties with different and competing interests[5]. 

2.1 Account-Based Online Payments 

Credit Cards enable the holder to make credit purchases with a fixed limit.Credit 
cards were not specifically designed for online payment, hence the inherent risks as-
sociated with their use as such. [6] Authentication is done using the cardholder’s 
name, credit card number and expiry dates. This information, if intercepted when 
provided for online transaction, could be used by fraudsters[7]. 

Debit Card: The value for online transaction is directly debited to the cardholder’s 
bank account[6]. 

Mediating Systems: This System employs traditional payment means, with further 
layers. Using the service requires registration by providing credit card or bank ac-
count details as the source of payments. A very successful mediating service for 
online transactions is the PayPal payment system[5]. 

Mobile Payment Systems: Mobile payments are conducted through wireless devices. 
They may be used to conduct payments through a bank account or telephone bill[8]. 

Online Banking: A merchant redirects to the customer bank’s web site to effect pay-
ment where customer payment details are automatically entered from the electronic 
bill and the payer only authorises. 

2.2 Electronic Currency Systems 

Smart Card Systems: Smart Cards are plastic cards with memory chips and embed-
ded microprocessors which store more information than credit cards with inbuilt 
transaction processing capability[9] [7]. 

Online Cash Systems. Online cash systems such as Virtual BBVA (Spain) and 
similar systems in Italy, Austria and Australia [5] work via prepaid cards with 
different arrangements, but most require merchant subscriptions. Electronic tokens 
representing a certain value are exchanged in a similar way to cash. 
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Fig. 1. Classification of on-line payment Systems for E-Commerce [10] 

2.3 Online Card Processing 

The five parties in e-payment environment are the Cardholder, Issuer Bank, Merchant, 
Acquirer Bank and Payment Gateway. The transactions between the banks are proven 
secured and reliable. The participants at risk are Cardholders and Merchants[7] [6]. 

Increasing globalization and the need to promote e-commerce in developing coun-
tries require a more secured, reliable and convenient e-payment protocol that is easy 
to deploy and convenient in application to all participants. 

This paper presents a conceptual model for securing online transaction between 
parties with a balanced trade-off between Security and convenience. 

 

 

Fig. 2. Online Payment Process cycle [10] [6] 
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3 Electronic Payment Protocols  

The success of e-commerce is based on standards, such as TCP/IP and HTTP, low-
cost Internet access and protocols supporting online payments. E-payment protocols 
define e-commerce, distinguishing viable e-commerce sites from their information-
only sites. An e-payment protocol does not move just data; it moves money.  

i. iKP Family Protocols 
The design; implementation and deployment iKP Secure Electronic Payment Protocol 
involves three parties: the buyer, the merchant and the acquirer gateway. The (i) is a 
variable representing the number of parties with public keys-pairs. [11] With 3KP all 
the parties possess public key-pairs.  

ii. Secure Electronic Transaction (SET) 
SET is an open encryption and security specification, designed to protect credit card 
transactions online and supported by companies such as VISA and MasterCard. [12] 
Designed for e-commerce, it provides confidentiality through encryption and data 
integrity with digital signature and authenticates both the cardholder and the Mer-
chant. [12] SET also facilitates interoperability among software and network provid-
ers [13] [14]. SET requires a Public Key Infrastructure (PKI) which is a complete 
system for certificates. The certificates are issued by independent certificate authori-
ties [14]. Replay attacks are a security concern to participants of SET protocol. 

iii. One-Time Payment Scheme (CCT) 
One-time credit card transaction number is designed to generate unique transaction 
numbers for single use in each transaction[12] [15], preventing replay attacks and ea-
vesdropping. However, there Merchant verification concerns that could lead to fraud. 

iv. Live Cardholder Authentication 
This protocol authenticates the cardholder live, during the process of payment, com-
bining both telephone banking and online banking together. The payment information 
are encrypted and forwarded through the Internet. The cardholder authentication is 
accomplished through a phone by the issuing bank requesting the customer for a PIN 
and the amount involved. Authentication is done using a combination of correct credit 
card details, i.e. phone number, PIN, and the transaction value. [16] The cardholder 
cannot authenticate the Merchant. 

v. Secure Socket Layer (SSL) 
The Secure Socket Layer protocol provides a private, encrypted session between the 
client and the server. The protocol and its related certificates are widely used in web 
browsers. The server authenticates itself to the client using the server certificate, but 
the authentication of the client to the server is optional[4] [17]. The information 
transmitted by the cardholder is encrypted with a sessional key generated through a 
handshake between the cardholder’s browser and the merchant server. The absence of 
cardholder authentication and verification and cardholder authentication leaves room 
for fraud in the event of lost cards. 
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4 The Proposed Robust E-Payment Protocol (REPP) 

Online payments have yet to gain wide usage in Ghana, due to security and high fre-
quency of fraud in the online payment system[18]. To enable a roll-out of online 
payments, the indispensability of a more robust secure payment protocol that will 
withstand most common security threats cannot be over-emphasized. Such a protocol 
must be usable and convenient, giving the cardholder the options to make changes to 
or stop a transaction. 

Cardholder authentication should be a key factor in deploying online payment pro-
tocol, as most of the existing protocol is silent with regards to the former. The mer-
chant should also be verifiable, to enable the cardholder to feel secure and confident 
to do business with the merchant online. Furthermore, the ease of implementation for 
such protocol should be paramount.  

The proposed Robust E-Payment Protocol (REPP) incorporates a solution to the 
above weaknesses identified in existing protocols, and if implemented can reduce 
fraud associated with e-payments in developing countries such as Ghana. 

Robust Electronic Payment Protocol requires a merchant to register and obtain a cer-
tificate from a trusted Certificate Authority as indicated in Step E in the illustration 
below before operating online services. Hence, all merchants under the transaction of 
this protocol are trustworthy.  Also, all data flow in the protocol is encrypted using SSL. 

 

Fig. 3. A conceptual Model for Robust E-payment Protocol (REPP) 

4.1 How the Protocol Works 

• Purchase request: Cardholder makes an order  at the merchant site ( Step A) 
• Authorization and Authentication Request: Merchant, through the Acquirer, vali-

dates  whether the cardholder has enough funds (Step B) 
• Authorization and Authentication: Acquirer  forwards validation to Issuer  (Step C) 
• Authorization and Authentication: Issuer then confirms the purchase from the 

cardholder by prompting the cardholder to input his password 
• Authorization and Authentication Response: Issuer then forwards the result to the 

Merchant through the Acquirer (Steps, D, C, B, A) 
• Purchase response: Merchant Response (Step A) 
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Purchase Request 
A cardholder initiates transaction by providing credit card details, which translates to 
a dual signature of the order and the payment details as shown below:  

OI = k m (OI)…..i   and PI = k I (PI)……ii,   Where OI = Order information,  k m = 

Merchant encryption key, PI = Payment Information, K I = Issuer encryption key. 

Equation (i) shows how order information is encrypted and forwarded to the mer-
chant and (ii) shows how payment information is encrypted and forwarded to the 
issuer. 

Both signatures are then forwarded to the merchant through Cipher text (SSL) 
which the merchant decrypts; the merchant then forwards the payment details to the 
Acquirer for onward transmission to the issuer.  

Authorization and Authentication Request 
The card issuer receives the payment request and decrypts it, identifies the cardholder 
and automatically rings the cardholder to authenticate the purchase. The cardholder 
then confirms by inputting a secret PIN through the phone.  The issuer then forwards 
the authorization information to the merchant through SSL. 

Purchase Response 
The merchant, upon receiving the authorization through the payment gateway, then 
confirms the purchase to the cardholder or declines. 

4.2 Comparative Analysis 

SET improved upon the 3KP protocol by introducing dual signature, which prevented 
merchants from accessing the payment details hence making SET a bit more secure 
than 3KP. Nevertheless, the implementation of SET was still more complex than with 
the 3KP protocol, due to overhead costs in acquiring PKI.   

The SSL protocol was easy to implement and more convenient to use, but absence 
of cardholder authentication and merchant verification made fraud rampant in the SSL 
protocol. 

The live authentication payment protocol makes the merchant anonymous but 
provides live cardholder authentication. 

One time transaction Number prevents replay attacks on the online payment sys-
tem environment, but with no merchant verification and cardholder authentication.   

The proposed REPP combines security, convenience and ease of use. The advan-
tage of REPP over the protocols discussed is the option for the cardholder to 
terminate the transaction. Therefore, errors or fraud can easily be identified by the 
cardholder and the transaction can be terminated. 
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Table 1. Comparison of The proposed REPP with existing Protocol 

 

5 Conclusion 

Though yet to be practically implemented, the proposed Robust Electronic Payment 
Protocol (REPP) theoretically compares very well with live cardholder authentication 
in terms of security, usability, cardholder authentication and implementation. 
However, the REPP verifies the merchant as much as SET does. The result therefore 
indicates that REPP is much more capable of minimizing fraud, convenient to use, 
and easy to implement in the real world. This proposed protocol could be an antidote 
to the recent fraudulent activities within the e-commerce environment. The proposed 
protocol would be implemented to test its robustness in a future work. 
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