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Abstract—Full duplex communication enables simultaneous
transmission from both ends of a communication link, thereby
promising gains in terms of the throughput and the delay.
Such compelling gains are conditioned on a number of design
constraints. Generally, it has been shown that the throughput
gain and the delay reduction of full duplex communication
are somewhat limited in realistic network settings, leading
researchers to study other possible applications of full duplex
communication which can provide significantly higher gains
over half duplex communication. Physical layer security is
an example of such an application. The potential of full
duplex nodes in improving the physical layer security of a
communication link is investigated in this contribution. We
specifically derive the information theoretic secrecy degrees
of freedom measure for a pair of nodes communicating in
full duplex mode. Moreover, closed form expressions for the
instantaneous and ergodic throughput gain of full duplex
communication over conventional half duplex is derived. The
secrecy degrees of freedom with full duplex is shown to be
two as opposed to that of zero in half duplex mode.

Index Terms—Full duplex, 5G, Physical layer security,
secrecy degrees of freedom.

I. INTRODUCTION

Full duplex communication, i.e. simultaneous transmis-
sion and reception on the same radio resource, had histori-
cally been considered impossible due to the overwhelming
self interference power at the receiver end. However, recent
advances in hardware design have enabled a strong degree
of self-interference cancellation (SIC). As a result, the
strong loopback interference can be suppressed to within
tolerable limits, making full duplex (FD) communication
pracitcally appealing. The doubling of transmission oppor-
tunities with FD communication leads to a 100% through-
put (TP) gain over conventional half duplex (HD) under
an ideal setting. Such lucrative gains make FD a potential
key component of the fifth Generation (5G) radio access
technology [1]-[3].

Until recently, most studies have investigated the poten-
tial of FD communication in providing TP gain [3]-[5],
and/or improving the transmission latency [6]. The theo-
retical TP doubling with FD communication is conditioned
on three strong assumptions, namely i) perfect SIC, i7)
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available traffic at both ends to exploit the arising trans-
mission opportunities, and 4ii) similar levels of network
interference with FD and HD transmissions.

Though some works assume either perfect SIC [5] or the
self interference power suppressed to a constant noise-floor
like level [7], [8], in practice the residual loopback inter-
ference is a random power variable [4], [9]. Nevertheless,
non-ideal SIC results in a reduction of the TP gain, which
are further reduced when a practical downlink heavy traffic
profile is considered instead of symmetric uplink/downlink
traffic [6]. Finally, and perhaps most interestingly, simulta-
neous transmission from both ends result in an increase in
the number of interference streams in the network, leading
to higher inter-cell interference and subsequently further
reduction of the possible TP gains [3], [5] for a network
of FD nodes.

Due to the somewhat limited TP gain and latency re-
duction potential, other applications of FD communication
that can provide significantly higher gains over half du-
plex communication have recently been investigated. The
requirement of having symmetric traffic in order to exploit
FD opportunities have lead to studying FD transmission
for scenarios with naturally symmetric traffic profile, such
as backhaul communication [10]. Relays are also envi-
sioned as a potential application area for FD communicatin,
e.g., [11], [12].

The broadcast nature of wireless transmission makes
it vulnerable to be eavesdropped. Physical layer security
focuses on the inherent capacity of the propagation channel
to provide security in the physical layer itself. Physical
layer security with FD nodes for cooperative and non-
cooperative communication has started gaining attention
in recent times. The performance of secure FD relaying
has been analyzed for single hop and multi-hop relays
in [11] and [12] respectively. On the other hand, a transmit
beamforming scheme for a FD base station considering
physical layer security guarantee for the system with mul-
tiple passive eavesdroppers is proposed in [13].

The residual self interference power is a key attribute
of FD communication. Instead of considering perfect self



interference cancellation, some residual self interference
power is assumed in this contribution. The secrecy potential
of FD communication under such residual self interference
power, expressed in terms of the secrecy degrees of free-
dom (sdof) is thoroughly analyzed in this contribution, and
compared against that of equivalent HD links. In addition,
we also present a closed form expression of the potential
instantaneous and ergodic TP gain of FD transmissions
over HD communication as a function of the residual self
interference power.

The rest of this paper is organized as follows: Section II
introduces the system model. An analysis of the secrecy
degrees of freedom, and the TP gain of FD communication
are respectively presented in Sections III and IV, followed
by numerical results demonstrating the validity of the
analytical findings in Section V. Finally, closing remarks
and future outlook are covered in Section VI.

II. SYSTEM MODEL

Information theoretic security characterizes the funda-
mental ability of the physical layer to provide confiden-
tiality. The secrecy rate is the rate at which two nodes
communicate without an eavesdropper being able to decode
this message. The secrecy degrees of freedom, which
measures the pre-log factor of the secrecy rate, is a
related information theoretic secrecy measure. Though a
considerably coarse measure, the sdof analysis is tractable
and provides valuable insights into the secrecy capacity
behaviour in the asymptotic high SNR regime. The role of
FD communication in enhancing the physical layer security
under residual self interference power consideration, and
the TP gains with FD radios, are analytically derived in
this contribution.

We consider a single small cell with an active transceiver
pair, Alice and Bob, in the presence of an eavesdropper
node called Eve. An isolated cell is considered in order
to focus the analysis on FD communication. Any out-of-
cell interference would affect the desired receiver and the
eavesdropper similarly, and hence does not have significant
impact on the secrecy rate. Each node in the transceiver pair
can operate in either FD or HD mode. When operating in
FD mode, the appropriate SIC schemes are assumed to limit
the loopback self interference power to within tolerable
limits. The system model is depicted in Figure 1, with the
random variables (rv) II € {X,Y, Z} denoting the ran-
dom signal-to-noise-ratios (SNR) of the respective channels
among Alice, Bob, and Eve. The realizations ¢ € {x,y, z}
of the respective rv II is represented as ¢ = @@, with
® € {u,¢,1v} being the mean and ¢ € {Z, 7,2} a unit
mean rv similarly distributed as .

Loopback

Interference, I Bob

-
-

Alice

Fig. 1. System Model showing a standalone Full Duplex Transceiver pair
in the presence of the eavesdropper.

A. Signal Model

1) Desired Signal Power: With FD communication, the
desired signal to interference plus noise ratio (SINR) at
Bob (and Alice) is denoted as

X
I+
where I denotes the noise-normalized residual self inter-
ference power at the receiver end. In the case of HD nodes
I = 0, and the SINR is simply given by the SNR, i.e.,
Yap = X.

The desired signal amplitude is assumed to follow a
Nakagami-m fading distribution, which is a general fading
distribution that includes a wide range of other distributions
as special cases via its shape parameter m [14]. The SNR
X is correspondingly distributed according to the following
gamma distribution [14]

mmgm—1 me
fX($7m7M> = WGXP (_M) , (2)
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where the gamma distribution is characterized by the
parameter m and the mean SNR y, and T'(m) 2
Jot™ L exp(—t) dt is the Gamma function.

The cumulative distribution function (CDF) of X, de-

fined as Fx(x) = [ fx(t)dt is given by

mx
Y (ma T)

SRR 3

Fx(x;m,p) =
where 7 (m,z) £ [ t™~!exp(—t)dt is the lower incom-
plete Gamma function [15, 6.5.2].

2) Signal Power at the Eavesdropper Node: Without
loss of generality, we assume Alice to be the transmitting
node in HD scenario. The eavesdropped message at Eve
is received with the SNR Byp = Y. In contrast, Alice
and Bob transmit simultaneously in FD mode, resulting in
an additional source of interference at Eve. The resulting
SINR of the eavesdropped message at Eve from Alice and



Bob are respectively given by

Y A
Z+1 Y+ 1

The eavesdropper signal amplitude is assumed to follow
the widely adopted Rayleigh fading distribution for ana-
lytical tractability. The SNR Y (and Z) with mean ¢())
are correspondingly distributed according to the following
exponential distributions [14]

fy(y;0) = leXP <_y) ;andfz(z;¢) = lexp (—;) :
5

BFD,a = and Brpp = 4

¢ ¢ (@

The distribution of frp: In order to derive the distri-
bution of Bpp!, we first condition on the rv z in order to
obtain

o) = ng)_“’)ﬂa crnen (-] ©

where E[-] is the expectation operator. Following some
algebraic manipulations, the probability density function
(PDF) of Brp is derived as

eXp(—U/qb)[ o
wp+¢o  |up+¢

On a similar note, the CDF of Srp defined as Fis pp(u) =
fou fs,Fp(t) dt evaluates to

Fs.rp(u) = + 1] NC)

exp(—u/0)

F u)=1
57FD<) 1+u%

. ®)

B. Secrecy Rate with Full Duplex Communication

Following [16], we define the secrecy rate of a com-
municating pair in the presence of an eavesdropper as the
difference between the source-destination and the source-
eavesdropper rates. Let us consider the Alice to Bob link
as the desired communication direction in conventional HD
mode. Assuming the Shannon capacity can be achieved
at each resource slot, the achievable rate of the source-
destination link is Rx = log(1 + ), where the logarithm
is base 2. Similarly Ry = log(1 + y) denotes the source-
eavesdropper achievable rate. The instantaneous secrecy
capacity in the conventional HD mode is then defined as

Spp = max(log(l+z)—log(l+y),0)
~ Jlog(142)—log(1+y) ifz>y
0 otherwise.

With FD communication, Alice and Bob can commu-
nicate simultaneously with each other, subject to potential
overhearing by Eve. The achievable rate between Alice and
Bob can be expressed as Rq, = log (14 vrp), where
vyrp is given in Eq. (1). Similarly, the achievable rate

I'The index € {a, b} is henceforth dropped as the usage is clear from
the context.

at Eve considering the transmission from Alice to Bob is
Rye =log (1 + Brp.q) with Bpp 4 given by Eq. (4). Thus,
the instantaneous secrecy rate of the Alice to Bob link with
FD transmissions is then expressed as

SFD,a = max {Rab - Rae, O} (10)

Similarly, the secrecy rate of the reverse Bob to Alice link
with FD transmissions is Spp = max {Rq — Rpe, 0},
where Ry = log (1 + Brp,) . Finally, the instantaneous
secrecy rate of the considered system with FD communi-
cation is given by Spp = Srp.a + SFD.b-

C. Secrecy Degrees of Freedom

The degrees of freedom (dof) of a wireless link is an
indication of the capacity pre-log factor in the capacity
computation. Being a difference of two achievable rates,
the secrecy rate easily lends itself to dof analysis. More
specifically, the secrecy degrees of freedom (sdof) region is
a characterization of the high SNR behaviour of the secrecy
capacity. Following [17], we define the sdof with the ratios
Ny = % and 7y = % fixed as

up S ; (11)
log p

where ¢ € {HD, FD} denotes the transmission mode.

d, = lim
T (b} —oo

III. SECRECY DEGREES OF FREEDOM ANALYSIS

The secrecy degrees of freedom measures the pre-log
factor of the achievable secrecy capacity. In this section,
we characterize the sdof with HD and FD communication.

A. Secrecy Degrees of Freedom Analysis of Half Duplex
Communication

In HD mode, the instantaneous secrecy
capacity given by Eq. (9) can be rewritten as
(log(1 + z) —log(1+y))Pr[x > y], where Pr[] is
the probability measure. In the asymptotic SNR regime
log(1 + ) — log(1 + y) — log(%) as {u,¢} — oo
with the ratio 7, fixed. Being a probability measure,

Prlx > y] < 1, which in turn implies
log <x) . (12)
)

Observing the rv ¥, we can deduce that Pr[7 < 0] =

lim Syp <
{m,¢}—o00

Priy>2] = Ex |exp (—%)}, where the last step
follows from the complimentary CDF of the exponential
rv Y (the CDF is given by Eq. (5)). The preceeding
expectation is by definition the Laplace Transform (LT)
of the gamma distributed rv X, and is given by [14]
us ) -m

Mix(s) = Exlexp (=s2)] = (1+ 2 (13)



Substituting the above result, we obtain Pr[% < 0] =

(1 + %)77”. Using this formulation, it can be deduced

that, in the asymptotic SNR regime, Pr[g < oo] =1 as
long as the ratio 71 is bounded. We therefore have

lim SHD < 00, (14)
{m,¢}—o0

i.e., the instantaneous secrecy capacity with HD communi-
cation is asymptotically bounded for a bounded 74. Con-
sequently, with a bounded instantaneous secrecy capacity,
the sdof of HD communication is by definition zero, i.e.

S
dgp = lim sup 222 = 0. (15)
n—

Py
oo logpu

B. Secrecy Degrees of Freedom Analysis of Full Duplex
Communication

The instantaneous secrecy capacity in FD mode is given
in terms of the SINRsS vrp, Brp,q and Brp as

max{log(1 + vsa) — log(1 + Brp,a), 0}
+max{log(1 + v¢q) — log(1 + Brps), 0}

Srp =

To derive the sdof, let us look into the involved SINR
figures, namely Yrp, 8rp,« and Brpp, in the asymptotic
regime. We can observe from Eq. (8) that, by letting
{¢,} — oo, with the ratios n, = % and 1y = % fixed
(which also implies bounded %), the SINRs Srp, and
Brp,» remain bounded. In other words, Pr[Srp,, < oo] =
1 and Pr[Brpyp < 0] = 1.

On the other hand, we can rewrite the SINR of the Alice
to Bob channel as vrp = 7 = /(1 + 1), where 7 is a
unit mean gamma distributed rv. This allows us to represent
the secrecy capacity Sgp,, of the Alice to Bob link in the
asymptotic SNR regime as

lim  Srpa =

{99} —00
1 )l +1
max{log(u) —log <( +BFDL U+ )),0}
T
= log(p) — &a, (16)
where &, = log (M) Since Pr[Brp,. <

oo] = 1, the variable &, is bounded with probability 1,
i.e., Pr[¢, < oo] = 1. The secrecy capacity Sppp of the
reverse Bob to Alice link in the asymptotic SNR regime
can similarly be expressed as

lim  Sppy = log(i) — &,
mSEDb g(1) — &

with &, = log (%) and Pr[¢§, < oo] = 1.

Consolidating the above discussion, the sdof with FD

communication is then derived as

Srp,a +SFDb

dpp = lim sup
s log(x)
21 — &, —
— lim og(p) —&a =& _ 5 (7
A2 Togta)

Hence, we can observe that the degrees of freedom of FD
communication (which is 2 [9]) is fully maintained even in
the physical layer security aspect. This is in contrast with
conventional HD communication, where the dof (which is
equal to one) is fully lost when the sdof is considered.

IV. THROUGHPUT ANALYSIS OF A FD RADIO

In this section, we complement the earlier presented
secrecy degrees of freedom findings with an analysis of
the throughput gain of FD over HD communication in
the presence of residual self interference power. While the
throughput gain with FD nodes have been analysed in a
number of contributions in the literature [1]-[5], the novelty
in this contribution is the presentation of a closed form
expressions for the ergodic and the instantaneous TP gains
with FD communication.

A. Ergodic Throughput Gain Analysis

The ergodic throughput can be obtained by taking the
expectation of the instantaneous TP over the SINR dis-
tributions. With FD communication, the ergodic TP is
formulated as

Rrp = 2/ log(1+ ) fy,p(z)dz,  (18)
0

where the factor 2 accounts for simultaneous transmission
and reception across both uplink and downlink directions.

The Meijer’s G function, designated by the symbol
Gp'."[z] and defined in [18, Eq. (5)], is a highly general
class of integral function that can represent a wide variety
of functions and lends itself to succinct integral manipula-
tions. In order to evaluate the ergodic TP, we will use the
representations of the logarithm and exponential function
in terms of the Meijer’s G function presented below [18,
Eq. (11)]

o)

Substituting fx(x) given by Eq. (2) and the above
Meijer’s G representations into Eq. (18), we obtain

In(l1+z)= Gég {x

1,1 .
170} and e ¥ = Gé:? [aj

_ o zm1 mx
Rrpp = log(e / In(1+2x)= exp <—~> dz
eo = 1o8l) | I O gy P

log(e) /OO 110 T = 2] D1
= rer) ki Fels d
o Z 0,1 ﬂ 0 2,2 T 170 €z

19)




where i = m is a constant, and step (a) follows
from [18, Eq. (21)]. Following similar steps, the ergodic
TP in the HD mode can be also expressed in closed-form
as

_ log(e 1,1,1—-m
Rup = 8(6) 13 [TIZ‘ } 20)

I'(m) 1,0

Finally, the ergodic TP gain of FD communication over
HD is thereby expressed in closed form as

~ - 13~ ]1,1,1—
Rpp — Rup 2G3,2[u‘ 1:0m} 1

T AN13[ M _
Gls {7 ‘ 1,1,110 m }
2m ,

— 21
Foo ey

B. Instantaneous Throughput Analysis

The ergodic TP analysis in the previous subsection pro-
vides an overview of the average TP behaviour with FD and
HD communication. In order to analyse the performance
of FD communication in greater details, we investigate the
respective instantaneous TP behaviour in this section.

The probability of the instantaneous FD TP exceed-
ing the HD TP is formulated as Pr[Rrp > Ryp] =
Pr[2log (1 4+ ~vrp) > log (1 + z)] . Following some alge-

braic manipulations and using the relation ypp = 77, the
probability is reduced to
r \2
Pr[Rrp > Ryp| =Pr <1+ m) >14+2
=Pr[yrp >1—1]
1 when I <1
=3 (= 22)
1-— ?mgt when I > 1.

V. NUMERICAL RESULTS

The secrecy degrees of freedom and the throughput
analysis of full duplex and half duplex communication
are numerically validated through Matlab® based Monte
Carlo simulations in this Section. At least 100,000 in-
dependent snapshots of each scenario are simulated to
ensure statistical reliability. Unless stated otherwise, the
following general simulation parameters are assumed to
reflect a typical propagation scenario: gamma parameter for
the desired signal channel m = 2 and noise-normalized
residual self interference I = 1. Furthermore, Eve is
considered equidistant from Alice and Bob, i.e. ¢ = 1.

A. Secrecy Degrees of Freedom Results

Being an asymptotic SNR characterization of the secrecy
capacity, the sdof is not readily amenable to numerical
simulations. However, in order to demonstrate the validity
of the analysis presented in Section III, the behaviour of

the maximum achievable secrecy rate normalized by the
s

log of the SNR, i.e. max o8 is presented in Figure 2
as a function of the mean SNR p in logarithmic value for
different values of the residual self interference power I. It
is observed that as ;1 — oo, the ratio of the secrecy capacity
over the SNR in logarithmic value converges to fwo for
FD communication, whereas it approaches zero in the HD
mode. Hence, the reported respective sdof with FD and HD

communication is clearly evident from the presented trend.

3 T
—6— Half Duplex
o5l —g— Full Duplex |
’ 1=10, 1,5, 10]
2 .

Convergesto 2
independent of |

max Slog(u)
=
[¢)]

l |-
Convergesto 0
051 .
D
0 L L L
0 50 100 150 200

Mean SNR 1 (dB)

Fig. 2. The secrecy capacity normalized by the SNR in logarithmic value
in the asymptotic SNR range.

B. Throughput Analysis

The ergodic TP gain of FD communication over con-
ventional HD as a function of the residual self interference
power I for different values of the mean SNR p is
presented in Figure 3. The presented ergodic TP curves
showcase the inability to deliver the promised 100% TP
gain of FD communication. In fact, such a gain is only
achievable with either I = 0, or in the asymptotic high
SNR regime as p — oo for a given constant I.

Figure 4 presents the probabilities that the instantaneous
TP with FD communication outperforms that with HD for
different values of I and p. In each instance, the area to the
left of the curve indicates the region where HD outperforms
FD, and vice versa. For all I > 1, there is a range of p
values for which Pr[Rrp > Ryp] — 0, whereas another
range where Pr[Rrp > Ryp| — 1.

It can be observed from both Figures 3 and 4 that, in
designing a FD node, the level SIC required for meaningful
TP gain strongly depends on the operating SNR regime of
the receiver.

VI. CONCLUSIONS AND OUTLOOK

The promise of doubling the network throughput makes
full duplex communication an attractive feature for a 5G
radio access technology. However, numerical findings have
revealed that, the TP gains of FD are rather limited in a
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Fig. 4. Probabilities of FD communication outperforming HD communi-
cation for different antenna separation distances.

realistic setting due to a number of practical factors. The
rather limited TP gains of FD communication have lead us
to investigate other applications of FD, and in particular the
potential of FD communication in enhancing the physical
layer security of a wireless link. The information theoretic
secrecy degrees of freedom measure, which is a character-
ization of the secrecy capacity in the asymptotic high SNR
regime is also presented in this contribution. Furthermore,
closed-form expressions for the instantaneous and ergodic
TP gains with FD communication over conventional HD
schemes considering a Nakagami-m fading channel have
been derived.

The analytical findings are further complemented and
validated through numerical simulation results; and are
found to closely match the simulation results in all sce-
narios. Contrary to the limited TP gain potential, FD com-
munication is found to provide a high degree of physical
layer security. Specifically, the sdof, i.e. the pre-log factor
of the secrecy capacity, is found to be two compared
to that of zero with conventional HD transmissions. As

part of the future work, we plan to extend our study by
analysing other physical layer security metrics with FD
communication, such as the secure outage probability and
the strictly positive secrecy probability.
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