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Abstract

DC microgrids (MGs) are complex systems connecting a number of renewable energy sources to different types of loads
based on distributed networks. However, the strong reliance on communication networks makes DC MGs vulnerable to
intentional cyber-attacks. In this paper, a distributed attack detection scheme is presented for the DC MG system by proposing
an observer. The proposed detector is able to detect attacks with only local knowledge of the overall DC microgrid system. By
eigenvalue assignment method, the designed residual is decoupled from both load and neighbor voltage changes. Furthermore,
an optimization problem is provided to increase the attack detectability of the proposed observer. The presented method is easy
to design with less computation complexity. The performances of the proposed scheme are validated by numerical simulations
and experiments.
c⃝ 2021 The Author(s). Published by Elsevier Ltd. This is an open access article under the CC BY-NC-ND license

(http://creativecommons.org/licenses/by-nc-nd/4.0/).
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1. Introduction

Nowadays, with the growing penetration of renewable sources into modern electric systems, MGs have dominated
the electrical grid in recent years [1–4]. They offer the possibility of transmitting renewable sources to different
sorts of loads. Applications of DC MGs can be found in electrical vehicles and smart houses [5]. However, the
strong dependence on communication networks may expose MGs to cyber-attacks [6]. For systems without enough
security protection strategies, attacks may induce damage to power supplies and thus leads to significant societal
losses [7].
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Taking the cyber-security issues into consideration, the design and analysis of attack detection schemes for
microgrid have been recognized more and more attractive [8–14]. A general approach for detection problems is
state estimation method analyzing the MG model and the measurements [8,9]. However, this method may fail
when detecting some intelligent attacks. To overcome this limit, observer-based method is introduced to address the
attack detection problems. Furthermore, χ2 detector is another approach to detect random attacks by capturing the
statistical behaviors of states [11]. However, it needs extra improvement in the case where the distribution of attack
is unchanged. Moreover, deep learning approaches have also been introduced for detecting attacks [12,13] These
solutions generally rely on machine learning mechanisms to infer a model for the system under inspection directly
from data. However, it may introduce a heavy computational burden to train a fully connected network [14].

Although remarkable progress has been made in detecting attacks during the past decade, most of the studies
mainly focus on centralized architectures. Indeed, those approaches are not sufficient to deal with attacks in
distributed DC MG systems due to the physical interactions among distributed generation units (DGUs) of DC
MG. Therefore, it is significant to develop an effective distributed attack detection approach for DC microgrid
systems. Recently, a group of distributed attack detection schemes have been proposed in terms of different ways
to deal with the coupling effect of the system [15–18]. In [15] and [16], a model decomposition method was
provided to achieve a distributed attack detection based on the system Laplacian matrix. However, it requires a
great computational complexity in the decomposition progress and thus is undesirable in the implementation of
large scale systems. Furthermore, a discrete iteration method was proposed in [17] for a distributed power system.
The limitation of this approach is the need to synchronize the time communication between neighboring units.

To cope with the above challenges, an attack detection scheme for distributed DC microgrids is proposed. The
main contributions are as follows: First, a real-time cyber-attack detection strategy is provided using Luenberger-Like
observer (LLO). The proposed detection scheme can achieve a reliable attack detection with only local knowledge of
the system. Second, the presented attack detection scheme is robust against the unknown load changes and coupling
effect from neighboring units. Third, the sensitivity to attacks is improved by an optimal design of free parameters.

2. Problem formulation

2.1. Electrical model of DC microgrids

Fig. 1 shows the electrical structure of a distributed generation unit composed of a Buck converter, connecting
different DC voltage sources to a variety of loads. A DC MG can be obtained by interconnecting N distributed
generation units interconnected through power lines. Therefore, the corresponding model of DGU i is given by:⎧⎪⎪⎪⎨⎪⎪⎪⎩

dVi

dt
=

1
Ci

Ii −
1

Ci
(

Vi

RLi
+ ILi ) +

∑
j∈Ni

(
V j − Vi

Ci Ri j
)

d Ii

dt
= −

1
L i

Vi −
Ri

L i
Ii +

1
L i

Vti

(1)

where variables Vi , Ii are i th point of common coupling (PCC) bus voltage, filter current respectively; Vti are the
voltage command of the converter; Ri , L i are the electrical parameters; Ci are the capacitor at PCC bus; RLi and
ILi are equivalent impedance load and current load; Moreover, V j are the voltage at the PCC of each neighboring
DGUs, j ∈ Ni and Ri j are the resistance of the dc power line.

2.2. System model

Consider a DGU with an attack on the communication line between measurements and controllers. The model
of DGU i can be described in state space as:{

ẋ[i](t) = Ai x[i](t) + Bi u[i](t) + Ei d[i](t) + R1i a[i](t)
y[i](t) = Ci x[i](t) + R2i a[i](t)

(2)

where x[i](t) = [Vi , Ii ]T
∈ Rn is system state; u[i](t) = [Vti ] ∈ Ru is the control input; y[i](t) ∈ Rm is the

system measurement; d[i](t) =
∑

j∈Ni
(V j − Vi )/Ri j − (Vi/RLi + ILi ) ∈ Rd is the unknown disturbance, which is
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Fig. 1. Electrical structure of DGU i.

the combination of coupling effect (neighbor voltage) and load conditions; a[i](t) ∈ Ra is the attack signal. The
matrices of (2) are defined as:

Ai =

[
0 1

Ci

−
1
L i

−
Ri
L i

]
, Bi =

[
0
1
L i

]
, Ei =

[
−

1
Ci

0
0 0

]
, Ci = R1i = R2i =

[
1 0
0 1

]

2.3. Observer model

In order to detect the cyber-attacks, a Luenberger-like observer shown in Fig. 2 is adopted to monitor the system
states. For system (2), the observer of DGU i under consideration is described by:⎧⎪⎨⎪⎩

ˆ̇x [i](t) = Ai x̂[i](t) + Bi u[i](t) + Ki (y[i](t) − ŷ[i](t))
ŷ[i](t) = Ci x̂[i](t)
r[i](t) = Qi [y[i](t) − ŷ[i](t)]

(3)

where x̂[i](t) is the estimated state; r[i](t) ∈ Rp is the residual, p = m − rank(Ci Ei ); Ki and Qi are matrices to be
designed. The Laplace transformed residual response to attacks and disturbances can be obtained from (3) as:

r[i](s) = Gra[i](s)a[i](s) + Grd[i](s)d[i](s) (4)

where{
Gra[i] = Qi R2i + Qi Ci (s I − Ai + Ki Ci )−1(R1i − Ki R2i )
Grd[i] = Qi Ci (s I − Ai + Ki Ci )−1 Ei

(5)

As noticed from (3) that the proposed observer can monitor the system with only local measurements of each DGU.

Fig. 2. Proposed observer.
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3. Proposed attack detection scheme

It can be seen from (4) that, due to the existence of exogenous disturbances, the residual is not zero in the
absence of attack. The unknown load conditions and coupling effects are the sources of false and missed alarms.

3.1. Observer design

In order to make residual signals only sensitive to attacks and decoupled from disturbances, it is necessary to
null the transfer function from disturbances to residual, which means:

Grd[i] = 0 (6)

Therefore, the designing problem is to find the proper matrices Ki and Qi such that (6) is satisfied and Ai −Ki Ci
is stable. Inspired by left eigenvalue assignment approach [19], the sufficient conditions for satisfying the disturbance
decoupling requirement are:

Requirement 1. Qi Ci Ei = 0.

Requirement 2. All rows of the matrix Hi = Qi Ci are p left eigenvectors of Ai − Ki Ci corresponding to any
eigenvalues. Considering the DC MG system (2), a solution for Requirement 1 is given by:

Qi = I − Ci Ei [(Ci Ei )T (Ci Ei )]−1(Ci Ei )T (7)

In order to satisfy Requirement 2, the matrix Ki can be designed by decomposing as follows:

Ki = L−1
i Wi =

⎡⎢⎣wT
i1Ci (Ai − λi1 In)−1

...

wT
inCi (Ai − λin In)−1

⎤⎥⎦
−1 ⎡⎢⎣wi1

...

win

⎤⎥⎦ (8)

where Wi ∈ Rn×m , L i ∈ Rn×n satisfying Hi be the first p rows of matrix L i .
Thanks to (8), the design of matrix Ki turns into the design of eigenvalues λi = {λi j |λi j < 0, j = 1, 2, . . . , n}

and Wi , whose elements can be arbitrarily chosen from any real values.

3.2. Optimization of free eigenvalues and parameters

The design problem of matrix Ki only places restriction on the choice of first p eigenvalues of observer. Therefore,
there is extra design freedom that the remaining (n − p) eigenvalues can be chosen to increase attack detectability.

Generally, the steady-state residual is the most important factor for detecting attacks, which can be selected as
the evaluation index of attack detectability. Combining (4), (5) and (8), the design problem is expressed as:

O : max
λi ,Wi

∥Qi R2i + Qi Ci (Ki Ci − Ai )−1(R1i − Ki R2i )∥

s.t.
{

L i(p) = Hi

λi j < 0

(9)

where L i(p) denotes the first p rows of matrix L i . The solution to problem (9) allows for the observer of distributed
DC microgrid, which can be solved by any suitable numerical search methods.

4. Applications and results

Simulation and experimental results are given to verify the effectiveness and robustness of the proposed detection
scheme. The topology of DC MG tested in this paper is shown in Fig. 3. The nominal voltage for the DC MG is
48 V. The parameters of each DGU and the MG system are listed in Table 1.

The control function is designed based on the standard hierarchical structure in [20]. In the following,
the performance capabilities of proposed distributed detection are demonstrated through two cases. In the first
case, constant injection attacks are launched to the measurements and control outputs on the corresponding
communication links. In the second case, loads and neighbor voltage of a DGU are changed before launching
an attack.
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Fig. 3. Topology structure of DC microgrid.

Table 1. Electrical parameters.

Modules Parameters Symbol Values

DC microgrid

DC bus voltage Vd 150 V
MG nominal voltage V ∗

i 48 V
Switching frequency fsw 10 kHz
Control period Ts 10 ms

DC/DC converter

Inductor resistance Ri 0.1 �

Inductor inductance L i 1.8 mH
DC bus capacitance Ci 2.2 mF
DC load RLi 4 �

Lines

Line resistance R12 0.05 �

Line resistance R14 0.05 �

Line resistance R23 0.03 �

Line resistance R24 0.07 �

4.1. Sensitivity to attacks

Studies in this section illustrate the performance of the residual with attacks in different communication channels.
In this case, three tests have been carried out, where the false data are injected into the voltage command, PCC
bus voltage and filter current channels of DGU 1, respectively. In each test, the attacks are only injected into one
specific channel. In order to show the sensitivity of residual to the attacks, the attack vectors are selected as 1%
of the nominal values of corresponding channels. Assuming that the attacks are launched at 6 s, the bus voltages,
output currents, residuals and corresponding thresholds under different attack conditions are presented in Figs. 4–6.

Fig. 4. Attack in command channel.

It can be seen that the cyber-attacks can either deteriorate system dynamics (Figs. 4 and 5) or make the system
unstable (Fig. 6), depends on different channels the attacks are launched. The test results show that the attacks are
promptly detected by the increased residuals. In addition, although the residual of the system under current channel
attacks is smaller than ones under command and voltage channel attacks, it is still larger than the threshold signal,
which verifies that the designed observer is sensitive to the attacks.
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Fig. 5. Attack in voltage channel.

Fig. 6. Attack in current channel.

Fig. 7. Load changes.

4.2. Robustness to disturbances

Studies in this section illustrate the robustness of proposed observer to the load and neighbor voltage change
conditions. In this case, the load and neighbor voltage are changed respectively at 2 s and 4 s to alter the system
operation point before launching the attacks. In each test, the attack vectors are injected to the PCC bus voltage
channel, where 1% of the nominal values are selected. The time of starting the attacks is 6 s. Figs. 7 and 8 shows
the bus voltages, output currents, residuals and corresponding thresholds for the second case.

As shown in Fig. 7, there are 3 V overshoots in voltage dynamics and 4 A changes in output current after the
shifting of load at 2 s and 4 s, while the residual remains zero dynamic. In addition to that, although the changes to
the voltage and current dynamics (0.12 V, 0.03 A) under attacks are smaller than that under load change conditions,
the residual increases rapidly. Moreover, it can be seen from Fig. 8 that there is no false alarm when the voltage
changes for 0.25 V after 2 s and 4 s. While, the residual increases after 6 s when there is a 0.03 V attack in the
voltage measurement channel. Therefore, it can be concluded that the distributed observer is totally decoupled from
the unknown disturbances.
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Fig. 8. Neighbor voltage changes.

Fig. 9. Experimental results.

Fig. 10. Experimental results.

4.3. Experimental results

The proposed attack detection scheme is implemented and tested in an experimental DC MG setup operated in
an islanded mode shown in Fig. 9. The topology of the setup is given in Fig. 3. The load is set as RLi = 57 �.
The experimental result shown in Fig. 10 is matching with the simulation in Fig. 5. It can be seen that the attack
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is quickly detected by the residual. This illustrated that the proposed approach can successfully be used for attack
detection in the distributed DC MG system.

5. Conclusion

A model-based attack detection scheme has been presented to detect cyber-attacks in the distributed DC microgrid
system. The benefits of the proposed approach are threefold: first, the distributed observer is able to detect attacks
with only local information of MG system. Second, with left eigenvalue assignment technology, the residual is
decoupled from unknown load conditions and neighbor voltage changes. Third, the detectability is improved by an
optimization-based designing process. Simulation and experimental tests are presented to illustrate the effectiveness
and achievable performance of proposed scheme.
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