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Renewable energy attracts increasing attention from both industry and academia under the context of carbon
neutrality. For wind and solar energy, the strong dependence on natural processes results in the imbalance
between energy production and real demands. Energy storage technologies, e.g., Compressed Air Energy Storage
(CAES), are promising solutions to increase the renewable energy penetration. However, the CAES system is a
multi-component structure with multiple energy forms involved in the process subject to high temperature and
high-pressure working conditions. The CAES system is a complex process flowsheet consisting of charging and
discharging process. The process should be optimized to achieve the best thermodynamic and economic per-
formance. Under the optimal design conditions, it might lead to severe consequences once a failure occurs, e.g.,
harm to humans, the environment, and assets. Limited attention and scarce available information have been paid
to the CAES system risk management yet. Hence, this paper applies the System-Theoretic Process Analysis
(STPA), which is a top-down method based on system theory, to identify the CAES system safety hazards. The
results are expected to provide a preliminary guideline for practitioners regarding the safety and reliability of the
CAES system. As a result, a more reliable CAES system can contribute to a more flexible energy system with more
efficient and economic utilization of fluctuating renewable energy.

1. Introduction deployed or under consideration including pump-hydro, compressed air,

battery, liquid air, thermal energy storage systems, etc. [3-5]. Among

Renewable energies, such as solar, wind energy, etc., are one of the
main solutions for decarbonization of electricity supply and alleviating
climate change. One barrier of utilizing such new energies lies in their
intermittence and instability in production. Energy storage technolo-
gies, thus, promisingly mediate to clear the obstruction and increase the
system reliability to a certain extent [1,2]. Energy storage emphasizes
the capture and storing of the surplus energy output of renewable energy
sources during times of energy over-production and then be drawn upon
at a later time to bridge the imbalances between production and
demand.

There are multiple choices of energy storage technologies either
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them, compressed air energy storage (CAES) systems have advantages in
high power and energy capacity, long lifetime, fast response, etc. [6].
CAES system has two separate processes in terms of time, namely the
charging and discharging process. The charging process of CAES system
uses electrical power during the off-peak hours to compress the ambient
air, converting electricity into mechanical and thermal energy and thus
storing the excess electricity. The pressurized air then is stored in huge
space (salt caverns, saline aquifers, etc.) at quite high pressures (e.g., 50
bar or even higher) and pending to be heated and expanded through a
turbine to generate electricity in the discharging process when the
electricity is needed. CAES can be classified into multiple categories
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following the criterion on the treatment way of the compression heat or
the volume and pressure of the compressed air in the container. CAES
can be classified as adiabatic, diabatic, or isothermal, with the retention
of the compression heat in a thermal storage system, expulsion into the
environment irreversibly or reversibly at a constant temperature,
respectively [7]. Also, CAES can be categorized into isochoric and
isobaric following the latter classification criterion [8]. The potential
candidates for utility-scale energy at the present time are the isochoric
diabatic and isochoric adiabatic CAES systems [2]. The application of
CAES system is still in its infancy, though two plants, which use diabatic
processes, have been built in Huntorf (Germany) and McIntosh (Ala-
bama, America) plants of 290 MW and 110 MW, respectively [9]. It is
worth mentioning that the third CAES plant is planned with a generator
capacity of 324 MW with an expected operation date in 2025 located in
Bethel energy center, Texas, USA [10].

Over the past decades, publications concerning hazard identification
and assessment of energy systems have been growing along with the
increasing demand for renewable energy to reduce accidents with their
associated impacts. Authors in Ref. [11] establish a target risk assess-
ment framework for the wave-wind-solar-compressed air energy storage
system through fuzzy theory. Target risk response strategies in several
aspects, e.g., management, economy, and internal and external envi-
ronment, are thus proposed based on the risk calculation result. Rose-
water et al. [12] conduct the safety study of a lithium-ion battery-based
grid energy storage system by the systems-theoretic process analysis
(STPA) method to capture casual scenarios for accidents. The fire and
explosion hazards of the commercial/industrial battery energy storage
systems are identified and mitigation measures to reduce these relevant
risks are followed [13]. Qi et al. [14] examine the potential hazards for
various kinds of industrial electrical energy storage systems, including
compressed and liquid air energy storage, COy energy storage, and
Power-to-Gas etc., and provide guidelines for the elimination and miti-
gation of identified hazards via both administrative and engineering
controls. Singh et al. [15] focus on the risk assessment and safety bar-
riers of typical gird energy storage systems, and its most hazardous
initiating event is then analyzed based on the fundamental event tree
method. Specifically, the rupture of compressed storage tank in CAES is
identified as a catastrophic failure. The ignition and explosion risk of
using depleted natural gas reservoirs as the storage vessel for CAES is
presented and possible mitigating measures follow [16]. From the sys-
tem engineering perspective, the sufficiently safe operation of the con-
nected renewable energy network requires a need for heightened
understanding of the potential hazards in the CAES system and more
extensive measures to reduce the accidents, covering its lifecycle
covering from design, plan, operation, and to decommission stages [17].

Currently, many technologies of the CAES system are still under
development with a focus on improving energy storage efficiency and
energy density, which are considered as the design performance in-
dicators [18-20]. The thermodynamics performance and service time of
the CAES system undoubtedly take up the priority place in the stake-
holders’ consideration of renewable energy systems. However, safety
concerns are inherently accompanied by and deserving attention, which
results from several aspects, e.g., the contained considerable amount of
energy, extreme working conditions, and multiple components oper-
ating intermittently to cover a range of functions. In terms of the func-
tion and structure of a CAES system, it typically consists of several key
subsystems, including charging subsystem, discharging subsystem, and
air storage subsystem. Each subsystem following the function is
composed of several components, e.g., compressors in the charging
subsystem and gas turbines in the discharging subsystem. These com-
ponents are required to possess the ability to swing quickly from the
generation to compression modes and cycle usually on a daily basis.
Moreover, the involvement of high-pressure and high-temperature air in
the whole process challenges stable component performance. Unrecov-
erable damage on the component bringing consequence might occur if
the working condition is beyond the specification, e.g., the mechanical
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explosion caused by the over-pressure of the air storage or the internal
leakage of the heat exchanger due to the high temperature, etc. These
characteristics can pose significant potential safety problems to the
persons, facilities, and/or the environment, and thus safety-related
concerns should thus be a priority when designing and implementing
or upgrading the existing CAES. It is, therefore, of great significance for
reasonable hazard identification and well-founded responses in CAES
project’s whole life cycle.

Nevertheless, as the aforementioned statement, CAES is still in its
infancy, which means limited public information regarding risk man-
agement experience is available. The absence of appropriate models
describing their characteristics in the operation phase contributes to the
incapability of typical hazard identification methods techniques on
CAES projects, e.g., hazard and operability study (HAZOP), fault tree
analysis (FTA), failure mode and effect analysis (FMEA), and so on [21].
STPA method is thus a potential solution to meet the need of hazard
analysis in CAES system, which is capable for identifying hazards and
analyzing risk during a system’s initial development process [22]. The
STPA is a relatively new hazard analysis technique based on system
theory with treating safety as a control problem, which makes it desir-
able for complex systems [23,24]. It is a top-down method to capture
dysfunctional (unsafe or insecure) behaviors, as well as the organiza-
tional and human factors, rather than focusing on the physical failures
[25,26]. It indicates that STPA method has a broader potential scenarios
analysis, including those for which no failure occurs, and the problems
arising due to unsafe and unintended interactions between system
components, which is beneficial in identifying more causal scenarios
besides the common ones with the other traditional methods [27]. STPA
method has been applied in several different domains [28-30],
demonstrating its universal applicability.

Thus, considering the scarce prior knowledge of safety controls in the
CAES system, this study aims to fill the blank of CAES risk analysis by
taking the advantage of the STPA method in the hazard identification
and safety requirements. The application of STPA is expected to provide
a picture of safety controls and specification of safety constraints for
practitioners and stakeholders of the CAES projects. In addition, the
established STPA framework in this study, serving as a preliminary
study, is feasible to be expanded and enriched along with expert
knowledge and brainstorming when designing or implementing a new
CAES project or upgrading the existing ones.

The potential highlights of this study can be summarized as follows:

e Based on the common characteristics of CAES systems, the hazard
assessment is conducted following the three processes, namely the
charging, storage, and discharging process;

e The potential safety concerns and hazards of the CAES system are
investigated;

e A STPA-based framework is proposed to identify unsafe control ac-
tions and specify the safety requirements of the CAES system.

This paper is organized as follows: Section 2 elaborates on the CAES
system and safety concerns in detail. Section 3 provides the description
of the STPA method and applies the STPA to CAES system. It is intended
to identify the major hazards and specify the corresponding safety re-
quirements. Section 4 presents the discussions based on the findings
from STPA. The concluding remarks are presented in Section 5.

2. CAES description
2.1. System structure, operation, and characteristics

A CAES system is an electricity storage technology and most
appropriate for large-scale use and longer storage applications [31]. A
CAES system may come in a variety of configurations to meet the spe-
cific operating conditions. It generally consists of compressors, driving
motors, storage containers (tanks, caverns), gas turbines, and other
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components to complete a full cycle from the compression of air and
storage of compressed air for power generation at a later time when
required [32]. The CAES system stores the electrical energy in a me-
chanical form through the compression of the air to high pressure (e.g.,
50 bar or even higher) and holds the air in some specific containers, e.g.,
tanks, underground caverns, and saline aquifers. It is considered as a
promising technology to integrate highly intermittent renewable energy
sources, like wind and solar energy, into power grid to satisfy fluctuating
electricity demands and maintain the stability and reliability of the
power grid [33]. As outlined in its concept, the CAES system leverages
two separate processes, namely the charging and discharging process, to
decouple the generation and consumption of the power in the time and
space domains [34].

In the charging process, ambient air is pressurized by the multistage
compressor using off-peak electricity from the grid or/and renewable
energy, accompanied by the concentrated heat energy in the decreasing
volume of air. To maintain proper operating temperatures, the excessive
heat has to be transferred through heat transfer fluids in the heat ex-
changers to decrease the temperature of the compressed air before going
out into the storage. When the pressure of the storage tank reaches the
maximum value, the charging process is completed. During the dis-
charging process, the compressed air is first heated by the heat ex-
changers and then expand through gas turbines to generate electricity,
thus the stored mechanical energy is converted back to electricity [35,
36].

There are generally diabatic and adiabatic CAES methods with the
difference located in the treatment of the compression heat produced in
the system. Briefly, the heat generated during compression is simply
treated as waste and released to the cooling medium in diabatic CAES
system, while, the adiabatic CAES system integrates the thermal energy
storage (TES) system to capture and store the heat and reuse the
compression heat later in the discharging process [37]. Despite the ef-
ficiency consideration, the adiabatic CAES is more complicated in
structure due to the integration of the TES system. It implies that the
adiabatic CAES system might have safety concerns related to the TES
system in the operational phase, besides the ones in the air charging and
discharging process which is consistent with the diabatic CAES system.
A TES system normally can be classified into two groups: low- and
high-temperature TES, consisting of an energy transfer medium in a
reservoir/tank, pumps, piping network, and the integrated heat ex-
changers with the CAES system in the structure. Diathermic oil and
water, in consistency with most temperature regulation systems, are
considered as the medium in the TES system [36]. In the charging
process, a pump with adapted seals and bearings circulates the medium
from the cold tank to the hot tank to cool the high-temperature

motor
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compressed air and recover the heat of compression and store it. While
in the discharging process, the TES medium is circulated from the hot to
the cold tank through a pump that heats the high-pressure air to be fed
into gas turbines to enhance the thermal efficiency [38,39]. A schematic
diagram of the CAES system with the integration of the TES system is
depicted in Fig. 1. The main parameters of two current existing CAES
plants are listed in Table 1.

CAES systems usually operate under off-design conditions, which
result from several factors, e.g., the intermittency and volatility of in-
tegrated renewable energies, and changes in environmental conditions
such as ambient temperature and pressure [41,42]. The off-design
operation makes the CAES system always operate in unsteady states,
which brings difficulties to the optimal system operation and control,
and consequently threatens the system and process safety.

2.2. Safety concerns

As with most technologies, CAES has safety concerns, involving
potentially high risks for the health, facilities, and/or the environment
due to the exposure to high temperature, high pressure, high voltage,
strong current, etc. To avoid ambiguity, the widely accepted definitions
in engineered systems of certain terminologies, including safety, hazard,
and risk, are adopted in this study. Specifically, the risk for engineered
systems is related to accidents where an abrupt event may give negative
outcomes, e.g., loss or damage to people, equipment, and/or environ-
ment. Safety refers to the state being ‘safe’ as the absence or at least
acceptable risk of accidents and incidents. A hazard refers to a physical
or chemical condition that may cause potential harm to something
valued as humans, equipment, and/or the environment [14].

Many systems nowadays are based on electrical, electronic, or pro-
grammable electronic (E/E/PE) technology with no exception for the

Table 1
Huntorf and McIntosh CAES technical data ([31,40]).

290 MW CAES in
Huntorf, Germany

110 MW CAES in McIntosh,
Alabama, USA

Technical data

Power 290 MW@50HZ 226 MW@60HZ
Air storage for 1160 MWh = 4hrs@290 2640 MWh = 24hrs@ 110
MW MW
Cavern Volume 310,000m3 (2 caverns) 538,000m3
Turbines Mass Flow 416 kg/s 154 kg/s
Rate
Compressors Mass 104 kg/s 96 kg/s
Flow Rate
Depth of the cavern 600m 450m
Pressure tolerance 50-70 bar 45-76 bar

compressor

Heat

exchanger

Heat
exchanger

TES cold
storage

compressed

air container

Heat

exchanger

Heat
exchanger ‘_| X |‘_

air out

generator

gas turbine

—  air flow

gas turbine cold stream

—>  hot stream

Fig. 1. Schematic diagram of the CASE system with the integration of the TES system.
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CAES system. It starts by collecting signals from the input elements
which are used to monitor a certain process, e.g., temperature, pressure,
level, or flow, and then sends signals to the logic controller or pro-
grammable controller to make decisions on how to act on the input, the
specific action would be conducted through the actuation of final ele-
ments [43]. These logic controllers or programmable controllers follow
predefined requirements, supervised by human operators, to monitor
and ensure the main components, like compressors and gas turbines,
work safely.

In the context of the CAES process and system, as depicted in Fig. 1,
the main component in the charging process is the compressors, with
assistance from other vital components, e.g., motors, heat exchangers,
pipelines, etc. The motor regulates the speed of the air compressor by
providing power to the compressor head, forcing air through an airline,
and stored in the container. Inlet guide vanes (IGVs) or inlet butterfly
valves (IBVs) are installed as the regulators for the airflow and pressure
entering the compressor. In addition, the air filters prevent the efficiency
reduction of the compressor from fouling resulting from the entering of
dust or residues. The temperature control valve provides temperature
control of lubrication oil within the set interval. Driven by the circu-
lating pump, the thermal medium within the tube of heat exchangers
transfers the heat but is separated by a solid wall to follow the designed
routine preventing mixing or direct contact. The prerequisite of smooth
air storage is that the air pressure at the outlet of the compressor should
be always greater than the pressure of the air in the storage container.
During the discharging process, the air pressure in the storage container
decreases gradually from a relatively high along with the electricity
generation of the gas turbine. A throttling valve is configured between
the air container and heat exchangers to regulate the pressure of the
compressed air into the gas turbines [11]. The remaining air in the
container will not continue to drive the turbine when the pressure is
lower than the specified inlet pressure of the turbine. The load and
release pressure are generally regulated through the main valve opening
and the flow rate of the cryopump. In addition, the purpose of regulating
the circulating heat transfer medium is to ensure that the outlet tem-
perature of reheater water at all parts remains above the dew point [42].
The main embedded E/E/PE systems to regulate the performance of a
CAES system for the regulations can be described in Fig. 2.

These main components in the CAES system are theoretically ex-
pected to operate under a steady state, indicating that the behavior of
the system or process is constant in time. However, there are several
factors influencing the actual performance and breaking the steady
state, such as component status, operation conditions, energy

r===1 [>|_controller [-========-==--~
! lcmpcralurc‘ /1\ i

1

! .

1 s

'

2
)fﬁ\ %

motor

pressure

L
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requirements, etc. [44]. External disturbance, e.g., environmental or
operational changes, may bring potential hazards and lead to accidents
whose occurrence probability is low but could lead to undesirable
consequences once occur. The first significant safety concern is the
fire/chemical explosion within the process equipment. It raises from the
fact that all the elements necessary for fire or explosion are contained
simultaneously in the CAES system, namely oxygen from the air, fuel
from the lubricating system or diathermic oil, and heat from the
compression process. A possible mix may occur if the tube in the heat
exchanger leaks [14]. Meanwhile, the container failure may happen
because of the overpressure of the stored high-pressure air lacking the
regulation from the main valve consequently leading to damage to the
surroundings. If the underground caverns are chosen for air storage, the
potential risks could be surface subsidence and cavern failure, in which
pressure in the carven is the main contributor from the operational
perspective. This kind of cavern failure accident may cause a huge
economic loss and environmental impact [45,46]. The third concern is
the potential economic loss related to the core component failure or the
insufficient electricity supply when the CAES system fails to meet the
demand for electricity during peak periods. It might result from the
damage of costly CAES components or reduced operation rate, e.g.,
compressors, and gas turbines.

In addition to the necessary facilities related to the CAES process and
system, an emergency response system should be deployed as well to
take quick and effective actions in the event of an emergency with the
intention to ease the severity of the situation and limit the consequences.
Following the aforementioned statement, emergencies may need to be
planned, including serious injuries, explosions, and fire. The emergency
response is out of the scope of this study, but the emergency response
system is considered but simplified as a system consisting of 1) sensors
on sites to collect and send the information of the emergency, 2) the
controller (e.g., fire Marshal) to make a decision based on the signal
information from the sensors and deliver to the actual actuators (e.g.,
Firefighters), and 3) the actuators to take the actions eventually.

It is concluded that the CAES system is a multi-component system
with multiple forms of energy transfers from mechanical, electrical, and
thermal engineering [8], and presents intermittent operations in the face
of uncertainties from variations of the integrated energy systems [9].
Complexity structure, dynamic demand response, and sustainability
concerns accentuate the need for safe and reliable CAES system
operations.

é Temperature
actuator

TES cold

storage compressed

air container

Heat

exchanger

Heat
exchanger ‘—‘ N l«*

@m /
\ airiout
1
1
H
|

| temperature

pressure
Temperature Q ! load

actuator | expansion ratio

—g—

l
:
:
:
e controller f-===-======= Lommmee

Q valve
actuator

—-—> monitoring information

====> decision command

Fig. 2. Main controllers in the CAES system.
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3. Methodology of hazard identification for CAES system

As a relatively new safety analysis method, STPA has the advantage
of identifying hazards and analyzing risk during the system’s initial
development process. When it comes to the CAES systems, even though
the concept is not new, there is still scarce knowledge regarding the in-
service system safety and risk management, which calls for a more
systematic method in the hazard identification method. The objective of
this study, thus, is to preliminarily apply the STPA method to the CAES
system to identify potential hazards and provide clues for practitioners
in risk management.

3.1. STPA and its procedure

STPA was developed based on systems theory and system thinking
emphasizing the dynamic behavior analysis of the systems in hazard
identification [24]. It is a method through the analysis of the in-
teractions among its components and the ways in which those can be
unsafe to identify inadequate control and examine the system’s safety.
The nature of such interactions shall ensure that the system as a whole
remains within safety limits [47]. It indicates that any violation of the
defined safety constraints may lead to the emergency of a hazard [48].

The main difference between STPA and conventional hazard analysis
methods, such as FTA, FMEA, locates that safety is treated as a system’s
control (constraint) problem in STPA rather than a component failure
problem [26]. It is able to reduce the uncertainties in the probabilities
calculation of a system transitioning to an unsafe state due to a lack of
empirical data, particularly in the initial phases of system development
[22,49]. STPA method satisfies the need for complicated modern sys-
tems where accidents would occur due to faulty single components and
inter-component communication mismatches. More potential causes of
accidents, therefore, could be captured, e.g., component failure acci-
dents, unsafe interactions among components, complex human, soft-
ware behavior, design error, and flawed requirements etc. STPA method
has been demonstrated with advantage in situations where there are
many ‘unknown-unknowns’, or difficulties in the prediction of hazard-
ous situations before they happen [23,50]. The STPA procedure gener-
ally consists of four steps as described below and depicted in Fig. 3:

Step 1: Establish the system engineering foundation to clarify the
analysis scope;

Step 2: Model the control structure showing transmission of control
actions and feedbacks;

Step 3: Identify unsafe control actions (UCAs) that could lead to a
hazardous state;

Step 4: Determine the occurrence (finding causal factors) of each
potentially UCA which is identified in step 3.

3.2. STPA for the CAES system

It is expected to obtain more relevant safety and risk issues of the
CAES system by leveraging STPA which is a top-down method and based
on the functional control diagram of the system. The hazardous identi-
fication of the CAES system follows the general procedure of STPA as
stated in Section 3.1.

Renewable Energy 206 (2023) 1075-1085

3.2.1. Define the purpose of analysis

This study aims to investigate the main hazardous scenarios of the
CAES system, independent from the electricity network, potentially
serving as the foundation for risk management in the future. The first
step, thus, is to specify potential system-level accidents (SLAs), system-
level hazards (SLHs), and system-level safety constraints (SLSCs).

The main system-level accidents and potential losses have been
identified in Section 2.2. Consistency with the aforementioned state-
ments, the first safety concern is related to the fire/chemical explosion
due to the mixture of air and flammable fluids. It corresponds to the
safety constraint that contents in the CAES system must always flow
separately in the designed routes and directions. Also, the pressure in the
air container should be always within the design limit to avoid a me-
chanical explosion which might bring economic loss and/or environ-
mental impact. For the economic loss due to component failure or
reduced production, it requires that the component should be protected
from extreme working conditions and be kept running during the
operation cycle. Table 2 summarizes the major SLAs, SLHs, and SLSCs of
the CAES system.

3.2.2. Model of the safety control structure

The next step is to identify the safety control structure of CAES sys-
tem. The hierarchical control structure is a functional representation of
the system that explicitly uses control actions and feedback signals to
illustrate the communication between controllers (whether physical,
digital or human) and the controlled process (e.g., the normal CAES
system operations). The control functions are a function of the process
model, control algorithms, and feedback signals that are built into the
components and systems. A genetic control structure is depicted in
Fig. 4.

The blocks in Fig. 4 represent functional entities in the system. Each
control structure could be zoomed in based on the responsibility of
control. The control structures help designers to understand the dynamic

Table 2
System-level accidents, hazards, and safety constraints of the CAES system.

System-level accident

System-level hazard

System-level safety
constraint

SLA1: People injuries,
economic loss and/or
asset damage due to the
chemical explosion or
fires

SLA2: Economic loss and/

or environmental impact

resulting from the
container (e.g., cavern)
failure

SLA3: Valuable CAES
components are
damaged

SLA4: The charging/
discharging process is
reduced or interrupted
unnecessarily

SLH1: Air leaks into
flammable organic fluids
(or vice versa) used for
thermal storage (A-
CAES).

SLH2: Storage pressure is
excessively high or low

SLH3: Equipment
operates outside normal
operation conditions

SLH4: CAES system stops
compressing or releasing
when not necessary

SLSC1: Contents in CAES
must always flow in
designed routes and
directions

SLSC2: Pressure must
never be beyond the
design limit

SLSC3: Main
components in CAES
must be protected from
extreme operating
conditions

SLSC4: CAES should
respond properly to the
needs

e R Step 2: Model the

se of the
purpose ot th Control structure

Step 3: Identify

Unsafe Control

Step 4: Identify
Loss Scenarios and

analysis Actions (UCAs) Requirements
*System boundary *Controller *UCAs «Casual factors
*System-level responsibilities *Process model «Scenarios
accidents, hazards *Process model *Low-level safety
variables constraints

Fig. 3. A typical STPA procedure.
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Human Operator
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System automated

COI.ltrOl controllers Feedbacks
actions
Actuators Sensors

Controlled Measured
variables variables

Controlled physical

process

Fig. 4. A genetic control structure.

controller interactions associated with the shifting of operational modes,
thus supporting the following steps.

In the context of CAES system, the control structures can be roughly
categorized into three controllers: the human operator, system con-
trollers, and the inspection and maintenance (I&M) intervention
controller. The I&M controller here refers to the technicians indepen-
dent of the operator following the scheduled programs to conduct in-
terventions to maintain the system integrity. The role of the human
operator is to manage the whole CAES automation, and directly or
indirectly control the operation to respond to the needs of other inte-
grated systems, referring to the startup of the charging or discharging
process. The related safety responsibilities are to supervise the charging/
discharging process running safely and efficiently to meet the needs. The
system automated controllers following these predetermined programs
to regulate pressure, temperature, surge etc., must contain a model to
control the process/components in CAES system. Safety responsibilities
of system controllers include, but are not limited to, maintaining the
charging/discharging process in a safe state, providing system infor-
mation to the human operator, etc. Moreover, safety responsibilities
could be assigned to each control structure entity upon the refinement of
the SLSCs. The process is to seek answers regarding what does each
entity need to do so that together the SLSCs will be enforced. For
example, in the charging process, to ensure smooth storage of air, the air
pressure at the outlet of the compressor should be always greater than
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the pressure of the air in the storage container. The process model for the
pressure controller includes the high/low/within the design of the outlet
and inlet pressure for each compressor, the difference (normal/
abnormal) between the outlet pressure and the inlet of the storage
container, and the pressure state in the container (high/low/within in
the design limits). The control structure is that the system automated
controller sends the command of speed up/down of the compressor to
the actuator based on the monitored pressure information, see depicted
in Fig. 5.

The main safety responsibilities and process models in the charging
and discharging processes are summarized in Figs. 6 and 7, respectively.
Note that the safety responsibilities and process models are non-
exhaustive, which can be extended based on the specific CAES system
configuration and expert knowledge.

3.2.3. Identify unsafe control actions

Each control action identified in the safety control structure has the
potential to generate a hazardous system state [25]. Specifically, there
are four ways that an unsafe control action (UCA) may occur [25]: 1) the
control action required for safety is not provided or is not followed; 2)
the control action is being provided when not needed; 3) the potentially
safe control action is provided too late, too early, or out of sequence; and
4) the safe control action is stopped too soon or applied too long (for a
continuous or non-discrete control action). It implies that a control ac-
tion should be provided appropriately at the correct time with the cor-
rect duration. The enumeration of each UCA is a lengthy process but
useful in identifying the context and the triggers that could lead to the
hazards described above in Step 1. Taking the control action ‘supply
cooling fluid to heat exchanger’, identified as CA-6 in Table 3, as an
example, it could be UCA, in three possible ways, if the cooling fluid is
not provided, supplied too late, or stopped too soon (interrupted) when
the flow of hot gas is started in the exchanger, as it may lead to the
thermal failure of tubes [51], which is related to the identified SLH1 and
SLH3 in Table 2. Temperature-actuated modulating control valves thus
should be used to regulate cooling liquid flow from the design
perspective.

Following the procedure, the main UCAs involved in the charging
and discharging process can be identified. UCAs could be referenced
with typical failure mechanisms and control patterns of components and
systems installed and operated in a similar working condition to the
CAES system to solute the challenge of scarce practical information.
Even though the existence of uncertainty and difference, the UCAs
identification could provide a preliminary study for practitioners, which
could be expanded upon the expert knowledge of the CAES system
thereafter.

Human Operator

speed up/down of the compressor to
the IGVs or IBVs
«Activation or not of safety relief valve

Pressure state of compressor, container
and the difference between of them

Pressure
controller

high/low/within the design of outlet and inlet pressure
for each stage compressor

*speed up/down of the compressor to
the IGVs or IBVs
eactivation or not of safety relief valve

Actuators

the IGVs or IBVs speed up/down of
the compressor speed

«the difference (normal/abnormal) between the outlet
pressure and the inlet of the storage container
epressure state in the container(high/low/within in the
design limits).

Sensors

soutlet and inlet pressure for each stage compressor
sthe outlet pressure and the inlet of the storage container

esafety relief valve is activated or not
to the command

container

Compressor difference
between compressor and

epressure state in the container

Fig. 5. Safe control structure of the pressure between compressor and container.
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Fig. 7. The schematic hierarchical control structure diagram of the discharging process.

3.2.4. Identify loss scenarios

Following UCA identifications, this step identifies scenarios and
causal factors for each UCA for figuring out the related low-level safety
constraints. There are several possible loss scenarios and casual factors
for each UCA. For a specific UCA, the relevant job is to brainstorm how
different parts in the control loop can be responsible for the UCA, mainly
seeking the answers from three aspects: 1) in what scenarios does an
unsafe controller behavior lead to the UCA; 2) in what scenarios do
faulty beliefs about the system lead to the identified UCA, and 3) what if
the process model and the control algorithm were accurate but process
equipment itself was at fault? To visualize the whole structure, a brief
case related to the temperature of the compressor is elaborated on here

to explain the identification process of the loss scenarios.

Case: CA-4-1: Compressor temperature cannot be regulated when the
compressor is overheating [SLH3, SLH4]

Fig. 8 shows the control loop for CA-4-1. As physical controllers, the
CA-4-1 may occur due to a failure related to the temperature controller.

Scenario 1 for CA-4-1: The compressor temperature controller fails
when the temperature is overheating, causing the regulation action to
not be provided [CA-4-1]. As a result, the duration of the overheating in
compressors might cause compressor damage or failure in the charging
process [SLH3, SLH4].
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Table 3
Identifying UCAs in the CAES system (part of).
No Control action (CA) Unsafe control action
CA not provided causes hazard CA provided CA provided CA provided too late causes  CA stopped too soon or applied too
when not too early hazard long
required causes causes hazard
hazard
CA- Regulate compressor [CA-4-1] Compressor temperature N/A N/A N/A N/A
4 temperature when the cannot be regulated when the
compressor is compressor is overheating [SLH3,
overheating SLH4]
CA-  Integrity check of heat [CA-5-1] Regular inspections on N/A N/A N/A N/A
5 exchangers the heat exchanger are missing
[SLH1, SLH3]
CA-  Supply cooling fluid in [CA-6-1] Cooling fluid is not N/A N/A [CA-6-2] Cooling fluid is [CA-6-3] Cooling fluid supplying
6 heat exchangers provided when the hot gas flow is provided too late after the stops too soon (interruption)
delivered [SLH1, SLH3, SLH4] delivery of hot gas flow during the delivery of hot gas flow
[SLH1, SLH3, SLH4] [SLH1, SLH3, SLH4]
CA-  Leak testing of heat [CA-7-1] Leak testing of heat N/A N/A N/A N/A
7 exchangers tubes exchanger tubes are missing and
precaution for leak protection is
not taken [SLH3, SLH4]
CA-  Regulate inlet flow rate [CA-8-1] Flow rate or pressure is N/A N/A [CA-8-2] Flow rate or N/A
8 or pressure of the steam  not regulated when it is out of pressure is regulated too

of heat exchangers limits [SLH3, SLH4]

late when it is out of limits
[SLH3, SLH4]

From Human Operator
*Charging plan and demand
Setpoints of the compressor

Provided control action
*Speed up/down of motor

*Open/close the ventilation system
*Increase/decrease cool fluid supply

*Open/close main valve
sete

Temperature controller

Received feedback
*Temperature sensors status
(working/failed)
*Temperature of compressors
(high/normal/low)

Actuator

Sensors

Received control action
*Speed up/down of motor

*Open/close the ventilation system
*Increase/decrease cool fluid supply

*Open/close main valve
setc

Inspection and

Provided feedback
*Temperature sensors status
(working/failed)
*Temperature of compressors
(high/normal/low)

maintenance controller

Control action
«Inspection and
maintenance actions

—

Compressors

Fig. 8. Control loop of the CA-4-1.

Secondly, the temperature in the regulator may not match the real
status of the compressor. But the control actions are determined based
on the controller’s internal beliefs, leading to the occurrence of process
model flaws.

Scenario 2 for CA-4-1: The compressor is overheating. The tem-
perature controller does not provide the regulation action [CA-4-1]
because the controller incorrectly believes the temperature is within
the normal limits. This flawed process will occur if the regulation indi-
cation of temperature is not received upon regulation. The temperature
regulation indication may not be received when needed if some
abnormal situations occur, e.g., failure of the temperature sensor, tem-
perature feedback is delayed, etc. As a result, insufficient temperature
regulation is provided upon the overheating in compressors [SLH3,
SLHA4].

Thirdly, the improper or no execution of control actions might cause
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UCAs as well, which may be caused by actuator failure, actuator errors
or misbehaviors, loss of power to the actuator, etc. In CA-4-1, there are
two identified actuators, the thermal relief valve, and the ventilation
system. The relevant loss scenarios could be identified as follows:

Scenario 3 for CA-4-1: The temperature controller sends the regu-
lation command when the compressor is overheating, but the regulation
is not applied due to the thermal valve failure, slow response, or a wiring
error. As a result, insufficient temperature regulation is provided upon
the overheating in compressors [SLH3, SLH4].

Scenario 4 for CA-4-1: The temperature controller sends the regu-
lation command when the compressor is overheating, but the regulation
is not applied due to the ventilation system failure or slow response. As a
result, insufficient temperature regulation is provided upon the over-
heating in compressors [SLH3, SLH4].

For the inspection and maintenance controller, system engineers will
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act as the actuator following the specific operational procedures or
manuals from the manufacturers. Referring to the previous studies, the
main part of components related to temperature include the oil and
lubrication, inlet air filter, and other routine maintenance. Insufficient
maintenance actions may contribute to loss scenarios.

Scenario 5 for CA-4-1: The temperature controller sends the regu-
lation command, and the regulation is applied, but the compressor
temperature does not decelerate due to the poor compressor condition,
e.g., clogged inlet air filter, the lack of oil and lubrication, etc. As a
result, insufficient temperature regulation is provided upon the over-
heating in compressors [SLH3, SLH4].

After the identification of these loss scenarios of CA-4-1, the relevant
possible causal factors and low-level safety requirements appear, as
depicted in Table 4.

The whole procedure helps analysts understand the interactions in-
side the compressor and the connections with external elements. Simi-
larly, other UCAs can be analyzed from the aforementioned three
aspects with their specific possible causal factors, low-level safety con-
straints become visible consequently.

4. Results and discussions

Since these potential risks are accompanied by severe consequences
once they occur, CAES plants should be built to a specific level of safety.
More attention should be paid to how to design and manage the CAES
system in their life cycles with the intention to control the risk and
maintain the specific safety level. Driven by the situation of scarce re-
ported knowledge of risk and safety issues. STPA thus has been applied
to identify possible loss scenarios and their causal factors that would
provide valuable information for risk management to avoid such loss
scenarios.

4.1. Findings in hazard identification
The CAES system with the involvement of multi-components at-

tempts to complete the charging and discharging process to respond to
the dynamic demand for electricity. It requires these components to

Table 4
Loss scenarios identification of CA-4-1.

No UCA Possible causal factors Low-level safety
constraint
[CA- Compressor [CA-4-1-CF-1] [CA-4-1-SC-1] Provide
4- temperature cannot Compressor reliable logic controller
1] be regulated as temperature regulator [CA-4-1-SC-2] Sensors

desired [SLH3,
SLH4]

is malfunction
[CA-4-1-CF-2] The
temperature
information is wrong
(sensors malfunction)
[CA-4-1-CF-3] The
thermal relief valve is

should be selected
meeting the specific
requirements
[CA-4-1-SC-3] Sensors
should be tested and
verified following the
procedure

dysfunctional [CA-4-1-SC-4] The
[CA-4-1-CF-4] thermal valve should be
Inadequate ventilation tested and maintained
leads to the regularly; a spare
overheating of the thermal valve is
compressor recommended to be

[CA-4-1-CF-5] Oil and
lubrication are too less
[CA-4-1-CF-6] The
compressor does not
undergo regular
maintenance
[CA-4-1-CF-7] Clogged
oil cooler and inlet air
filter

installed

[CA-4-1-SC-5] The
compressor should be
sufficiently ventilated
[CA-4-1-SC-6] The oil
level and filters should
be monitored and
maintained regularly
[CA-4-1-SC-7] The
compressor parts should
be routinely maintained
and kept up to date
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cooperate and work in their optimal conditions to avoid the occurrence
of failures and accidents. There are 19 CAs with 33 potential UCAs
identified in this study.

Among these identified 33 UCAs, some UCA may lead to more than
one SLH. There are 7 UCAs related to the SLH1, mainly with the heat
exchanger and ESS. While the SLH2-relevant UCAs locate on the inlet
and outlet valves of the air container. Most of the control actions we
considered here are to prevent component damage and/or operate in
optimal conditions resulting in more identified UCAs related to SLH3
and SLH4. However, there is no strict distinction between UCAs leading
to SLH3 and SLH4 since, to some extent, it is challenging to prioritize the
SLH for a specific UCA, which relies more on expert knowledge and real
historical data.

The low-level safety constraints identified in Section 3.2.4 specify
the contributors to successfully completing the charging and discharging
process. The application of STPA visualizes a wide range of accident
causes or conditions in the CAES system, founding the preparation for
the prevention of these accidents. In the early stage of the specific CAES
project, inherent safety measures addressing the design features of the
components should be given priority. The selection and design of main
components should depend on the size of the CAES system and comply
with relevant rules and regulations and international standards, e.g., ISO
19859 for gas turbines [52]. For example, the operational characteristics
of the gas turbines in formulating a CAES system directly impact the
overall energy conversion efficiency and the rated power generation
during the discharging period [3]. It implies that main parameters, such
as pressure, temperature, speed, etc., are the main considerations when
selecting the optimum gas turbines. In addition, numerous other char-
acteristics should be considered as well, e.g., corrosion resistance, fric-
tion, abrasion, and wear for mechanical items. For SLA1, People injuries,
economic loss, and/or asset damage due to the chemical explosion or fires,
three necessary elements in the fire triangle might be existing simulta-
neously. For example, CA-7-1, Leak testing of heat exchanger tubes are
missing and precaution for leak protection is not taken, identifies the main
causal factors in the operational phase related to the leakage testing of
heat exchanger tubes. But it is insufficient since the design phase is not
involved. Regarding SLA1, theoretically, there might be two ways in
improving the CAES system in the design phase based on the identified
hazards: the first is to remove one of the elements in the fire triangle, e.
g., substituting water for the flammable diathermic oil as a heat me-
dium, while the second recommendation to prevent SLA1 could be to
adopt more reliable materials with heat, and corrosion resistance in the
main components to prevent the mixture of the element in the fire tri-
angle, e.g., heat exchangers and compressors. Redundant structures
might be adopted for the inlet and outlet valves of the air container
thanks to their roles in contributing to SLA 2, as described in Section 4.1.
However, these recommended risk measures assume the top priority of
system safety. In reality, it has to be admitted, that the CAES system
design, besides safety, should balance several factors from compati-
bility, economic, and efficiency perspectives.

The safety of the CAES system should move one more step in advance
than the wide application to avoid abnormal situations. The preliminary
identified UCAs in the CAES system can be utilized for formulating
recommendations for the risk control measures, referring to the existing
measures and practices from resembling systems. Taking the loss sce-
narios for CA-4-1 as an example, the temperature controller (Scenario 1)
might be in a failed state when it is required, then the recommendations
regarding performance requirements and management might refer to
some general international standards, e.g., IEC 61508 [53], then to be
validated and updated with the industrial experience as input. As for the
sensor issues, on one hand, as the low-level safety requirement says the
sensor should be selected to meet the specific working condition, and be
validated and tested following the procedures; on the other hand,
installing redundant sensor channels should also be considered as a
potential improvement to mitigate the loss Scenario 2 for CA-4-1. Be-
sides these technological measures, the human factors should be
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considered as well. Even though the CAES system is developing towards
more intelligent and software-intensive with E/E/PE technologies,
humans still and will be involved in all life phases of the CAES system,
from design through construction, operation, maintenance, etc., to
disposal. The high frequent appearance of operator-related identified
scenarios shreds of evidence the importance. Human operators and
practitioners should identify safety-critical tasks and follow the specific
procedures to carry out activities to ensure components in the CAES
system remain reliable, safe, and efficient, maximize the lifetime of
systems and reduce the risk of failure. Skill training activities are also
essential for reducing the uncertainty for operators in routine working
and responding to incidents in the CAES system. More details related to
the human reliability analysis in the risk assessment could be found in
Ref. [21].

4.2. Biases and limitations

The procedure of UCAs’ identification helps analysts and practi-
tioners to understand the interactions among each component and the
external elements. The identified results are inexhaustive and dependent
on the different analysis levels. Detailly, in this study, the component-
level refers to the unit such as compressors, and gas turbines, which
can be furtherly decomposed either from the structural or functional
perspective into a lower level, e.g., rotors, blades, etc. Further hazard
identification should rely on the expert knowledge or prior studies
transferred from these same facilities in similar working conditions.

The first limitation of this study is that a generalized structure of the
CAES system is considered here. The discussion mainly focuses on the
main component and some typical controls, e.g., temperature, pressure,
etc., while, the diversity of components is excluded in the CAES system
[32]. The proposed STPA in this study needs to be updated in two ways.
First, the safety control structure should be dug and up to date based on a
deeper decomposition of each component. Second, the operational data
could benefit in helping the STPA adapt to the dynamic reality through
the validation of the original assumptions in the original analysis.

Second, the CAES system is still in the early stage with scarce in-
formation available related to the operational stage. The STPA, ideally,
could enhance risk management of the CAES system starting from the
Concept of Operation stage, whose hazard analysis could be delivered to
the operator as part of the service. However, some hazard identification
results in this study are referred from similar devices with different
working conditions, which inevitably bring uncertainties. Transfer
learning of prior knowledge is helpful in the early phase, but real
operational data and expert knowledge are needed to validate and
correct this knowledge.

Finally, more clustering studies and analyses should be conducted.
The CAES system is studied separately while the other integrated system
is considered as a demand in this study. When the other system is in-
tegrated with, e.g., the renewable energy source network and the elec-
tricity grid, additional sources of variations and disturbances during
operation might be introduced as well, for example, the connection
hazards.

Despite some of the limitations encountered, this study has pio-
neered a general picture of the hazard identification of the CAES system
based on the STPA, specifying the corresponding safety requirements
and evaluation criteria. These findings provide clues for the risk
assessment of the CAES system later.

5. Concluding remarks

The CAES system integrated with renewable energy sources has a
bright future in the energy market to boost the decarbonization of power
sector. How to realize the reliable and safe operation of the CAES system
raises challenges due to its complex structure, dynamic demand
response, and sustainability concerns, which have been barely consid-
ered and mentioned in the open literature. This work conducts major
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hazard identifications of the CAES system using the STPA framework,
and the identified UCAs provide useful insights on its design and oper-
ational practice toward a safe and sustainable energy supply.

The application of STPA on the CAES system focus on preliminarily
developing a high-level control structure, but with the capability to
evolve with the practitioners’ experience and knowledge. The STPA
method shows its ability in identifying inadequate control and suggest
additional control actions qualitatively but fails to quantify how suffi-
cient a control action is. In future work, a comprehensive model will be
developed to involve the digital systems, deeper decomposition of the
components, and controllers to capture more detailed UCAs. Also,
quantitative analysis on a certain UCA will be conducted to specify the
tolerable risk, guiding the resource allocation for risk control.
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