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ABSTRACT
Security champions are regular employees who have deeper knowl-
edge in information security and a direct connection with the secu-
rity team. Through this connection, they can facilitate the diffusion
of security knowledge to employees and back to the security team.
We worked with a German organization with more than 20,000
employees that decided to create such a program, starting with a
three day in-person workshop with 𝑛 = 17 young apprentices to
train them to become security champions. Internal and external
speakers were invited, to pass on their security knowledge to the
apprentices. We contributed to the workshop program with Serious
LEGO, security mythbusting exercises, and Q&A sessions. How-
ever, our main goal was to evaluate the workshops’ impact on the
participants. We gathered data through interviews, surveys and
observation before, during and after the workshop. We found that
the workshop did indeed influence the security behavior of young
employees. However, the external security experts presented out-
dated or incorrect security knowledge, and recommended secure
behaviours that contradicted company security policies. We iden-
tified incentives and motivations that participants brought to the
role. In addition to tailoring security training content appropriately,
we identify preparatory steps, and support that organizations need
to put in place to support security champions who take on the role.
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1 INTRODUCTION
Most organizations want to influence their employees towards se-
cure IT security behaviors, invest a lot in training, mostly online.
Evaluation studies have shown that success is limited [6, 48]; a
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common complaint from staff is that the content is generic and
recipients struggle to apply training contents in their daily work.
This is where security champions [10, 11, 24] come in – the idea
to build a network of employees interested in extra training, regu-
lar consultations with security specialists, and helping colleagues
in their departments with reminders, explanations and practical
demonstrations.

So far, security champions are described as employees that are
intrinsically motivated to improve the security in their teams [1,
3, 36].1 Such security-savvy employees have received no formal
mandate or training by their organizations and must coordinate
security work with their regular work tasks. However, it is a promis-
ing low-threshold approach to promote secure behaviors through-
out the organization, which is why we teamed up with a German
industrial organization that aimed at training young apprentices
(from all types of trades: mechanics, sales, information technology)
to become security champions. The training was organized as a
three day in-person workshop where apprentices met with security
teams and participated in various sessions with internal and exter-
nal speakers from the security community to receive insights into
different aspects of information security2 (e. g., Internet of Things
(IoT) security, social engineering, network security, social media
security policies).

The workshop was conducted with 𝑛 = 17 apprentices. To find
out how such a workshop format helps in the development of se-
curity champions, we accompanied the workshop scientifically by
taking observational notes, conducting interviews before the work-
shop and an online questionnaire three months afterwards. At the
workshop itself, we held an intervention where the apprentices
modeled their perception of the champion role. Here we also col-
lected their security questions and tried to bust security myths [29].
In our analysis of the material, we focused on (I) the change of the
apprentices’ security behavior and self-identification with the role
of security champions over time, (II) the impact of the workshop
content on the apprentices and (III) the relationship-building be-
tween the apprentices and the security team. We identified mutual
trust between employees, security champions and the regular secu-
rity team as an important prerequisite to create a security champion
program and build on previous work that shows that security teams
need to be approachable, should not work with blaming and act
on eye-to-eye level [4, 19, 45, 53, 59]. We formulated the following
research questions:
1With the exception of security champions in software development teams, where
e. g., the OWASP foundation suggests a security champion program [23].
2The terms information security, IT security and cybersecurity are often used to describe
the same principle. In this paper we will use the term information security, which
includes technical and organizational aspects in the protection of data and systems.

237

https://doi.org/10.1145/3617072.3617099
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.1145/3617072.3617099
http://crossmark.crossref.org/dialog/?doi=10.1145%2F3617072.3617099&domain=pdf&date_stamp=2023-10-16


EuroUSEC 2023, October 16–17, 2023, Copenhagen, Denmark Menges et al.

Q1: How can apprentices without specific security knowl-
edge be attracted and empowered to take on the role of
security champions in organizations?

Q2: What conditions must be in place and fulfilled by the
organization – in terms of planning, implementation,
delivery and content of an appropriate security cham-
pions workshop – to enable the process of apprentices’
willingness and empowerment?

To the best of our knowledge, we are the first who followed a
program to form security champions in an organization in a multi-
step empirical observation. We found that young employees are
indeed a plausible target group for a security champion program.
They changed their own security behavior according to what they
learned from the security experts and wished to sustain a network
among each other and with the security team. We identified a miss-
ing follow-up strategy after the workshop and problematic security
advice to be main blockers for a successful champion program.

2 RELATEDWORK & BACKGROUND
2.1 Security Champions
To help employees balance their primary work tasks with secondary
compliance tasks, e.g. security tasks [8, 9], security champions can
help find feasible security that leads to more secure performance
of primary tasks [10]. Security champions are employees from dif-
ferent departments at different hierarchical levels who want to
volunteer for security [37] and who perform these tasks in parallel
to other work tasks [26]. They take on the role of multipliers [3]
and can receive and relay communication about security-related
issues from their respective departments and support colleagues
on their team [3, 57]. For the related concept of cybersecurity advo-
cates [25–27], it is emphasized that they should not have exclusively
technical skills, but especially soft skills (spreading optimism, being
able to listen, etc.) and be able to educate and promote best security
practice [25, 27]. To do their job, they should try to reduce the
gap between security experts and non-security experts by building
trusting relationships with employees [26]. Security champions
should increase employees’ skills and confidence in security as they
provide a more direct and contextual source of security knowl-
edge for employees [16] and promote interactive engagement and
awareness of the topic among them [18]. They can also support the
information security team in ensuring that employees internalize
security awareness [3]. Research congruently shows that (organi-
zational) framework conditions are necessary for the success of a
security champions program: security champions can only exist
in organizations if there are policies in the organization that are
worth advocating. However, if relevant policies neglect or even
hinder business processes, champions will not promote them as a
consequence [11]. Security champions organized in information
security champion networks are key to the success of a champion
program [3, 10], they can especially be found in software develop-
ment teams [36, 67, 71], and are generally suggested for such teams
by the influential OWASP foundation [23].

2.2 Security Education
To protect against threats, organizations are increasingly using so-
called SAET campaigns (security awareness, education and train-
ing) to sensitize employees to security risks [60]. These programs
are often implemented in the belief that non-compliance with se-
curity rules and measures is due to a lack of understanding [42]
and knowledge [11] among employees. Hielscher et al. [33] have
shown that security awareness and education training is the (sole)
tool of choice for Chief Information Security Officers (CISOs) to
change employees’ security behavior. Although these campaigns
are well received in the organizational context, in many cases there
is no evaluation of their effectiveness in terms of improving cer-
tain skills of employees over a long period of time (e.g. duration
of effectiveness of a measure) [60]. Other research shows that tra-
ditional and generic awareness-raising and training programs are
not very effective [6, 35] and that certain criteria need to be taken
into account in order to bring about behavioral change. Instead
of flooding employees with information and warnings and trying
to turn them into security experts, employees’ perspectives and
decision-making processes should form the basis for developing
security solutions [43]. Effective measures should be tailored to em-
ployees from different departments, foregoing organization-wide
advice [40]. These factors include refraining from instilling fear of
security breaches [40, 53] and not merely providing information
about security [6, 32, 63] or repeating rules alone [11], but designing
security education in such a way that it is targeted and actionable
and also provides feedback to employees [6]. In this context, adap-
tation processes are necessary: security awareness and education
should always be human-centered, the security behavior required
of employees should be tailored to their primary tasks [62], and
the value of security should be emphasized for the achievement of
organizational goals [40].

2.3 Apprentices in Germany
Germany has a unique form of tertiary education; the so called Ger-
man Dual Education System [12] for vocational training. Appren-
tices are taught academic knowledge relevant to their trade in
schools provided by the government and practical training relevant
to skills necessary in an organization. There are 324 officially recog-
nized types of skilled trades for which people can qualify through
apprenticeships lasting 3-3.5 years.3 In 2021, 1.25 million people in
Germany were in an apprenticeship, compared with 2.95 million
university students.4

3 METHODOLOGY
We followed a three day in-person workshop of a German industrial
organization, where 𝑛 = 17 of hundreds of apprentices in the whole
organization were trained to become and act as security champions.
We interviewed them before the workshop, took notes during the
workshop and conducted a post-questionnaire three months later.
Our methodology is summarized in Figure 1.

3List of recognized training occupations 2022 [German]: https://www.bibb.de/dienst/
veroeffentlichungen/de/publication/show/17944, accessed September 11, 2023.
4DESTATIS Berufliche Bildung [German]: https://www.destatis.de/DE/Themen/
Gesellschaft-Umwelt/Bildung-Forschung-Kultur/Berufliche-Bildung/_inhalt.html, ac-
cessed September 11, 2023.
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Figure 1: Our methodology, showing the procedure and the six data points we used: (DP-I) the transcripts of the pre-workshop
interviews, (DP-II) the pictures taken of LSP (LEGO) models, (DP-III) the questions written on cards by the apprentices, (DP-IV)
the answers on our mythbusting posters, (DP-V) the notes we took during the observations at the three workshop days, and
(DP-VI) the answers from the post-workshop questionnaire.

3.1 Organization & Setting
The organization that invited us to evaluate their security champion
program (we will call it AutoCorp from now on) is an industrial
conglomerate with more than 20,000 employees around the world,
headquartered in Germany. It produces advanced industrial com-
ponents in various sectors, e. g., as a supplier for the automotive
industry. In early 2022, we discussed a possible evaluation of a
security awareness training package with the security awareness
lead of AutoCorp; the concept of security champions arose in the
discussion, and it emerged that the organization wanted to conduct
a workshop with selected apprentices from all their German sites,
where they would learn about security threats and AutoCorp’s se-
curity policies. The idea was that the apprentices would become
what he called ambassadors for security. We used this opportunity
to evaluate the workshop and the impact and design options of
such programs in general. The workshop content was created by
the security awareness lead in collaboration with the corporate
CISO, and the head of the apprenticeship program (which three we
will call leaders in our evaluation). In addition to designing and con-
ducting the evaluation, we were invited to contribute some content
to the workshop. We (three researchers attending the workshop)
had mixed roles: (I) we collected qualitative and quantitative data
through interviews, questionnaires and observations, but (II) we
also contributed to the content of the workshop with a three-fold
intervention (see Section 3.3).

3.2 Recruitment
AutoCorp recruited the workshop participants. The awareness lead
and the head of the apprenticeship program at AutoCorp contacted
managers of various sites in Germany and asked each of them to
send one apprentice to the workshop. As researchers, we were not
involved in this internal recruitment process, but AutoCorp tried to
recruit at least one apprentice per site and informally told us that
apprentices that were considered “the best” in their jobs would be
preferred. To recruit for pre-workshop interviews, the awareness
lead asked every apprentice whether they could share their email
addresses with us. We then sent out personalized invitations via
email. We did the same for the post-workshop questionnaire.

3.3 The Workshop
The workshop was held in-person at AutoCorp’s headquarters and
lasted three days (an overview of the schedule can be found in
Appendix A). The agenda was worked out by the awareness lead in
collaboration with the apprenticeship lead. Since the organization
in our study is German and all participants were native German
speakers, the workshop itself, as well as all data collection was car-
ried out in German. In the course of the three workshop days, the
apprentices participated in 14 sessions, organized by 12 different
security experts. Five experts came from external organizations.
The workshop included live hacking sessions (Expert 1 /S1), talks
about internal security policies (S3), IoT security (S4), law enforce-
ment (S4), the visit of the organization’s security headquarters (the
Security Operation Center/ SOC) and an address by a member of
AutoCorp’s board (S2). We ourselves performed a three-fold inter-
vention at the workshop, with the two goals of explaining the idea
of security champions from a research perspective and preventing
the apprentices from follow false, unusable security advice:

Intervention I At the first day we held two identical two-hour
sessions for half of the group each. After a small presentation by
one researcher, participants built building block models displaying
their security situation, following the LEGO Serious Play (LSP)5

method [34, 54] as the core of the session. We chose this method
as it has already proven to be one of many creative methods in IT
security research to engage participants in a playful way [15] and
to make abstract issues tangible [28]. The building tasks included
the modeling of the security champion role (see Appendix D for
task descriptions). We piloted this intervention two months before
the workshop with 𝑛 = 27 students.

Intervention IIWe then asked all apprentices to anonymously
write down any question they had about information security at
AutoCorp or in general on cards, and told them that we would try
to find the answers to these questions. We answered the questions
by email three weeks after the workshop. The aim was to teach the

5LSP is a clear process following format that focuses on a complex problem or question
that participants approach successively by building their thought models in Lego
models, sharing them, and reflecting on them together [34].
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apprentices exactly the security knowledge they miss, as well as
getting insights into what they relate with information security.

Intervention III As the third part of our intervention and in
reference to the security-usability trade off myth [64, 65], we hung
upmythbusting posters at the workshop venue. On those posters,
we presented 25 statements, which the apprentices could mark
whether they deemed them true or false (see Appendix E). During
the second day, we hung out posters with the correct answers
and offered written explanations. With the posters, we aimed at
counteracting common security misconceptions [29]. The list of
myths was created based on a short literature review of security
literature (e. g., summarized by Herbert et al. [29]) in combination
with a discussion in our research team.

3.4 Data Collection & Instrument Development
In a first step, one month before the workshop, we conducted 14
semi-structured online interviews with the apprentices. We asked
questions on four topics: (I) their daily work routine, (II) personal
experience with information security, (III) professional experience
with information security and (IV) their wishes for the workshop.
The interview guide was developed by two authors and approved
by the AutoCorp awareness lead. After an initial topic selection –
guided by the research questions – questions were gathered and
refined in multiple iterations (see Appendix B for the full interview
guide). The first interview served as a pilot interview but we did not
make any changes afterwards and included it in our analysis. We
did chose semi-structured interviews (rather than an online ques-
tionnaire) because they offer more flexibility, and the opportunity
to create a first trust relationship with the apprentices.

We could not record audio- or video-content during the work-
shops for data protection and ethical reasons. Instead, one of the
authors took detailed and anonymous notes of what was said dur-
ing the three days of the workshop. We ensured that at least one
researcher was present at every session. We cleaned and summa-
rized the notes after the workshop. We took pictures of the LSP
models created, and of a topic collection wall, where the apprentices
collected their questions and ideas through all three workshop days.
We also collected the anonymous question cards, which the appren-
tices filled out during our second intervention. Three months after
the workshop, we sent out an invitation to complete an online
questionnaire, asking the apprentices closed- and open-ended ques-
tions about (I) changes in their own security behavior, (II) their
perception of their new security champion role, and (III) experi-
ences in trying to fulfill it. We developed the questionnaire after the
workshop and the questions were partly shaped by the workshop
content itself. Again, two of the authors developed and refined it in
multiple iterations (see Appendix C for the full questionnaire). In
figure 1 all six data points (DP-1 to DP-VI) are shown.

3.5 Data Analysis
The data we collected are of different types (e. g., full paragraphs
from the interviews vs. bullet points from the question cards) and
were collected using mixed methods. Since the majority of our
collected data was qualitative (open-ended to some degree) a good
coding strategy was essential. After some discussion, we decided
to code every data point (interview transcripts, notes, pictures,

questionnaire answers) independent of each other: with a slightly
different strategy and distinct codebooks. For the derivation of key
topics we took the full material into consideration. Hence, codes
from different data points were combined in the evaluation and
discussion rounds.

Generally speaking, we followed Kuckartz et al. [47] and applied
inductive and deductive coding strategies. Every step of the coding
process was accompanied by meetings between two researchers
where the code books and interpretation of the results were dis-
cussed. This was key to increase the agreement about interpretation.
Over one dozen of those meetings took place over the course of
three months – accompanied by individual work between those
sessions. For the pre-workshop interviews (I) two researchers
independently created deductive codebooks based on the inter-
view guide, followed by (II) the deductive and inductive coding
of two interviews. (III) The codebooks were merged following a
discussion and (IV) all remaining interviews were coded by one re-
searcher. Because the coding was done in such a collaborative way,
we did not calculate an inter-coder-reliability. The notes taken
during the workshop were coded in a similar way, again by two
researchers. For all other qualitative data we applied a simpler,
more descriptive coding approach: one researcher created induc-
tive categories simply to allow the grouping of similar content,
which was then again discussed between both researchers. The
analysis of the quantitative data (e. g., the scaled answers in the
post-workshop questionnaire) was performed descriptively.

3.6 Ethics & Data Privacy
Our institution does not have an institutional review board (IRB) nor
an ethics review board (ERB) for security research. Nonetheless, we
followed best practices of user research [69] and European GDPR.
Every apprentice was asked for permission to be contacted by us via
email, by the awareness lead. All apprentices agreed to this. Before
the interviews, we sent a data privacy statement to the participants
informing them about their rights – especially that the interview
participation is voluntary, anonymous to everyone else and that
we delete the audio files after six months. At the workshop itself,
we again informed all apprentices that we not only deliver content,
but also collect data from the workshop for anonymized scientific
evaluation. Due to the small sample size and unique attributes of
the participants (e. g., type of apprenticeship), we only report in
aggregated form about the data we gathered to keep the apprentices’
statements anonymous towards AutoCorp.

3.7 Limitations
In order to be able to identify and evaluate the research relevance
of our study in a well-founded way, we have drawn on components
of Thomas and Thymon [68], which were developed to classify
the criticism of a lack of practical relevance of organizational (the-
oretical) research. They serve as a reflective framework for the
present study: e. g., emphasis was placed on concrete guidance for
practitioners in their organizational setting (descriptive relevance).
However, as with any study involving human subjects, there are
several limitations to our research: Information security is attached
to moralities [45] and in our position as researchers and experts, we
functioned as a type of moral authority by the apprentices which
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may have lead to a social desirability phenomenon [21] and may
also have been reinforced by the authoritative relationship between
AutoCorp’s leaders and the apprentices. In terms of external valid-
ity – the question of transferability and applicability of results to
different contexts [14] – we have to acknowledge that our findings
stem from a specific organization. This can limit transferability. To
address external validity, we have followed Johnson’s [38] recom-
mendations by describing the information on possible generaliz-
ability in a transparent and dense way. As researchers, we were
in the role of passive observers as well as active security experts.
This might have influenced the analysis of our results. We address
this by being transparent whenever an observation was made in
reaction to content we delivered.

4 RESULTS
Here, we report the results from the analysis of the data we cap-
tured before, during and after the workshop. Where necessary, we
directly relate our findings to previous literature. Every quote is
marked with the data point where we captured it (DPI-DPVI, see
Figure 1). Participants’ quotes are marked P1-P19, speakers (inter-
nal and external) with S1-S12. When we asked the apprentices to
rate their security skills on a scale from 1 to 10, 6 out of 14 appren-
tices answered with a 6 or above (DP-I ). From 14 apprentices who
participated in the pre-workshop interviews (DP-I ), two could not
attend the workshop in the end and were replaced by two other
apprentices. However, we still considered their answers in our anal-
ysis. Hence, we quote 19 apprentices (P1-P19). In some cases, we
could not relate a statement to a concrete apprentice (especially
in the data we collected during the workshop). In those cases, the
statements are marked with Px.

4.1 Demographics
17 apprentices participated at the workshop, 14 took part in our pre-
workshop interviews, and 16 filled out our post-workshop online
questionnaire. We only explicitly collected demographic data at the
pre-workshop interviews. Among the 14 apprentices, the youngest
were 18 and no one older than 30. Three identified as female, 11 as
male. Eleven were in their first year of apprenticeship, three in their
second year. A majority of eight apprentices worked in technical
jobs (mechanics, electricians, mechatronics technicians), four in
the commercial area and two in information technology. Two par-
ticipants reported that they dropped out of university before they
started their apprenticeship. The participants worked at AutoCorp
sites all over Germany (with a majority working in south and west
Germany).

4.2 Between Secure Behavior And Expectations:
Security Champions

The analysis of data we collected before and after the workshop
revealed that AutoCorp leaders, the apprentices and we as re-
searchers had partly contradictory ideas about what security cham-
pions should be. In a preparation meeting with the awareness lead,
we briefly explained our definition of security champions (based
on academic literature [10, 24]) to him, and especially stressed that
voluntariness would be key [1, 3, 36] – since voluntary security
champions are more likely to self-sustain their champion behavior

without external prompting or supervision. We told the apprentices
the same in our presentation as part of our intervention I.

Volunteers? The awareness lead told us that no apprentice would
be forced to take on the role of security champion. What we con-
sidered to be at least partly inconsistent with the principle of vol-
untariness as well as internalized motivation and the concept of
security champions was that during the workshop we learned that
the apprentices would have to give a presentation on the content of
the workshop to their local teams and other apprentices. The theme
of upcoming presentations dominated throughout the workshop, so
a whole workshop day was used to find presentation topics for all
apprentices. During intervention I, six apprentices built LSP models
(DP-II ) that show themselves in a class-room setting, standing in
front of their fellow apprentices, teaching them about security (see
Appendix F). The LSP models also showed that the apprentices see
themselves as future aides to their teams: not only delivering knowl-
edge, but also guiding those that they see as not young and naturally
tech-savvy. As one apprentice explained: “You also have to think
about people who actually have nothing to do with IT. Even 65-year-
old Udo, who still uses his Nokia 6310, has to be able to understand
it.” — [Px:DP-V ].

“Network Building”. AutoCorp’s leaders had not planned for an
active network between the apprentices after the workshop –which
would be key for a successful champion program [10, 36, 55] – and
were surprised when the apprentices started to organize themselves
via instant messengers.

While the apprentices wanted to form a network and chose
an effective means of communication – like they would, for in-
stance in a sports team –, they clashed with company policy on
only using company-provided tools for work-related communi-
cation: “Of course, you only use WhatsApp for private things. But
when it comes to business communication you only do it via email!” —
[apprenticeship lead:DP-V ]. From the organization’s perspective
not usingWhatsApp is completely understandable, since it harvests
metadata which potentially is a threat to the organization. But then
AutoCorp would need to provide them with a secure tool that offers
the utility to run a network – email is not that tool, which young
people know. AutoCorp’s leaders stressed several times that the
apprentices could and should stay in touch with the security team.
They conveyed this through an abstract and implicit statement:
“We would like this to become something long-term, and you know
us now [...] If you encounter any resistance at your sites, please do
not hesitate to contact us.” —[awareness lead:DP-V ]. In line with
the security champion concept, the CISO hoped to get insights into
the different teams through the champions [24]: “You, as ambas-
sadors, should once a month ask at your location if there are any
important [security related] topics that arise there.” — [CISO:DP-V ].
The CISO introduced the function of the champions as responding
to an external need: reporting to him and the security teams, not
as representatives of local teams’ practices and needs. By stating
that he would not blame employees, he acknowledged that security
champions be suspected to be ’snitches’ or spies in the local teams.
To dispel this notion, he was quick to add he planned a regular
virtual security coffee break in the near future, where employees
could ask the security team any type of questions and where the
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apprentices could also update their security knowledge. By sub-
tly grappling with the social implications of champions becoming
spies, the CISO showed his implicit conviction that having such a
direct hot line into the teams would be desirable, reflecting recent
research showing that CISOs in larger organizations in particular
are reluctant to communicate directly with employees [33].

Post-Workshop status. In the post-workshop questionnaire (DP-
VI ), 13 of 16 apprentices stated that they saw themselves as security
champions now. Seven of those, however, said that they would
not have/be allowed sufficient time in their working days to fulfill
the role as they understood it. Nevertheless, all 13 stated that they
felt comfortable in their role. Seven apprentices told us how they
defined their security champion role: Four (P5, P6, P10, P12) said that
they served as contact persons in their teams now. Four (P5, P10, P12,
P19) stated that they were now teaching about information security
and reacting to misbehavior: “It is rather the simpler things that I like
to point out. In fact, one encounters situations in which the famous
post-it note with the password is stuck to the screen. Or moments in
which a colleague is asked to change the password on the computer
and then changes it with the comment ’Well, let’s change the last
number again’.” — [P19:DP-VI]. P10 and P18 wrote that they were
unsure how to exactly fill out their role, with P18 demanding more
support: “The training was completed and a lot of knowledge was
taken away. [...] More information about [...] the role of the employee
would be great and consolidate the knowledge.” — [P18:DP-VI]. P12
stated that they were explaining security to other team members,
but that they were reaching the limits of their own knowledge. Only
one apprentice reported to have held the planned presentation at
their local site so far.

Short summary: The workshop fulfilled at least some of Au-
toCorp’s initial intentions: the apprentices accepted their role, re-
ported some activities that would be part of it and they wanted
to become security aides for their less tech-savvy colleagues. The
idea of the CISO and awareness lead, however, was primarily about
apprentices disseminating what they learned at their local sites,
and stay in contact with the corporate security team.

4.3 Security Expertise Is Not Enough
The apprentices came into the workshop with a diverse under-
standing of security (and privacy) and brought their own local
security knowledge with them. Most defined information security
not solely as the protection of IT systems, but also of all types of
analogue information – for which we found the root in a basic data
protection briefing at the beginning of their employment, e. g.,: “I
have to be careful, of course, because I also come into contact with
classified information, so I also have to be careful who I tell certain
things” —[P3:DP-I]. This shows that the apprentices are already
highly willing to take care of the IT systems as well as analogue
organizational information based on their understanding of infor-
mation security.

What is Security? The protection of social media accounts and
data privacy was an overarching topic for the apprentices. They
talked about this in the pre-workshop interviews, e. g., “we’re just

dealing with the internet, social media. Now whether it’s online shop-
ping, whether it’s here on Instagram, [...], or WhatsApp, if you’re
on all the messengers and that’s one thing you use every day, but
you’ve never really engaged with the security of it.” — [P12:DP-I ] and
during the workshop (DP-V ). The majority of the question cards
the apprentices wrote as part of intervention II were about this
topic (DP-III ). And, by coincidence, some external security experts
addressed the topic in their presentations, but without giving con-
crete advice beyond the two claims to (I) stay away from social
media, and if you can not (II) do not post company-internal in-
formation there, e. g., “Information security shouldn’t start in your
head when you drive to work. It starts in your private environment,
including what you post online. You have to create a holistic con-
cept here.” — [S4:DP-V ]. Other topics mentioned by the apprentices
were secure communication, the capabilities of attackers, and tech-
nical measures like antivirus and encryption. What the question
cards from intervention II (but also our observation during the
workshop) itself especially showed us was that the level of security
knowledge differed among the apprentices, which is also due to
the different professional apprenticeship backgrounds, as particu-
larly the apprentices in information security asked very technical
questions. While others asked very general questions like “Does
Snapchat see or store my pictures?” — [Px:DP-III ] they sought expert
knowledge: “How should the new EU law on protection against child
abuse (analysis of messages & images) be implemented in the context
of end-to-end-encryption?” — [Px:DP-III]6.

“Expert” knowledge. This expert knowledge was to be provided
by the external experts at the workshop. However, those had not
been briefed by AutoCorp to relate their expertise in a way that
would have been more helpful to the apprentices in their specific
work situation, e. g., by focusing on risks that are known and rele-
vant to the apprentices [43] and on advice that can be handled in
line with their primary work task [62]. Instead, all external experts
talked about their own realm of expertise, without referring to
AutoCorp’s security goals and practices or to content provided by
other experts. Several of them contradicted each other in their talks
on the use of password managers, the security of email communica-
tion and the correct handling of incidents. All external talks focused
on worst-case scenarios, and referred outlandish threat models, to
convey the message that “information security is important”. They
presented

(1) attacks for which security champions can not prepare
(e. g., the sophisticated Pegasus spyware [51] by S5),

(2) outdated threats (e. g., that attackers can easily spy on
private information in public WiFi (S6), which is not the
case anymore [29], as https encryption is common and even
mandatory under the GDPR, or the myth that emails are like
postcards and anyone can read them (S4), which is not the
case anymore for the same reason),

(3) attacks that are impossible outside of an artificial lab
environment (e. g., a reverse proxy on the own local machine
of the expert to read and manipulate website traffic that
would otherwise be encrypted, by S5), and

6While intervention II was anonymous, we know this, since some apprentices ap-
proached us afterwards to add thoughts towards their questions.
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(4) advices that are unusable for the majority of people (e. g.,
that one should in general surf the web via the Tor browser7
(S1), which would in practice shrink the number of websites
and services one can access dramatically).

Additionally, the vast majority of advice was just a list of don’ts that
significantly restrict users instead of providing useful and secure
behaviors: do not use wireless keyboards, no public WiFi, no public
USB charging stations, do not plug a foreign flash drive into your
computer, deactivate Bluetooth on your devices, do not use foreign
cloud providers, do not store corporate data on private devices,
do not use TikTok. Usable security advice was to use multi-factor
authentication (MFA), create backups, store account backup keys
on smartphones, and use password managers.

Thus the external experts ended up scaring many of the appren-
tices, rather than provide actionable advice. Apprentices expected
they would need some of what they heard later on, but found it dif-
ficult to integrate into their own local knowledge – producing some
unorthodox suggestions: “I am also afraid that someone can access
my social media account or my online banking. However, I have al-
ready learned that the Tor browser is a good alternative.” — [Px:DP-V ].
Here, the apprentices referred to an external expert recommending
that one should “always” use the Tor browser to stay secure and
anonymous. This is not a usable advice (given by S1) for average
internet users because some services will not work over Tor and
there are significant usability issues [49]. It led the apprentices to
believe they would be able to use social media securely as long as
they used Tor. Content-wise, the workshop provided the appren-
tices with a lot of information on various security topics, but those
might not all be very usable or applicable in their personal and
work life. Still, the apprentices competently engaged in navigating
various goods. This gives a hint of the difficulties of integrating
expert security knowledge with local practice (e. g., using social
media) leading to ambiguity and awkward compromise.

Short summary: In addition to scaremongering, the presenta-
tions to educate the apprentices in the workshop were far from
giving objective, up-to-date and usable information: some contained
outdated knowledge or recommended unsuitable ways of “being
secure”. The apprentices nevertheless tried to integrate the newly
learned knowledge into their previous local knowledge.

4.4 Security Scaremongering: a Blocker for
Empowerment

The external experts sent fear appeals – a concept under harsh
critique in the HCS community [6, 39] – mainly through their de-
scription of current threats with sometimes drastic examples and
explanations, as well as attack possibilities that have little to do with
the concrete threat risks. One expert used a proxy on his own device
to read and manipulate the otherwise TLS-encrypted content of a
website (S5). The wrong impression was created that an attacker
could easily extract sensitive data, especially in case one uses a pub-
lic WiFi. Another expert stressed the problems of insecure home
IoT devices and explained that a compromised smart fridge could
ultimately lead to a compromised bank account, if online banking
7The Tor Project: https://www.torproject.org/download/, accessed September 11, 2023

is used in the same home WiFi (S4). This was clearly incorrect,
since even a compromised home network would not lead to com-
promised online banking protected by encryption. The impact of
these scary messages was reflected in the questions and statements
of the apprentices during the workshop (DP-V ). For example, they
stated that they now had to change all passwords, that they were
afraid that their social media or bank account could be accessed, or
that they had realized that they previously underestimated many
threats and types of attacks.

Destruction of Self-Efficacy. The workshop should have reduced
the feelings of insecurity about information security that the appren-
tices already expressed in the pre-workshop interviews, e. g., “[...]
because I am personally very afraid that someone can get access to
my system.” —[P7:DP-I]. Unfortunately, security communication
aimed at non-experts uses scaremongering in a misguided attempt
to motivate, which increases rather than reduces the feeling of
insecurity [70, 72]. Instead, the workshop should have addressed
the feeling of fear and focused on positive actions they can do in
their work environment to improve the apprentices’ security self-
efficacy [7, 61]. This is a prerequisite to act as a security champion:
self-efficacy is the only psychological construct measurably related
to secure behavior [22] and it would also be desirable if apprentices
in their role as security champions could in turn convey the feeling
of self-efficacy to their audience as well [26]. Prior to the workshop
(DP-I ), the apprentices reported divergent feelings they associated
with information security. In addition to apprentices who felt a
sense of trust and security because they had no personal negative
experiences, or did not associate any emotions with this topic be-
cause security is part of their everyday work, others reported that
they felt insecure due to a lack of knowledge and transparency
(DP-V ): “[...] there is a certain uneasiness. You don’t know, it’s an issue
that’s a bit hidden. So you don’t really know if you are secure or not
[...]” — [P13].

Short summary: The speakers worked with fear to stress the
importance of information security. However, employees who are
scared are unlikely to try new actions and are not empowered in
their sense of security self-efficacy.

4.5 Organizational Rules as an Opportunity for
Collaboration

As Beris et al. [11] point out, a security champion program can only
succeed if the organization has security policies that the champions
want to advocate. Hence, we were interested in the apprentices’
perception and execution of policies. We asked them about their
experience in the pre-workshop interviews.

Organizational Policies. Independent of their apprenticeship oc-
cupation, the apprentices reported a variety of policies they were
aware of (DP-I ): Five told us that they were not allowed to use
private flash drives “If we take flash drives, they are first checked by
the IT department to make sure that there is no malware in them” —
[P5:DP-I ]. A corresponding company-owned flash drive would have
to be requested from the IT department. This requirement was also
evident in one of the LSP models. P11 described that employees

243

https://www.torproject.org/download/


EuroUSEC 2023, October 16–17, 2023, Copenhagen, Denmark Menges et al.

working in the home office have to connect to the VPN. Other
rules mentioned by four apprentices were locking computers with
passwords and changing passwords regularly. P10 outlined that
they verify separately at the printer with a card or send impor-
tant data via a special program instead of email. The apprentices
also described that they were not allowed to dispose of documents
unchecked or leave them open and that they must always lock all
cabinets in the office. Some also had to show identification to enter
the company premises. In line with the findings on work routines,
organizational rules and measures should have been given more
weight in the workshop planning. Especially because organiza-
tional rules also influence the design and corresponding tasks of
security champions in an organization, as they should also convey
messages tailored to their audience [26]. Among the apprentices
with a technical trade, only one mentioned security policies that
were specific to their environment: “What we also have to consider
are the machines [industrial controllers] we work on, because they
also run on a program and we are not allowed to change anything in
those programs.” — [P12:DP-I ]. This shows that specialized security
competencies are required in some types of jobs and security train-
ing needs to be adapted to them. However, at the workshop, these
topics were not covered, even though the majority of apprentices
are trained in such technical jobs.

Security Friction. Regarding possible difficulties and challenges
(DP-I ), some responded that they had not experienced any limita-
tions so far. Others described specific examples or general proce-
dures perceived as a hassle. P2 explained that they found it tedious
to have to re-enter their password five to six times a day to log on
to the computer, but that they also recognized the high importance
of this. P14 reported that it was annoying to have to deal with pass-
word management. P1 described a similar experience: “But this...
Logging into the whole... being registered in this system, that was
very tedious [...]” — [P1:DP-I ], adding that it took some time getting
used to the mass of security. Other examples were reported by P12:
an employee from an external company always had to come with
his computer to log into the program, and they had to contact this
external company even for small changes, and the ticket sometimes
took up to four days to be processed. P13 summarized their percep-
tion as follows: “You walk through a door, but to get through the door
you have to open 10 locks in a row. That’s how it is here sometimes
with the IT systems, but that’s the way it should be, otherwise anyone
could get in somehow” — [P13:DP-V ]. Others pointed out that it was
not feasible in terms of time to meticulously take care of security in
addition to their actual work, suggesting that they feel constrained
by security policies in meeting their productivity goals [52]. Prob-
lems also became clear in the LSP models, e.g. the apprentices built
a model that showed that a multitude of information security poli-
cies and slow IT department delay learning and working in the
organization. These perceived problems sometimes have an impact
on everyday work and can, e. g., promote security friction [9, 30]
or shadow security [41, 42]. If these already existing guidelines
and practical troubles had been included in the planning of the
workshop, it would have been possible to discuss with the appren-
tices their assessment of current measures as well as about their
perception of related hurdles, difficulties and challenges in their

daily work – in the sense of a joint dialogue [4] and a collaboration
process [66].

Short summary: Security friction and the impact of security
policies were no part of the workshop, except in our LSP models.
Here and in the pre-workshop interviews, the apprentices identified
some forms of friction and harsh security policies that might hinder
the successful advocacy of security rules to their colleagues.

4.6 The Ultimate Goal: Secure Behavior
In the security community awareness is often presented as a self-
serving goal: one must raise it and the organization is more secure.
A misconception, because what needs to be achieved in the end
is actual behavior change towards secure routines [6, 32, 63]. And
since security champions can only succeed if others are willing and
able to follow their advice, they need to implement those secure
routines themselves. Hence, the awareness lead had the right idea to
bring in security experts that would help to shape the behavior. And
indeed, in our post-workshop questionnaire (DP-VI ), the appren-
tices reported changed behavior: a switch to stronger passwords
(P9, P10, P14-P17, P19), the prevention of public WiFi (P8, P11, P12,
P18), and more care with private data sharing (P8, P12, P16, P18).
Newly introduced security measures included the use of a password
manager (P17), MFA (P9,11), switching to a non-admin-account on
the private PC (P18) and increased WiFi security at home (P17, P18).
The apprentices also reported heightened awareness in general
(P9), higher threat awareness (P5) and higher suspicion at clicking
on links (P6) and generally against social engineering (P7). These
behavioral changes reflect what apprentices were taught during
the workshop.

Implementing Unusable Security. Despite the deficiencies in the
design of the workshop and the presented information, the appren-
tices managed to make use of the workshop contents. Although we
acknowledge that the results may be affected by social desirability
effects, we still see them as overwhelmingly positive and could not
observe any differences in this respect with regard to the different
professions of the apprentices. The apprentices seem to have taken
on secure behaviors that (probably most end-users) would deem
hard to use – either because they are in conflict with a primary
task [44, 62] (e. g., the avoidance of public WiFi is the avoidance of
a service that gets increasingly widely adapted) or are complex to
implement (e. g., the separation of home WiFi networks, tedious
and time consuming and potentially impossible for non-tech-savvy
users). Although, the workshop has been a success in that way,
we suspect the new behavior might not sustain for long. Firstly,
because the created friction can grow over time and secondly, be-
cause although apprentices may have changed their own behaviors,
translating that into local teams or in collaborative situations may
proof difficult.

The behavior change we hoped for following such workshop and
induced with our mythbusting intervention III would have been
e. g., more password manager and more MFA usage, the usage of
E2EE messengers over non-E2EE (e. g., Signal over Telegram), a
diversification of passwords (stored in a password manager), etc. –
most of which were not reported by the apprentices, but would be
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rather simple steps that would increase security & privacy, without
sacrificing usability. Our third intervention presented some of those
solutions, but we could not get through with those messages. In
conclusion, this intervention did not have the desired effects.

Short summary: The apprentices reported to have changed
their behavior in agreement with the expert knowledge they re-
ceived at the workshop. However, it is unlikely that this new behav-
ior will sustain: it causes friction and other team members might
not be able to follow along.

5 DISCUSSION
AutoCorp’s awareness lead was in the process of reorganizing
the security awareness program in the whole organization. As a
part of this he set out to build a security champion program with
apprentices. He organized a workshop where manifold security
expertise was transferred to the apprentices, e. g., in the form of live
hacking and the presentation of sophisticated attacks, as is common
in expert talks on conferences but also at security awareness days
in organizations. The quotes in the previous section suggest that
apprentices are a plausible target group for security champion
training. During the apprenticeship – a study program that includes
learning situations with authorities in a vocational school and in
the organization on a daily basis – the apprentices were open to
listen to security experts (another form of authority) and to adapt
their security behavior. And indeed, they reported having changed
their behavior – although, in often unintended ways. Firstly, they
brought in their own local security knowledge, especially around
social media data security and the protection of analog information
in their job. When they received the expert knowledge, they tried
to combine both realms, with interesting results, expressed e. g.,
in the statement of one apprentice, who now wants to use the
Tor browser to increase privacy in their social media accounts.
Although this approach is unlikely to achieve the desired result (as
Tor does not protect anonymity in social media, where one needs to
log in with their credentials anyways), it shows that the apprentices
were willing to transfer the newly learned to their own security
routines.

Secondly, the external and internal experts did not question
whether security advice they gave was practically applicable or at
least correct, or state-of-the-art. We noticed dozens of statements
and advice that we would describe as security myths [29]: threat
models that do not apply to the apprentices (e. g., attacks by the
Pegasus spyware), attacks that were outdated (e. g., credential steal-
ing in public WiFi) or attacks that did only work in the artificial
environment at the workshop (e. g., website manipulation through a
reverse proxy). Additionally, we would deem the majority of given
advice as non-usable, or at least as not easy to implement (e. g.,
the creation of two separate networks at home). We tried to hold
against this with our intervention III (mythbusting), but did not
succeed (e. g., 12 apprentices indicated that the statement “If I lose
my smartphone, I don’t have to worry much about someone else
reading the data on it. Because the data storage is encrypted” is a
false statement). We suspect that the changed behavior reported by
the apprentices will not increase their security in further parts and

they will not be able to convince others of this. However, a further
survey would be needed to verify this assumption.

The concrete task of the apprentices as new security champions
remained opaque after the workshop. Some apprentices showed
interest in becoming security aids for their local teams (e. g., ex-
pressed by one apprentice, who said that even the non-tech-savvy
colleagues should be helped). This idea is built on a positive percep-
tion of security, where it is natural that one cares for the security of
each other [45]. However, some of the statements of the AutoCorp
leaders suggested that they might hope to gain insights into the
security behavior of the teams. If this was the case, it would be a
dangerous idea based on the concept of blaming (employees for
their non-compliance). The potential mistrust might hinder the
apprentices from introducing new security knowledge in the teams.
The apprentices might already be walking on thin ice when they
directly hint their colleagues towards their insecure behavior (e. g.,
sticky notes with passwords on their monitors). A more promising
and sustainable concept of the champion role would have been to
collectively support the security team in introducing new security
routines. In a classical change management process [46] they could
act as agents for change [32, 50] and help with the replacement of
old insecure routines by introducing new, better alternatives (e. g.,
password managers instead of sticky notes, fast biometric authenti-
cation instead of complex passwords, encrypted messenger for data
transfer instead of flash drives). This, however, would require the
release of such alternatives by the security team. The apprentices
were also beginning to subvert formal channels AutoCorp consid-
ered secure, by organizing themselves in a WhatsApp group; an
idea of a lasting network, which is described as key for a successful
security champion program [3, 10]. The fact that this approach was
deprecated by AutoCorp’s leaders with company email addresses
as the only alternative suggestion, shows that they could only think
along in their own trodden paths, existing official tools. Instead of
learning from the digital natives and providing them with a secure
alternative that offers the same functionality (e. g., Slack, Yammer,
etc.) they pushed them onto an antiquated communication tool that
does not have the functionality needed for effective collaboration.

5.1 Implications From our Case Study for
Security Champion Programs

It should be emphasized that a security champion program does not
necessarily need to get implemented with apprentices, but could
be aimed at young or new employees in an organization. The chal-
lenge with a program with new employees is that they may not
have the needed knowledge of local practices and routines that
would be desirable for a security champion. However, we expect
that the apprentice role can be beneficial: as novices to the orga-
nization, apprentices are taught local practices and they are able
to comment or correct undesirable routines. On the one hand ap-
prentices can transparently present to their teams what is currently
not (yet) working in the context of information security measures
in the organization, so that an open approach to organizational
challenges can be taken from the beginning. On the other hand,
young employees are digital natives, to whom a higher level of
digital competence is attributed. However, it should be stressed
here that even young employees with high digital competence can
not be left alone with security responsibilities, and, in fact, allotting
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security tasks to them reproduces those as invisible and poten-
tially undervalued. Instead of the principle of control, Kocksch et
al.’s [45] characterization of security as a "discipline of care" (con-
tinuous and collaborative efforts) could provide a framework for a
workshop format that helps participants to practice security and
adapt their own practices by refraining from blaming, stoking fears
and delegating responsibility to certain groups of people (such as
apprentices). From a caring approach, recommendations for the
design of e.g. a security workshop are to refrain from imposing
standards, rules and prohibitions, and instead to enable participants
to form new bonds and try out practices. It should be taken into
account that lay people currently perceive security as a mystical
or even scary expert system [17], thus a workshop should help to
gradually dissolve this image. Viewing security as a collaborative
process and a collective achievement [20] and planning and acting
accordingly is important. The one-sided view of security experts as
mediators of unusable or too impractical security knowledge seems
just as unproductive as the view of employees as unwilling learners.
Workshops that enable such an approach as well as an exchange
and cooperation at eye level could be a suitable approach. Such
cooperation could also be supported by organizations communicat-
ing openly and transparently which current information security
deficits exist. Organizations should also ensure further convergence
and exchange among the security champions but also between the
security champions and the security experts. As a prerequisite for
security champions to be able to take care of the organization’s
security in collaboration with the security experts, the organization
must create a suitable structure for them so that they can also take
care of each other. A suitable follow-up and knowing what hap-
pens after the workshop are, in our opinion, necessary framework
conditions.

5.2 Recommendations For Industry: 6 How-to’s
for Security Champion Programs

From our observations, we derive recommendations for organiza-
tions seeking some form of security training: employees (appren-
tices in our case) do not need to know the most sophisticated, dan-
gerous, or technically complicated attacks and maximum strength
countermeasures – and they do not need information delivered
by top security experts, which is consistent with Kirlappos and
Sasse’s [43] finding that users are most motivated to take up aware-
ness and training offers if they relate to risks they know and care
about and are communicated, e. g., by peers. Security research is
already familiar with this under the saying more [security] is not
the answer [13, 31]. In line with previous advice for designing
successful security campaigns, employees need appropriate and
relevant knowledge, with the chance to get feedback on [6]. They
should be able to build self-confidence and experience the benefits
of their own control and the fun of helping each other with security.
In Section 4.6 we gave hints on possible advice that would fulfill
those requirements. The type of security knowledge transfer we
observed at the workshop is not unique in this workshop setting,
but rather common in the security community where experts seek
to impress each other with novel attacks. We advocate for a shift
in the security community: fellow experts are not the same tar-
get group as security-novices. Any talk addressing the later one

should include concrete and usable (easy-to-implement) security
advice. If such advice is not possible, the talk should not be held.
Especially if the target group is security champions, whose task
it is to give low-level advice on a collegial basis, usable methods
instead of lists of don’ts are vital. Based on our experiences during
this study, we suggest the following additional points to implement
a successful security champion program: (I) Tailor the content
of the workshops to the security practices in use [6, 30, 43], the
knowledge and the questions of the participants. To avoid the risk
Herley [30] describes, that a convincing cost-benefit risk of security
advice should actually relate to the costs and benefits that users care
about, rather than those we think users care about, pre-workshop
interviews or surveys are suitable for this, as well as online fo-
cus groups to calm participants. (II) Select security experts with
great care. Attention should be paid not only to what they present
(possibly spreading panic or worst-case scenarios), but also on how
they present it. As CISOs, security experts often seem to be far
removed from daily work [5], so the content should be checked
to see if it is in line with the company’s security policies, if it cor-
responds to the participants’ work realities [2, 6, 9] and to review
it for correctness, inconsistencies, and tone, to be able to brief ex-
perts if necessary. Include an (III) interdisciplinary team from
different departments [33], e. g., human resources or the cor-
porate training department. As described in security dialogues [4],
this could create collaboration and discourse by presenting (local)
challenges from organization’s real contacts, which contributes
to authenticity and connectivity for the participants. (IV) Teach
soft skills, not solely technical security knowledge. In line with
and partly complementary to the recommendations derived from
their research [25–27, 55], we advocate that security champions
need to be taught and trained on how to recognize that colleagues
need help, how to help colleagues without devaluing themselves
and belittling those seeking advice, how they can encourage and
motivate others to communicate difficulties and how to ask for
suggestions and feedback themselves. Follow (V) change manage-
ment practices [46]. Workshops can only be one element of an
overall plan, in which appropriate preparation and follow-up in the
form of tools and procedures, should be implemented and carried
out [5, 56]. This is in line with Poller et al.’s [58] suggestion in their
software development research that security initiatives should not
only take a technical but also a change management perspective.
Follow up and (VI) evaluate [6]. One approach could be debriefing
interviews with participants, as they give them the opportunity to
reflect on their role and the workshop. Also, organizations should
ask for feedback in order to improve themselves [10], which would
also address the fundamental criticism that employee feedback on
security measures is in most cases insufficiently listened to [42].

6 CONCLUSION
In this paper we followed 𝑛 = 17 apprentices on their way to be-
come security champions in their organization. Most apprentices
reported to be willing to take on the role of security champions.
They would like to build a network among each other and take
care for the information security of their teams, especially for the
less tech-savvy team members. Security knowledge delivered by
external and internal experts during a three-day workshop shaped
the security behavior of the apprentices. These young employees
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showed to be open to learn and adapt: they aimed at combining
their own local security knowledge and digital competences with
the newly learned. The CISO, awareness and apprenticeship lead
of the organization did not provide a suitable platform to build
a security champion network following the workshop. For a sus-
tainable security champion program organizations would need no
scaring but caring to ensure that the future security champions are
exposed to correct, up-to-date knowledge linked to actions that can
be applied in the organizational context.
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Table 1: An overview of the different sessions of the three workshop days and the external security experts (numbered S1-S7).

Day Topic Security Experts (Speaker)
Welcome CISO, awareness lead, apprenticeship lead

1 Academic concept of security champions, LSP model building
(intervention I), question card collection (intervention II)

3 researchers

Live hacking 2 hacking experts IT provider (S1)
Visit Security Operation Center (SOC) CISO, SOC team
Feedback Day 1 CISO, awareness lead, apprenticeship lead
Resolve security myths (intervention III) 3 researchers
Motivational speech member of the executive board (S2)
Security structure of an international corporation, communication about
corporate security

AutoCorp security team member (S3)

2 Police perspective on the topic of IT and information security police officer cybercrime unit (S4)
Message encryption, structure and components URIs, certificates of web
pages

telecommunications expert (S5)

Social engineering, strong passwords intelligence service employee (S6)
Targets of cyber attacks, types of hackers, possible solutions for compa-
nies

security product vendor (S7)

Introduction to P4wnP1 and scripting language CISO
Sorting and discussing topics collected topics apprenticeship lead

3 Topic preparation for presentations in the teams apprenticeship lead
Feedback, discussion of next steps CISO, awareness lead, apprenticeship lead

A WORKSHOP SCHEDULE
B PRE-WORKSHOP INTERVIEW GUIDE

Introductory questions
(1) We would be pleased if you could first tell us a little about

your apprenticeship.
(2) What are your daily tasks?

Personal experience with IT and information security
(3) What is your first thought when you think of IT and infor-

mation security?
(4) What do you understand by IT and information security?
(5) On a scale of one to 10, how important is IT and information

security to you and your personal day-to-day life, with one
being "not at all important" and 10 being "very important"?

(6) To what extent is IT and information security a topic of
conversation for you and your friends, acquaintances, family,
etc.?

(7) What feelings do you associate with IT and information
security?

(8) On a scale of one to 10, how would you rate your own prior
knowledge of IT and information security, where one means
"very little prior knowledge" and 10 means "very strong prior
knowledge"?

(9) What experience have you already gained in the private
sector with regard to IT and information security?

Professional experience with IT and information security
(10) Where do you deal with IT and information security in your

daily work?
(a) Which programs/tools do you use that are important for

IT and information security?
(b) Which IT and information security rules are important to

you in your everyday work?

(11) To what extent are you concerned about the possibility of
an IT security incident occurring?

(a) To what extent have you already become aware of inci-
dents in your company?

(12) What do you think your apprenticeship leaders understand
by IT and information security?

(13) Towhat extent is there an exchange about IT and information
security with your colleagues, the apprenticeship leads or
other apprentices?

(14) On a scale of one to 10, how important is IT and informa-
tion security in your apprenticeship, with one being "not
important at all" and 10 being "very important"?

(a) Can you give examples of this?
(15) What problems do you perceive with regard to IT and infor-

mation security in your organization?
(16) Who would you contact if you had a problem in the context

of IT and information security or wanted to report a security
issue?

(17) Do you remember any IT security measures that you found
particularly annoying?

(18) Do you remember any IT security measures that you found
particularly helpful?

(19) If you had one wish: How should IT and information security
function in your company according to your personal wishes
and needs?

(20) What IT and information security courses and training have
you attended so far?

Expectations of the workshop

(21) Why are you taking part in the workshop?
(22) What would you like to practice during the workshop?
(23) What would you like to take away from the workshop for

your everyday work?

249



EuroUSEC 2023, October 16–17, 2023, Copenhagen, Denmark Menges et al.

(24) Are there any problems that you hope to have solved by the
end of the workshop?

(25) When was the workshop worthwhile for you?
(26) How would your apprenticeship leaders know that the work-

shop was worthwhile for you?

Vocational topics and design of a web presence for appren-
tices
(27) How do you rate the current (cross-location) information

offer for apprentices?
(a) Which topics would be interesting for you?

(28) Whichmedia do you /would you use (website, app,mail/newsletter)?
(29) Should the possibility for cross-site networking be given?

(a) Do you have any ideas about the presentation?
(b) Would you participate yourself as an editor (article and/or

design of the website)?

C POST-WORKSHOP ONLINE
QUESTIONNAIRE

What has changed?We are interested in what you took away from
the workshop and what has changed for you since the workshop.

(1) What impact did the workshop have on your sense of secu-
rity, given everything you’ve heard about attacks and de-
fenses on IT systems? Please select only one of the following
answers:
• I feel more secure
• Nothing has changed
• I feel less secure

(2) Who would you contact now with questions about IT and
information security (feel free to name several people or
departments)?

(3) Have you noticed any IT or information security issues or
breaches in the workplace? Please select only one of the
following answers:
• Yes
• No

(4) Has anything changed in your security behavior since the
workshop and if so, what (feel free to describe in detail)?

(5) Do you notice any IT or information security rules that
interfere with you or your colleagues’ daily work?
• Yes
• No

(6) In which work processes/ in which work tasks do IT or
information security rules bother you? [Answer this question
only if previous question was answered with ’yes’]

Security Champions
Now a few questions about your role as a security champion.
(7) Do you now see yourself as a security champion at your

location? Please select only one of the following answers:
• Yes, totally
• Yes, a little
• No, hardly
• No, not at all

(8) What would have to happen for you to be able to act as a
security champion in the future? [Answer this question only

if question (7) was answered with ’No, hardly’ or ’No, not at
all’]

(9) How would you describe your role as a security champion
now (answer extensively, in bullet points if you like)? [An-
swer this question only if question (7) was answered with
’Yes, totally’ or ’Yes, a little’]

(10) Do you have enough time at your location to further engage
with the workshop content, role as a security champion, etc.?
[Answer this question only if question (7) was answered with
’Yes, totally’ or ’Yes, a little’] Please select only one of the
following answers:
• Yes, I have enough time
• Yes, if I ask for it, I have enough time
• No, I don’t have enough time, but that’s not bad either
• No, I don’t have enough time, but I would like to have it

(11) Are you comfortable in your role as a security champion?
[Answer this question only if question (7) was answered
with ’Yes, totally’ or ’Yes, a little’] Please select only one of
the following answers:
• Yes, very
• Yes, rather
• No, rather less
• No, not at all

(12) Since the workshop, have you come into contact with col-
leagues about IT and information security with whom you
had not spoken before? Please select only one of the follow-
ing answers:
• Yes, with many (more than 3)
• Yes, with few (1-3)
• No

(13) Have colleagues already approached you with their IT and
information security issues (e.g. with specific questions or
content for consultation hours)? Please select only one of
the following answers:
• Yes, several times (more than 3 times)
• Yes, a few times (1 to 3 times)
• No, not yet

(14) Did you give a presentation on the workshop content at your
location? Please select only one of the following answers:
• Yes
• No, but a lecture is planned
• No, and a lecture is not planned

(15) Do you have the impression that all employees feel equally
responsible for IT and information security issues? Please
select only one of the following answers:
• Yes, all equally
• No, only individuals
• No, only the responsible department
• No, nobody

Workshop questions
Now a few questions about the workshop content itself.
(16) Do you feel well prepared for IT security incidents and at-

tacks through the workshop? Please select only one of the
following answers:
• Yes, very. I know what to do and when
• Yeah, a little. I have an idea what I have to do
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• No, rather not. I don’t really know what I have to do
• No, not at all. I do not know what I have to do

(17) What are the concrete security recommendations you take
with you (please answer in bullet points)?

Organizational issues
Finally, a few organizational questions.
(18) Did you take part in the interview before the workshop?

Please select only one of the following answers:
• Yes
• No

(19) Do you have any feedback for us on the survey or anything
else you would like to tell us?

D LSP TASKS
The apprentices had to build four different LSP models during our
workshop intervention. We followed the LSP guide [34] and started
with skill building tasks before we moved on to the main content
tasks:

(1) LSP Skill building; Build a Tower; Individual task; Criteria:
high, beautiful, stable.

(2) Security Skill building; Build a model of the term that
is on your card (phishing, password manager, antivirus
software, two-factor authentication); Task in pairs; 5 minutes
time; Condition: Use a maximum of 5 bricks from the tower
models per partner.

(3) Security at AutoCorp; Build a model of IT and infor-
mation security as it works or should work in your
everyday work; Individual task; 10 minutes time. “Simple
Building Commandment” (not thinking first and then build-
ing, but the other way round)

(4) Security Champions; Build a model showing your role as
a possible security champion; Task in pairs; 10 minutes
time.
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E MYTHBUSTING

No. Statement True/ False
1 [sarcastic introduction] You are here because you are the best of the best! TRUE
2 Ordinary emails are like postcards: anyone who observes my network traffic can read them. FALSE
3 I can trust modern biometric authentication (fingerprint, FaceID, etc.) on my smartphone: They are more secure than a PIN. TRUE
4 If I use a VPN, website operators cannot track me. FALSE
5 In practice, public WiFi are dangerous because others can read the data I enter online. FALSE
6 A green lock in the address bar of my browser (HTTPS) means that the connection is encrypted. TRUE
7 Telegram uses stronger encryption than WhatsApp. FALSE
8 I need a third party antivirus software on my Windows computer to be secure. FALSE
9 The messages I send on WhatsApp can only be read by me and the person I’m talking to. TRUE
10 In public WiFi, attackers can redirect me to specially prepared websites that I cannot recognise as fake. FALSE
11 Most important password rule: My passwords should be long and complex. FALSE
12 Password managers are a suitable tool for storing my company passwords as well. TRUE
13 I should not store my private passwords in the browser. FALSE
14 If I just click on a malicious link in an email, it is possible that malware will get onto my PC (without further interaction). FALSE
15 If I lose my smartphone, I don’t have to worry much about someone else reading the data on it. Because the data storage is encrypted. TRUE
16 I am more secure in practice with a 6-digit PIN than with a 4-digit PIN. FALSE
17 Links in emails can lead me to fake websites in order to intercept my login data. TRUE
18 The private browser mode effectively prevents website operators from tracking me. FALSE
19 End-to-end encryption means that only the sender and receiver can read a message, but no one in between. TRUE
20 Emails are encrypted end-to-end by default. FALSE
21 Two-factor authentication significantly increases the protection of my online accounts. TRUE
22 A firewall is there to detect and remove/block malware on my device. FALSE
23 The private browser mode prevents malware from entering the device. FALSE
24 It is unsecure to use Windows 7 on my personal device. TRUE
25 Video conferences (e.g. via Zoom), are usually end-to-end encrypted. FALSE
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Figure 2: Results from the LSP workshop (intervention I), topic collection on a board and the mythbusting poster (intervention
III).
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