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Abstract—Reconfigurable Intelligent Surfaces (RISs) have ex-
cellent beam steering capabilities, which is applied to enhance
wireless communication systems as a customizable signal reflec-
tor. Recently, these surfaces are used to disrupt the existing
communication systems by introducing new types of vulnerability
to the physical layer, commonly known as RIS-In-The-Middle
(RITM) attack. An adversary uses RIS to replace the direct
channel between two transceivers, and hence it can eavesdrop
on all exchanged data by the legitimate users, but also perform
a false data injection to the receiver. This work proposes anti-
attack techniques based on a non-reciprocal channel produced by
a defensive-RIS (D-RIS). The proposed precoding and combining
methods and the channel estimation procedure for a non-
reciprocal link are robust against potential adversaries while
keeping the existing advantages of the RIS. We analyse the
robustness of the system against attacks in terms of achievable
secrecy rate and probability of detecting fake data. We believe
that this defensive role of RIS can be a basis for new protocols
and algorithms in the area.

Index Terms—defensive, meta-surface, non-reciprocity, OFDM,
RIS.

I. INTRODUCTION

Reconfigurable intelligent surface (RIS) [1]-[4] is an artifi-
cial panel made of low-cost passive meta-materials that exhibit
configurable electromagnetic properties. RIS has been exten-
sively applied to enhance wireless communication systems, as
it can transform traditional wireless networks into smart radio
environments by manipulating the propagation environment. It
can enlarge the coverage distance of the signal by providing
an alternative propagation path with a better channel condition
and/or enhance the data rate of the existing links.

On the flip side, these panels can be easily camouflaged
in the environment, such that the RIS technology can be also
adversely employed to disrupt the existing communication sys-
tems by introducing new types of vulnerability to the physical
layer. RIS-In-The-Middle (RITM) attack [S5]-[11] consists of
using a RIS to divert and usurp an existing established commu-
nication link between two legitimate transceivers thanks to its
advanced control and manipulation of electromagnetic waves
at the physical layer. Note that, several works in the literature
have assumed that the employed cryptographic system is
typically not robust enough against the adversary. It has been
shown experimentally [5], [6] that an adversarial RIS panel is
not only able to eavesdrop on all the information exchanged by
these legitimate transceivers, but it is also performing a false
data injection, by reflecting either a corrupted or faked version
of the received information. Moreover, no traces are left by

the adversarial panel, making it impossible to be detected by
the traditional existing procedures in the physical layer.

As a solution to partially alleviate these security issues,
the deployment of defensive-RIS (D-RIS) is used to produce
an alternative high-gain path. If the size of the D-RIS is
significantly larger than the adversarial RIS, the signal ma-
nipulated by the adversary is eclipsed by the legitimate one.
The theoretical analysis performance of this solution [7], [8]
is given in terms of achievable secrecy rate (ASR). However,
they cannot guarantee that the size of the legitimate RIS is
going to be always larger and prevent data eavesdropping.
Other works targeted to prevent the eavesdroppers by using
narrow directive beams in the transmitter and D-RIS [9]-[11],
and hence spatially filter the adversary. The joint optimization
problem to compute these precoders is typically assuming the
availability of the instantaneous [9] or statistical [10] channel
state information (CSI) of the adversary, or the geographical
localization of the adversary [11]. These may be hard to justify
as adversaries can be easily camouflaged in the environment.
Later, experiments showed that a mmWave system can be
easily disrupted by the RITM attack [6], even using narrow
beam widths. Moreover, in the hypothetical case that eaves-
dropping was solved, the adversary can still perform a false
data injection to trick the receiver, and this issue, to the best
of our knowledge, has not been addressed yet. Consequently,
these new potential threats produced by the environmental
manipulation at the RIS need to be carefully explored.

To the best of our knowledge, these security and privacy
issues related to eavesdropping and false data injection by
an unknown adversary have not been thoroughly addressed in
previous research works. Therefore, the main objective of this
paper consists of developing novel defensive techniques in the
physical layer relying on the non-reciprocal channels produced
by a D-RIS in the absence of any information related to the
adversary. Since the direct channel between the legitimate
devices is reciprocal, the adversary will replicate an alternative
reciprocal one with better channel propagation conditions. Our
key idea is to induce a non-reciprocal channel between the
legitimate transceivers. This non-reciprocal channel response
may be obtained in real-time by properly configuring the
phase configurations, and the CSI of the DL and UL can
be seen as a pair of keys for each D-RIS link. To exploit
the non-reciprocity, both legitimate entities must properly
precode the data stream to be transmitted and combine the
received symbols using their unique combination of the CSI
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Fig. 1. Illustration of the considered system model. There is a legitimate link
between BS and UE assisted by a D-RIS. Then, Eve is a third illegitimate
entity, that is interested in jeopardizing the legitimate link.

of both links. Hence, any illegitimate intruder enhanced by an
adversarial RIS cannot replicate this non-reciprocal channel
since it does not have the secret CSI. The receiver can trust
that the received information is sent by a legitimate entity, as
it can filter out illegitimate transmissions and detect potential
adversaries by using the CSI of the non-reciprocal channel.

The remainder of the paper is organized as follows. Section
Il introduces the system model of the considered D-RIS
in a RITM attack scenario. Sections III provides the novel
defensive technique based on a non-reciprocal link via D-
RIS. Section IV analyses the system performance in terms
of ASR and the probability of detecting fake symbol. Section
V presents several numerical results for the proposed archi-
tecture, providing an assessment of the achieved performance.
Finally, in Section VI, the conclusions are disclosed.

II. SYSTEM MODEL OF THE PROPOSED DEFENSIVE
SCENARIO UNDER RITM ATTACK

A BS is serving a particular fixed UE of interest, both are
equipped with a single omnidirectional antenna. This pattern
corresponds to a pessimistic case as compared to [5]-[11]
since any adversary can attack the legitimate communication
link from any geographical position. A D-RIS is deployed to
not only improve the quality of the channel between BS and
UE by providing a new alternative one, but it also enhances
the security by neutralizing potential adversaries, see Fig. 1.
The D-RIS is equipped by a uniform planar array (UPA),
whose number of elements is given by M, = MZMY, where
M7 and MY are the number of elements in the x and y-
axis, respectively. In addition to the legitimate entities (BS,
UE and D-RIS), there is an adversary Eve, who is interested
in jeopardizing the legitimate link between the BS and UE.
According to [5], Eve is also equipped with another adversarial
RIS, which is capable of manipulating the impinging signal
and reflecting an alternative fake one. For simplicity, it is
assumed that the hardware specifications related to the RIS of
Eve are similar to the D-RIS, where the number of elements
of the UPA is denoted by M.. In this work, any information
related to Eve is considered to be unknown by legitimate
entities, such as geographical positions, RIS size, CSI, etc.

The chosen waveform corresponds to the well-known or-
thogonal frequency division multiplexing (OFDM), which is

deployed in the current 5G [12]. It is considered that a slot is
the minimum allocable resource in the system, which is built
by K subcarriers and N consecutive OFDM symbols. A time-
division duplexing (TDD) scheme is adopted [13], where the
DL and UL transmissions are allocated in different OFDM
symbols within one slot. Since all involved entities (BS, UE,
D-RIS, and Eve) are fixed in a specific position within a
delimited area, it is assumed that the coherence time of all
reciprocal channels is long enough to cope with, at least, one
slot. Moreover, it is considered that the cyclic prefix (CP) is
long enough to absorb the multi-path effects of all channels.
Consequently, without loss of generality and for the sake of
the space, a particular subcarrier of the OFDM symbol, out of
K, is taken into consideration.

At the receiver, after discarding the CP and performing the
discrete Fourier transform (DFT), the received signal of the
UE and BS at the n-th OFDM symbol and the subcarrier of
interest can be modelled as

n e NP, (1)
ne N, )

Yu,n = hr,nxb,n + Wy, s
Yon = hr,nxu,n + Wy,

respectively, where z, and x,, are the transmitted data
symbols from the BS and UE at n-th OFDM symbol and
the subcarrier of interest, respectively. w,, ,, and wy ,, account
for the additive white Gaussian noise (AWGN) of the UE
and BS at n-th OFDM symbol and the subcarrier of interest,
respectively, whose distribution follows CA (0,02 ). NP and
NUL are the two subsets that contain the OFDM symbol
indexes for the DL and UL transmissions within one slot,
respectively. h,,, is the resulting channel frequency response
between BS<+UE at n-th OFDM symbol and the subcarrier
of interest, which can be expressed as

hr,n = hgq + ha,n + he,n; ne Na (3
N={0,1,--- ,N} = NPLUNUE NPEANYE =g 4)

where A is the full set that contains all the N OFDM symbol
indexes. hg corresponds to the frequency channel response
of the direct link between the BS<+UE at the subcarrier of
interest, whose distribution follows CN (0,05). ha,n is the
alternative cascaded channel frequency response [14] between
the legitimate entities via D-RIS (BS<+D-RIS<+UE) at the n-
th OFDM symbol and the subcarrier of interest, which can be
modelled as
M,
ha,n = Z exp (j%pa,m,n) 9a,mYa,m, ne Na (5)

m=1
da,m ~ CN (07 Uga) y  Yam ™~ CN (Oa Uga) ) (6)

where @, ., is the tunable phase response of the m-th
element of the D-RIS at the n-th OFDM symbol, ¢, ,, and
Ja,m are the reciprocal channel frequency response of BS<+D-
RIS and D-RIS++UE at n-th OFDM symbol and the interested
subcarrier, respectively. Additionally, the channel coefficients
among different passive elements of the RIS are considered
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Fig. 2. Proposed non-reciprocal channel via D-RIS.

to be independently and identically distributed to simplify the
notation. Analogously to D-RIS, h. represents the cascaded
frequency channel response between the legitimate entities
via Eve (BS«>Eve<+UE), which can be also modelled by
(5), replacing the sub-index a by e. Both RISs require a
training period [1], [2] to find out their respective best phase
configurations (@q,m,n» and @em.n), and ensure that their
resulting channel gains are much higher than the direct one
(‘ha,n 7‘he,n| >> |hd|)

The channel between the legitimate entities via D-RIS
(hq,n) can be turned into a non-reciprocal one (see Fig.
2) thanks to the proper configuration of the tunable phase
configurations given in (5), which can be decomposed as

Pa,mmn = Pam T Pan, 1<m< M, 1<n<N, ()

where ¢, is the static phase at the m-th passive element,
which is typically designed to create an alternative propagation
path between the BS and UE [1]-[4], meanwhile ¢, ,, corre-
sponds to the common dynamic phase which is the same for
all passive elements of the D-RIS. This time-varying phase at
the D-RIS can be tuned by the scheduler at the BS, where its
value is changed according to the DL and UL OFDM symbol
periods as

ePL n e NP hPL n e NPE
Pan =13 1 oL han =40 00 u o 8
et nelN Rt neN

where PL oUL are the common time-varying phase configu-

rations for the DL and UL, respectively, and h2F, hUL account
for the cascaded channel frequency response between the legit-
imate entities via D-RIS at the subcarrier of interested for the
DL and UL, respectively. This non-reciprocal channel created
by the D-RIS will be exploited to provide a reliable network
between legitimate entities since it allows the detection of
potential adversaries.

III. PROPOSED DEFENSIVE SYSTEM AGAINST RITM
ATTACK BASED ON NON-RECIPROCAL CHANNEL VIA RIS

A novel defensive system against RITM attack relying on a
non-reciprocal channel via RIS is proposed, which is capable
of solving all the relevant security and privacy issues, such

as eavesdropping and false data injection. This no-reciprocity
property makes the D-RIS path completely different from the
existing reciprocal ones (direct and Eve’s path), and hence this
difference will ensure that legitimate entities will exchange
their information through the desired D-RIS link, providing a
reliable physical link to the higher layers.

The proposed defensive system assumes that both BS and
UE have CSI of both DL and UL channels via D-RIS. At the
transmitter, the legitimate entities are performing a precoding
by combining the CSI of these two links. At the receiver, the
effect of the precoder is partially mitigated by the channel
itself, and the other part left should be compensated by the
combiner at the receiver. The advantage of this procedure is
twofold, on one hand the the precoder is more robust than
since Eve requires even more time to find out the CSI of both
links, making the eavesdropping process significantly harder.
On the other hand, the combining checks the integrity of the
received symbols and verifies that they are coming from the
expected entity.

By assuming that it is assumed that the CSI is perfectly
obtained to ease the notation. The precoders at the BS (vs )
and UE (v, 5) can be computed as

DL, UL

Vb = Vp Uy = (hEL)* exp (j05%), neN®, (9
Vo = Ve oDl = (th)* exp (j025), neN", (10)

0o = £ (hg"), O =2 (hYY), (11)

respectively, where vp); and vy} are the precoders at the BS
obtained from the CSI of DL and UL, respectively. vy, and
UB,I;L correspond to the precoders at the UE obtained from the
CSI of UL and DL, respectively. 6°% and 6V account for
the phase components of the D-RIS channel in the DL and
UL, respectively. Note that (9)-(11) correspond to a modified
version of the well-known MRT precoding [15], where an
additional phase (9Y%, 6PL) is embedded in the precoders of
the BS and UE (v, and v, ,, respectively).

Taking into consideration (9)-(11), the received symbols at
the UE and BS, given in (1) and (2) respectively, can be
rewritten as

Yun = ’th‘Q Oy Ty + |hem| Tepm +wa, neNP
(12)
2 Teun + Wy, NE NUL,
(13)
respectively. Before performing the symbol decision, a com-
bining based on phase rotation is performed to the received
signals at the UE and BS as

UL|2, DL
Ybn = |ha | VynLu,n + |h€7"

. 2
Zu,n = €XP (_jagL) Yun = ‘hEL| Ty,n
+ exp (—50) (el Zepn +wun) . n €N,
(14)

2o = exp (—J05°) Yo, = |th|2 Tum
+ exXp (_jetll)L) (|h€,n|2 Te,u,n + wb}n) B n e NUL7
(15)



respectively. Note that the combining corresponds to a phase
rotation which does not enhance the noise and interference.
The proposed precoders, given in (9)-(11), make the eaves-
dropping process more difficult since Eve must search two
different precoders, enlarging the execution time of the opti-
mization algorithm. Moreover, the use of additional terms v}f%l
and Uﬁ}fn in the computation of precoding matrices will force
the receiver to perform an additional combining, given in (14)-
(15). This will allow the receiver not only to check the identity
of the transmitter but also will avoid the demodulation of the
injected false data stream reflected by Eve (xc,n, and xc o )
since the combiner is rotating these fake symbols, regardless
the amount of signal strength of both original and fake data
streams. Consequently, the false data injection by Eve is even
more difficult than the eavesdropping process, since Eve not
only has to discover the two precoders (v, and v,, ), but also
must find out the terms v}ffl and v, which is additionally
enhancing the difficulty of the optimization problem.

IV. ANALYSIS OF THE ACHIEVABLE SECRECY RATE
(ASR) AND PROBABILITY OF FAKE SYMBOL DETECTION

This section provides the analysis of the performance the
proposed defensive system. On one hand, the ASR is analysed
for the eavesdropping stage, it accounts for the amount of
information eavesdropped by Eve as compared to the in-
formation received by the legitimate receiver. On the other
hand, the probability of fake data detection is obtained for
the false data injection stage. Additionally, its performance is
also compared to the hypothetical case based on the traditional
reciprocal channel via RIS, showing that our proposed system
is significantly better.

A. Eavesdropping: ASR

In this case, Eve is only listening to the data information
transmitted by both legitimate entities of the link (BS and UE).
The achievable rate of any communication of interest can be
obtained as

Ci=logy,(1+pi), i€{deal, (16)

where IV, is the number of OFDM symbols devoted to the
transmission of reference signals, n; and p; correspond to the
efficiency and SNR of the link of interest, respectively, and @
is a token.

Then, the ASR [16] between the direct and Eve links
measures the amount of information eavesdropped by Eve as
compared to the legitimate link, which can defined as

C _Ce > €
E; = d pa=p » Pe € {Peqs Peg} s (17
0 Pd < Pe
E{‘hd|2} o2
Pd = o2 :737 E{|xb,n‘2}:E{|x"’"|2}:L
2 (18)
E{nf) 5 E{lnl} o2
Peqg = s :Me?a peg:T:MeJﬁ)7
(19)

where pg is the SNR of the directly link between BS<+UE,
while p., and p.g4 correspond to the SNRs of the links between
BS<«Eve and UE«>Eve, respectively. Regarding the efficiency
of the system, IV, = 1 since the CSI can be obtained in the UL
and reused in the DL due to the channel reciprocity property.

Typically, E; = 0, because the SNR of Eve is always
better than the direct link since the channel propagation of
the former is better than the latter. Moreover, the high number
of passive elements of the RIS, equipped by Eve, will enhance
the received signal of the link. To circumvent this issue, the D-
RIS is introduced to provide also an alternative link between
the legitimate entities with a higher SNR, and hence, the ASR
and its corresponding SNR can be obtained as

Ca - Ce Pa > Pe
Ea = ) Pe € {peqa peg}7 (20)
0 Pa < Pe
|h‘a‘2 O'guUZa
a — g = GT, (21)

respectively. Note that average gain of the cascaded chan-
nel of D-RIS is obtained by approximating its probability
density function as a normal distribution, making use the
Central Limit Theorem (CLT) [17]. This approximation can
be also employed for the adversarial RIS equipped by Eve.
By comparing (17)-(19) with (20)-(21), to improve the ASR
not only increasing the number of passive elements of D-
RIS is relevant to enhance the C,, but it also requires to
mitigate the information eavesdropped by Eve, which consists
on minimizing Ce.

To avoid Eve accessing the information transmitted by the
legitimate links, precoding is required to mask the transmitted
information. In the case of using a reciprocal channel provided
D-RIS, N,, = 4 since both BS and UE must transmit reference
signals to allow the estimation of the CSI without the need of
feeding back it. Consequently, (20) can be rewritten as

N, N, B N,
b= Yo (1- %) - cn-cn(1- e
(22)

where F,, is the ASR of a reciprocal channel, NN, is the
amount of time measured in OFDM symbols that Eve requires
to find out the used precoder or the CSI of the reciprocal
channel by the legitimate links. On one hand, the first term
of (22) accounts for the ASR of the link when Eve has not
discovered the used precoders yet, and hence, she is not able to
obtain any information. On the other hand, the second term of
(22) points out the ASR once Eve has found out the precoders,
and therefore, the term C, is penalizing the expression.

According to our proposed non-reciprocal channel (IV, =
5), (22) can be further improved by

Fan = Co — (1 - N") c., 23)

N
where F,, is the ASR of a non-reciprocal channel, N,, is the
amount of time measured in OFDM symbols that Eve requires
to find out the used precoders by the legitimate links in a non-
reciprocal channel. According to (9)-(11), Eve must search two



different precoders to allow her to eavesdrop on the transmitted
information by both BS and UE. Hence, the proposed system
based on a non-reciprocal channel, given in (23), doubles the
required searching time of Eve to the reciprocal case given in
(22) (N, = 2N,).

The final expression for the ASR for the non-reciprocal
channel for the D-RIS can be expressed as

Ean = 1a (10g2 (1+ pa) — (1 - JX?) log, (1 + pe)> ;
(24)
where pe € {peg, peg}-
B. Data Manipulation: Probability of Fake Symbol Detection

Later, Eve can also inject false data to all legitimate
receivers. Hence, this receiver is receiving both the original
and false symbols sent by the legitimate transmitter and Eve,
respectively. Depending on the signal strength of both signals
and the noise, the receiver may wrongly decode the fake signal
injected by Eve instead of the original one.

The probability of fake symbol detection of the proposed
system can be defined as

N/

N’
Po=2np 4 (1-2n) Ry, 25
N 1+< ) ) (25)

N
where P, and P, are the probabilities of decoding the fake
message sent by Eve before and after finding out the employed
combiners, respectively. N/ accounts for the time required by
Eve not only to obtain the used precoders by BS (v ) and
UE (vy,n), but she must also compute the two terms of each
precoder to find out the combiners (v;"; and v,%,). Therefore,
the proposed defensive system is even more robust against the
false data injection rather than eavesdropping since it satisfies
that N} >> N,,.

It is clear that before finding out the combiner, the legitimate
receiver will not be able to decode the false message (P; = 0).
Hence, (25) can be simplified as

N/
Po=(1-=2)p.
(-5)n

In order to demodulate the injected signal by Eve at any
legitimate receiver, its power should be higher than power
threshold as, hence the resilience probability can be defined
as

(26)

P, = Pr (|he}n|2 > 5) ,

where [ is the power threshold, and given the scenario
depicted in Fig. 1, it can be calculated as

27

5= Maosaaga + 03 + 03}, (28)

where the first term accounts for the average gain of the
cascaded channel of D-RIS, obtained in (21). Therefore,
substituting (28) in (25), the resilience probability can be

computed as
2
P, = Pr (\he7n| > Moo 02 +05+ 0121,)

< Maai aia +o0%+ Ui) (29)
=exp | — )

2 2
Meachgc

TABLE I
SIMULATION PARAMETERS
BS loc. (0,0, 3) Prax —30 dBm M. | 2000
UE loc. (20,0,1) Ta 0.82,0.86 na | 0.91
D-RIS loc. | (10,5,3) 7s 0.05 — 0.6 K 600
Eve loc. (10,-5,3) | Ma | [1-8]x10° | N 22

10

—p— Reciprocal, ng = 0.4
e Reciprocal, g = 0.2
Reciprocal, g = 0.1

Achievable Secrecy Rate [bps/Hz]
(6]

= © = Non-reciprocal, ng= 0.2

= ¢ = Non-reciprocal, 1y = 0.1

Non-reciprocal, g = 0.05

|
4 6 8 10 12 14 16 18
Transmit Power [dBm]

Fig. 3. Comparison of the ASR for eavesdropping between reciprocal and
non-reciprocal cases for M, = 2000.

V. PERFORMANCE EVALUATION

In this section, several numerical results are provided to
show the performance of the proposed defensive system as
compared to the existing reciprocal one. A summary of
the simulation parameters is given in Table I. The channel
propagation model adopted corresponds to the factory sce-
nario given in [18]. Specifically, the direct channel between
BS«+UE is assumed to be non-line-of-sigh (NLOS) since
some obstacles may obstruct the direct ray. Other channels
via D-RIS and Eve are considered to be line-of-sigh (LOS)
since they provide a significantly better alternative path to
the direct one. The geographical location of all entities is
specified in Cartesian coordinates (x,y,z) m. Additionally,
let us define 1, which is the percentage of the slot that Eve
is jeopardizing the legitimate link since she has already found
out the precoders/combiners, and it can be defined as

1— N,./N Reciprocal chan.

Ns =4 1 — N,/N Non-recipr. chan. (eavesdropping)

1— N/ /N Non-recipr. chan. (data manipulation)
(30)

A. Evaluation of Eavesdropping

In Fig. 3, the comparison of the ASR between the non-
reciprocal and reciprocal channels is given by considering
different values of 7,. It is assumed that the time required
by Eve to find out the precoding matrices for the non-
reciprocal case is half of the reciprocal one (Ng. = 2Ngy,).
The proposed non-reciprocal case (dotted lines) has a better
performance than the reciprocal one (solid lines) when the
Eve is disrupting the link. Despite the proposed non-reciprocal
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Fig. 4. Comparison of the probability of false data detection for different
values of ns and M.

defensive system has a lower performance than the reciprocal
one from the theoretical perspective in Fig. ?? due to the CEP
(n4), the former is more robust against attacks since the system
has a better protection as a consequence of using different
precoders and combiners, and therefore, Eve requires more
time find out the employed precoders and combiners to break
the communication link.

B. Evaluation of False Data Injection

In Figs. 4 a comparison in terms of probability of fake
symbol detection between the reciprocal and non-reciprocal
cases for the data manipulation scenario is given. In Fig.
4, the proposed defensive system based on a non-reciprocal
channel is again always better than the reciprocal one via
RIS even though it requires only one more OFDM symbol to
transmit the reference signals. The reason behind these results
is due to the robust design of the precoders and combiners,
making the intrusion more difficult for the adversarial RIS.
Note that either increasing the number of passive elements at
D-RIS (M,) or enlarging the time required to find out the
precoders/combiners will lower the probability of detecting
the fake symbols reflected by Eve, however the latter is
more effective than the former since it is able to reduce the
probability by one order of magnitude.

VI. CONCLUSIONS

A novel defensive system against RITM attacks relying
on a non-reciprocal channel via D-RIS is detailed in this
work to provide a more reliable and secure communication
system. The proposed technique is not only able to prevent
eavesdropping, but it also is capable of checking the in-
tegrity of injected symbols by a potential adversary without
assuming any knowledge of them, unlike the existing works.
The employed precoding and combining techniques based on
the combination of the CSI of a non-reciprocal channel are
robust against eavesdropping and false data injection since
its disruption is significantly harder than existing techniques.

Consequently, the integration of this defensive system is a
key element in the evolution towards 6G since it protects the
existing communication system, safeguarding the privacy.
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