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Modelling and Analysis of a Sigfox based loT
Network using UppPAAL SMC

Muhammad Naeem, Michele Albano, Kim G. Larsen,
Brian Nielsen, Anders Hgedholt and Christian @. Laursen

Abstract— Wireless sensor nodes are usually powered by batteries
that have limited energy capacity. In many applications, the nodes
are installed in inaccessible locations where they are problematic
to replace or recharge. Therefore, energy optimisation is crucial for
increasing the node’s lifetime. This study presents a method for the
analysis and prediction of the energy consumption of Sigfox-based
Wireless Sensor Nodes. The method is illustrated in a use case
where the nodes monitor the water level in drainage lines in cities to
improve surface and wastewater management. We propose a formal
model-based technique using the UpPPAAL Statistical model checker
tool to model and analyse the node’s lifetime. Statistical model
checking provides a highly scalable technique for performance

analysis of complex cyber-physical systems. The model captures the energy-related behawour of the node, the Sigfox
radio specification, and the sensor, each parameterised with values from the device’s datasheets. Furthermore, we
calibrate the model using measurements obtained from real-world hardware. Finally, we evaluate a collection of strategies
to optimise the battery lifetime of the node. We simulate the model with a 10,000 mAh battery, and the results indicate that
we can extend the node’s lifetime from 202 days to 2.71 years using our most optimised transmission strategy.

Index Terms— Battery lifetime, Wireless sensor nodes, LPWAN, Design space exploration, Statistical model checking,

Optimised transmission strategies

[. INTRODUCTION

APID developments in the Internet of Things (IoT) are
increasing its applications and deployments. The IoT
includes various wireless sensor nodes deployed in different
environments to collect data. The number of deployed IoT
devices has grown dramatically, and a research study expected
it to be in the range of tens of billions by the end of 2021 [1].
The sensor nodes are often battery-operated and typically
deployed in remote and harsh environments where charging
or replacing their batteries is inconvenient and expensive.
Therefore, it is crucial to optimise the node’s lifetime by de-
veloping efficient data processing and transmission strategies.
Low-Power Wide-Area Network (LPWAN) protocols such as
Sigfox, NB-IoT and LoRaWAN were developed to fulfil the
criteria of IoT networks [2], [3], [4]. These protocols provide
low data rate long-range communication while guaranteeing a
very low energy consumption.
The Donut project (Distributed Online monitoring of the
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Urban water cycle) [5] developed a Sigfox-based sensor net-
work and deployed it in drainage pipelines for monitoring the
water level. The increased understanding of the water flow
enabled by this sensor network may improve the sustainability
of cities by, e.g., preventing overflow scenarios, planning
the development and maintenance of the drainage system,
and locating sources of floods. The sensors were powered
by batteries, and replacing them often was not an option
since it represented a time-consuming (and expensive) effort.
Using energy harvesting techniques was unfeasible in most
deployment sites: solar panels on sewerage manhole covers
must be rigid enough to bear the potential automotive and
pedestrian traffic load; separate solar panels require wiring
and are vulnerable to vandalism; energy harvesting from the
water flow will cause the generator to clog; vibration can not
produce sufficient energy for this use case. Thus, optimising
the sensor’s energy usage became a priority to extend the
lifetime of the sensor network.

In [6], we developed energy models of the designed pro-
totype of the Sigfox-based sensor node to be used with
Statistical Model Checking (SMC) [7], which allows eval-
uating the performance of probabilistic systems. We used
the UPPAAL SMC model checking tool [8] to estimate the
sensor node’s operational lifetime with a given battery and
provide an insightful breakdown of energy consumption in
different system states. Furthermore, we investigated different
transmission strategies and their impact on the sensor node’s
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strategy. We overcome the threshold problem by increasing
the threshold level and applying Low Pass Filter(LPF) on
measured data. Further, we simulate the model for multiple
data sets obtained from sensor nodes deployed geographically
in different locations to investigate the data compression
strategy’s effectiveness and calculate a more realistic average
lifetime of a sensor node. We propose a new strategy that
combines the effects of the previous ones. It also includes the
detailed model of the case study as well as an example in
UpPPAAL SMC for a better demonstration. When evaluating
the designed model with a 10,000 mAh battery, our results
indicate that we can extend the node’s lifetime from 202 days
to 2.71 years using our proposed transmission strategies.
The rest of the paper is structured as follows: Section II
reviews previous work and introduces the Sigfox protocol and
UPPAAL SMC. Section III describes the Donut case study.
Section IV presents our modelling in UPPAAL SMC. Section
V thoroughly examines our investigations and their outcomes.
Finally, Section VI draws conclusions on the topic at hand.

[I. BACKGROUND AND RELATED WORK

This section presents the background for the results pre-
sented in the paper. In particular, it discusses related work
and describes the Sigfox protocol and the UPPAAL toolset.

A. Related work

Some studies that address energy analysis of the Sigfox
protocol exist, and they present simulation results or analytical
models to predict the battery lifetime of a Sigfox-based net-
work [3], [9]-[14], either using power characteristics described
in datasheets, or measurements from the hardware implemen-
tation. Simple analytical models are often too abstract and risk
missing essential nuances, resulting in unduly conservative or
pessimistic projections.

In model-based development, abstract models are used to
analyse the system’s behaviour. One goal is to make this
analysis early in the development cycle prior to actual imple-
mentation to reduce the cost of finding and correcting defects.
A further goal is to explore different designs and strategies
without needing costly development, coding and tests. The
present work follows these ideas.

In [15], David et al. used UPPAAL SMC for energy-aware
analyses of the Lightweight Media Access Control protocol
(LMAC). Panigrahi et al. [16] used probabilistic algorithms to
predict the battery life of remote embedded devices. Using the
IEEE 802.16e standard, Xue et al. created an optimised energy
protocol for mobile stations and used the SMC technique for
verification and performance analysis of the protocol [17].

Model-checking is a class of formal techniques focused
on designing, comparing and evaluating the correctness of
systems [18]. Model-checking has been successfully used in
many application areas [19]-[21] and has proven particularly
useful in the early design stages when only a model or a
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Fig. 1: Basic Architecture of the Sigfox network [6]
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Fig. 2: Sigfox Procedures. (a) Uni-directional, (b) Bi-
directional. [13]

blueprint of the product is available. SMC is an extension of
model checking that focus on performance analysis of complex
probabilistic systems [7].

Our model is based on the system’s detailed realistic be-
haviour as described by a stochastic state-based formalism.
The results are generated using the SMC technique, which
produces statistically correct model sampling. The designed
model includes all relevant energy-consuming states to reflect
the system’s behaviour realistically; we also include the battery
self-discharge, which was not included in previous studies.

This literature review concludes that our study [6] is the
first that uses model-checking approaches to analyse the
Sigfox protocol. This requires a model but supports automated
correctness checking thereof and especially avoids the pro-
gramming cost and effort of a dedicated simulator.

B. Sigfox

Sigfox is a LPWAN protocol [2]. It is a patented network
developed and operated by the Sigfox company. Figure 1
depicts the basic architecture of the Sigfox network, which is
similar to the cellular network; each end node device directly
communicates with the base station through a radio frequency
link. From there, it is forwarded via IP based network to
the IoT platform. Sigfox is primarily designed for M2M IoT
applications with low data rates communication [22].

The Sigfox specifications vary by region. This case study
is focused on the European region [23]. In Europe, it offers
frequency bands from 868-868.6 MHz and 869.4 — 869.65
MHz for transmission. The transmission baud rate is 100 bps
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for uplink (UL) and 600 bps for downlink (DL). Sigfox uses
Ultra NarrowBand radio communication to achieve a long-link
transmission with less power consumption.

A Sigfox node can send up to 6 UL messages per hour
(144 messages/day) with up to 12 bytes of payload each
and receive up to 4 8-byte DL messages/day. The Sigfox
protocol supports two types of communication procedures:
Unidirectional Procedure (UDP) and Bidirectional Procedure
(BDP), see Figure 2. Using a UDP, a node sends a UL frame
with max two replica frames. These replica frames are optional
and may be sent to reduce packet loss probability. A small
inter-packet delay T7ry is used between the UL frames, and
the node can start the next procedure after a minimum delay
of Trrp. In a BDP, a node sends UL frames similar to the
UDP, and it also opens a listening window for 25 sec with a
delay of Tpr_win_sTarr from the end of the first UL of the
procedure. The node sends a control UL frame with a delay
of T, for a receive confirmation. A node uses a control bit
in the UL frame to select a procedure.

In Sigfox, only the node can initiate the communication,
and it listens only after transmitting a message through a
bidirectional procedure. So, the node can stay in sleep mode
for up to 90% of the time to minimise energy consumption
[22].

C. Statistical Model Checking (SMC) using UppAAL SMC

SMC is an innovative technique introduced initially by
Younes et al. [24] and Koushik et al. [7]. SMC is being
used to estimate the qualitative and quantitative properties
of probabilistic systems. It avoids the exhaustive state-space
exploration problem of classic model checking, and it is less
memory and time intensive comparatively. The basic idea of
SMC is to create sufficient sample execution paths (runs) for a
model and verify the model’s formally specified requirements
using statistical hypothesis testing and efficient probability
estimation techniques. The runs are typically generated from
a model with precise stochastic semantics. The runs may be
generated using discrete-event simulation fechniques, and they
may be generated by existing discrete-event simulator fools
[25].

UrPPAAL SMC is an extension of the UPPAAL model
checker [8]. It represents a system using networks of priced
timed automata, and the automata model’s behaviour depends
on stochastic and non-linear dynamical properties.

1) Modelling in UppaAL SMC : The modelling formalism of
classic UPPAAL is timed automata [26], [27]. The UPPAAL
tool offers a graphical user interface to describe a system
as a network of concurrent timed automata. Each automaton
instance is referred to as a process. A timed automaton is an
extended state machine that is equipped with special variables
called clocks, that advance automatically with a rate of 1. As
shown in Figure 3, there are two basic model elements, a
location and an edge (so-called transition) to specify states
and actions, respectively. A location is represented by a
circle; an initial state is indicated by a double lined circle.
A location can be committed as well (denoted by a ”C”

H 1 MeasurementError n_mesr_faulty+j
1
T Efmér =E_msr + ¢*6.58, Measure
1 = battery[id]' == -6.58*mA &&
I _ .
P crmass <= 4.9%s
199
battery[id] = 1000*mAh,: n_measure++
E_msr =0, H ™
c=0 ! I L.
1 battery[id]' == -2*mA && c>=1*min
Y ¢ <= 1*min && M_Time'== c=0

©®

Fig. 3: Example model (Measurement action part of the main
model)
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Fig. 4: Simulation results of example model. The value on
y-axis represents counts for n_measure and n_mesr_faulty, and
charge in mAh for battery and E_msr

in the location) which means that transitions from this state
are executed without interleaving the action from other (non-
committed) states. In other words actions from a committed
state get priority w.r.t. non-committed states. This allows the
easy description of atomic sequences. The purpose of an
edge is to take some action. An edge may be guarded, i.e.,
executable if the edge condition evaluates to true. Executing
an action may update variables and clocks and communicate
with other process(es). Processes use synchronous channels
for communication. A sender and a receiver processes use ‘!’
and ‘?’ signs, respectively with the relevant channel name.
Timed automata have formal semantics, and UPPAAL can
verify formally whether functional requirements are satisfied
by the model. The UPPAAL SMC is an extension of UPPAAL
classic, and it uses stochastic hybrid automata [8] to model
a system. In addition to the UPPAAL classic, it allows prob-
abilistic weights to model the probabilistic choice between
transitions (dotted lines). Furthermore, the clock rate can be
controlled by means of ordinary differential equations.
Figure 3 shows a part of the node model automaton de-
scribed in section I'V-A to exemplify how systems are modelled
within the UPPAAL SMC framework. The example model has
three states and some transition actions between them. It mod-
els measuring water levels with a frequency of one minute. The
initial state is committed, so the model immediately moves
to the standby state after executing the variable assignments
in the transition. The system remains in the standby state
and moves to the Measure state when it needs to measure a
value. Here is a probabilistic transition to the Measure state,
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Fig. 5: Basic Hardware Architecture of the Sensor Node [6]

expressing that a sensor measurement is faulty with weight
one and correct with weight 99. c is a local clock variable
that controls the time spent in each state. Battery[id] is a
clock variable indicating the remaining energy level, and its
value decreases with each passing time unit with the rate of
current consumption value in the particular state. n-measure

represents the number of taken measurements, and E-msr
represents the energy cost in the measuring state.

The query ”Simulate Query: simulate N
[<=bound]{E1l, .., Ek}” was executed in UPPAAL SMC
on the model shown in Figure 3 for a bound of four days
duration to visualise the behaviour of the n_mesr_faulty,
n_measure, E_msr and battery[id] variables, and it led to
generating the plot shown in Figure 4.

[11. CASE STUDY

A project of the Donut project partner, the Montem com-
pany, has built a prototype of a DWSN. Figure 5 depicts the
basic hardware architecture of the prototype. As traditional
water flow meters tend to clog when applied to sewage
water, an ultrasonic sensor [28] is used to measure the water
level. The Atmega controller [29] processes the burst of
measurements, filters them to compute a water-level value for
every measurement cycle and stores it in the EEPROM. These
measurements are transmitted to the base station through the
Sigfox transceiver (TD1207R/08R) [30]. The purpose of the
digital accelerometer [31] is to facilitate positioning the sensor
node in the correct position. Table I presents the DC power
characteristics of all hardware components obtained from their
datasheets. We considered the latest Sigfox radio specification
EP-SPECS-1.5 presented in Feb 2020 [23].

[V. IMPLEMENTATION IN UpPAAL SMC

The energy-aware analysis of a Sigfox Sensor Node (SSN)
is the main objective of this case study. The SSN controls
its communication with the Sigfox base station, and the rest
of the network does not affect the battery consumption of a
sensor node. So, the designed model only considers all major
energy-consuming activities associated with the SSN instead
of the complete network.

To optimise the node operational lifetime on a given battery,
we later in the section model four different transmission
strategies: Greedy, Optimised Listening, Weather-driven,
Data Compression, and Combined Data Compression and
Weather-driven.

| Optimised ! Sensor

E Listening 1 '____G_r_e1le_d_y___.' Node

B 5 i T
vy

Weather/Rain «<—> Scheduler «——  Initial

L — |

‘ Data Compression ‘ Self-Discharge

Transmission Strategies

Fig. 6: Basic structure of the designed model in UPPAAL SMC

Our model consists of several sub-models interconnected
using channels and shared global variables. The high-level
structure is shown in Figure 6.

Four basic process automatons (Initial, Sensor Node
, Scheduler, and Self-Discharge) model the behaviour
of the SSN. Two further strategy control process automa-
tons (Weather Driven and Data compression) represent
the transmission strategies. The Optimised Listening and
Worst-Case Strategies are part of the Scheduler automa-
ton; we simulate these strategies by modifying the values
of the variables that regulate the sending and measuring
frequency.

The Initial automaton aims to trigger all other processes
to an active state by using the begin! synchronous channel
and initialising all variables and clocks.

A. Sensor-Node process automaton

Figure 7 depicts the Node automaton. It represents the major
states (Sleep, Standby, Sending, Listening and Measure)
and activities of the WSN. Normally, a node stays in Sleep
state and moves to the Standby state when it needs to perform
an action, be it either Sending, Listening or Measure. After
completing an action, it moves to the Standby state if any
other activity is scheduled; otherwise, it moves to the Sleep
state. Lastly, it reaches the Depleted state when the battery
level approaches zero.

In the node automaton, the battery[id] is a clock indicat-
ing the remaining energy level. id enables the simulation of
multiple nodes. Its value decreases with each passing time unit
with the rate of current consumption value depending on the
particular state. Table I summarises the current consumption
of each state. In our model, the base time unit is deci-second
(ds) to avoid floating point values from the conditions on
clocks because the UPPAAL tool else becomes unnecessarily
slow. The value of battery[id] decreases by 4750mAds
(1.32mAh) when a node spends 250ds in the listening state
and consumes 19m A for each time unit. Table IT describes the
variables used in the Node automaton.

An incorrect measurement by the sensor has a 1% chance
of occurring. With the Measure state, we add a probabilistic
transition to reflect this behaviour. When the measured value
is incorrect, the node measures it again.
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TABLE I: DC Power Supply Characteristics of hardware

c=0,r=0,1=0.027*mA, i = 0, ron = false,
mesr[id] = false, send[id] = false,

recv[id] = false, CtrIMsg[id]= true, E=0,
M_Time=0,S_Time=0, R_Time=0, Stand_Time=0,
Sleep_Time=0, E_msr=0 E_send=0 ,E Istn =0

Isend[id] && Imesr[id] && Iron

@2« ,,,,, data mlid] = true

easureDone

Svm | Description Sigfox Ultrasonic | Atmega Digital Overall Measured
¥ P Min Max sensor Accelerometer | Min Max values
Vpp | Supply Voltages 3.3V - 3.3V
Isieep | Sleep Current 1.5pA 3.5uA 0 0.75p1A 0.14A 2.35uA 4.35pA 27.84pA
Irx | Receive Mode Current 13mA 16mA 0 0.2mA 0.1uA 13.2mA 16.2mA 19.05mA
Itx | Transmission Mode Current 50mA 50mA 0 0.2mA 0.1uA 50.2mA - 47.03mA
Inpp | Continues Application Current 10pA 10pA 0 0.2mA 0.1uA 210.01pA |- 4300 A
Ipmse | Data Measuring Current 2.55mA |3.45mA |3.1mA 0.2mA 23 A 5.873mA 6.773mA 6.58mA
@ Recharge Dong&ready tzoore(ewe \S ‘ ‘ . . ﬁ . Sleep State )
. e ron r>=20%s ample was faulty, take another one
ﬁ?e‘:ie.;ye[-li]::o: (HOISCALEIND man €6 nomeasures +, 1219 mA, (i«’f&ﬁﬁy’ég&a"""v Measuring... \ © standby state
ron = false, n_mesr_send++ - |
begin? Battery recharged oy guard J&?&iﬁ?’i?ﬁ! TSZEJSE?&”S?.ZQ%QTZ‘SEV“SJ @ sendingstate

c>=4.9%
E_msr = E_msr + ¢*6.58, Measure

Done, go to standby, ) €= 0
if not ready to receive

. Measuring State

O Listening State

Take a measurement,
if not ready to receive
mesr[id] && r < 20*s

E_standby = E_standby + E*4.3, . Depleted State (End of transmission

battery[id]' == -6.58*mA && r' == ron &§&|
c <= 4.9*s && battery[id] >= 0 &&
S_Time'==0 && R_Time'==0 &&

€ . (ron || (ron && r < 20*s)) e Je c=0,1=6.58*mA ,
IE:;iznzc;tjym; EE{Kgndby + E*4.3, n_measure++, I=4.3*mA, Stand_Time'==0 && Sleep_Time'==| mesrlid] - false,
0 mesrlid] || send[id] || r == 20*s n_mesr_send++, E=0 faulty_guard = 1
E_sleep = E_sleep + E*0.027,
c=0, 1=4.3*mA, E=0 Y a A~
[ idl == Cp— R - *,
battery[id]' == -0.027 && r' == ron && g s P r>=20%s N
r <=20%*s && c' == (mesr[id] || send[id]) SKandb:’H( Ei‘ierzy([)l*‘i]&:g‘fc. ff(mjsf‘[?d]r \T;ern’iin[ig‘]ﬁ‘\lmn) && E_standby = E_standby + E*4.3, Listening |Listening...
&& ¢ <=0 && battery[id] >= 0 && c<;0&& baner;ﬁd] >=0&& M Time':;O && c =0, ron = false, I=19*mA (Transmit: 19mA)
MTime == S s Time ==0 && S_Time'==0 && R_Time'==0 && Sleep_Time'== T batterylidl' == -19*mA&&

- lime == and_fime == S ISend data, if mesr flag not sef]c <= 25*s && battery[id] >= 0 &&
C>=6.48& g‘& ;ne.sr[\d] ¢ >= fasize[id]) && land if not waiting to receive [|M_Time'==0 && Sleep_Time'==0 &&
Imesr[id] E_send = E_send+ c*47, i == mode[id] send[id] && !mesr[id] && S-Time'==0 & Stand_Time'=~
E_send = E_send+ c*47,| SndCtrl 0, I=4.3*mA, E=0 E_send = E_send+ c*47,i =0, c=0, Uploadi ™ Iron )

- . _ T a . _ X !

%—’—.C_O 1=0.027*mA, E=0 Bai‘fr:g':]&& A <i76Tt/T§(g& Ir“ei\t/j[?g]dl fasls":GII:E;tr3°*"mA(rn°:eHn£|e+ci[lg]*)y() (Transmit: 47mA) E_standby = E_standby + E*4.3, battery[id] <= 10
== =6. = ,1=4. )N , E=0, Z0i=1 1=47* idl =0, 1=
battery[id] >= 0 && M_Time'==0 & n_send_daily[id]++, n_mesr_send = 0, Sending :e_né)[yitl:l]_*lyfall_s:7 mA, battery[id] = 0,1=0
Sleep_Time'==0 && R_Time'==0 & data_s[id] = true .( -
Stand_Time'== Done, start recieve Packet sent, - . .
c==14 timer if required start receive timer battery[id]' == -signallid] && == batterylid] <= 10
E_standby = E_standby + c*4.3 if required r'==ron && c <= ftt(size[id]) && E_standby = E_standby + c*4.3, battery[id] = 0, 1=0
=0, I=47*mA_ - IPD to send replicas battery[id] >= 0 & M_Time'==0 & | ¢=0,I=47*mA
’ ¢ = futGsize[id]) é‘& Sleep_Time'==0 && R_Time'==0 &&
Ackply | Datterylidl’ == -4.3"mA && ' == ron i < modelid] Stand_Time'==0 @ Batteny[id] <= 10
& ¢ <= 14 && batteryid] >= 0 ) . . e
k& M Time'==0 && S Time'= i++, E_send = E_send+ c*47, Depleted battery[id] = 0, 1=0
8& R*T.Ime.::o && Slet |m_|§7 o c=0,I=47*mA, ron = (ron || recv[id]), battery[id]' == 0 && lifetime'
imesrlid] && -lime== cep-time== recvlid] = false () !PD C==0&&r' ==0 && R_Tim
c==25*8&& c==25% && mesr[id] && ¢ == 25* M_Time'
ICtrIMsg(id] CtrIMsglid] && ICtrIMsglid] battery[id]' == -4.3*mA && r' == ron && S_Tim 0
E_Istn= E_Istn+ c*19, E_Istn=E_Istn+ c*19, E_lstn=E_Istn+ c*19, c <=5 && battery[id] >= 0 && M_Time'==0 && battery[id] 10
c=0,r=0,E=0, c=0,r=0, c=0,r=0,E=0, S_Time'==0 && R_Time'==0 && Sleep_Time'==0 [|battery[id] = 0, 1=0
n_listen++,1=0.027*mA n_listen++, 1=4.3*mA n_liste , 1=4.3*mA

battery[id] = 0, 1=0
battery[id] <= 10 )

TABLE |[I: Variables used in Node automaton. C, D, and B

Fig. 7: Node automaton model [6]

represents clock, double and boolean variable, respectively

Variable & Type Description

Battery C | Represents the battery level of sensor node

c C | It is used to record the time spent in a state

r C | It adds a 20s delay for the listening.

M_Time D measuring state
S_Time D sending state
R_Time D | It represents overall time spent in | listening state
Stand_Time | D standby state
Sleep_Time | D sleep state
E_msr D measuring state
E_send D Sending state
E_lstn D | It represents overall energy spent in | listening state
E_standby |D standby state
E_sleep D sleep state

IPD D | It is used as inter-packet delay in UL frames replicas
AckDly D | It’s a time delay between DL and confirmation UL
mesr[id] B measuring action
send[id] B | It is used to control sending action
recv[id] B listening action

B. Self-Discharge process automaton

This automaton models the behaviour of the battery self-
discharge. In our case, the battery consumes around 3% of
its electrical charge every month [32]. The model reduces

approximately 0.1% of its energy as self-discharge every 24
hour based on Equation 1, corresponding to 3% in a month.

batterylid] = batterylid] — sdc_ratelid)x
(battery[id)/sdc_time[id]) * 1 « day (1)

sde_ratelid] = Sel f — DischargeRate = 3% = 0.03
sde_time[id] = Sel f — DischargeTime = 1 x month

UPPAAL SMC can model more advanced battery models
such as a Kinetic Battery Model (KiBaM) [33], but we do not
use them, as our use-case does not have any intense current
draw.

C. Scheduler process automaton

Figure 8 presents the scheduler automaton; it controls
all activities of the node using boolean variables (recv[id
1, send[id] and mesr[id]) depending on the transmission
strategy. The node actions are guarded with these variables,
and it uses r,s and m local clocks to schedule listening,
sending and measuring, respectively, and uses t clock to
reset the UL and DL frames counters after every 24 hour.
The counters are used to abide by the Sigfox transmission
restrictions.
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sdc_ratelid] = conflid)[71/1000, t< conflid][3]

sdc_time[id] = conf[id][8],
signallid] = conf[id][6],
m=0,s=0,r=0,

r >= conflid][2]
& Tx==4
recvfid] = true,
r=0,
CtrIMsg[id] = false|

m >= MsrDelay r >= conflid][2]

&& Tx<4
recv[id] = true,
r=0,Tx=Tx+1,
CtrIMsglid] = true

r < conffid](2]
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sendlid] = true, s = 0,
size[id] = conf[id][4],
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r < conflid][2] && m >= MsrDelay s >= Senddelay
m < MsrDelay && mesr[id] = true, send[id] = true,
s < senddelay && m=0 s =0,a=1,ready = true
t >= conffid][3] size[id] = conflid][4],
modelid] = conffid][5]

s < Senddela

recv[id] = true,
t=0
begin?

s >= Senddelay&&

m < MsrDelay

m <= MsrDelay &&
s <= Senddelay&&
r <= conflid][2]&&
t <= conf[id][3]

s < Senddelay &&

m < MsrDelay

a==1
update[SendTime][MsrTime]?
Senddelay= SendTime*min,
MsrDelay = MsrTime*min, a=0

>= MsrDelay
>= Senddelay

This state and associated transition usec

Fig. 8: Scheduler automaton model

To implement the Data compression strategy, we have
modified the scheduler automaton to add two checks on
the sending action shown in Figure 8. The first check is the
minimum delay between two ULSs because there is a restricted
count/day. The scheduler enables ready (a boolean variable)
10man after sending a UL frame, which indicates that the node
is ready to send. The second check is diff (a boolean variable)
which is enabled by the Data compression process when it
measures a significant variation in water level compared to
the last sent value.

A transition is added with the ready state in the scheduler
automaton to implement the Weather-Driven Strategy. Using
this transition, the scheduler automaton is communicating
with the Weather-Driven automaton using a channel update|
SendTime] [MsrTime]? to update the sending and measuring
frequency based on the weather prediction.

D. Greedy strategy

The Greedy is a worst-case strategy; it simulates the SSN
model for the maximum functional capacity of the Sigfox
protocol. It schedules 144 UL (followed by BDP) and 4 DL
frames per day at a max transmission power of 16dBm,
measuring water level every minute. All UL frames follow
BDP; the gateway can respond to any UL frame within the
restricted number of DL/Day.

E. Optimised listening strategy

Our results show that the Sigfox node spends 38% of its
energy in the listening state while using the Greedy strategy.
We propose that it can be optimised by avoiding BDP as
much as feasible. The Optimised Listening strategy suggests
scheduling only four UL frames following BDP per day.

F. Weather-Driven strategy process automaton

The amount of rain that falls in a given area significantly
influences the water level in the pipes. We propose a Weather-
driven strategy based on weather prediction information for
the study region (Odense, Denmark), namely the chance of
forecasted rainy and dry weather over the year. The strategy
controls the number of UL frames and measurements based
on weather prediction. It schedules sending and measuring
operations every 10min and 1msan for rainy and every 30min

1 ~_|Rain
B0pdate[30]3]! 4643~

[ GetWeather? _ @& N
@ @—
i 7’

| lipdate[10][1]! 5358 -7

| I // - ‘
I\_7_0____{'g,(()—Cg\);’ D
update[30][3]!

Fig. 9: Weather-Driven strategy process automaton model

and 3min for dry weather. In the weather-driven model, a
Sigfox node schedules up to four DL messages in a day and
receives the weather forecast, which can be either rainy or
dry. The weather-driven strategy has an advantage over the
data compression strategy, where a node reduces its measuring
frequency for dry days.

Figure 9 depicts the automaton model for weather predic-
tion, using the probability of 0.4642 and 0.5358 for rainy and
dry weather, respectively, as per [34]. The weather forecast has
about 30% probability of being incorrect [35]. We model this
behaviour using a probabilistic choice of rainy or dry weather.
After both options, there is again a probabilistic choice; the
prediction could be correct or wrong. The automaton updates
the sending and measuring frequency for rainy and dry weather
to the scheduler using the update! channel.

G. Data-Compression strategy process automaton

The aim of implementing a data compression strategy is
to avoid sending unnecessary information. The base model
collects a measurement every minute and sends all these
measurements to the gateway every 10min. Most of the time,
the variation in water height is not that frequent, and we have
the same value in multiple measurements.

A simple (lossy) compression approach is to send a UL
frame only when measuring a significant variation in water
level compared to the last measurement sent to the gateway.
Even though its name can be deceiving, this strategy does not
apply a traditional compression algorithm. Instead, it sends
measured value(s) only when they are significantly different
from the last previously sent value. The rest of the measure-
ments are not sent. Using this strategy, we are reducing the
number of UL frames and the payload size in each frame.

To evaluate the effect of this strategy, we use data sets
of measurements generated from WSN hardware operating
in a real environment. Figure 10 depicts an automaton for
data processing. It measures a value every min from the
data set, and it enables a diff variable when it notices a
significant variation in the measured value. The scheduler
enables sending a message only when both ready and diff
variables are true.

H. Combined Data Compression and Weather-driven
Strategy
The data compression strategy described in the previous

section optimises the sending frequency by avoiding sending
unnecessary information to the base station, but it measures
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abs(r_msr[id] - s_msr[id])<=D

c=0, data_mlid] = false

abs(r_msr[id] - s_msr[id])>D \C
diff [id]=true, c=0,
sample[id]= r_msr[id],

D= abs(r_msr[id] - s_msr[id]),

data_mlid] = false abs(r_msr[id] 4 s_msr[id]) >= 10

-
abs(r_msr[id] - s_msr[id]) < 10 \C)
c=0, i <DS && data_ml[id]
data_ml[id] = false r_msr[id] = REAL[i],
i++,i %= DS

i < DS && data_s[id] && !data_mlid]
s_msr [id]= sample[id],

D=0,c=0, snd++,

\Wait for beqm...w data_s[id] = false

(R
@ begin? \&

) . . i<=DS &&
i =1, r_msr[id] = REAL[i-1], . __ . . _
s_msr(id]=0, difflid] =false , ¢' == (data_m[id] || data_s[id] ) && c <=0

D=0, data_s[id] = false, c=0, Wait until timestamp of next entry...w
data_m[id] = false, snd=0

D
No more samples
available in dataset

i>=DS ’®

c'==0

Fig. 10: Data automaton model
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Fig. 11: Current consumption graph of the Sensor Node with
Greedy Strategy

every minute. As shown in Table III, measuring state also con-
sumes significant energy. We can limit measuring frequency by
adding weather information in the data compression strategy
model.

V. SIMULATION RESULTS

This section presents results obtained from using the SSN
model within UPPAAL SMC. We compare our results with data
from other sources to check if the model agrees with them.
Furthermore, the different transmission strategies (described in
section IV) are evaluated.

A. Basic transmission cycle behaviour

Equation 2 simulates the basic model for 25min to monitor
the behaviour of the current consumption (/) variable. As
described in section IV-A, the value of I is updated for each
state based on current consumption on that state.

simulate [<=25xmin]{Sensor(0).I} 2)

Figure 11 presents the model’s current consumption be-
haviour for a few Sigfox cycles. The x-axis and y-axis of the
graph present the time in ds and current consumption in mA,
respectively. In the figure, small pulses show the measuring

Listening Once a day

Listening and sending frequency / 2
Listening frequency / 2

Single UL without Replicas

Payload Size / 2

Measuring frequency / 2

Worst Case Strategy

0 50 100 150 200 250 300 350 400
Node Lifetime (Days)

Fig. 12: Battery lifetime comparison by changing different
protocol’s parameters [6]

activities; three consecutive pulses consuming around 50mA
are UL and its two replicas. Next follows the listening window,
followed by a receive confirmation UL. Hence, the basic duty
cycle behaviour is visualised.

B. Energy consumption by node’s states

Equation 3 in UPPAAL SMC calculates the overall energy
consumed in each model state. The formula uses the energy
variables described in table II.

simulate[<=250](E_msr, E_send, E_lstn

,E_sleep, E_standby (3)

Table III shows the simulation results of energy consump-
tion by the different states for all strategies. In Table III,
we can observe that the most energy-consuming state within
the Greedy strategy is the listening state, where the node
needs to have its radio turned on for a long period of time.
Measuring is the second most energy-consuming state; in fact,
using an ultrasonic sensor requires activating an ultrasonic
transducer and issuing numerous radio waves — a relatively
energy-expensive operation. Finally, sending is also costly, but
here the radio is on for shorter bursts compared to listening.
The sleep and standby states require little energy, as one
would expect from a well-designed sensor node with a clear
active/inactive duty cycle.

Hence, three optimisations are possible: reduce listening,
measure less, and transmit less. In particular, it may be
inoptimal to spend around 38% of energy in a listening state
when only 4 DLs are possible in a day. Hence, an obvious
optimisation can revolve around coordinating the gateway and
node regarding when the DL messages may occur.

C. Effect of reducing different transmission parameters

Figure 12 investigates the node’s lifetime for the Greedy
strategy compared to the effect on lifetime by changing the
following parameters:

« Reduce listening, sending, and measuring frequencies to

half.

o Avoid sending replicas of ULs.

o Reduce the payload size 50%.



IEEE SENSORS JOURNAL, VOL. XX, NO. XX, XXXX 2017

o
S

o
=]

E |—Current Consumption E E |—Current Consumption
=40 1 4ot =
2 2 210
£30 £30f g
=1 = >
@ @ @
520 520f 5
o o o5
5 5 5
3o . . . . S o . . . . . O oo . . .
1.41 1.42 1.43 1.44 1.45 2.26 2.262 2.264 2.266 2.268 1.77 1.775 1.78 1.785
Time (ms) «10° Time (ms) x10° Time (ms) «10°

(a) UL’s and Listening Window

(b) UL with 2 replicas

(c) Measuring action

Fig. 13: Current consumption graph generated from a hardware module of WSN operating in a real environment

We observe that reducing listening and sending have more
potential to increase the lifetime than limiting payload size and
limiting replication. Reducing measuring frequency is also an
important parameter, but there is a chance of losing important
information in that scenario. We can possibly optimise mea-
suring frequency by predicting water height based on weather
and water use patterns. The battery discharge curve is non-
linear because of battery self-discharge.

D. Comparison with actual power traces

In cooperation with the Montem company, we measured the
current consumption values of the WSN from the hardware
implementation. Figure 13 depicts the current consumption
graphs generated from the real hardware platform, where graph
(a) depicts three UL frames followed by a Listening window
for DL, graph (b) portrays a zoomed view of UL frames,
and graph (c) focuses on the measuring state. We calculate
the average current consumption values and the average time
required to perform different activities by analysing these
measurements.

Table I describes the min and max current consumption
statistics obtained from the hardware datasheets and aver-
age measured values from real hardware. We observe that
these values differ a little from the values obtained from the
datasheet. The real node consumes less energy in sending, but
it consumes more energy in all other states compared to the
datasheet values. In the listening state, it consumes even more
than the max energy consumption mentioned in the datasheet.

E. Calibrated model

We calibrate the designed model using hardware measure-
ments. Figure 14 presents the lifetime results from simulat-
ing the Greedy strategy, using in the model the minimum,
maximum (obtained from the datasheets) and measured power
characteristics. The Figure confirms that the model calibrated
with the measured values is consuming even more energy than
the model with max datasheet power ratings. The calibrated
model with the Greedy strategy differs the most because it
uses the BDP that involves more listening, and this is the
state where the calibrated data differs most significantly.

Comparing the results using the datasheet (a lifetime of
ca. 235 days) with using the calibrated values (lifetime ca.
215 days) gives a difference of 10%. So the results obtained
from using data sheet values only (not requiring hardware
construction) would still give usable results, particularly for

10000 ;
= } ——Min
E 8000 | — — Max
- | Measured
© 6000+
> ‘
3 t
= 4000;
2 |
T 2000 ¢
@ [

0
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Time (days)

Fig. 14: Battery Consumption Graph For minimum, maximum
and measured power characteristics [6]

the relative effects of the different communication strategies.
All the following results are produced using the calibrated
models, i.e. using the values measured on the real hardware.

F. Effect of optimised listening strategy

In our case study, the gateway rarely needs to communicate
with the node. So we can schedule fixed time slots for
bi-directional communication, and the rest follows the uni-
direction procedure.

Figure 19(4th) depicts the model’s simulation results with
the optimised listening strategy. The figure shows that the
battery lifetime increases more than 100%. Table III shows that
the optimised listening strategy reduces the energy consumed
in the Listening state from 38% to 2% during the entire
lifetime.

G. Effect of weather-driven strategy

Here, the transmission is based on rainy or dry weather
probability, so a range of battery lifetime is possible. Equation
4 simulates the lifetime of the model 200 times and predicts
an average value with an achieved confidence level of 0.95.

simulate [200<=900xday]{Sensor(0).lifetime} (4)

Figure 15 depicts the frequency histogram chart for the
expected lifetime of the model (737 to 756 days). The battery
discharge graph is shown in Figure 19(4th). The graph shows
that the battery lifetime increases up to 3 times from the
Greedy strategy. The disadvantage is of course insufficient
measurements taken in the situation where a wrong weather
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forecast predicts dry weather on a rainy day. This can be
alleviated by conducting some amount of extra measurements
and checking in the node that the water level is as expected
on a dry day, and then switching to more frequent sending if
a discrepancy is observed. The latter approach is a candidate
for future evaluation.

H. Effects of data compression strategy

We simulate the model with the data compression strategy
for a duration of 20 days to investigate the effect of variation
in water height on the sending frequency since the data
compression strategy controls the sending frequency based on
the measurements. For this experiment, we have used data
streams generated from nodes operating in a real environment.
Each node measures the water height value on a given location
and sends data based on the data compression algorithm.
As expected, Figure 16 shows that the sending frequency
is increasing when measuring frequent variations in water
height. The figure also presents the error between measured
and sent values since, in this strategy, the model sends only
the measured values having a variation of at least 10mm from
the last sent value.

As shown in figure 17, some outlier data (erroneous ultra-
sonic measurements with very low water level) require sending
data even without significant variation in the real water level.
In order to prevent this inaccuracy, we remove the unrealistic
variations from the data, and we apply a low pass filter to
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Fig. 18: Difference error between measured and sent data

reduce the waving effect of the water from the data. The
modified data are shown in Figure 17.

Figure 19(1st) presents that applying a Low Pass Filter on
measured data improves the battery lifetime from 820 to 990
days by avoiding error variation in water level.

Because compression is lossy, there is a difference between
measured and sent data. This error is shown in the first graph
of Figure 18. We calculate an average error of 13.08mm in
water height. We could not employ other (traditional) data
compression techniques since the number of measurements
in a frame is unpredictable because it could be possible that
the model found a variation in water every 10 min, or there
could be no variation in a whole day. By applying a low pass
filter to the data, we can reduce the average error to 9.7mm.
Furthermore, we can reduce the error by sending multiple data
samples in a frame having the most significant difference in
the last duration. We have analysed a dataset to calculate the
effect of this workaround, which can differ for other scenarios.
The figure shows that sending two measured values from each
frame reduces the error to 6.95mm and can reduce up to
4.44mm by sending four values per frame.

We simulate the model to analyse the data compression
strategy, which is parameterised with the threshold that triggers
a UL transmission. A slight increase in the threshold level
reduces communication of the water waving behaviour which
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TABLE llI: Energy Consumption in Each State (mAh)

10000 ‘ Greedy | Optimised | Data Rain
“ —— Data Compression Listening | Compression | Model
s - - - Low Pass Filter Battery Self Discharge | 655.9 1690 2524.6 2072.2
AN Sleep 110.9 317.1 517.4 367.4
5000 N Standby 380.1 91.2 69.6 91.4
N Sending 2378.4 | 4340.5 1049 3400.8
el N Listening 3841.1 | 2723 399 314.3
0 e Measuring 2633.3 | 3359.7 5440 3753.7
10000 ‘
| N —— Threshold 10 mm
- - -Threshold 20 mm
5000 | Threshiold 30 mm frequency based on weather conditions. It uses a data com-
g 1 pression strategy to enable sending. Figure 19(4th) presents
E ‘ that the strategy can improve the battery lifetime from 820 to
% o 985 days by optimising sending and measuring frequency.
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10000 ‘ : et
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Fig. 19: (Ist)Battery Lifetime for data compression strategy
after applying a Low Pass Filter; (2nd)Battery Lifetime for
data compression strategy with different threshold levels;
(3rd)Battery Lifetime for data compression strategy for mul-
tiple datasets; (4th)Battery Lifetime for all Strategies

we suspect is of low interest for the domain analysts. Figure
19(2nd) shows that the battery life slightly increases by
increasing the threshold level in the data compression strategy.

Furthermore, figure 19(3rd) depicts the model’s simulation
results with the data compression strategy for multiple datasets
obtained from sensor nodes for the periods 2021-01-01 to
2022-01-26, deployed geographically in different locations.
We investigate the data compression strategy’s effectiveness
and calculate the average lifetime. Figure 19(4th) illustrates
that the strategy has the potential to increase the battery
lifetime up to 4 times from the Greedy strategy. This simple
method for data compression is obviously less effective for
data sources with high variation in water level, as we have
observed in a few instances. For other simulations of data
compression strategy, we use a data set which gives an average
lifetime by comparing all datasets.

|. Effects of Combined Data Compression and
Weather-driven Strategy

It receives weather information from the base station,
similar to the weather-driven model, and selects measuring

strategy. Table III shows that the optimised listening model
decreases energy usage in the listening state from 50% to 3%.
It is also clear that the data compression strategy spends much
more energy in the measurement state than in the sending state.
This is expected as this is a direct consequence of being able
to measure more with the goal of sending less. Finally, we
observe that the curves decrease non-linearly. This is the self-
discharge effect showing up when the lifetime gets long.

VI. CONCLUSIONS AND FUTURE WORK

This study presents an energy-aware analysis of a Sigfox-
based DWSN using UPPAAL SMC. The simulation results
show the sensor node’s lifetime and energy and time cost for
the major system states. The comparison results demonstrate
the model’s behaviour with datasheet statistics and real hard-
ware measurements. The results also show how transmission
frequency, payload size, unidirectional and bidirectional com-
munication and data compression technique dramatically affect
the node’s lifetime. The results reveal that we can extend the
node’s lifetime from 202 days to 2.71 years using efficient
transmission strategies.

As future work, we will try to optimise the measuring
algorithm and related hardware because it consumes up to
57% of the energy. We also identified a limitation of our tool,
since the computation in UPPAAL SMC becomes slower when
using decimal value as invariant or guard in the model.
We are exploring different modelling tricks to reduce this
problem. Finally, we plan to compare our methodology to the
well-known tool Network Simulator 3, ns—3, where we have
already contributed with a Sigfox radio model [13].
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