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A B S T R A C T

In the era of Industry 4.0, artificial intelligence (AI) is assumed to play an increasingly pivotal role within in
dustrial systems. Despite the recent trend within various industries to adopt AI, the actual adoption of AI is not as 
developed as perceived. A significant factor contributing to this lag is the data issues in AI implementation. How 
to address these data issues stands as a significant concern confronting both industry and academia. Thus, this 
study conducts a comprehensive meta-review of data issues and corresponding methods in industrial AI. Eighty- 
two data issues are identified and categorized into seven stages of the data lifecycle. To supplement the existing 
research that focuses more on data issues arising in historical data, this study subsequently discusses the man
agement of real-time sensor data and expert domain knowledge. Meanwhile, it proposes a model-aware data 
preparation approach, which integrates the data characteristics with specific AI model requirements to enhance 
data usability and algorithm alignment. This approach is further integrated into a conceptual framework that 
combines managerial and technical perspectives for systematically resolving data issues. The framework provides 
actionable insights and a systematic method for AI practitioners and industrial system developers to anticipate 
and address data-related challenges. Finally, the study highlights future research directions. This study advances 
the existing body of knowledge, supports a seamless transition from traditional model-centric AI to data-centric 
AI, and offers practical guidelines for professionals navigating the complexities of achieving data excellence in 
industrial AI applications.

1. Introduction

In the era of Industry 4.0, artificial intelligence (AI) is assumed an 
increasingly pivotal role within industrial systems. Consequently, the 
discussion on industrial AI draws increasing attention. Industrial AI can 
be defined as a systematic discipline to enable engineers to systemati
cally develop and deploy AI algorithms with repeating and consistent 
successes (Lee et al., 2019). It focuses on the development, validation, 
deployment, and maintenance of AI solutions for industrial applications 
with sustainable performance (Lee et al., 2018).

AI algorithms cannot stand alone. When discussing AI, the specific 
requirements of the industrial application and the available data are 

inevitable. The relationship between data, AI, and industrial applica
tions is symbiotic: data serves as the foundation upon which AI algo
rithms operate within industrial systems. Through AI, industrial 
applications can harness the power of data to make data-driven de
cisions. In turn, industrial applications generate vast amounts of data 
that fuel further AI development and refinement. This cyclical rela
tionship enables continuous improvement and innovation in industrial 
processes, leading to increased efficiency, productivity, and 
competitiveness.

The progression from data to AI and industrial applications is further 
depicted in Fig. 1. This process begins with data collection, storage, 
quality assurance, and analysis to support AI implementation. AI models 
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are then introduced through feature extraction, model selection, 
training, validation, and evaluation. Once deployed, AI supports in
dustrial applications such as process optimization, predictive mainte
nance, quality control, collaborative robotics, and workforce training 
(Peres et al., 2020). AI adoption spans sectors including embedded AI, 
resilient manufacturing, smart health initiatives, predictive energy sys
tems, and AI-driven education (Lee et al., 2018). Throughout this 
workflow, systematic documentation of data processes and model 
deployment fosters iterative improvements, creating a closed-loop sys
tem that enhances industrial AI integration.

However, despite the critical role of data in AI implementation, data 
issues remain a significant bottleneck, hindering progress in industrial 
AI applications. Research has shown that up to 80 % of the time spent on 
AI projects is dedicated to data preparation and cleaning (Stonebraker 
et al., 2019; Zhang et al., 2023). Problems such as insufficient data, 
imbalanced datasets, and data fusion challenges significantly impact the 
performance of AI models. For example, data insufficiency limits AI’s 
reliability. In healthcare, AI models for rare diseases struggle due to 
small, fragmented datasets, leading to unreliable diagnoses (Miotto 
et al., 2018). Similarly, in manufacturing, AI-driven quality control re
lies on labeled defect data, but the rarity of certain defects hampers 
model accuracy (Ghahramani et al., 2020). Imbalanced datasets further 
distort AI decision-making. In fraud detection, AI often favors the ma
jority class, leading to poor identification of fraudulent transactions (Dal 
Pozzolo et al., 2015). In workplace safety, AI models trained on limited 
accident data may fail to detect hazardous conditions, reducing their 
preventive effectiveness (Shah et al., 2024). Data fusion challenges also 
limit AI’s effectiveness. In smart factories, integrating IoT sensor data, 
ERP systems, and supply chain records is complex due to inconsistencies 
in formats and timestamps (Krishnamurthi et al., 2020). These chal
lenges highlight the critical importance of addressing data issues to 
unlock AI’s full potential. As industries become increasingly 
data-driven, how to address data issues to ensure the usability and 
usefulness of data stands as a significant concern.

In academia, in the conventional Model-Centric AI (MCAI) logic, 
researchers and developers typically focus on finding more effective 
models to enhance AI performance, while leaving the data largely un
changed (Zha et al., 2023). In contrast, a new research stream known as 
Data-Centric AI (DCAI) has emerged recently. DCAI is the discipline of 
systematically engineering the data needed to successfully build an AI 
system (Strickland, 2022). The core idea of DCAI is to pay ample 

attention to the data, while benefiting from the pre-trained or already 
developed AI models as much as possible. It involves the engineering 
and monitoring of data throughout the lifecycle of an AI project, 
addressing any potential issues that may arise (Majeed and Hwang, 
2024). Our perspective aligns with DCAI, underscoring the critical 
importance of data in the AI projects.

We have noticed that while numerous studies address data-related 
topics in AI projects, a significant research gap, to the best of our 
knowledge, remains: no study has thoroughly examined the landscape of 
data issues and corresponding solutions within industrial systems. 
Existing literature often has two major limitations that hinder a 
comprehensive understanding of data issues in industrial AI. First, the 
existing literature often has a limited scope, with studies concentrating 
on specific domains or narrow technical aspects. Many studies focus on 
particular industries such as healthcare or manufacturing, without 
considering the broader, cross-industry implications of data challenges 
in AI applications. Additionally, technical research tends to address in
dividual data-related problems—such as missing values, outlier detec
tion, or feature selection—without integrating these issues into a larger 
framework that reflects the end-to-end AI lifecycle. This fragmented 
approach prevents a holistic understanding of how multiple data chal
lenges interact and compound throughout the AI implementation pro
cess. Second, there is a lack of specificity regarding data issues across the 
AI lifecycle, as many studies adopt high-level conceptual frameworks 
without systematically identifying and analyzing the concrete data 
challenges encountered in real-world AI projects. While theoretical 
discussions on data quality, data governance, and AI ethics are abun
dant, they often remain abstract and do not provide empirical insights 
into how these issues manifest in industrial AI applications. As a result, 
existing frameworks do not offer actionable solutions that align with the 
dynamic and evolving nature of data-driven AI systems. In addition, the 
current frameworks lack lifecycle-based analyses of data issues, failing 
to account for how data issues accumulate throughout the entire AI 
lifecycle.

This study aims to bridge these gaps, by systematically categorizing 
and analyzing data challenges encountered throughout the AI project 
lifecycle in industrial systems. To achieve this, this study conducts a 
meta-review of existing literature reviews on data issues and corre
sponding methods in the context of AI implementation in industrial 
systems. The decision to undertake a meta-review is driven by the 
observation that while numerous literature reviews discuss data-related 

Fig. 1. Closed loop of data, AI, and industrial applications (developed by authors).
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challenges, they often do so in a fragmented manner, focusing on spe
cific technical aspects or industry domains without providing a 
comprehensive, cross-disciplinary synthesis. By consolidating insights 
from existing reviews, our study seeks to offer a holistic perspective on 
data challenges and their solutions. Through this approach, we sys
tematically identify data issues reported in the literature and classify 
them according to data lifecycle stages, enabling a structured resolution 
of these challenges. Building upon these findings, we propose a frame
work for comprehensively managing data issues in industrial AI, 
ensuring that AI implementations are better aligned with real-world 
industrial needs.

In pursuit of this objective, the study seeks to address the following 
research questions:

RQ1. What are the specific data issues encountered during the 
implementation of AI in industrial systems?

RQ2. What methods are associated with addressing these 
issues?

RQ3. How can these data issues be systematically resolved?
By answering these questions, this study contributes to both aca

demic discourse and practical applications across four key dimensions. 
From an academic perspective, first, this study provides a structured 
taxonomy of data issues across the AI data lifecycle, linking these issues 
to their corresponding resolution methods. This categorization deepens 
the theoretical understanding of how data-related challenges evolve and 
impact AI performance in industrial settings. By offering a comprehen
sive and structured overview, the study serves as a valuable reference for 
researchers working on AI data management, data governance, and 
quality control, as well as paving the way for future investigations into 
DCAI. Second, this study systematically reviews and maps existing 
methods used to mitigate data challenges in AI projects. This contribu
tion enhances the theoretical foundation of data engineering, bridging 
the gap between abstract concepts and applied techniques. This map
ping also identifies areas where current solutions are insufficient, 
providing direction for future research. Third, this study introduces a 
conceptual framework for systematically resolving data issues in AI 
implementation, integrating perspectives from model-aware data prep
aration, management strategies, and technical methodologies. This 
framework offers a foundation for future studies by highlighting key 
areas where data issues impact AI performance. It also identifies gaps 
that require further exploration, encouraging interdisciplinary research 
on data quality, governance, and AI reliability. Finally, from a practical 
standpoint, this study offers actionable insights for AI practitioners and 
industrial system developers, equipping them with a systematic 
approach for identifying and mitigating data challenges. The proposed 
framework serves as a strategic tool for organizations seeking to improve 
the efficiency and reliability of AI deployment. By helping industries 
anticipate and address data-related obstacles, the study not only en
hances AI adoption but also reduces operational inefficiencies, improves 
decision-making accuracy, and supports scalable AI integration into 
industrial processes.

The rest of this study is organized as follows. Section 2 investigates 
and compares the research that aligns with similar interests with our 
research. Section 3 introduces the methodology of how we collect, 
extract, and analyze data. Section 4 presents the results of the literature 
analysis. Section 5 provides discussions and proposes a data manage
ment framework for systematically handling data issues in industrial AI. 
Section 6 identifies the future research directions on data research in 
industrial AI. Finally, conclusions, implication and limitations are 
described in Section 7.

2. Related work

2.1. Analysis of previous literature reviews

Systematic literature reviews are widely recognized as one of the 
most rigorous forms of scientific evidence. They offer a robust 

methodology for identifying and synthesizing existing research (Mallett 
et al., 2012; Matricciani et al., 2019). A substantial body of literature 
discusses the role of data in AI within industrial systems, with many of 
these publications being review articles. Among these, some align with 
our interest in examining data as the primary focus of research. While 
these reviews provide valuable insights, they differ in research focus and 
scope from our study.

Some reviews address data quality and data-related challenges in AI, 
but they are typically confined to specific domains, such as additive 
manufacturing (AM) (Zhang et al., 2023b) or healthcare (Baloch et al., 
2023). These reviews provide valuable insights into how big data and AI 
technologies are leveraged within their respective fields. While these 
domain-specific studies enhance understanding within particular in
dustries, a key limitation of these studies is that they often address data 
challenges in isolation, without considering how similar or overlapping 
issues manifest across different industrial sectors. As a result, existing 
literature lacks a comprehensive, cross-industry synthesis of data issues, 
which is essential for developing generalizable methodologies appli
cable across various AI-driven industrial environments.

Meanwhile, other reviews discuss data quality and data science 
methods across multiple industrial sectors but fail to specifically iden
tify, categorize, or analyze data issues in AI-driven industrial systems. 
For instance, Madhikermi et al. (2016) provide a comprehensive review 
of expert maintenance systems that incorporate Multi-Criteria Decision 
Making (MCDM) techniques and data quality frameworks. Their dis
cussion of data quality dimensions, such as believability, completeness, 
and timeliness, offers valuable insights into the theoretical aspects of 
data quality management. However, their study remains at a conceptual 
level, without examining the concrete data challenges that arise in 
real-world AI applications, such as missing data or inconsistencies in 
industrial datasets. Similarly, Arruda et al. (2023) conduct a systematic 
literature review on the application of data science methods and tools 
across various industrial sectors. While their work effectively summa
rizes industrial segments and the methods and tools used, these methods 
serve broader purposes rather than addressing specific data issues. 
Furthermore, the consideration of data quality in their study is limited to 
the quantity and origins of datasets, which overlooks critical aspects of 
data quality, such as accuracy, consistency, bias, and representativeness. 
While these studies acknowledge the importance of high-quality data, 
they do not explore the practical obstacles that industries face.

Finally, several reviews focus on specific types of techniques rather 
than offering a comprehensive analysis of approaches for addressing 
data challenges throughout the AI lifecycle. For instance, Zhang and Gao 
(2021) focus on data curation techniques, summarizing key methods for 
extracting information from noisy, incomplete, insufficient, and unan
notated data. While their study provides useful technical insights, it 
remains narrowly focusing on data preprocessing and does not address 
how these challenges affect AI performance across different stages of 
implementation. Similarly, Chander and Kumaravelan (2022) explore 
outlier detection in Wireless Sensor Networks (WSNs), examining 
methods for identifying anomalous sensor readings. However, their 
work is limited to a single data issue (i.e., outliers) within a specific 
application domain (i.e., WSNs), failing to account for broader industrial 
AI challenges. Likewise, Wang et al. (2022) review feature engineering 
techniques for data-driven building energy prediction, focusing on 
feature selection, construction, and extraction to optimize AI model 
performance. While providing a detailed analysis of feature engineering, 
their discussion remains limited to a specific technique, without 
addressing how feature-related challenges interact with broader data 
issues. In short, a fundamental limitation of these studies is their focus 
on isolated techniques rather than the full spectrum of methods that can 
be applied in AI-driven industrial systems. The methods they discuss 
represent only a small subset of the broader range of AI technologies 
used in industrial applications. Many real-world AI systems require in
tegrated solutions that combine multiple data processing, governance, 
and quality assurance techniques to ensure robust and scalable AI 
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deployment.

2.2. Synthesis of previous reviews and identified gaps

As highlighted previously, while various reviews touch upon data- 
related topics in AI applications, they exhibit two key limitations: 
limited scope and lack of specificity on data issues. Regarding limited 
scope, many studies focus on isolated domains or narrow technical 
topics, such as additive manufacturing, healthcare, or predictive main
tenance, without considering cross-industry data challenges that are 
essential for scalable and transferable AI solutions. Others examine 
specific techniques, such as data curation, outlier detection, or feature 
engineering, but do not explore how these techniques interact within the 
broader AI implementation process. As a result, existing studies provide 
fragmented insights, preventing a holistic understanding of how multi
ple data challenges emerge, interact, and evolve throughout AI-driven 
industrial systems. Regarding lack of specificity, some reviews take a 
high-level conceptual approach, discussing data quality dimensions (e. 
g., believability, completeness, timeliness) or general data science 
methodologies, but they do not systematically analyze concrete data 
issues that arise throughout AI projects. While some studies acknowl
edge the importance of high-quality data, they do not explore the 
practical obstacles industries face in ensuring data reliability, integra
tion, and governance (Zhang et al., 2023b; Baloch et al., 2023; Madhi
kermi et al., 2016; Zhang and Gao, 2021; Chander and Kumaravelan, 
2022; Wang et al., 2022).

We also observe that the current state of the art lacks lifecycle-based 
analyses of data issues. As previously mentioned, some studies focus 
primarily on data preprocessing or specific AI model training challenges, 
but they overlook how data issues accumulate and evolve throughout 
the entire AI lifecycle—from data collection and integration to appli
cation and long-term maintenance. Without this comprehensive life
cycle perspective, industries struggle to implement proactive data 
governance strategies, resulting in suboptimal AI performance, unreli
able predictions, and inefficiencies in industrial AI applications.

This study aims to bridge these gaps by conducting a meta-review, a 
rigorous "review of reviews" approach that systematically evaluates 
existing reviews, offering a comprehensive assessment of academic work 
within a specific field (Ryan et al., 2009). Meta-reviews are increasingly 
used in cases where conducting a systematic review becomes impractical 
due to the sheer volume of literature or the existence of multiple reviews 
with diverse findings. This method is particularly suitable for our study, 
given the abundance of literature reviews that touch on data issues 
without offering a holistic examination. Notably, no meta-review has yet 
addressed data issues in industrial AI systems.

Addressing the gaps identified above, this study differs from previous 
reviews in terms of several aspects. First, it develops a structured tax
onomy ensuring that data issues are systematically classified rather than 
addressed in isolation. Second, it maps existing methods to address data 
issues, offering a consolidated and structured reference for AI practi
tioners and researchers. Third, it introduces a comprehensive frame
work that integrates both management and technical perspectives to 
provide actionable solutions for resolving data issues at different AI 
lifecycle stages. By providing a holistic, cross-domain perspective on 
data issues in industrial AI, this study contributes both academically and 
practically. It not only enables researchers to build upon a structured 
taxonomy of data issues, but also equips industry professionals with 
practical strategies to anticipate and mitigate data-related risks. In doing 
so, more efficient, scalable, and robust AI implementations in industrial 
environments can be ensured.

3. Methodology

3.1. Study identification, screening, and eligibility

The meta review followed the guidelines specified in the PRISMA 

statement (Mallett et al., 2012). Fig. 2 displays the PRISMA flow chart, 
illustrating the various phases of the study.

Initially, a keyword string was formulated with a focus on data 
research related to the implementation of AI within industrial systems. 
The construction of the keyword string involved ensuring the inclusion 
of at least one element from each aspect listed in Table 1, employing a 
combination of OR and AND operators. The three aspects encompass 
data issues, industrial system, and AI. Regarding the first two aspects, 
the elements in Table 1 represent synonyms or antonyms associated with 
these aspects. As for AI, the elements in Table 1 constitute the core 
concepts associated with AI, sourced from reference (Peres et al., 2020).

Subsequently, this search string was tailored for application across 
the three electronic databases central to this study: Web of Science, 
Scopus, and ScienceDirect. The search encompassed academic research 
that fulfilled the following criteria: (1) Only Peer Reviewed publications; 
(2) published between 2014 and August 2024 (recent 10 years); (3) 
Document type: Review; (4) containing at least one term from each 
group in the abstract, title, or keywords; and (5) composed in the English 
language. Following this, the obtained records were consolidated, and 
duplicates were removed afterwards.

After the identification phase, two authors conducted the first 
screening process independently based on the exclusion criteria for the 
screening phase listed in Table 2. Any discrepancies were resolved 
through discussion.

Finally, the remaining articles underwent a detailed analysis of their 
full text, based on the exclusion criteria for the eligibility phase listed in 
Table 3. No further restriction was applied.

3.2. Data extraction

For each eligible article included in the study, two types of data were 
extracted. First, basic information about the publication was gathered, 
encompassing (1) source title, (2) publication title, (3) authors, (4) 
keywords, (5) abstract, (6) year, (7) subject area, and (8) country/ 
territory.

Second, the data was dedicated to address the research questions. For 
RQ1 “What are the specific data issues encountered during the imple
mentation of AI in industrial systems”, the data extracted from the eligible 
publications included: 1) specific AI technologies; 2) domain with the 
industrial systems; 3) data issues. For RQ2 “What methods are associated 
with addressing these issues”, the data extracted from the eligible publi
cations was: 4) methods for addressing data issues. For RQ3 “How can 
these data issues be systematically resolved”, the data extracted from the 
eligible publications was: 5) data lifecycle stage of the data issues. 
Nevertheless, when it came to point 5), extracting data from the text in 
the publications might not always be straightforward. Hence, dis
tinguishing and interpretation during the data analysis phase was 
essential to discern the corresponding data lifecycle stage.

3.3. Data analysis

We used data lifecycle theory for data analysis in this study. The data 
lifecycle theory provides a systematic approach to understanding, 
managing, and improving the progression of data throughout its life
cycle. When applied to analyzing data issues, this theory offers a 
structured framework for comprehensively examining data from 
inception to disposal. By systematically addressing data issues within 
this framework, we were able to even establish clear guidelines for data 
management and governance.

The data lifecycle encompasses a sequence of phases covering its 
entire useful lifespan, typically including various stages. More studies 
explore the phases of the data lifecycle. For example, an influential 
article by Tao et al. (2018) delineates seven distinct phases within the 
manufacturing data lifecycle, comprising data sources, data collection, 
data storage, data processing, data visualization, data transmission, and 
data application. Another study (Wing, 2019) defines the data lifecycle 
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as involving generation, collection, processing, storage, management, 
analysis, visualization, and interpretation of data. Ashmore et al. (2021)
and Paleyes et al. (2022) specifically emphasize the significance of data 
management in the implementation of ML. They highlight that data 
management plays a crucial role in acquiring the data essential for 
synthesizing ML models. This process encompasses data collection, data 
preprocessing, data augmentation, and data analysis. However, scholars 
have not yet reached a consistent consensus regarding the precise phases 
that constitute the data lifecycle. In this study, with a specific emphasis 
on AI-related data, we synthesized existing research while specifically 
addressing the data pipeline in methodologies such as ML. Therefore, we 
emphasized phases including data source and collection, data access and 
storage, data integration and interoperation, data pre-processing, data pro
cessing, and data security and privacy in the data lifecycle. Additionally, 
we observed that apart from data itself, there are also data issues asso
ciated with the technologies used in implementing AI. Hence, we have 
incorporated AI Technology adoption as an additional category within our 
analytical framework.

4. Descriptive analysis of reviewed literature

This section provides the results of data analysis, which include the 
statistical description of the selected articles and the distribution of AI 
technologies and industrial domains.

4.1. Statistical description of selected articles

Understanding the landscape of selected articles is paramount to 
gaining insights into the prevailing trends, thematic concentrations, and 
scholarly contributions. This section provides a statistical overview, 

Fig. 2. PRISMA flowchart of study inclusions and exclusions for the systematic literature review (Adopted from Moher et al., 2009).

Table 1 
The aspects that the subject contains and the search terms.

Aspect 1 (Data issue) Aspect 2 (Industrial System) Aspect 3 (AI)

Data issue 
Data error 
Data problem 
Data quality

Industr* 
Manufactur* 
Craft 
Sector 
Commerce

AI 
Artificial intelligence 
Machine Learning 
Deep Learning 
Data science 
Predictive analytics

Table 2 
Exclusion criteria for the screening phase.

No. Screening criteria

1 The record must be in English.
2 The record must include at least the Title, Year, Source, Abstract, and DOI.
3 The record must be a systematic review.
4 The abstract must discuss data in the context of AI implementation. Any 

discrepancies were resolved through discussion.

Table 3 
Exclusion criteria for the eligibility phase.

No. Screening criteria

1 The record is not relevant to data quality or data issues.
2 The record is not relevant to AI.
3 The domain of the record is beyond the industrial system.
4 Full text is not available.
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employing Figs. 3, 4, and 5 to offer an examination of the selected 
literature.

Fig. 3 traces the distribution of articles across different publication 
years, shedding light on the evolving patterns of research activity. Based 
on the articles we collected, the peak of interest in the domain appeared 
to be in 2023. However, we can only gain a full picture of the number of 
publications for 2024 in early 2025. Therefore, there is a possibility that 
the number of publications in 2024 exceeds that of 2023, indicating an 
increasing trend.

Fig. 4 categorizes articles by subject area, revealing the thematic 
diversity and concentration. The primary emphasis of most articles lies 
within the areas of Engineering, Computer Science, and Material 
Science.

Fig. 5 categorizes articles by country/territory, showcasing the di
versity and concentration in geographical distribution. The primary 
contributors to selected data issue reviews are observed to be China, the 

United States, and South Korea.

4.2. Distribution of AI technologies and industrial domains

The analysis of 32 articles reveals a comprehensive distribution of AI 
technologies, with the majority focusing on ML, including both unsu
pervised and supervised methods (Roy et al., 2022) and underscoring 
ML as a core component of AI. Among the articles, deep learning (DL), a 
subfield of ML, is mentioned 10 times and leverages neural networks for 
tasks like image recognition and natural language processing.

Two articles specifically mention Artificial Neural Networks (ANNs) 
(Akhtar et al., 2023; Strielkowski et al., 2023a), which are inspired by 
biological neural networks and used across various ML tasks. Natural 
Language Processing (NLP) is also highlighted in two references (Baloch 
et al., 2023; Papadimitriou et al., 2024) for its critical role in text 
analysis.

Some articles delve into specific techniques, such as Transformer 
architectures (Sengupta, 2023). Other techniques mentioned in the ar
ticles include traditional ML algorithms like Support Vector Machines 
(SVMs), Decision Trees, and Random Forests (Strielkowski et al., 2023), 
and Evolutionary Algorithms (EA) (Papadimitriou et al., 2024). The rise 
of Generative Adversarial Networks (GANs) and deep architectures like 
Convolutional Neural Networks (CNNs) and Recurrent Neural Networks 
(RNNs) (Papadimitriou et al., 2024) reflect their importance in gener
ating realistic data and processing sequential information.

Further specialized techniques mentioned include Feature Engi
neering for improving model performance (Wang et al., 2022) and 
Transfer Learning (Zhu et al., 2022), which use models from one task to 
start new tasks, Contrastive Learning, a self-supervised learning tech
nique, and Incremental Learning (Zhu et al., 2022), which allows models 
to adapt as new data arrives.

Last, AutoML (Wen and Li, 2022), which automates the ML pipeline, 
and Physics-Based Machine Learning (PBML) (Yüce et al., 2022) are also 
discussed, indicating their growing role in enhancing AI model devel
opment. In four instances (Wilson et al., 2021; Chuo et al., 2022; 
Aldoseri et al., 2023; Majeed and Hwang, 2024), AI technologies are 
referenced generally, demonstrating their broad, interdisciplinary 
applications.

Regarding domains in the industrial systems, the selected articles, as 
outlined in Table 4, cover a broad spectrum of domains within industrial 
systems. The most prominent areas include energy and power systems 
(Liu et al., 2023; Akhtar et al., 2023; Strielkowski et al., 2023a, 2023b; 
Yüce et al., 2022; Wang et al., 2022; Zhu et al., 2022), healthcare 
(Cellina et al., 2023; Sengupta, 2023; Baloch et al., 2023; Wong et al., 
2023; Roy et al., 2022; Wilson et al., 2021), manufacturing (Zhang et al., 
2023b; Xu et al., 2022; Tripathi et al., 2021; Zhang and Gao, 2021), and 
the materials industry (Ma et al., 2023; Guo et al., 2023; Papadimitriou 
et al., 2024). This diversity underscores AI’s wide applicability across 
various industrial sectors.

5. Data issues and corresponding methods

As mentioned before, this study aims to provide a comprehensive 
overview of existing reviews on data issues and corresponding methods 
in industrial AI implementation. 82 data issues are identified and cate
gorized into various stages of the data lifecycle, along with corre
sponding methods for addressing these issues. The data lifecycle stages 
include data source and collection, data access and storage, data inte
gration and interoperation, data pre-processing, data processing, data 
security and privacy, and AI Technologies adoption. The findings are 
presented in Tables 5 to 11 and reported below.

5.1. Data source and collection stage

In the data source and collection stage, a total of 16 data issues have 
been identified, which can be classified into three types: insufficient data, 

Fig. 3. Documents by year.

Fig. 4. Documents by Subject Area.

Fig. 5. Documents by Country/Territory.
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excessive data, and overly diverse data. Insufficient data implies a lack of 
necessary information. For instance, challenges in collecting sufficient, 
accurate, and high-quality data are evident (Khalaf et al., 2024; Sen
gupta, 2023; Majeed and Hwang, 2024), along with limited dataset (Du 
et al., 2024) and limitations in data availability (Khalaf et al., 2024; Ma 
et al., 2023; Wong et al., 2023; Akhtar et al., 2023; Zhu et al., 2022; 

Wilson et al., 2021; Papadimitriou et al., 2024). Du et al. (2024) also 
report that some datasets are generated solely through simulations due 
to the challenges in acquiring authentic data from experimental or field 
sources. The corresponding methods vary and can be categorized into 
both management approaches and technical methods. Regarding man
agement approaches, the suggestions include fostering collaborative 
efforts among developers, startups, and academia for data collection and 
technical methodologies. Regarding technical methods, it is suggested to 
involve constructing large, anonymized, representative, and regularly 
updated open-source datasets, creating comprehensive benchmarking 
datasets, using data augmentation techniques (e.g., generative algo
rithms) to artificially produce representative data, and employing 
transfer learning and domain adaptation techniques. Specifically, 
Papadimitriou et al. (2024) recommend the integration of physical laws 
into ML models, a concept known as Physics-Informed Neural Network 
(PINN). They indicate that by incorporating physical laws, PINNs can 
better generalize and make reliable predictions even in regions of the 
input space where data might be scarce or unavailable. Du et al. (2024)
summarize that when faced with restricted data, researchers often use 
single shot learning strategies, wherein models are pre-trained on 
similar datasets and subsequently refined through experience. Last, 
Majeed and Hwang (2024) propose a Data-Centric AI paradigm that 
encompasses a series of data-tailored actions, and it is expected to 
address the insufficient data problem.

Excessive data refers to a situation where data is immense in volume, 
high in velocity, and diverse in variety (Durlik et al., 2023; Aldoseri 
et al., 2023). To address this, industry-wide initiatives promoting data 
standardization can be advocated (Durlik et al., 2023). Additionally, 
establishing clear data requirements, including the identification of data 
types, sources, and quantities, is recommended (Aldoseri et al., 2023).

The challenge of overly diverse data sources arises when dealing with 
varying data formats from different sources (Khalaf et al., 2024), 
coupled with a lack of standardization (Strielkowski et al., 2023a). 
While specific methods for addressing overly diverse data sources are 
not explicitly outlined in the references, one potential approach could 
involve establishing standards for data sources and collection processes. 
Furthermore, regarding diverse data sources, it is important to recognize 
that data can come from a variety of origins, including historical storage, 
real-time sensor data driven by IoT developments, and human in
teractions or knowledge. Managing data from these heterogeneous 
sources is crucial. This topic will be discussed in more detail in Section 
5.1.1.

Table 5 presents the data issues and corresponding methods identi
fied at the data source and collection stage, as outlined below.

5.2. Data access and storage stage

In the Data access and storage stage, two data issues have been 
identified, labeled as "no access" and "cost issue." No access refers to the 
inability to utilize large datasets due to legal or regulatory constraints 
(Liu et al., 2023). The recommended method for addressing this issue 
involves applying for the necessary permissions and licenses to access 
and use the data. On the other hand, cost issues indicate challenges in 
storing data while meeting scalability and performance requirements 
within budget constraints (Aldoseri et al., 2023). Proposed methods to 
mitigate this challenge include maintaining existing data storage and 
retrieval systems and employing technologies such as nonvolatile 
memory or distributed storage systems for storing data. Table 6 presents 
the data issues and corresponding methods identified at the data access 
and storage stage, as outlined below.

5.3. Data integration and interoperation stage

Within the data integration and interoperation stage, four data issues 
have been identified and characterized as “system issue” and “data fusion 
issue”. System issues entail the lack of integration in existing systems 

Table 4 
AI technologies and Industrial domains of references.

Domain Specific AI 
technology

Reference

AM ML Zhang et al., 
(2023b)

Blast furnace ironmaking ML Shi et al., (2023)
Building energy prediction ML, feature 

engineering
Wang et al., 
(2022)

Energy industry ANNs, ML Akhtar et al., 
(2023)

Integrated Energy Systems Transfer Learning, 
Contrastive 
Learning, 
Incremental 
Learning

Zhu et al., 
(2022)

Geothermal energy industry (above- 
ground geothermal operations)

ML Abrasaldo et al., 
(2024)

Healthcare Digital human 
twins

DL Cellina et al., 
(2023)

Dermatology DL, Transformer 
architectures

Sengupta, 
(2023)

Healthcare and 
biomedical 
research

SML Roy et al., 
(2022)

ML Wong et al., 
(2023)

- NLP, ML, DL Baloch et al., 
(2023)

- AI technology in 
general

Wilson et al., 
(2021)

Machining operations AI technology in 
general

Chuo et al., 
(2022)

Maritime industry (maritime 
operations and maintenance)

ML Durlik et al., 
(2023)

Material industry (material 
microscopic image analysis)

DL Ma et al., (2023)

Materials science and engineering ML Guo et al., 
(2023)

ML, DL, NLP, EA, 
GANs, CNNs, RNNs

Papadimitriou 
et al., (2024)

Metrology or precision measurement ML Zhang et al., 
(2023a)

Mining industry (optimal utilization of 
minerals)

DL Liu et al., 
(2023b)

Oil and gas 
industry

Corrosion 
monitor

ML Khalaf et al., 
(2024)

Oil recovery ML Du et al., (2024)
Power systems 

sector
- ML, SVMs, decision 

trees, random 
forests; ANNs

Strielkowski 
et al., (2023a)

Electric power 
systems

DL Strielkowski 
et al., (2023b)

Production and 
Manufacturing

- ML Tripathi et al., 
(2021)

Smart 
manufacturing

DL Xu et al., (2022)
DL Zhang and Gao, 

(2021)
Radiation oncology ML Field et al., 

(2021)
Spatial decision support systems AutoML Wen and Li, 

(2022)
Wind energy infrastructure ML, PBML Yüce et al., 

(2022)
Wind power - prediction, forecasting ML, DL Liu et al., 

(2023a)
General AI technology in 

general
Aldoseri et al., 
(2023)

AI technology in 
general

Majeed and 
Hwang, (2024)
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(Khalaf et al., 2024; Wilson et al., 2021), coupled with a deficiency in 
standardization and interoperation between systems (Durlik et al., 
2023). When efforts are made to integrate systems, challenges such as 
compatibility issues and resistance to change from traditional practices 
may arise (Khalaf et al., 2024). In some instances, unintegrated systems 
are still reliant on paper records (Wilson et al., 2021). The methods for 
addressing these issues can be broadly categorized into management 
and technical approaches. For management methods, initiatives, such as 
catalyzing joint development and uniting stakeholders, advocating for 
collaborative data sharing platforms for cross-verification, anticipating 
challenges in data encoding and extraction, and fostering collaboration 
with IT teams, are recommended. On the technical front, it is suggested 
to employ advanced data integration techniques, integrate versatile 
middleware solutions for system harmonization, prepare for extensive 

data wrangling to align datasets from various sources, and accurately 
define project data.

Regarding the data fusion issues, Zhang et al. (2023a) suggest the 
presence of potential data quality issues without providing specific de
tails. Gaussian Processes (GPs) algorithms are proposed as a viable so
lution. GPs, a type of non-parametric model widely used in machine 
learning for regression and probabilistic classification, create a distri
bution over functions. This unique characteristic allows them to adeptly 
capture complex relationships between input and output variables. Yüce 
et al. (2022) discuss the difficulties in quantifying confidence in fused 
data and suggest the adoption of a Bayesian framework to construct 
more precise surrogate models. Table 7 presents the data issues and 
corresponding methods identified at the data integration and interop
eration stage, as outlined below.

Table 5 
Data issues and corresponding methods in the data source and collection stage.

Data issue 
type

Specific issue Method AI technology Domain

Insufficient 
data

1. Difficult to collect sufficient and accurate data (Khalaf 
et al., 2024)

/ ML Oil and gas industry – 
maintenance

2. Lack of historical data (Khalaf et al., 2024) / ML Oil and gas industry – 
maintenance

3. Difficult to find high-quality, diverse, and representative 
data (Sengupta, 2023)

Developers, startups, and academia collaborate 
on data collection; 
Build large open-source, anonymized, 
representative, and regularly updated datasets; 
Develop generative algorithms to artificially 
create representative images

Transformer 
architectures, DL

Healthcare

4. Limited availability of annotated data for training DL 
models (Ma et al., 2023)

Image Augmentation DL Material industry, 
material microscopic 
image analysis

5. Limited data availability and generalizability (Wong 
et al., 2023)

Comprehensive benchmarking datasets for 
antigen selection and vaccine efficacy

ML Biomedical research and 
healthcare

6. Lack of data (Akhtar et al., 2023) Data augmentation techniques, transfer learning 
and domain adaptation techniques

ML, ANNs Energy industry

7. Limited data (Zhu et al., 2022) Transfer Learning, involves leveraging 
knowledge from a correlated domain to improve 
outcomes in the target domain; 
Generative Models: such as GANs to generate 
synthetic but realistic time-series data, 
addressing the challenge of limited data on hand

Transfer Learning, 
Contrastive 
Learning, 
GANs, 
Incremental 
Learning

Integrated Energy 
Systems

8. Not all events are captured in the medical record (Wilson 
et al., 2021)

Data cleaning, artefact removal / Healthcare

9. Data being scarce or unavailable (Papadimitriou et al., 
2024)

The integration of physical laws into ML models - 
PINNs

ML Materials science and 
engineering

10. Limited dataset, data scarcity (Du et al., 2024) Deploying data augmentation techniques ML Oil and gas industry
11. Database was generated by simulation, difficult to 
obtain authentic data from experimental and/or field 
sources (Du et al., 2024)

Use single-shot learning strategies, wherein 
models are pre-trained on similar datasets and 
subsequently refined through experience

ML Oil and gas industry

12. Owing to constrained budgets for data collection or a 
lack of expertise in handling datasets, datasets either do not 
exist or cannot be curated (Majeed and Hwang, 2024)

Data centric-AI paradigm encompassing a series 
of data-tailored actions

/ /

Excessive 
data

1.Sheer volume and variety of data, immense in volume, 
high in velocity, and diverse in variety (Durlik et al., 2023)

Champion industry-wide data standardization 
initiatives

ML Maritime industry, 
maritime operations and 
maintenance

2. Data deluge, the diversity of data sources, and the need 
for representative samples (Aldoseri et al., 2023)

Data requirements for identifying data types, 
sources, and quantities

ML /

Overly 
diverse 
data 
sources

1. Varying data formats from different sources (Khalaf et al., 
2024)

/ ML Oil and gas industry – 
maintenance

2. Lack of standardization across different data sources (
Strielkowski et al., 2023a)

/ ML Power systems sector

Table 6 
Data issues and corresponding methods in the data access and storage stage.

Data issue 
type

Specific issue Method AI 
technology

Domain

No access 1. Not able to use large datasets due to legal or regulatory 
constraints (Liu et al., 2023)

Necessary permissions and licenses to access and use 
data

ML, DL Wind power - 
prediction, forecasting

Cost issue 1. Difficult to meet scalability, performance requirement 
within budget on data storage (Aldoseri et al., 2023)

Maintaining data storage and retrieval systems; 
Nonvolatile memory; Distributed storage systems

ML /
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5.4. Data pre-processing stage

Most of data issues are concentrated in the data pre-processing stage. 
A total of 41 issues have been identified, grouped into 13 types. These 13 
types can be further divided into two groups. The first group pertains to 
data quality issues, where data quality is assessed based on criteria such 
as accuracy, reliability, consistency, completeness, and relevance for a 
specific purpose. Within this group, we identify issues like incomplete
ness, imbalance, inaccuracy, outliers, and mislabeling. The second group 
focuses on data nature issues, referring to the inherent characteristics or 
properties of data. Data nature is influenced by factors such as structure, 
type, format, and context. In this context, our study identifies data na
ture issues such as high dimensionality, lack of structure, mixed-frequency 
data, non-stationarity, non-Gaussian distribution, nonlinearity, non- 
heterogeneity, and heteroscedasticity.

5.4.1. Data quality issue
The incompleteness of data, often referred to as missing, fragmented, 

or insufficient data, may arise due to unstandardized data collection or 
data loss during storage or transfer. To tackle this issue, Liu et al. (2023) 
recommend leveraging a multitude of meteorological data prediction 
sources and employing data assimilation techniques. Shi et al. (2023)
suggest that for a small amount of missing data (<5 %), it can be safely 
disregarded, while for a significant amount of missing data (>60 %), 
deletion of the dataset without utilization is advised. For intermittently 
short-term data loss, interpolation techniques can be applied. In cases of 
continuous long-term data loss, they also recommend analyzing the 
correlation between missing data variables and other complete vari
ables, followed by filling in the missing data. Furthermore, Chuo et al. 
(2022) propose the use of data imputation methods, involving the 
replacement of missing or incomplete data values with estimated or 
predicted values. In situations where there are insufficient samples in 
the collected dataset, they suggest considering the application of addi
tional sensors or generating virtual data using GANs. Tripathi et al. 
(2021) also acknowledge the appropriateness of deletion when neces
sary. Alternatively, imputation techniques, such as replacing with 
average/most frequent values, multiple imputations, expectation 
maximization algorithm, and classification/regression trees, can be 
employed. Zhang and Gao (2021) emphasize the importance of data 
imputation as well. Moreover, they suggest for time series data, recur
rent neural networks can be applied; and for image convolutional data, 
neural networks or hybrid approaches are recommended. While data 
augmentation serves to tackle data incompleteness, it is not without 
challenges. Generated images through data augmentation may exhibit 
high similarity, and an overreliance on this technique may introduce the 
multicollinearity problem (Liu et al., 2023). Strategies to address these 
issues include acquiring more image data, regulating the extent of data 

augmentation, and leveraging emerging data collection technologies 
such as crawlers, big data, and image data augmentation based on GANs.

Data imbalance is a very common issue in the context of ML and data 
analysis (Abrasaldo et al., 2024; Aldoseri et al., 2023; Strielkowski et al., 
2023b; Chuo et al., 2022; Zhang and Gao, 2021). It refers to a situation 
where the distribution of classes in a dataset is not uniform. To address 
this issue, two types of approaches are suggested. First, at the data level, 
Abrasaldo et al. (2024) propose employing data resampling techniques, 
such as random under-sampling. Additionally, Aldoseri et al. (2023)
emphasize the importance of meticulous attention to data collection and 
pre-processing. Chuo et al. (2022) advocate for the use of 
under/over-sampling methods, while Zhang and Gao (2021) suggest 
data interpolation, exemplified by the Synthetic Minority Over-sampling 
Technique. Another approach involves the use of generative models, 
such as the Generative Model, a type of machine learning model 
designed to produce new data instances resembling a given training 
dataset, or GANs. GANs consist of two neural networks – a generator that 
creates synthetic data samples and a discriminator that evaluates the 
authenticity of a given sample. Second, at the algorithm level, Aldoseri 
et al. (2023) underscore the significance of understanding the principles 
of algorithmic fairness, fairness metrics, explainable AI, and interdisci
plinary collaboration. Strielkowski et al. (2023b) posit that DL algo
rithms may need to generalize more effectively to underrepresented 
classes. Furthermore, Chuo et al. (2022) suggest adjusting the weight 
values of minor classes during the training process as a means to address 
data imbalance effectively.

Data inaccuracy is another issue. In dealing with inaccurate values, 
Chuo et al. (2022) recommend several strategies, including reducing 
sampling frequency, filling empty sections using interpolation methods, 
and ensuring synchronization in the data processing stage when dealing 
with different sampling rates. Addressing data noise, Zhang and Gao 
(2021) suggest employing data denoising techniques. Specifically, for 
projection-based noise, the recommendation is to utilize local geometric 
projection. For frequency-based noise, employing methods, such as 
empirical model decomposition or wavelet transform, is suggested. In 
the case of noise-assisted noise, they advise using stochastic resonance, 
while for data-driven/hybrid noise, the proposed approach involves 
utilizing generative prior and unrolled optimization. Majeed and Hwang 
(2024) highlight that recent advancements in sophisticated pipelines 
address noisy data and data scarcity issues, significantly improving ML 
accuracy with limited data. These include tools like DataPerf, which 
tackles data fragmentation and evaluates data quality in real-world 
applications (Mazumder et al., 2024), the open-source platform YMIR 
(Huang et al., 2021), which uses APIs to optimize data for computer 
vision tasks, and dcbench, which is designed to enhance the quality of 
training data (Eyuboglu et al., 2022).

Data outliers are observations or data points that deviate significantly 

Table 7 
Data issues and corresponding methods in the data integration and interoperation stage.

Data issue 
type

Specific issue Method AI 
technology

Domain

System 
issue

1.Integration with Existing Systems: 
Compatibility issues, resistance to change from 
traditional practices (Khalaf et al., 2024)

Develop advanced data integration techniques ML Oil and gas industry – 
maintenance

2. Lack of standardization and interoperation 
between systems (Durlik et al., 2023)

Integrate versatile middleware solutions for system harmonization; 
Catalyze joint development initiatives, uniting stakeholders; 
Advocate for collaborative data sharing platforms for cross- 
verification

ML Maritime industry, 
maritime operations and 
maintenance

3. IT systems are not integrated and are often 
supported by paper records (Wilson et al., 2021)

Be prepared for extensive data wrangling to align datasets from 
various sources; Anticipating data encoding and extraction 
challenges; Accurately defining project data; Collaboration with IT 
teams

/ Healthcare

Data 
fusion 
issue

1. Data quality issues in data fusion (Zhang et al., 
2023a)

GPs algorithms ML Metrology, precision 
measure

2. Quantify the confidence in the fused data (Yüce 
et al., 2022)

Using a Bayesian framework to construct more accurate surrogate 
models

ML Wind energy infrastructure
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Table 8 
Data issues and corresponding methods in the data pre-processing stage.

Data issue type Specific issue Method AI technology Domain

Incompleteness 
(data quality issue)

1. Data incomplete (Liu et al., 2023) Considering as many predictions meteorological 
data sources as possible; using data assimilation 
techniques

ML, DL Wind power - 
prediction, forecasting

2. Missing entries in heterogeneous data sets (Roy 
et al., 2022)

/ Supervised 
machine learning

Healthcare and 
biomedical research

3. Missing data, 1) Small amount of missing data 
（< 5 %）or significant amount of missing data 
(>60 %), 2) Intermittently short-term loss of data, 
3) Continuously long-term loss of data (Shi et al., 
2023)

1) Ignore or delete, 2) Interpolation techniques, 3) 
analyzing the correlation between the missing data 
variables and other complete variables and then 
filling in the missing data

ML Blast furnace 
ironmaking

4. Fragmented data (Chuo et al., 2022) Data imputation methods Various Machining operations
5. Insufficient samples of the collected data set (
Chuo et al., 2022)

Applying more sensors or generating virtual data 
using GAN

Various Machining operations

6. Incomplete and Missing data (Tripathi et al., 
2021)

Deletion; replacement with average/most frequent 
values, multiple imputations, and expectation 
maximization algorithm, classification/regression 
trees for imputation

ML Production and 
Manufacturing

7. Missing or incomplete data (Zhang and Gao, 
2021)

Data imputation; For time series data: Recurrent 
neural network; For image convolutional: neural 
network, hybrid approach

DL Smart manufacturing

8. The generated images by data augmentation may 
have high similarity; excessive reliance on data 
augmentation may lead to the multicollinearity 
problem (Liu et al., 2023)

Gather more image data; control the level of data 
augmentation; use emerging data collection 
technologies such as crawler, big data, and GAN- 
based image data augmentation

DL Mining industry, 
sorting and optimal 
utilization of minerals

Imbalance 
(data quality issue)

1. Imbalanced input dataset (Abrasaldo et al., 2024) Data resampling. e.g., random under sampling ML Geothermal energy 
industry

2. Data bias and unfairness (Aldoseri et al., 2023) Pay attention to data collection and pre-processing, 
Algorithmic Fairness, Fairness Metrics, 
Explainable AI, Interdisciplinary Collaboration

ML /

3. Unbalanced datasets (Strielkowski et al., 2023b) DL algorithms may need to generalize better to 
underrepresented classes

DL Electric power systems

4. Significant difference in the amount of data 
between classes (Chuo et al., 2022)

Under/over-sampling of data (approaches at data 
level) or adjusting the weight values of minor 
classes in training process (approach at algorithm 
level)

Various Machining operations

5. Data imbalance (Zhang and Gao, 2021) Data interpolation: Synthetic minority over- 
sampling technique; Generative model Variational 
autoencoder; GANs

DL Smart manufacturing

Inaccuracy 
(data quality issue)

1. Inaccurate values measured and intermittent 
sampling delay (Chuo et al., 2022)

Reducing the sampling frequency, filling the empty 
section using interpolation methods, and 
synchronization in the data processing stage for 
different sampling rates

Various Machining operations

2. Data noise (Zhang and Gao, 2021) Data denoising. Projection-based: Local geometric 
projection; Frequency-based: Empirical model 
decomposition, Wavelet transform; Noise-assisted: 
Stochastic resonance; Data-driven/hybrid: 
Generative prior, Unrolled optimization.

DL Smart manufacturing

3. Noisy data (Majeed and Hwang, 2024) Data-enhanced pipelines or instruments, such as 
DataPerf tool, YMIR

/ /

Outlier 
(data quality issue)

1.Manual input error or sensing device failure; 
Abnormal furnace state (Shi et al., 2023)

Statistical methods such as box plot and 
threesigma; ML methods such as clustering and 
isolated forests; Process methods such as operating 
guidelines

ML Blast furnace (BF) 
ironmaking

2. Data outliers (Zhang and Gao, 2021) Outlier detection. Data-level: Autoencoder; Model- 
level: Probabilistic neural network, Temperature 
scaling, Input perturbation

DL Smart manufacturing

Mislabeling 
(data quality issue)

1. Low label accuracy, mislabeling errors (Zhang 
et al., 2023b)

Finite element method model ML Additive 
manufacturing

2. Inefficient interpretability of datasets (Zhang and 
Gao, 2021)

Data annotation. Image annotation: Fully 
convolutional network, U-Net, Mask region-based 
CNN; Natural language processing: Word 
embedding, Transformer, BERT

DL Smart manufacturing

3. Burden of manual data annotation (Aldoseri 
et al., 2023)

Active learning, weak supervision, transfer 
learning

ML /

4. Time consuming manual labeling process (Zhang 
et al., 2023b)

Annotation tool ML Additive 
manufacturing

5. Requiring large amount of labeled data (
Papadimitriou et al., 2024)

Active learning ML Materials science and 
engineering

High dimensionality 
(data nature issue)

1. Curse of dimensionality (Sengupta, 2023) / Transformer 
architectures, DL

Healthcare

2. High-dimensional and complex nature of the data 
(Akhtar et al., 2023)

Feature selection techniques; dimensionality 
reduction techniques

ML, ANNs Energy industry

3. Spatial dimension of load data, load data varies 
over time and space (Akhtar et al., 2023)

Spatial–temporal models; clustering and spatial 
interpolation techniques

ML, ANNs Energy industry

(continued on next page)
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from the overall pattern or distribution of the dataset. In the context of 
Blast Furnace ironmaking, Shi et al. (2023) suggest that outliers may 
arise from manual input errors, sensing device failures, or abnormal 
furnace states. They propose employing statistical methods, such as box 
plots and three-sigma analysis, for outlier identification. Additionally, 
ML methods like clustering and isolated forests can be utilized. From a 
management perspective, process-oriented approaches, such as imple
menting operating guidelines, are recommended. For outlier detection, 

Zhang and Gao (2021) advocate the use of Autoencoder at the data level. 
They also suggest that at the model level, techniques such as Probabi
listic Neural Network, Temperature Scaling, and Input Perturbation can 
be applied. These methods enhance the ability to identify and manage 
outliers in the Blast Furnace ironmaking process.

Mislabeling is also a common issue. ML algorithms sometimes require 
large amounts of labeled data (Papadimitriou et al., 2024). Low label 
accuracy and mislabeling errors can cause inefficient interpretability of 

Table 8 (continued )

Data issue type Specific issue Method AI technology Domain

4. The data dimension is large, but the sample size is 
very small (Roy et al., 2022)

/ SML Healthcare and 
biomedical research

5. High dimensionality (Tripathi et al., 2021) Dimensionality reduction (e.g., PCA) and feature 
selection methods

ML Production and 
manufacturing

6. Materials data is often high dimensional, causing 
issues related to overfitting and the curse of 
dimensionality (Papadimitriou et al., 2024)

Dimensionality reduction ML Materials science and 
engineering

Lack of structure 
(data nature issue)

1. Big data lacks defined structure (Baloch et al., 
2023)

Information extraction tech, and advanced 
analytics like NLP, ML, and DL

NLP, ML, and DL Healthcare

Mixed frequency 
data 
(data nature issue)

1. 1) High-frequency data are converted to low- 
frequency ones, 2) Low-frequency data are 
converted to high-frequency ones, 3) Mixed- 
frequency data model (Shi et al., 2023)

1) Average or sum or latest value, 2) Copy, 3) 
Mixed data sampling and mixed frequency vector 
autoregression

ML Blast furnace 
ironmaking

Non-stationary 
(data nature issue)

1. Dynamic nature of load data, non-stationary data 
(Akhtar et al., 2023)

Time varying models, such as autoregressive 
moving average models; DL models, such as DNNs

ML, ANNs Energy industry

2. Non-established and non-stationarity of data (
Roy et al., 2022)

/ SML Healthcare and 
biomedical research

3. Non-Stationary Data Distribution (Field et al., 
2021)

Attention or Memory Mechanisms can be 
embedded into the model development process to 
handle changes over time and variations in 
different geographical locations

ML Radiation oncology

Non-Gaussian 
distribution 
(data nature issue)

1. Non-Gaussian and heavy-tailed nature of the load 
data (Akhtar et al., 2023)

Robust STLF models; distributional STLF models ML, ANNs Energy industry

Nonlinearity 
(data nature issue)

1. Nonlinear and non-monotonic relationships 
between the load data, weather data, and other 
predictors (Akhtar et al., 2023)

Non-parametric models, such as decision trees or 
random forests; kernel-based models, such as 
kernel regression or support vector machines

ML, ANNs Energy industry

2. Presence of highly correlated variables; Large 
number of variables (Guo et al., 2023)

Evaluating performance against a gold standard, 
analyzing performance based on experimental 
groups, matching ML classifiers, and testing 
against expert-labeled test sets

ML Materials science and 
engineering

3. Massiveness, nonlinearity, and high 
dimensionality of data (Guo et al., 2023)

Combining the statistical data-driven methods 
with the ML based methods

ML Wind energy 
Infrastructure

4. Data often captures complex, non-linear 
relationships among variables (Papadimitriou et al., 
2024)

Advanced data integration, 
data mining, and ML techniques

ML Materials science and 
engineering

Non-heterogeneity 
(data nature issue)

1. Non-heterogenous data across different models (
Yüce et al., 2022)

Connecting previously unconnected data sources ML Wind energy 
infrastructure

Heteroscedasticity 
(data nature issue)

1. Data Heteroscedasticity (Tripathi et al., 2021) Residual analysis, statistical tests, and alternative 
models like weighted least squares

ML Production and 
Manufacturing

Table 9 
Data issues and corresponding methods in the data processing stage.

Data issue type Specific issue Methods AI 
technology

Domain

Lack of efficiency 1. Lack of efficient data processing and analysis capabilities, 
and lack of reliable communication systems (Khalaf et al., 
2024)

Edge Computing and IoT ML Oil and gas industry – 
maintenance

2. Processing large datasets requiring enormous computing 
resources to (Aldoseri et al., 2023)

Specialized hardware such as GPUs and TPUs: Model 
compression, pruning, and quantization; Transfer 
learning

ML /

3. Dealing with dataset sizes to balance performance vs. 
acceptable running times (Wen and Li, 2022)

Ensuring diverse, representative, and reliable data 
through resource distribution

AutoML Spatial decision 
support systems

4. Using longer data sets (Yüce et al., 2022) Develop models with large degrees of freedom ML Wind energy 
infrastructure

Complicated 
procedures

1. Complicated testing procedures specifically related to using 
ML for vaccine development (Wong et al., 2023)

/ ML Biomedical research 
and healthcare

Model 
Overfitting

1. Models becoming overly complex and lacking 
generalizability to new data (Strielkowski et al., 2023a)

/ ML Power systems sector

2. Insufficien training data and the absence of well-defined 
stopping criteria during training caused model overfitting (Du 
et al., 2024)

Adjust the model’s structure, including weight 
modification

ML Oil and gas industry
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datasets. In terms of label accuracy, Zhang et al. (2023b) indicate that 
the experimental results (such as mechanical properties) and computa
tional results (such as thermal distribution) obtained from the finite 
element method model are more promising than manual labeling. Zhang 
and Gao (2021) introduce various techniques for data annotation. Spe
cifically, in the realm of image annotation, the suggested methods 
include Fully Convolutional Network, U-Net, and Mask Region-Based 
CNN. In the domain of NLP, the recommended techniques involve 
Word Embedding and Bidirectional Encoder Representations from 
Transformers. Regarding manual data annotation, it can pose a chal
lenge due to its significant time and energy consumption. Aldoseri et al. 
(2023) recommend techniques such as active learning, weak supervi
sion, and transfer learning to alleviate this burden. Among these tech
niques, active learning can be used to select the most informative 

examples to label, based on their potential to improve the performance 
of ML models (Papadimitriou et al., 2024). Furthermore, Zhang et al. 
(2023b) propose the utilization of annotation tools.

5.4.2. Data nature issue
The challenge of high dimensionality, often referred to as the "curse of 

dimensionality" (Sengupta, 2023), is a prevalent issue in machine 
learning and AI. It arises from the complexity and high dimensionality of 
data, leading to the utilization of numerous predictors and potentially 
resulting in overfitting and diminished accuracy (Akhtar et al., 2023; 
Papadimitriou et al., 2024). What compounds the problem is the sce
nario where the data dimension is large, yet the sample size is very small 
(Roy et al., 2022). To mitigate these challenges, the recommended ap
proaches include the use of feature selection techniques and dimen
sionality reduction methods, such as PCA (Akhtar et al., 2023; Tripathi 
et al., 2021). Specifically for addressing the spatial dimension of load 
data and the temporal and spatial variability in load data, the sugges
tions involve employing spatial–temporal models, clustering, and spatial 
interpolation techniques (Akhtar et al., 2023). These strategies aim to 
enhance the handling of high-dimensional and complex data, contrib
uting to more effective and accurate machine learning outcomes.

Lack of structure is another significant data nature issue, which can be 
addressed through Information Extraction (IE) technologies and 
advanced analytics, such as NLP, ML, and DL (Baloch et al., 2023).

The complexity introduced by mixed-frequency data is also an issue, 
which makes future data processing and model development chal
lenging. To tackle this issue, the suggestions include converting high- 
frequency data to low-frequency by using methods like averaging, 
summing, or selecting the latest value; converting low-frequency data to 
high-frequency through copying; and developing mixed-frequency data 
models using mixed data sampling and mixed frequency vector autor
egression (Shi et al., 2023).

Certain statistical characteristics of data can pose challenges as well. 
The first characteristic is non-stationarity, which refers to variations in 
the statistical properties of time series data over time (Akhtar et al., 
2023; Roy et al., 2022; Field et al., 2021). To address this issue, the 
methods, such as employing time-varying models like autoregressive 
moving average models or utilizing DL models such as DNNs, have been 
suggested (Akhtar et al., 2023). Additionally, Field et al. (2021) propose 
incorporating attention or memory mechanisms into the model devel
opment process to handle temporal changes and geographical variations 
effectively.

Akhtar et al. (2023) also note the second characteristic, i.e., non-
Gaussian and heavy-tailed nature of load data. They further recommend 
the use of robust Short-Term Load Forecasting (STLF) models and 
distributional STLF models.

Addressing nonlinearity is identified as the third challenge (Akhtar 
et al., 2023; Guo et al., 2023; Papadimitriou et al., 2024). The proposed 
methods include the application of non-parametric models like decision 
trees or random forests, kernel-based models such as kernel regression 
or support vector machines (Akhtar et al., 2023), and other advanced 
data integration, data mining, and ML techniques (Papadimitriou et al., 
2024). Evaluation strategies involve assessing performance against a 
gold standard, analyzing performance based on experimental groups, 
ML classifiers, testing against expert-labeled test sets, and integrating 
statistical data-driven methods with ML-based approaches (Guo et al., 
2023).

Non-heterogeneous data across various models is mentioned as the 
fourth challenge, which indicates a lack of diversity or variability among 
the components. Yüce et al., (2022) suggest connecting previously un
connected data sources as the solution for this challenge.

The last issue of data heteroscedasticity is highlighted in Tripathi et al. 
(2021), signifying a statistical phenomenon where the variability of the 
dependent variable is not constant across different levels or values of an 
independent variable. To address this concern, the authors recommend 
employing residual analysis, statistical tests, and alternative models 

Table 10 
Data issues and corresponding methods in the data security and privacy.

Data issue 
type

Specific issue Methods AI 
technology

Domain

Information 
leakage

1. 
Compromise 
on data 
security 
leading to 
information 
leakage (
Durlik et al., 
2023)

Prioritize data 
encryption; 
Mandate regular 
security audits 
and penetration 
testing; Establish 
robust access 
controls and 
rigorous 
authentication 
protocols

ML Maritime 
industry, 
maritime 
operations 
and 
maintenance

2. Inadvertent 
release of 
identifiable 
information, 
or 
identification 
through 
deductive 
disclosure (
Wilson et al., 
2021)

Bring data 
scientists and 
data processing 
capabilities into 
the organization; 
Build a trusted 
research 
environment

/ Healthcare

Information 
misuse

1. 
Unauthorized 
access, 
breaches, and 
misuse of 
sensitive 
information (
Cellina et al., 
2023)

Implementing 
robust data 
privacy and 
security 
measures, 
including 
encryption, 
access 
restrictions, and 
compliance with 
data protection 
regulations

DL Healthcare

2. Breaches (
Baloch et al., 
2023)

Unsynchronized 
sensor data 
analytics model

NLP, ML, 
DL

Healthcare

Attacks 1. Inference 
Attacks, model 
inversion or 
membership 
inference 
attacks (
Aldoseri et al., 
2023)

Federated 
training; DP

ML /

2. Adversarial 
Attacks, Data 
Poisoning, 
Model and 
data 
tampering (
Aldoseri et al., 
2023)

Adversarial 
training 
techniques; 
Monitoring and 
anomaly 
detection 
techniques; 
Compliance with 
Data Protection 
Regulations

ML /
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such as weighted least squares. Table 8 presents the data issues and 
corresponding methods identified at the data pre-processing stage, as 
outlined below.

5.5. Data processing stage

In the data processing stage, seven data issues have been identified, 
falling into the categories of lack of efficiency, complicated procedures, and 
model overfitting. Addressing the lack of efficiency, Khalaf et al. (2024)
point out the absence of efficient data processing and analysis capabil
ities, along with a deficiency in reliable communication systems. This 
can be mitigated through the implementation of Edge Computing and 
IoT. Edge Computing and IoT contribute to reducing latency and facil
itating real-time data processing and analysis. Furthermore, Aldoseri 
et al. (2023) emphasize the challenge of processing large datasets that 
demand enormous computing resources. To address this, specialized 
hardware like GPUs and TPUs can be employed to accelerate AI training 
and inference. Techniques such as model compression, pruning, and 
quantization are suggested for optimizing AI models, while transfer 
learning proves beneficial in reducing the amount of required training 
data and enhancing the efficiency of the training process. A challenge 
highlighted by Wen and Li (2022) pertains to dealing with dataset sizes 
to strike a balance between performance and acceptable running times. 
Ensuring diverse, representative, and reliable data through resource 
distribution becomes imperative in overcoming this challenge. Addi
tionally, Yüce et al. (2022) underscore the necessity, at times, to use 
longer datasets. Therefore, the development of models with a large de
gree of freedom becomes crucial in such scenarios.

In terms of complicated procedures, it is merely indicated in Wong 
et al. (2023), which note the existence of complicated testing proced
ures, specifically related to using ML for vaccine development.

Concerning model overfitting, Strielkowski et al. (2023a) highlight the 
risk of models becoming overly complex and lacking generalizability to 
new data. Du et al. (2024) also indicate that overfitting is a significant 
concern in ML applications, often resulting from insufficient training 
data and the absence of clearly defined stopping criteria during model 
training. They believe that potential solutions include modifying the 
model architecture, such as adjusting weights, although such modifi
cations may introduce additional complexity and potentially limit the 
generalization beyond the specific dataset. Table 9 presents the data 
issues and corresponding methods identified at the data processing 
stage, as outlined below.

5.6. Data security and privacy stage

In the realm of data security and privacy, six issues are identified, 

focusing on information leakage, information misuse, and attacks. 
Addressing information leakage, Durlik et al. (2023) highlight the risk of 
compromising data security leading to the leakage of information. To 
mitigate this, the following suggestions are proposed: prioritizing data 
encryption, mandating regular security audits and penetration testing, 
and establishing robust access controls along with rigorous authentica
tion protocols. Additionally, Wilson et al. (2021) point out the risk of 
inadvertent release of identifiable information or identification through 
deductive disclosure. From a management perspective, they recommend 
bringing data scientists and data processing capabilities into the orga
nization and building a trusted research environment.

Addressing information misuse, unauthorized access, breaches, and 
the improper use of sensitive information become concerns. Thus, it is 
imperative to implement robust data privacy and security measures, 
encompassing encryption, access restrictions, and compliance with data 
protection regulations (Cellina et al., 2023). Baloch et al. (2023) also 
reference breaches and recommend the utilization of an unsynchronized 
sensor data analytics model as a potential solution.

Regarding attacks, the presence of inference attacks, model inver
sion, or membership inference attacks raises concerns. Solutions such as 
Federated training and Differential Privacy (DP) are suggested as pro
tective measures (Aldoseri et al., 2023). Federated training involves 
training ML models across decentralized devices or servers, ensuring 
privacy by keeping raw data local and not shared. DP is a privacy and 
security concept aiming to safeguard individuals’ sensitive information 
while still allowing valuable insights from aggregated data. This is 
achieved by introducing noise to the data and preserving statistical 
properties. Attacks also encompass threats like adversarial attacks, data 
poisoning, and the tampering of both models and data. Addressing these 
threats requires the implementation of adversarial training techniques 
to bolster the robustness of machine learning models and anomaly 
detection techniques to identify abnormal patterns or deviations from 
expected behavior. In addition, from a management perspective, 
compliance with Data Protection Regulations is imperative (Aldoseri 
et al., 2023). Table 10 presents the data issues and corresponding 
methods identified in data security and privacy, as outlined below.

5.7. AI technologies adoption stage

When contemplating the adoption of AI technologies, several chal
lenges come to light. Six specific issues have been identified, which can 
be categorized as cost issue, reusability issue, and interpretability issue. In 
terms of cost, Khalaf et al. (2024) argue that installing the required 
sensors and infrastructure for data collection can be costly, thus a 
Cost-Benefit Analysis should be conducted first. Durlik et al. (2023)
further underscore the financial burden associated with implementing 

Table 11 
Data issues and corresponding methods in AI technologies adoption stage.

Data issue type Specific issue Methods AI 
technology

Domain

Cost 1. Implementing AI technologies, installing the required sensors and 
infrastructure for data collection can be costly (Khalaf et al., 2024)

Cost-Benefit Analysis ML Oil and gas industry – 
maintenance

2. Implementing advanced data analytics can be costly, including 
hardware, software, infrastructure, hiring or training staff (Durlik 
et al., 2023)

/ ML Maritime industry, maritime 
operations and maintenance

Reusability 1. Challenges on updating existing models with new data, while 
maintaining performance consistency and achieving reproducible 
solutions (Wen and Li, 2022)

/ AutoML Spatial decision support 
systems

Interpretability 1. Challenges on understanding why models perform better or worse, 
and explaining the reasons behind certain model actions (Wen and Li, 
2022)

/ AutoML Spatial decision support 
systems

2. Doubts on Deep Neural Networks Reliability (Xu et al., 2022) Concept Drift Detection, Uncertainty 
Estimation, Out of Distribution 
Detection

DL Smart manufacturing

​ 3. Tradeoff between model accuracy and interpretability (
Papadimitriou et al., 2024)

/ ML Materials science and 
engineering
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advanced data analytics, encompassing expenses related to hardware, 
software, infrastructure, and staff training or hiring.

In terms of reusability, Wen and Li (2022) highlight challenges tied to 
updating existing models with new data while ensuring performance 
consistency and reproducibility, without providing specific solutions.

On the front of interpretability, Wen and Li (2022) also raise chal
lenges related to understanding why models perform as they do and 
explaining the reasons behind specific model actions. Additionally, Xu 
et al. (2022) express doubts about the reliability of Deep Neural Net
works and recommend employing Concept Drift Detection, Uncertainty 
Estimation, and Out-of-Distribution Detection when deploying models 
in real-world and dynamic environments to ensure their reliability. 
Concept Drift Detection aims to identify when the statistical properties 
of the target variable change, which allows for timely model adaptation. 
Uncertainty estimation involves quantifying the uncertainty linked to 
predictions made by ML models. Out-of-distribution detection focuses 
on identifying instances where input data significantly deviates from the 
distribution on which the model is trained. Papadimitriou et al. (2024)
also point out that ML models are capable of delivering highly precise 
predictions, but their intricate architecture often acts as a “black box’’. 
Understanding the ‘why’ and ‘how’ behind predictions is essential for 
gaining insights into material properties and behaviors. Table 11 pre
sents the data issues and corresponding methods identified in AI tech
nologies adoption stage, as outlined below.

6. Discussion

This section discusses the extended critical points based on the 
literature analysis results and presents a data lifecycle management 
framework for handling data issues in industrial AI. This section aims to 
answer the RQ3: How can these data issues be systematically resolved?

6.1. Manage data from different sources

As noted in Section 4.3, it is crucial to recognize that data can 
originate from various sources, including historical storage, real-time 
sensors, and human interactions or expertise, etc. While most of data 
issues discussed in previous sections focus on historical data, this section 
will explore two critically important data sources that have less 
frequently addressed: real-time sensor data and expert domain 
knowledge.

6.1.1. Real-time data from sensors
In the data issues we identified, most of the data consists of historical 

information that has already been collected and stored in systems. 
However, with the advancement of IoT technology in industrial settings, 
real-time data is gaining increasing attention. Real-time data poses 
unique challenges for AI applications, as it requires processing and 
analysis with minimal delays or near-instantaneous responses. Key 
challenges associated with real-time data in AI include managing high 
data volume and velocity, ensuring low latency and fast response times, 
addressing issues related to real-time data quality and noise, scalability 
and resource constraints, data synchronization, adapting models in real 
time, and providing real-time analytics and visualization (Aldoseri et al., 
2023).

For example, in the domain of computer vision, Song et al. (2015)
introduce an RGB-D benchmark suite aimed at advancing the state of the 
art in major scene understanding tasks. Their dataset, captured by four 
different sensors, contains 10,335 RGB-D images, all of which are 
densely annotated with 146,617 2D polygons and 64,595 3D bounding 
boxes. Cho and Kang (2021) further augment the dataset to incorporate 
the necessary data for color images, gaze data with corresponding depth 
information, and object labels. They also generate virtual gaze data from 
bounding boxes and depth images and apply this to real-time, gaze-a
ware attentive object detection. In their work, they identify several 
challenges, including missing data in certain ranges, the 

time-consuming nature of manual annotation for 3D objects and scene 
categories, and the issue of cross-sensor bias. Since real-world data often 
comes from different sensors, it is crucial for algorithms to generalize 
across them. Their research demonstrates the existence of sensor bias 
and emphasizes the need for developing RGB-D algorithms with 
improved sensor generalization capabilities.

In the manufacturing process domain, Bastani et al. (2016) proposes 
an online sparse estimation-based classification (OSEC) approach for 
real-time monitoring in advanced manufacturing processes using het
erogeneous sensor data. They apply this method to a semiconductor 
chemical mechanical planarization (CMP) process for polishing copper 
wafers to a specular finish. The data in their study is acquired from a 
two-axis wireless vibration sensor at a sampling rate of 685 Hz. The 
authors highlight the complexity of the vibration data in the CMP pro
cess and the difficulty of detecting subtle process drifts using traditional 
statistical and data mining methods. Their OSEC approach proves 
effective in addressing these challenges.

From a more theoretical point of view, Aldoseri et al. (2023)
emphasize the importance of timeliness as a critical dimension of AI data 
quality. Timeliness refers to the extent to which data is current and 
relevant to the present context. They argue that AI systems require 
timely data to adapt to dynamic environments and provide accurate 
predictions. Using outdated data can lead to poor performance and, in 
some cases, harmful consequences, as the AI system may fail to account 
for recent changes in the underlying phenomena. To address these 
challenges, they propose edge computing as a solution. By processing 
data on edge devices, such as smartphones, IoT devices, or edge servers, 
edge computing reduces the amount of data that needs to be transmitted 
to the cloud or a centralized data center. This approach enables real-time 
data processing, reduces latency, and conserves bandwidth.

6.1.2. Data from experts’ domain knowledge
Human-generated data, especially expert domain knowledge, is 

playing an increasingly important role alongside machine- or sensor- 
generated data. Expert knowledge is essential for decision-making, as 
it provides contextual understanding, improving the accuracy and 
relevance of decisions. In qualitative research, expert knowledge has 
been widely used in Delphi studies (Yousuf et al., 2007; Laupichler et al., 
2023) and MCDM methods, such as Fuzzy AHP (Mehrparvar et al., 
2024a, 2024b). In recent years, expert domain knowledge has also 
become integral to AI projects, enhancing the accuracy and relevance of 
AI models by aligning them with real-world complexities and 
industry-specific requirements. Expert insights help refine data inputs, 
validate model outputs, and address nuanced challenges, which ulti
mately improve AI reliability.

However, using expert knowledge raises concerns about subjectivity 
and bias, as expert opinions may reflect individual or sector-specific 
perspectives that are not universally applicable. It thus might lead to 
biased training data or skewed model outcomes in AI projects. In
consistencies between different experts’ knowledge can also complicate 
data integration and model development. Additionally, capturing and 
formalizing expert knowledge into structured data is challenging, 
limiting its full potential in AI systems. To address these issues, it is 
suggested that standardization techniques can be employed to minimize 
subjectivity and bias, while incorporating multiple experts’ perspectives 
could help balance individual biases. Utilizing formal knowledge rep
resentation methods, such as ontologies, may aid in structuring expert 
insights and enhancing data integration and consistency. Additionally, 
regular validation of AI models with expert feedback could ensure their 
continued alignment with evolving domain knowledge.

6.2. Strategy for addressing cost issue in data storage

In section 4.3, two issues pertain to the data access and storage stage. 
For data access, the key question is how tight access control should be, 
balancing the trade-off between data democracy and data security. 
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Regarding data storage, the primary concern is cost. The solutions 
highlighted in the literature primarily focus on technical approaches, 
such as applying non-volatile memory and utilizing distributed storage 
systems (Aldoseri et al., 2023). However, from a management perspec
tive, it is equally important to develop strategies not only for deter
mining what data should be collected and stored but also for planning 
when to archive or delete data at the end of its lifecycle. This ensures 
efficient resource utilization and long-term sustainability; and requires 
implementing a well-defined data lifecycle management strategy, which 
ensures that data is stored and maintained efficiently throughout its 
useful life. Once the data is no longer needed for active use, organiza
tions should establish criteria for archiving or permanently deleting it. 
Archiving allows data to be preserved for future reference or regulatory 
compliance while freeing up valuable storage resources. On the other 
hand, deletion removes outdated or redundant data to reduce storage 
costs and minimize the risk of unnecessary data exposure or breaches. 
Effective data lifecycle management not only reduces operational costs 
but also ensures that data governance policies are upheld.

6.3. Data quality issues vs. Data nature issues

In section 4.3, 41 issues are related to the data preprocessing stage, 
which is arguably the most critical phase in the data lifecycle for in
dustrial AI. This stage is where most of the challenges arise and where 
they are expected to be resolved. As previously mentioned, these issues 
can be categorized into two types: data quality issues and data nature 
issues. For data quality, there is a long history and wealth of research on 
data quality management that addresses its definitions (Wang and 
Strong, 1996; Abraham et al., 2019), key dimensions (Wang and Strong, 
1996; Hazen et al., 2014), evaluation methods (Kontokostas et al., 2014; 
Pipino et al., 2002). Another concept, data integrity, is also closely 
related to data quality but focuses on different aspects of managing data. 
Data quality refers to the overall utility of data based on various char
acteristics. The main goal of data quality management is to ensure that 
the data is fit for its intended uses. Data integrity, on the other hand, is 
specifically concerned with the accuracy and consistency of data over its 
lifecycle (Chen et al., 2012). In other words, it is the degree to which 
data is reliable and trusted to be correct. Compromised data integrity 
can result in AI systems making decisions based on corrupt or incon
sistent data, which leads to unreliable or flawed outcomes (Aldoseri 
et al., 2023). In essence, data integrity can be seen as a fundamental 
aspect of data quality. As noted, extensive research has been conducted 
on data quality and its related concepts to address data quality issues. 
However, less attention has comparatively been given to data nature 
issues. These issues are particularly critical in the context of AI, where 
the nature of the data significantly impacts model selection and per
formance. To address this gap, it is important to consider both the 
characteristics of the data and the specific AI models being used, in order 
to ensure a more effective alignment between data and model re
quirements. This approach will be discussed in detail in Section 5.1.4.

6.4. Model-aware data preparation

In AI projects, data and models are inherently interconnected. 
Enhancing model performance requires careful examination of the data, 
while improving data quality necessitates consideration of the charac
teristics of the models that will be applied. Some research refers to this 
as "model-aware cleaning" (Majeed and Hwang, 2024). In our study, we 
adopt the term "model-aware data preparation," as it encompasses not 
only data cleaning but also other stages of the data lifecycle, particularly 
data collection. In data science, being model-aware involves under
standing the assumptions, strengths, and limitations of the models being 
used, which directly influences how data is processed, interpreted, and 
visualized.

In this section, we propose a model-aware data preparation approach 
that considers both the characteristics of the data and the AI models 

being utilized. Since most of the articles we reviewed focus on ML, our 
analysis primarily addresses the data requirements of different ML al
gorithms. According to Sarker (2021), ML algorithms can be classified 
into four main categories: supervised learning, unsupervised learning, 
semi-supervised learning, and reinforcement learning, as illustrated in 
Fig. 6.

6.4.1. Supervised learning
Supervised learning utilizes labeled training data and a set of 

training examples to deduce a function. The primary tasks in supervised 
learning are classification, which segregates the data, and regression, 
which fits the data. It is important to have a well-structured and 
representative labeled dataset. Both the quality and quantity of the data 
significantly impact the model’s performance and its ability to gener
alize to new and unseen data.

The key elements of the data requirement for classification in su
pervised learning include:1) Input Features (X): these are the features 
used for making predictions or classifications; 2) Output Labels (Y): each 
input sample is associated with a corresponding output label, dis
tinguishing between classes; 3) Labeled Dataset: a dataset exists, con
taining input-output pairs used for training the model; 4) Sufficient Data 
Variety: the dataset should encompass diverse scenarios relevant to the 
problem, aiding generalization; 5) Adequate Data Size: the dataset 
should be sufficiently large to capture underlying patterns without being 
excessively large, which could increase computational costs; and 6) 
Balanced Classes: having a balanced distribution of examples across 
different classes is beneficial for training unbiased models.

In contrast to classification, where the target variable signifies 
discrete classes, regression involves a continuous target variable that 
represents a numerical value. The objective in regression is to predict a 
continuous output rather than categorizing samples into specific classes. 
Despite this distinction, the data requirements for regression are 
generally similar to those of classification algorithms.

6.4.2. Unsupervised learning
Unsupervised learning involves the analysis of unlabeled datasets, 

operating without explicit supervision or labeled output. In unsuper
vised learning, the system tries to learn the patterns, relationships, or 
structures inherent in the data without being given specific target values 
to predict. The most common unsupervised learning tasks are clustering, 
density estimation, feature learning, dimensionality reduction, finding 
association rules, anomaly detection, etc.

In clustering tasks, success depends on the inherent structure of the 
data and the appropriateness of the chosen algorithm for the given 
dataset. The key elements of the data requirement for clustering include: 
1) Feature Set (X): the dataset should consist of a set of features that 
describe the characteristics of each data point; 2) Homogeneous Data 
Distribution: the dataset should ideally represent a somewhat homoge
neous distribution of data, where clusters can be naturally identified; 3) 
Sufficient Data Size: having a sufficiently large dataset is beneficial. 
However, the appropriate size of the dataset depends on the complexity 
of the data and the clustering algorithm used.

Density estimation in unsupervised learning involves estimating the 
probability density function of a dataset, providing insights into the 
underlying distribution of the data. The data requirements for density 
estimation include: 1) Unlabeled Data; 2) Continuous Data; 3) Repre
sentative Sample: the dataset should be a representative sample of the 
population or system being modeled and the quality and accuracy of the 
density estimation depend on how well the dataset captures the true 
underlying distribution; 4) Sufficient Data Size: smaller datasets may 
lead to higher uncertainty in estimating the density, especially in areas 
with fewer observed data points; and 5) Appropriate Feature Repre
sentation: the features used for density estimation should be appropriate 
for capturing the essential characteristics of the data distribution.
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6.4.3. Semi-supervised learning
Semi-supervised learning can be defined as a hybridization of the 

above-mentioned supervised and unsupervised methods. It involves 
training a model using a combination of labeled and unlabeled data. 
This type of learning can be particularly useful when obtaining labeled 
data is costly or time-consuming. Both the labeled and unlabeled data 
should be representative samples of the underlying distribution. The 
distribution of labeled and unlabeled examples should be balanced 
appropriately based on the available resources and the goals of the semi- 
supervised learning task. The labeled and unlabeled data should be 
relevant to the specific task at hand. The semi-supervised learning 
approach is most effective when the labeled and unlabeled examples 
share similarities, allowing the model to leverage the unlabeled data for 
improved performance on the labeled task.

6.4.4. Reinforcement learning
Reinforcement learning is a type of ML where an agent learns to 

make decisions by interacting with an environment. The data re
quirements for reinforcement learning are distinct from those of super
vised and unsupervised learning. It requires agent and environment 
interaction, environment dynamics, state representation, action space, 
reward signal, trajectories or episodes. In addition, the data should 
reflect a balance between exploration and exploitation.

6.4.5. DL
As DL gains increasing attention, it is noteworthy to emphasize the 

distinctive data requirements associated with DL. DL is a subfield of ML, 
and it encompasses various types of learning paradigms, including su
pervised, unsupervised, and semi-supervised learning. DL models often 
require large and diverse datasets to learn complex patterns and gen
eralizations. Table 12 summarizes the different data requirements for 
various ML algorithms.

Considering the diverse data requirements outlined in Table 12, we 
can only evaluate data usability and anticipate potential data issues 
based on the specific needs of different AI algorithms, allowing for 
strategic data collection and preprocessing in advance. For example, 
small datasets are usually not suitable for DL algorithms, so it is essential 
to assess the availability of large datasets before initiating a DL project. 
This proactive approach ensures better preparedness, helping to avoid 
unnecessary costs and time delays in AI project development.

6.5. Data management framework for systematically handling data issues 
in industrial AI

Building on the findings, from a data-centric point of view, this 
section introduces a comprehensive data management framework, spe
cifically designed to systematically address data issues in industrial AI. 
Through the synthesis of the analyses, the framework is structured into 
three integral components aimed at addressing the complex nature of 
data challenges in industrial AI projects.

The first component involves data usability evaluation which com
prises three key steps. Every AI project originates from a specific prob
lem or operational challenge that needs to be addressed. Therefore, 
before delving into data analysis or model development, the first step is 
to fully understand the problem at hand by asking fundamental ques
tions such as: What is the business or operational problem? What is the 
purpose of using AI? What task needs to be accomplished? This step ensures 
a clear understanding of the AI project’s objectives, which is essential for 
determining the types of data required and how to effectively use them. 
By reflecting on these questions, project teams can better identify the 
appropriate AI algorithms and gain insight into the necessary data 
characteristics. Once the problem is understood, the second step is 

Fig. 6. Categories of machine learning algorithms (adapted from Sarker, 2021; Zhang and Yu, 2020).

Table 12 
Different Data requirements in various ML algorithms.

ML algorithms Task Data requirement

Supervised 
learning

Classification Input features (X); Output labels (Y); 
Labeled dataset; Sufficient data variety; 
Adequate data size; Balanced classes

Regression Similar with classification, yet the target 
variable is continuous and represents a 
numerical value

Unsupervised 
learning

Clustering Unlabeled dataset, Feature set (X); 
Homogeneous data distribution; 
Sufficient data size

Density 
estimation

Unlabeled data; Continuous data; 
Representative sample; Sufficient data 
size; Appropriate feature representation

Semi-supervised 
learning

Classification, 
Clustering

Labeled data; Unlabeled data; 
Representative sample; Balance between 
labeled and unlabeled Data; Task 
relevance

Reinforcement 
learning

Reward or 
penalty

Agent and environment interaction; 
Environment dynamics; State 
representation; Action space; Reward 
signal, Trajectories or episodes; Balance 
between exploration and exploitation

DL ​ Large and diverse datasets
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preliminary data exploration. This involves thoroughly analyzing 
existing data to comprehend its nature, including type, features, distri
bution, patterns, size, and complexity. This exploration enables an 
initial assessment of whether the available data can adequately address 
the identified problem. If gaps are found, strategies for additional data 
collection must be considered. The third step emphasizes model-aware 
data preparation, which is crucial for aligning the data with the spe
cific AI models being employed. As discussed in Section 5.1.4, a model- 
aware approach should be used to evaluate data usability, ensuring that 
the data meets the requirements of the selected algorithms. This involves 
asking key questions such as: What AI algorithms are we using? What are 
the data requirements for these algorithms? What potential data issues might 
arise with these algorithms? Anticipating these challenges allows for 
strategic data collection and preprocess, ensuring both data quality and 
usability throughout the project. This structured approach minimizes 
project risks, optimizes resource allocation, and enhances the effec
tiveness of industrial AI applications. Once data usability is con
firmed—ensuring alignment with both the operational objectives and 
the technical requirements of the AI models—the framework progresses 
to the next component to activate the full data lifecycle.

As outlined in the second component of the proposed framework, the 
82 identified data issues are categorized into 29 types and further 
classified based on the stages of the data lifecycle. This categorization 
offers a comprehensive map, providing clarity on when and where 
specific issues may arise. As noted in Section 3.3, data lifecycle theory is 
used in this study because it provides a systematic approach to under
stand and manage data throughout its lifecycle. This theory offers a 
structured framework for analyzing data issues from inception to 
disposal, enabling the development of clear guidelines for data man
agement and governance. The reason of further categorizing individual 
data issues into different types is that specific data issues are numerous. 
They often appear trivial and vary across AI projects, so addressing each 
issue individually would be time-consuming and inefficient. Meanwhile, 
upon reviewing these individual data issues, we observe that many of 
them exhibit patterns and a high degree of repeatability. For instance, 
several studies refer to the problem of data imbalance using different 
terminology, such as “imbalanced input dataset” (Abrasaldo et al., 
2024), “data bias and unfairness” (Aldoseri et al., 2023), “unbalanced 
datasets” (Strielkowski et al., 2023b), “significant difference in the 
amount of data between classes” (Chuo et al., 2022), and “data imbal
ance” (Zhang and Gao, 2021). Despite the varying terms, they all refer to 
the same fundamental issue. Therefore, by categorizing and managing 
these recurring data issues instead of treating them as individual cases, 
we can streamline the process of resolving them. Moreover, common 
data issues, such as data incompleteness, inaccuracy, or mislabeling, 
frequently arise across different AI projects. Accumulating knowledge 
and solutions for different types of data issues allows us to reuse and 
transfer these strategies to other projects, thereby avoiding repetitive 
work and improving efficiency. This is the reason that we emphasize the 
need for a structured approach to categorize and manage data issues 
within our framework. This structured classification acts as a roadmap, 
revealing specific data issues of different types at various stages, thereby 
enabling targeted resolution strategies, and ultimately improving the 
overall data management in industrial AI.

The final component of the framework presents the methods for 
addressing data issues at various stages of the data lifecycle, integrating 
both managerial and technical perspectives. It is important to note that 
it is not feasible to encompass all methods within a single chart. 
Therefore, we provide selected examples of the methods shown in 
Table 5 to Table 11, which address data issues at each stage of the data 
lifecycle. For example, for some data issues in the data source and 
collection stage, managerial solutions include fostering collaboration in 
data collection, establishing clear data requirements, and promoting 
standardization, while technical solutions focus on using data augmen
tation techniques to address data insufficiency or imbalance. For some 
issues in the data access and storage stage, managerial strategies may 

involve securing licenses for data access and usage, while technical so
lutions could include building distributed storage systems or utilizing 
NVM technologies for enhanced capacity and performance. For some 
issues in the data integration and interoperation stage, managerial 
strategies can promote joint development initiatives among stake
holders to facilitate seamless integration, while technical strategies may 
involve deploying advanced data integration techniques. For some is
sues in the data preprocessing stage, cooperation between IT and busi
ness teams is key from a managerial perspective, whereas technical 
solutions include applying data imputation, cleaning techniques, 
annotation tools, and feature engineering to improve data quality. For 
some issues in the data processing stage, a managerial approach might 
involve conducting cost-benefit analyses on system updates or re
placements, while technical strategies focus on leveraging specialized 
hardware and flexible models. For some issues in the data security and 
privacy stage, managerial strategies emphasize building trusted research 
environments and ensuring compliance with data protection regula
tions, while technical solutions may include federated learning, differ
ential privacy, and adversarial training techniques to enhance security. 
Last, for some issues in the AI technology adoption stage, a cost-benefit 
analysis of AI implementation from a managerial perspective is essen
tial, while technical approaches should focus on detecting concept drift, 
estimating uncertainty, and managing out-of-distribution data to ensure 
the robustness and effectiveness of AI systems.

One of the key advantages of the final component of the framework is 
its recognition of the interdependence between management and tech
nology. By integrating both managerial and technical perspectives, the 
framework emphasizes the importance of collaboration between man
agement and technical teams. This collaborative approach is crucial for 
achieving sustainable improvements in industrial AI projects, as it en
sures that strategic objectives align with operational needs. Manage
ment teams provide the oversight, direction, and regulations necessary 
for data handling, while technical teams offer the expertise required to 
address specific data issues and implement advanced solutions. This 
synergy between management and technology not only enhances the 
overall effectiveness of data handling processes, but also fosters a more 
cohesive and responsive approach to addressing challenges throughout 
the data lifecycle. The whole framework is presented in Fig. 7.

7. Future research on data management in industrial AI

As highlighted earlier, data is essential for making actual progress in 
AI advancement. It is imperative for future research to prioritize the 
discussion of data-related topics. To guide future research topics, seven 
pivotal points can be considered.

1. Assessing the effectiveness of existing methods. The methods dis
cussed in this paper have shown the potential to address specific data 
issues; however, their effectiveness needs thorough evaluation. This can 
be accomplished by implementing these methods in real-world scenarios 
or conducting case studies on projects that have employed these tech
niques. By analyzing and comparing the outcomes, researchers and 
practitioners can identify areas for enhancement and ensure that the 
solutions remain relevant and effective.

2. Developing model-aware data preparation. Future studies should 
delve deeper into model-aware data preparation techniques. This in
volves not only refining data cleaning processes but also developing 
strategies for effective data collection and preprocessing that align with 
the specific requirements of various AI models. Research could explore 
how different AI algorithms impact data needs and how to optimize data 
for the diverse algorithms.

3. Advancing data usability assessment. Future research should focus 
on advancing methods for assessing data usability. This includes 
developing frameworks for evaluating data quality, identifying potential 
issues, and ensuring that data aligns with both operational goals and 
technical requirements. Research could also explore the development of 
standardized metrics and tools for data usability assessment.
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4. Establishing collaborative management and technical approaches. It is 
crucial to investigate how to better integrate managerial and technical 
methods for addressing data issues. Research should explore models for 
fostering collaboration between management and technical teams to 
manage data more effectively.

5. Developing longitudinal data lifecycle management. Research should 
focus on the long-term management of data throughout its lifecycle. This 
includes strategies for data archiving, deletion, and continuous evalua
tion to ensure that data remains relevant and useful over time. Devel
oping frameworks for managing the entire data lifecycle will support 
sustainable AI practices and improve overall data management.

6. Translating knowledge on solving data issues into industry experience. 

While the literature has highlighted numerous data issues and corre
sponding methods, there is a need to propel the industry towards con
fronting these data issues pragmatically. This requires developing and 
continuously practicing problem-solving skills to translate knowledge 
into practical experience. Given the privacy, confidentiality, and 
complexity of industry data, obtaining real data from specific companies 
is difficult. Therefore, leveraging open data sources, such as partici
pating in initiatives like the PHM Data Challenge competition (Jia et al., 
2018; Su and Lee, 2023), presents a valuable avenue for honing 
problem-solving skills.

7. Achieving a more profound integration of AI and industry. Looking 
ahead, beyond addressing data issues, the future should also focus on 

Fig. 7. Data management framework for systematically handling data issues in industrial AI.
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expanding the application of AI. This necessitates a dual perspective: 
from the AI standpoint, exploring potential applications in various 
fields; and from the industry perspective, contemplating how to prepare 
industry comprehensively to pave the way for a more profound and 
widespread AI integration. For instance, the introduction of ChatGPT 
has highlighted the potential of large language models (LLMs) in 
showcasing artificial general intelligence. However, in industry, where 
there is a need for domain-specific knowledge, LLMs may not be ideal 
due to their training on general knowledge. Therefore, exploring the 
development of Industrial Large Knowledge Models (ILKMs) tailored for 
industrial systems could be a promising avenue for future research (Lee 
and Su, 2024). A data forum can also be established to provide both 
researchers and practitioners with a platform to convene and exchange 
insights, best practices, and innovative ideas within the realms of data 
science, data analytics, data management and DCAI.

8. Conclusions, implications, and limitations

8.1. Conclusions

This study conducts a comprehensive meta-review of data issues and 
corresponding methods in the implementation of industrial AI. It iden
tifies and categorizes 82 data issues according to the stages of the data 
lifecycle: data source and collection, data access and storage, data inte
gration and interoperation, data preprocessing, data processing, data security 
and privacy, and AI technologies adoption. By doing so, this study answers 
two research questions: What are the specific data issues encountered 
during the implementation of AI in industrial systems? and What methods are 
associated with addressing these issues? Subsequently, this study discusses 
not only historical data but also the management of data from other 
critical sources, particularly real-time data from sensors and data 
derived from expert domain knowledge. Afterwards, it proposes a 
model-aware data preparation approach, analyzing the data re
quirements of various ML algorithms to guide data preparation and 
usability evaluation for AI models. Synthesizing all the analyses, this 
study introduces a data management framework to answer the research 
question: How can these data issues be systematically resolved? Finally, the 
study outlines seven future research directions for addressing data is
sues, advancing data management, and integrating AI and industry.

8.2. Implications

The discussions and findings of this study have significant implica
tions for both academic knowledge and practical applications in in
dustrial AI.

Academically, it fills a notable gap in the literature by creating a 
clear taxonomy of data issues across the data lifecycle stages, as well as 
linking these issues to their corresponding resolution methods. This 
taxonomy not only maps existing issues and solutions but also guides the 
development of new tools and techniques for engineering and moni
toring data. By adopting the lifecycle perspective, it also deepens the 
theoretical understanding of how data-related challenges evolve and 
impact AI performance in industrial settings. In addition, the discussion 
on real-time sensor data and expert domain knowledge highlights the 
need for advanced data management beyond traditional historical data. 
Moreover, by proposing a model-aware data preparation approach, this 
study illustrates that aligning data characteristics with specific AI al
gorithms improves model usability and effectiveness. Last, this study 
introduces a conceptual framework that integrates model-aware data 
preparation, managerial perspectives, and technical methodologies, 
providing a systematic methodology for DCAI research. This framework 
not only structures future research on data governance and quality 
management, but also highlights underexplored challenges, which 
accordingly encourages interdisciplinary studies between AI, data sci
ence, and industrial applications. By offering a foundational structure, 
the framework contributes to the development of new theories and 

methodologies for AI data lifecycle management.
Practically, this study provides valuable insights for AI practitioners 

and industrial system developers by offering a comprehensive frame
work for addressing data issues in AI projects. The proposed framework 
serves as a strategic tool that enables practitioners to anticipate and 
mitigate data-related obstacles, enhance AI adoption and scalability, 
improve decision-making accuracy, and support long-term AI lifecycle 
management. By equipping industries with practical strategies for 
improving data quality and governance, this study not only enhances AI- 
driven decision-making and automation, but also reduces operational 
inefficiencies, ensuring that AI applications deliver consistent and 
valuable insights over time.

In summary, this study offers actionable insights for both researchers 
and practitioners when implementing industrial AI, and advocates for a 
systematic and integrated approach to data management that in
corporates both strategic and operational considerations. The proposed 
framework and future research directions provide a valuable foundation 
to advance the field and improve the deployment and performance of 
industrial AI systems.

8.3. Limitations

The study acknowledges its limitations, as the literature gathered 
through the meta-review method may not encompass all data issues and 
corresponding methods. The analysis and categorization of data issues 
heavily rely on the availability and quality of literature sources, 
potentially introducing biases or gaps that may have influenced the 
identification and categorization process. Moreover, despite efforts to 
systematically analyze data issues and methods, the study is inherently 
subject to limitations associated with the meta-review methodology, 
including selection bias, publication bias, and the potential for 
researcher interpretation. Scholars, who are interested in conducting a 
more exhaustive exploration, can consider employing alternative 
methods such as NLP technique to automate the extraction and analysis 
of data-related information from a vast array of textual sources.
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