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Abstract:

The emergence of digital sovereignty as a political priority in Europe
has prompted organizations to explore open source software as a
means of reducing dependency on American proprietary technology
providers. This thesis investigates the technical, security, and organi-
zational challenges that arise when an organization pursues digital
sovereignty through open source adoption, and examines the extent
to which open source solutions can satisfy enterprise compliance
requirements. The research is conducted through a qualitative case
study of Statens IT’s SIA-Open initiative, a Danish public sector effort
to establish an open source Linux-based workplace as an alternative
to the existing Microsoft environment. Data was collected through
semi-structured interviews with relevant stakeholders, supplemented
by internal technical documentation. A proof of concept deployed
Wazuh selected through a structured evaluation of four candidate
platforms using an extended five-criterion framework incorporating
CWE profile analysis as an open source EDR and SIEM solution across
a hybrid Ubuntu, Windows, and macOS environment, evaluating it
against De Tekniske Minimumskrav for Statslige Myndigheder. The
evaluation demonstrated that an open source security stack can sat-
isfy the baseline without dependency on foreign cloud infrastructure.
However, open source adoption in a public sector context is further
constrained by the absence of a national Open Source Program Office,
a cost-recovery funding model, legacy system dependencies, and the
paradox that coexistence with proprietary systems sustains the very
dependencies the initiative seeks to reduce. Realizing the ambition
of SIA-Open at scale requires stable funding, dedicated governance
structures, and coordinated political commitment.
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1 Introduction

The term digital sovereignty became a concern when Edward Snowden in 2013 revealed that the American
National Security Agency, together with a number of large US tech companies, was conducting surveillance and
industrial espionage [Dansk Industri DI Digital, 2025]. These disclosures sent shockwaves across the world and

brought digital sovereignty into public and political discourse.

However, the debate intensified significantly in the years that followed, reaching a new peak in 2025 at Donald
Trump’s inauguration. Prior to his inauguration Europe’s dependency on big tech companies was not viewed
as a vulnerability but as a partnership. This perception changed when CEOs of several of the world’s biggest
tech companies attended Trump’s inauguration sitting front row. Among them were Elon Musk, Meta’s Mark
Zuckerberg and Amazon founder Jeff Bezos [Semaphor, 2025]. Their attendance raised concerns about the

tight connection between political power and technology firms that most countries depend on.

The concern that the United States could sanction a European public officially became a reality when Nicolas
Guillou, a French judge at the International Criminal Court (ICC), was sanctioned by the US in August 2025 [Le
Monde (International edition), 2025]. Trump opposed the ICC’s issuance of arrest warrants against Israeli Prime
Minister Benjamin Netanyahu and former Defense Minister Yoav Gallant over their actions in Gaza, viewing it
as an illegitimate attempt to prosecute a close US ally. As a result, he sanctioned multiple ICC judges and

prosecutors in a series of escalating measures aimed at pressuring and deterring the court.

The sanctions have had serious consequences for Guillou’s life as he cannot use most credit cards, since Visa and
Mastercard dominate the market. Furthermore, he is blocked from most digital services as well as online dis-
tributors such as UPS. This illustrates just how dependent Europeans are on US services as transatlantic tensions
rise. As a response, European countries have engaged in discussions on how to achieve digital sovereignty. Mul-
tiple strategies are being explored including regulatory measures, public procurement policies, and the adoption
of open source software. Open source software is a way to reduce vendor lock-in, improve transparency, and

enable greater control over critical systems due to its open nature.

In Denmark, this strategic direction is reflected in the establishment of the SIA-Open initiative by Statens IT.
SIA-Open represents a concrete attempt to advance digital sovereignty within the public sector by exploring the

option of open source solutions.

1.1 Research question

It is within this context that this thesis poses the following research question:

RQ What technical, security, and organizational challenges arise when an organization pursues digital sovereignty
through open source adoption, and to what extent can open source solutions satisfy the compliance require-

ments that govern enterprise IT infrastructure?
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In order to answer this research question, the following sub-questions will be addressed, using Statens IT’s

SIA-Open initiative as a case study:

RQ1 What are the technical implications of adopting open source infrastructure — including identity management,

communication platforms, and productivity tools — as alternatives to proprietary systems?

RQ2 What security requirements must an open source IT architecture satisfy to remain viable in an enterprise

environment?

RQ3 What organizational challenges arise when transitioning to open source infrastructure in a public sector

context, and how can they be managed?

RQ1 is addressed through a technical analysis of the SIA-Open architecture, examining the open source compo-
nents selected and the trade-offs involved in replacing proprietary alternatives. RQ2 is answered by mapping
the security requirements Statens IT is subject to against the capabilities of the chosen open source stack. RQ3
is explored through an organizational analysis of the transition process. Across all three sub-questions, inter-
views with key stakeholders form the foundation of the case study, providing firsthand insight into the decisions,

challenges, and experiences encountered in practice.
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2 Background

This section outlines the underlying knowledge and context required to understand this research.

2.1 Digital sovereignty

Digital sovereignty refers to the concept that individuals, countries, and organizations should have control over
their digital infrastructure, data, and technologies instead of relying on foreign companies or governments.

Digital sovereignty encompasses three aspects [Fleming, 2025]:

» Data sovereignty: Refers to control over data. This includes aspects such as where the data is stored,

who can access the data, and which legal system governs the data.

* Operational sovereignty: Refers to the ability to operate, maintain, and manage digital systems indepen-

dently, including in times of crisis or political conflict.

* Technical sovereignty: Refers to control over technology such as hardware, software, platforms, and

infrastructure that power digital systems.

2.2 European regulations and initiatives

The European Union’s (EU) push for digital sovereignty is rooted in the fact that the EU is highly dependent
on big tech companies from the United States and China [Hullin and Staiger, 2025]. This dependency creates
strategic vulnerabilities when geopolitical tensions rise. The global picture in recent years has been defined
by cyberattacks and tension between alliances, increasing the risk that access to key technologies could be dis-

rupted.

Regulations
As a response to the rising threat landscape, the European Union has developed a comprehensive strategy to
reduce its dependence on foreign technology providers in order to strengthen and enforce digital sovereignty.

The strategy encompasses a number of regulations, some of which include:

* Regulations related to data sovereignty:

— General Data Protection Regulation (GDPR): Was enforced in 2018 and is a framework for gov-
erning personal data and privacy. It is closely related to data sovereignty as it establishes clear rules
on how and where personal data of EU citizens can be processed, stored, and transferred. GDPR also
requires organizations to conduct a Data Protection Impact Assessment (DPIA) when introducing
new data processing activities that carry significant privacy risks, ensuring that potential impacts on

personal data are identified and addressed before implementation. [Madiega, 2020].
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* Regulations related to operational sovereignty:

— Network and Information Systems Directive 2 (NIS2): The directive was enforced in 2025 and
sets requirements for companies within critical sectors regarding their level of cybersecurity. It re-
lates to operational sovereignty by ensuring that organizations maintain control over their essential
operations, even in the face of cyber threats. NIS2 introduces stricter requirements for risk manage-
ment, incident response, supply chain security, and reporting obligations, which collectively reduce

dependence on external or untrusted entities [Dansk Standard, 2025b].
* Regulations related to technical sovereignty:

— Cyber Resilience Act (CRA): Was adopted in 2024 and is the first EU regulation to impose manda-
tory cybersecurity requirements on products with digital elements, including software [European
Parliament, 2024a]. It requires manufacturers and developers to ensure security throughout a prod-
uct’s full lifecycle and to report actively exploited vulnerabilities to the European Union Agency for
Cybersecurity (ENISA). For open source software, the regulation introduces accountability obliga-
tions that raise questions about responsibility when components are developed and distributed by

volunteer communities rather than commercial vendors.

— Artificial Intelligence Act (Al Act): Adopted in 2024, the Al Act is the first comprehensive legal
framework for artificial intelligence [European Parliament, 2024b]. It classifies Al systems according
to risk level and imposes requirements on high-risk applications, including transparency, robustness,

and human oversight obligations. Public sector deployments of Al-assisted tools fall within its scope.

— Cyber Security Act 2 (CSA2): CSA2 is a proposed revision of the CRA that would extend ENISA’s
mandate and introduce a binding certification scheme for managed security services [European Com-
mission, 2023]. It is relevant for organizations within the public sector procuring third-party security

services, as it would establish baseline security requirements for providers operating within the EU.

Standards

Beyond mandatory EU regulations, organizations also operate within internationally recognized security stan-
dards. ISO 27001 is the leading international standard for information security management, published by the
International Organization for Standardization (ISO) [Dansk Standard, 2025a]. It provides a framework for
establishing, implementing, and maintaining an Information Security Management System (ISMS), covering
risk management, access control, incident response, and continuous improvement. Unlike regulations such as
GDPR or NIS2, ISO 27001 certification is voluntary, but it is widely adopted in the public and private sector
as a benchmark for demonstrating a mature security posture. For public sector IT organizations, holding ISO
27001 certification signals that security controls are systematically managed and independently audited, which

is directly relevant when procuring or delivering IT services to government institutions.

European initiatives
In addition to regulations, the EU has introduced a number of initiatives to strengthen digital sovereignty across

Europe, including Gaia-X, Euritas, the EU Cloud Sovereignty Framework and EuroStack.



Thesis Cyber Security - Aalborg University

The Gaia-X initiative was launched in 2019 to address the issue of dependency on non-european cloud providers.
It is a framework of open standards designed to enable secure data exchange across providers while meeting
European requirements around transparency, openness, and data protection. Rather than replacing American
cloud providers, Gaia-X aims to reduce vendor lock-in through interoperability standards. The initiative has
faced criticism for including major US and Chinese cloud providers as members, a decision that leading Euro-

pean founding members argued undermined its core of sovereignty goals [Baur, 2026].

Euritas is a European Public IT Service Provider network with the mission of combining knowledge and ex-
pertise in Information and Communication Technology (ICT) and public administration across EU member
countries. The network was founded in 2007 by public government ICT service providers from Austria and Ger-
many who wanted to create a loose network with EU countries facing the same issues. By fostering transparency
between member states, the network provides a forum where public IT organizations can exchange experiences

and learn from how other countries approach these challenges.

The EU Cloud Sovereignty Framework refers to the ongoing effort of the European Commission to define
sovereignty requirements for cloud services procured by public sector bodies [ENISA, 2024]. At its center is
the European Cybersecurity Certification Scheme for Cloud Services (EUCS), developed by ENISA, which estab-

lishes tiered security assurance levels for cloud providers and includes sovereignty criteria at the highest tier.

The EuroStack initiative is a proposal for a comprehensive European sovereign technology stack covering in-
frastructure, platforms, and software [EuroStack Initiative, 2025]. Rather than addressing individual layers of
dependency in isolation, EuroStack argues for a coordinated European investment in alternatives across the full
technology chain, from cloud infrastructure to productivity software. The initiative reflects a recognition that
piecemeal replacements leave structural dependencies intact and that sovereignty requires coherence across

layers.

2.2.1 Country approaches to digital sovereignty

Despite the shared EU-level agenda to achieve digital sovereignty, member states approach digital sovereignty
in different ways. Some governments advocate for stricter rules that prioritize European providers and infras-
tructure, while others prioritize a more open and market-oriented approach. Below is an overview of various

EU countries and their approach:
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EU country Approach

France Strong emphasis on European technological autonomy and digital sovereignty.
They have replaced the American platforms Microsoft Teams and Zoom with
a French developed video conferencing platform; Visio. Visio is a part of La
Suite Numérique, an open source alternative to Microsoft 365 and Google
Workspace developed and maintained by DINUM (Direction Interministérielle
du Numérique), the French government’s interministerial digital directorate re-
sponsible for driving digital transformation across public services [Euronews,

2026].

Germany The German federal government established ZenDiS (Center for Digital
Sovereignty) to reduce dependence on proprietary software in public admin-
istration. They identified the best existing open source tools for each produc-
tivity function that meets the operational requirements of government agencies.
This resulted in openDesk a complete, sovereign productivity suite [MassiveG-

rid, 2024].

Netherlands The Netherlands has taken steps toward digital sovereignty at the munici-
pal level, with Amsterdam launching its Multiyear Digital Autonomy Strategy
(2026-2035) [Interoperable Europe — Open Source Observatory, 2026].

Ireland Ireland signed the Declaration for European Digital Sovereignty in November
2025, committing to strengthen Europe’s digital capabilities while emphasizing
that sovereignty should not come at the cost of openness to international cooper-
ation and global markets. [Department of Enterprise, Tourism and Employment,

2025].

Estonia Estonia has built its digital sovereignty strategy around X-Road, an open source
decentralized data exchange platform that enables secure interoperability be-
tween government institutions while allowing each organization to retain full
control over its own data. As of 2024, 99% of Estonian state services run on
X-Road, and the platform has been adopted in more than 25 countries [Nortal,

2025].

Finland Finland’s approach to digital sovereignty is driven by growing concerns over re-
liance on non-European cloud providers for critical public services. CSC — IT
Center for Science plays a central role by providing secure, Finland-based high-

performance computing and data management services as a sovereign alterna-

tive to foreign cloud infrastructure [UpCloud, 2025].

Table 1: Approaches to digital sovereignty among selected EU member states
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2.2.2 Denmark’s national context

Parliamentary data published by the Ministry of Finance in 2025 shows that state expenditure on Microsoft
licenses grew from 382.9 million DKK in 2022 to 527.3 million DKK in 2024, representing an increase of
approximately 38 percent over two years [Finansministeriet, 2025]. The breakdown across categories is shown

in Table 2.

Category 2022 | 2023 | 2024
Software 257.6 | 315.9 | 359.4
Cloud 60.3 75.6 | 105.9
Servers / Infrastructure 65.0 48.4 62.0
Total 382.9 | 439.9 | 527.3

Table 2: State expenditure on Microsoft licenses (millions DKK, 2025 prices). Source: [Finansministeriet, 2025]

In response to this cost trajectory, the Danish government allocated 80 million DKK over 3 years in August 2025
towards digital sovereignty, with the explicit aim of reducing public sector dependency on proprietary technol-
ogy providers [Ministeriet for Digitalisering, 2025]. The Ministry of Finance further noted in its parliamentary
response that a pilot project on open source alternatives to Microsoft had already been initiated within Statens

IT [Finansministeriet, 2025].

2.3 Open source Software

The term Open Source Software (OSS) refers to software code that is publicly accessible and adheres to the
principles of open exchange, collaborative participation, rapid prototyping, transparency, meritocracy, and

community-oriented development.

Open source software vs. closed source software
0SS is free software that anyone can inspect, modify, and improve. This allows users to modify the software to
fit their specific needs. This contrasts with closed source software also known as proprietary software, where

only the original developers can legally copy, inspect, and modify the software.

Open source in the industry

While OSS has yet to achieve widespread adoption on enterprise workstation and productivity platforms, it
has long been the dominant technology in server infrastructure. According to web technology surveys, Linux-
based systems run approximately 77% of all web servers globally [W3Techs, 2025]. The Linux Foundation’s
2025 World of Open Source Global Survey reinforces this at the organizational level, finding that over 55% of
analyzed enterprise technology stacks used a Linux-based operating system, and that around half of all cloud,
container, and DevOps technologies had Linux at their core [Linux Foundation Research, 2025]. However, On
the desktop and workstation side the picture looks quite different. Linux holds approximately 4% of the global

desktop market in 2025 [StatCounter, 2025]. It is important to note that this number is the reported world
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wide usage of Linux, and not just in enterprise organizations.

2.4 Open Source Security

The security characteristics of OSS are different from those of closed source software, and the distinction is not
in favor of either model. A foundational principle often cited in OSS is Linus’s Law, which states that "given
enough eyeballs, all bugs are shallow", meaning that the transparency of OSS allows for a large community to

identify, report and fix vulnerabilities [Raymond, 1999].

Vulnerability Disclosure and Patching

When vulnerabilities are discovered in OSS, they are typically disclosed publicly through a CVE (Common
Vulnerabilities and Exposures) entry, allowing the community to develop and distribute patches transparently
[MITRE Corporation, 2025b]. The downside is that the vulnerability details are equally visible to attackers,
creating a window of exposure between disclosure and patch deployment. In closed source software, vendors

may issue patches without publicly disclosing full technical details, which can limit attacker exploitation.

Vulnerability Classification

The Common Weakness Enumeration (CWE) operates at a higher level of abstraction than CVE, classifying the
underlying types of weaknesses that give rise to vulnerabilities, such as buffer overflows or improper input
validation [MITRE Corporation, 2025a]. Rather than identifying that a specific version of a product is vulnera-
ble, CWE describes why, making it particularly useful for identifying patterns across vulnerabilities and guiding

secure development practices.

Supply Chain Security

One of the most significant and growing security concerns within OSS is supply chain security. Because open
source projects are built on layers of dependencies, often pulling in dozens or hundreds of third-party libraries,
a vulnerability can propagate across downstream systems. This attack surface is not present in the same way
in closed source software, where dependency management is handled internally by the vendor. This risk has
prompted responses at the industry and governmental level, including the US Executive Order on Cybersecu-
rity from 2021 and the EU Cyber Resilience Act, which explicitly addresses software supply chain obligations

[European Parliament, 2024a].

Comparison with Closed Source Security

Compared to closed source software, OSS security presents a different risk profile rather than one that is inher-
ently better or worse. Closed source software benefits from centralized security teams, coordinated disclosure
processes, and integrated update mechanisms, but this also means that vulnerabilities may go undetected for
longer, and organizations must trust entirely in the vendor’s security practices. Ultimately, both models carry
inherent security trade-offs, and enterprise security posture depends less on the open or closed nature of the
software and more on the maturity of the specific project, the organization’s patch management practices, and

the security controls in place.
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Cyberattacks Exploiting OSS

Two well-known attacks targeting OSS are the OpenSSL vulnerability called HeartBleed Bug and the Log4j/Log4Shell
flaw. The Heartbleed Bug vulnerability occurred in 2014 and had the potential to be the most widespread vul-
nerability in history. This vulnerability affected OpenSSL, a widely used OSS library that provides encryption for
secure communications. The vulnerability originated from a flaw in its heartbeat feature that allowed attackers

to read sensitive server memory, exposing passwords, private keys, and other confidential data. The widespread

use of OpenSSL meant that millions of websites, applications, and devices were vulnerable simultaneously,
demonstrating how a single flaw in a critical OSS library can have global consequences [Heartbleed Website,

2023].

Log4j/Log4Shell is a popular logging library for Java applications. This library contained a flaw that allowed at-
tackers to remotely execute code by sending specially crafted log messages. The vulnerability affected countless
organizations across enterprises, cloud providers, and government systems, making it one of the most severe

OSS security incidents in recent history [IBM, 2024].

These incidents underscore the double-edged nature of OSS: while its collaborative and transparent model
fosters rapid innovation and open cybersecurity solutions, it also exposes organizations to systemic risks when

critical vulnerabilities arise.

2.5 Enterprise IT architecture

The enterprise IT architecture describes how an organization’s technology systems, business processes, and
information work together [Bui, 2017]. As companies grow, their IT environments become increasingly complex
with multiple interconnected systems. Enterprise architecture provides a way to manage this complexity by
creating a clear picture of how all the technology pieces fit together and support business goals. Enterprise
architecture consists of several interconnected layers, each addressing different aspects of an organization’s

systems [Bui, 2017]:
* Business Architecture Layer: Defines the organization’s business strategy, governance structures, key
processes, and operational models.

* Information Architecture Layer: Describes how data and information are structured, stored, and man-

aged across the organization.

* Application Architecture Layer: Documents the applications and software systems used, and how they

interact with each other.
» Technical Architecture Layer: Covers the underlying hardware and software infrastructure that supports
all other layers.
Within enterprise architecture, the technical layer, and more specifically its software infrastructure, is where
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open source software has emerged as a particularly relevant alternative to proprietary enterprise solutions. The
software infrastructure forms the foundation upon which modern organizations operate. It includes operating
systems that run on employee computers, identity management systems that control who can access what re-
sources, productivity tools for creating documents and collaboration, and communication platforms for team
interaction. Traditionally, enterprises have relied heavily on proprietary software from major vendors, particu-
larly American technology corporations like Microsoft, Google and others. However, growing concerns about
vendor lock-in, data sovereignty, and cost have prompted organizations to explore open source alternatives that

offer greater control and independence.

2.5.1 Core components of IT Architecture

Modern enterprise IT environments consist of several components that work together to support daily business
operations. This section describes the primary technical components that form the software infrastructure in an

enterprise organization.

Identity and Access Management (IAM)

IAM serves as the security foundation for all enterprise systems, and has two primary purposes: managing
digital identities and controlling access to resources. Identity management establishes who or what exists in
the system, while access management determines whether an authenticated identity should be permitted to
perform specific actions or access particular resources through authentication and authorization mechanisms.
Identities can be both human and non-human. Critical components within IAM systems include [Singh et al.,

2023]:

* Authentication: Verifying user identities through passwords, multi-factor authentication (MFA), biomet-

rics or single sign-on (SSO) technologies.

e Authorization: Determining what authenticated users can access, typically using role-based access control

(RBAQ).
* User Directory: A centralized repository storing user information, credentials and access permissions.

* User management: Processes for creating, modifying, and deleting user accounts and their permissions.

IAM is a critical component in enterprise organizations, because cyber attacks and data breaches often originate
from compromised identity systems. Common proprietary IAM solutions include Microsoft Active Directory
(AD), a directory service that provides centralized authentication and authorization through Kerberos and LDAP,
and has been the dominant identity backbone in enterprise environments for decades. Microsoft Entra ID
extends AD into the cloud, offering identity management for modern cloud-based services. Okta is another
widely adopted proprietary identity provider. Open source alternatives such as Keycloak and FreelPA offer

similar functionality..
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Operating Systems

The operating system forms the foundation that all other software run on. In enterprise environments, Microsoft
Windows has historically dominated the market. However, Linux distributions have long been the standard for
server infrastructure and are increasingly considered for desktop deployments [linuxsecurity.com, 2025]. The
operating system choice determines which applications can run, how security policies are enforced and what

management tools are available.

Email services and calendaring

Email remains the primary formal communication channel for most organizations, while calendaring enables
meeting scheduling. These systems must be secure and capable of handling large volumes of messages. Mi-
crosoft Exchange Server and Exchange Online dominate the enterprise email market, while Google Workspaces
provide similar functionality through Gmail and Google Calendar. Open source alternatives include Postfix and

Dovecot for email server functionality, and Nextcloud with its integrated calendar for self-hosted calendaring.

Productivity Applications

Productivity suites provide the tools employees use for daily work: word processing, spreadsheets, and pre-
sentations. These applications are among the most used enterprise software. Microsoft Office 365 and Google
Workspace dominate this market, offering cloud-integrated productivity tools with real-time collaboration fea-
tures. Open source alternatives include LibreOffice for desktop productivity and Collabora Online or ONLYOF-

FICE for cloud-based collaborative editing.

Communication and collaboration platforms

Modern work increasingly relies on instant messaging, video conferencing, and real-time collaboration tools.
These platforms enable quick communication, reduce email overload, and support distributed teams. Microsoft
Teams has become the leading enterprise collaboration platform that integrates chat, video calls, file sharing,
and application integration. Slack, Zoom, and Cisco Webex are other major proprietary options. Open source
alternatives include Mattermost and Element for messaging and team collaboration, and Jitsi for video confer-

encing.

File Storage and Document Management

Organizations need centralized systems for storing files, managing document versions and enabling collabora-
tive editing. These systems must balance accessibility with security, ensuring that authorized users can access
files from anywhere. Cloud storage services like Microsoft OneDrive, SharePoint, and Google Drive offer con-
venient access and collaboration features but store data on vendor-controlled servers. This raises concerns
about data sovereignty and compliance with regulations like GDPR. Open source self-hosted alternatives such
as Nextcloud and Seafile allow organizations to retain full control over their data, directly addressing these

compliance concerns.

Device and endpoint management
Organizations need systems to manage endpoint devices such as laptops, smartphones and tablets. Managing
endpoints include deploying software, enforcing security policies and ensuring device compliance. This com-

ponent is called Mobile Device Management (MDM). Microsoft Intune and Microsoft Endpoint Configuration
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Manager (MECM) dominate the enterprise market. Intune provides cloud-based endpoint management for Win-
dows, macOS, iOS, and Android devices. MECM is the on-premises counterpart, primarily focused on Windows
endpoint management. VMware Workspace ONE and Jamf (for Apple devices) are other major proprietary
solutions. Open source alternatives include Fleet for cross-platform endpoint visibility and management, and

Rudder for configuration management and compliance.

Security infrastructure
Security components protect enterprise systems from threats, detect potential breaches, and ensure compliance
with security policies. Rather than a single product, security infrastructure is a layered collection of systems

that work together to provide defense in depth. Key components include:

* Endpoint Detection and Response (EDR): Software agents deployed on endpoints to continuously mon-
itor behavior, detect threats, and support incident response. Examples include Microsoft Defender for

Endpoint, CrowdStrike Falcon, and the open source platform Wazuh.

* Firewalls and Network Security: Firewalls control traffic between network segments and prevent unau-
thorized access. Proprietary options include Palo Alto Networks and Cisco Firepower, while open source

alternatives include pfSense and OPNsense.

* Security Information and Event Management (SIEM): Platforms that aggregate and correlate log data
from across the IT environment to enable threat detection and compliance reporting. Proprietary leaders
include Microsoft Sentinel, Splunk, and IBM QRadar, while open source alternatives include the Elastic

SIEM and Graylog.

* Virtual Private Network (VPN): VPNs encrypt network traffic between endpoints and organizational
infrastructure, ensuring secure remote access and preventing interception of data in transit. Enterprise

VPN solutions include Cisco AnyConnect while open source alternatives include OpenVPN.

* DNS and Email Security Protocols: A set of protocols that together secure DNS infrastructure and email
delivery. TLS (Transport Layer Security) encrypts data in transit between systems. DNSSEC (Domain
Name System Security Extensions) cryptographically signs DNS records to prevent tampering. DANE
(DNS-based Authentication of Named Entities) builds on DNSSEC and TLS to verify certificates through
DNS, reducing reliance on traditional certificate authorities. DMARC (Domain-based Message Authenti-
cation, Reporting and Conformance) defines how receiving mail servers handle emails that fail authenti-

cation checks, with the REJECT policy instructing servers to outright reject non-compliant messages.
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2.5.2 Endpoint Detection and Security Monitoring

EDR solutions deploy agents directly on endpoint devices to collect continuous telemetry on system behav-
ior, including process execution, file system changes, network connections, and user activity [Dempsey et al.,
2011]. Rather than relying solely on known malware signatures, EDR platforms use behavioral analysis to
detect anomalies that may indicate a compromise. When a threat is identified, EDR tools support containment
and response actions such as process termination or network isolation. This moves endpoint security beyond

passive detection toward active, continuous monitoring and response capability.

SIEM platforms serve a complementary function at the environment level. A SIEM aggregates log and event
data from across the IT environment, including endpoints, servers, identity systems, and network devices, and
applies correlation rules to identify patterns indicative of a security incident [Kent and Souppaya, 2006]. SIEM
systems are central to compliance reporting, as they provide the audit trail and alerting capability required
by security frameworks and regulatory obligations. In a typical enterprise deployment, EDR agents generate
structured telemetry that is forwarded to a SIEM for centralized analysis, providing coverage at two levels:

host-level behavioral visibility from the EDR, and environment-wide correlation and alerting from the SIEM.
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3 Literature review

The research articles reviewed in this section collectively address the research question from complementary
angles. The reviewed literature covers the commercial forces that sustain dependency on proprietary providers
(RQ1), the security challenges inherent in OSS ecosystems (RQ2), the technical viability of open source alter-
natives as replacements for proprietary systems (RQ1), and the organizational conditions required for adoption

to succeed in practice (RQ3).

3.1 Search Strategy & Article Selection

The literature search was conducted using the building block approach [Kebenhavns Professionshgjskole, 2025].
Before searching, key themes were identified based on the project scope: digital sovereignty, open source
software adoption, European cloud dependency, and public sector security compliance. These themes formed
the basis for search queries run across multiple academic databases, including Google Scholar, IEEE Xplore,

ACM Digital Library, and Scopus.

The research articles were first screened by title and abstract, and those that did not directly address the core
topics were removed at this stage. The remaining articles then underwent a full-text review, resulting in a final
selection based on thematic coverage and contribution. Articles addressing a distinct and relevant theme were

retained for the main literature review, others are referenced elsewhere in the thesis where appropriate.

This process follows a purposive sampling approach, where sources are selected for their direct relevance to
specific research themes rather than through exhaustive coverage [Tajik et al., 2024]. The main strength of this
method is that it keeps the review focused, which is particularly fitting for applied research where depth matters
more than breadth. The drawback is a potential for selection bias, since the choice of themes and search terms
can shape which articles surface during the search. To address this, queries were run across several independent
databases rather than a single source, and screening was carried out in two stages, moving from abstract to full
text, so that final inclusion decisions were based on the actual content of the article rather than the title alone.

Table 3 displays the identified articles used for the literature review as well as their focus areas.
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Research Article

Authors

Focus areas

Sovereignty-as-a-service: How big
tech companies co-opt and redefine

digital sovereignty

Rafael Grohmann, Alexandre Costa

Barbosa

Big tech approach to digital

sovereignty

European ambitions captured by
American clouds: digital sovereignty

through Gaia-X?

Andreas Baur

Gaia-X, cloud dependency, hybrid

governance

Open or closing doors? The influ-
ence of digital sovereignty in the
EU’s Cybersecurity Strategy on cy-

bersecurity of open source software

Jennifer Tridgell

CRA, OSS security

Open source, Open Threats? Inves-
tigating Security Challenges in Open

source Software

Seyed Ali Akhavani, Behzad Ousat,

Amin Kharraz

OSS Security

Open source Software and Digital

Sovereignty: A Technical Case Study

Dennis Bistrom, Kristoffer Kuvaja

Adolfsson, and Matteo Stocchetti

Digital sovereignty, open source

alternatives, self-hosting, software

on Alternatives to Mainstream Tools transparency

Johan Lindker and Sachiko Muto OSS Policy, organizational adoption

barriers, OSPOs

Advancing Digital Government: In-
tegrating Open Source Software En-

ablement Indicators in Maturity In-

dexes

Table 3: Overview of articles presented in the literature search

3.2 Sovereignty from proprietary providers

The article by Grohmann et al. explores sovereignty-as-a-service as a reaction from the big tech companies to
the EUs push for digital sovereignty [Grohmann and Barbosa, 2025]. The companies Amazon, Microsoft and
Google have in recent years launched the programs "Sovereignty-as-a-service" that promise governments and
organizations greater control over their data, infrastructures, and cloud operations. Rather than adapting to
regulatory frameworks, these companies are actively reshaping the meaning of sovereignty. The motivation
behind this rephrasing of the concept is to maintain US-based control over global technology and knowledge,

while giving the impression of supporting local control and decentralization.

The researchers examine the digital sovereignty strategies launched by these three companies as they together
hold control of over two-thirds of the global cloud computing market. Below is an overview of the three
programs.

e Amazon

— Program name: Digital Sovereignty Pledge

— Target audience: Enterprise customers
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— Framing of sovereignty: Control over digital assets

— Main features: Data location

¢ Microsoft

Program name: Microsoft Cloud for sovereignty

Target audience: Governments, public sector

Framing of sovereignty: Data sovereignty governed by local law

Main features: Azure public cloud

* Google

Program name: Digital sovereignty Explorer

Target audience: Enterprise, governments

Framing of sovereignty: Sovereignty as digital transformation and resilience

Main features: Geopolitical risk mitigation.

The researchers argue that these programs present sovereignty-as-a-service as a way for large tech companies to
maintain control in the digital sphere. They do this by separating the concept of sovereignty from its traditional
meaning, which is rooted in collective self-determination, the role of the state, and local development. Instead,
they replace it with branded ideas such as control, compliance and resilience which are delivered through their
own proprietary systems and infrastructures. In conclusion, the researchers find that all three programs share
a common pattern: they strip sovereignty of its political significance and reshape it into a product that can be
marketed and sold. This dynamic is not only visible in the marketing strategies of individual companies, but

also in the broader institutional efforts to build European alternatives to US cloud dominance.

The article by Baur, "European Ambitions Captured by American Clouds: Digital Sovereignty Through Gaia-X?",
examines the Gaia-X initiative (2.2) as a concrete case study in the challenges of pursuing digital sovereignty
in cloud infrastructure [Baur, 2026]. The cloud market is dominated by three US hyperscalers, namely Amazon
Web Services, Microsoft Azure, and Google Cloud, which together account for approximately two thirds of
the global market, while the largest European provider, OVHCloud, holds less than one percent. Gaia-X was
launched in 2019 by the German and French governments with the ambition of challenging this dominance
by building a European cloud ecosystem grounded in European values. The article analyzes how this ambition
played out in practice through fieldwork conducted between 2020 and 2023, consisting of semi-structured
interviews with Gaia-X representatives and cloud industry practitioners, observations at more than 15 events

including the yearly Gaia-X summits, and analysis of architectural documents and press material.

The analysis of Gaia-X is structured along three dimensions: design, dependence, and differentiation. On design,
the article finds that Gaia-X was never intended to build a competing European cloud provider, but rather
a framework for interoperability standards that would reduce vendor lock-in. On dependence, it examines

what happened when Gaia-X encountered the providers it set out to counter. Despite early statements that
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non-European players were not needed, all major hyperscalers eventually joined the initiative. The industry
was already locked into long-term contracts with these providers, and the computational capacity they offer
could not realistically be replaced. Some founding members, including the French provider Scaleway, left in
protest, accusing Gaia-X of sovereignty-washing. On differentiation, the article analyzes how Gaia-X adapted
by shifting toward compliance by design, requiring all services offered through the initiative to meet European
regulatory standards regardless of provider origin. The overall conclusion is that Gaia-X does not advance digital
sovereignty in a strict sense, but reflects the structural power that incumbent cloud providers have accumulated

through their control of infrastructure.

What both articles ultimately illustrate is that European efforts to achieve independence from dominant technol-
ogy providers face resistance on two fronts simultaneously. The hyperscalers actively redefine digital sovereignty
as a commercial product, framing their own services as the solution to the very dependency they create. At the
same time, their infrastructure is so deeply embedded in the digital economy that European initiatives cannot
realistically exclude them. The result, as both articles show, is that efforts aimed at reducing dependency end

up incorporating the very actors they sought to move away from.

3.3 0SS security

Tridgells article explores the impact of EU cybersecurity regulation particularly the CRA (2.2) on OSS (2.3)
and examines how OSS aligns with EUs broader goal of digital sovereignty [Tridgell, 2025]. The core ten-
sion arises from the EUs aim to exert greater control over its digital infrastructure, while the effectiveness of
the internet and OSS relies on openness, global collaboration, and decentralized participation. Consequently,
overly stringent regulation could inadvertently weaken, rather than strengthen, cybersecurity within the OSS

ecosystem.

0SS is a foundational part of modern digital infrastructure; in fact, approximately 80 to 90 percent of any
modern software relies on OSS components. This widespread use underscores its criticality which introduces
security risks. Incidents like Log4j (2.4) and Heartbleed (2.4) show how vulnerabilities in OSS can have se-
vere impact on systems globally. The use of OSS has resulted in a cybersecurity paradox: its transparency
allows developers and security experts to detect and fix vulnerabilities, yet the same openness exposes potential

weaknesses to malicious actors.

These concerns have now caught the EU’s attention, which has led to the new regulation, CRA. The CRA
regulation is the first EU law to directly affect open source, though it may conflict with the principles of open
source by introducing greater control and expanding regulatory authority. Since open source is characterized by
a decentralized nature, introducing stricter control could burden the volunteer developers and that way reduce

participation. The CRA affects open source in different aspects:

* Defining responsibility - The CRA aims to identify who is responsible for software security but open

source contributors usually cannot carry that responsibility.
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» Stewardship roles - The CRA may introduce new roles for entities managing open source projects, stew-

ards, which could shift power dynamics in open source governance.

* Regulatory carve-outs for OSS - EU tries to avoid harming open source by exempting non-commercial
open source development and mainly targeting companies that distribute products. However, these strate-

gies are still not finalized.

The article concludes that the EUs effort to strengthen cybersecurity through the CRA is necessary, but if the EU
applies too much regulatory control under the banner of digital sovereignty, it could unintentionally harm the

open source ecosystem that global cybersecurity depends on.

Another article by Akhavani et al. investigates OSS security by looking into the trends and patterns of reported
vulnerabilities within OSS platforms [Akhavani et al., 2025]. The researchers analyze datasets of software
vulnerabilities from two advisory databases; GitHub Advisory Database and Snyk.io to track the growth and

distribution of vulnerabilities across 10 programming languages. From this data they investigate three areas:

* Evolution of vulnerabilities across languages
* Vulnerability lifespan and concentration

* Vulnerability types and patterns across languages

Evolution of vulnerabilities across languages

To investigate how vulnerabilities have evolved over time across different programming languages and ecosys-
tems the researchers compared the growth in reported vulnerabilities with the growth in the number of open
source software. From this comparison, they found that vulnerabilities are increasing significantly faster than
the software itself, implying that the overall security posture of open source ecosystems is worsening, as the

attack surface grows faster than the communitys ability to protect it.

Vulnerability lifespan and concentration

The researchers analyzed the vulnerability lifespan (from introduction to fix) and examined whether vulnera-
bilities were concentrated in a few packages or spread across many. From this analysis they found that vulnera-
bilities were not being resolved faster. Instead they found that the average lifespan had increased by about 85%
over time. Furthermore, they found that ecosystems differ in how vulnerabilities are distributed: some have
high concentration in a few critical packages, while others exhibit a more even spread. These findings lead to
the conclusion that increased reporting and community activity do not necessarily improve security outcomes;

vulnerabilities remain in systems longer, and risk management varies significantly across ecosystems.

Vulnerability types and patterns across languages

The third focus area investigated the types of CWEs (2.4) and how they differ across programming languages.
The researchers found that a small number of vulnerability instances dominate the landscape, with roughly
seven CWEs accounting for over half of all reported issues. They also identify both cross-language vulnerabili-

ties and language-specific ones showing that some risks are universal while others stem from language design.
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Most notably, they highlight a large proportion of vulnerabilities that are intentional indicating a rise in supply
chain attacks. From these findings the researchers concluded that open source security challenges are not only
technical but also adversarial, requiring both general and ecosystem-specific defenses as well as stronger protec-
tions against malicious actors. To address these security concerns the researchers propose a set of improvements

including:

* Focus on the most common weaknesses - Since a small number of CWEs cause most vulnerabilities, they
suggest to target these specific weaknesses by building defenses that focus on the most frequent problems

in order to reduce a large portion of vulnerabilities efficiently.

* Strengthen governance and review processes - They suggest to enforce a stricter review of packages
before publishing and implement a better set of rules and guidelines for maintainers. These actions will

help prevent attackers from inserting malicious code.

* Improve detection and automation - To make open source more secure they suggest using better au-
tomated tools to detect vulnerabilities. Systems that can identify malicious packages early are especially

important because of the rise in supply chain attacks.

3.4 Alternatives to proprietary software

Instead of treating digital sovereignty as a policy or governance concept only, the article by Bistrom et al.
"Open Source Software and Digital Sovereignty: A Technical Case Study on Alternatives to Mainstream Tools"
approaches the topic from a technical level [Bistrom et al., 2024]. They identify two concrete prerequisites: the
ability to self-host services and the ability to verify software through code transparency. They argue that these
two properties are what distinguish genuinely sovereign software and proprietary alternatives. Closed source
software (2.3) cannot be audited by third parties, meaning organizations must accept the vendor’s assurances
about privacy and security without independent verification. The researchers conducted a mapping exercise
at a university in Finland, cataloging the software used by teachers, researchers, and student assistants across
categories such as file storage, document editing, communication, and collaboration. The mapping revealed a
significant dependence on the Microsoft 365 suite, which became the target for replacement. Alternatives to

Microsoft 365 were evaluated based on the following criteria:

1. Accessibility & Usability

2. Sustainability & Support

3. Compatibility & Privacy
Nextcloud Hub emerged as an alternative to the core components of the Microsoft 365 suite, specifically the
file storage and sharing functionality of OneDrive, the communication and collaboration features of Microsoft

Teams and the calendar and contact management through Exchange and Outlook. Document editing was pro-

vided through Collabora Online, a cloud-based office suite derived from LibreOffice that supports the standard
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Microsoft Office file formats, making the transition less disruptive for end users. The combined suite was de-
ployed on the Finnish national datacenter CSC (1), demonstrating that European hosting is achievable without

the reliance on hyperscalers outside of Europe.

The study found that most daily productivity tasks could be replicated using the alternative suite, though not
all needs of the test group were met and several limitations emerged. Deploying and maintaining self-hosted
infrastructure requires considerable technical expertise, which poses a barrier for organizations without dedi-
cated IT capacity. The institutional context further complicated adoption because the university’s IT department
did not host, enforce or endorse the use of sovereign software. As a result, actual adoption among the test
group remained low, and users largely continued using tools they were familiar with. The article also notes that
replacing Microsoft 365 addresses only one part of a much broader dependency on proprietary software. Some
tools fell entirely outside the scope of what open source alternatives could replace. The overall conclusion is
that open source alternatives are viable for the majority of everyday tasks, but a complete transition away from

proprietary software remains out of reach for most organizations in the near term.

3.5 Organizational Requirements to support open source adoption

The article by Lindker and Muto, "Advancing Digital Government: Integrating Open Source Software Enable-
ment Indicators in Maturity Indexes", examines the organizational prerequisites for OSS adoption through a
cross-comparative study of 16 digitally mature countries, looking at how national governments have structured
policies and support mechanisms to enable software reuse and collaborative development through OSS [Linaker
and Muto, 2025]. The study combines desk research of policy documents with interviews of government repre-
sentatives, producing detailed country reports that are subsequently analyzed. The 16 countries were selected

based on their performance across four established digital maturity indexes.

The findings reveal that while OSS-focused policies are widespread across the surveyed countries, appearing in
the form of parliamentary legislation, government instructions and strategy documents, policy alone is rarely
enough for adoption to materialize. The article identifies a recurring set of organizational barriers that limit
implementation. The first is cultural resistance: employees and IT departments tend to favor established pro-
prietary tools and are reluctant to change how they work. The second is a lack of leadership support. Decision-
makers are often risk-averse and hesitant to commit to transitions that carry upfront costs and uncertainty. The
third barrier is a lack of internal competence. Many public sector organizations do not have the knowledge
needed to identify, evaluate, and acquire OSS solutions. The article notes that organizations with a long tradi-
tion of outsourcing and short-term contracting are particularly affected, as they have not had the opportunity
to build these capabilities internally. Finally, uncertainty around the long-term sustainability of OSS projects is
also highlighted. Many organizations are skeptical about whether the communities behind OSS projects will

continue to maintain them reliably, which discourages adoption from the outset.

To address these barriers, the article identifies Open Source Program Offices (OSPOs) as the primary insti-

tutional mechanism for putting policy into practice. An OSPO is described as a support function that drives
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organizational change, helping its host organization adopt and leverage OSS in line with its policy goals. In
practice, this means building internal competence, providing guidance on how to evaluate and acquire OSS
solutions, advising on licensing and intellectual property, and connecting with external OSS communities and
vendors. The article observes OSPOs operating at multiple levels of government. At the national level, France’s
Free Software Unit within DINUM (1) is responsible for implementing the country’s OSS policy, maintaining
guidelines, running a public software catalog, and facilitating knowledge sharing across sectors. At the institu-
tional level, the Netherlands has established an OSPO within the Ministry of the Interior and Kingdom Relations

to support implementation of the country’s open-by-default policy.

For smaller organizations that lack the resources to establish their own OSPO, the article describes an association-
based OSPO archetype, where multiple organizations pool resources through a jointly governed body that
manages common OSS projects on their behalf. OS2 in Denmark, which counts over 80 of the country’s 98
municipalities as members, is presented as a mature example of this model. OS2 maintains standardized gover-
nance structures, shared procurement processes, and a vendor ecosystem of over 60 service providers, enabling
member municipalities to collaborate on OSS projects none could sustain independently. IMiO in Belgium is a
service provider co-owned by over 140 Wallonian municipalities that operates on a similar basis. The article also
highlights software catalogs as a practical tool for promoting reuse, with countries such as France and Spain
maintaining national catalogs of OSS used or developed by public sector organizations. The adoption of the
public-code.yml metadata standard across multiple countries is noted as a step toward making these catalogs

interoperable across borders.

The overall conclusion is that OSS adoption requires more than a policy commitment. Organizations need struc-
tured support to act on policy directives in practice, and national strategies need to account for the surrounding
vendor and service provider ecosystem, which is typically responsible for developing and maintaining OSS solu-
tions on behalf of public organizations. The article finds that the absence of such support is one of the primary

reasons OSS policies fail to produce their intended outcomes.
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3.6 Research Gap

Table 4 presents the research gaps identified in the reviewed literature:

Article Research gap

[Grohmann and Barbosa, 2025] Questions big tech companies’ attempt to reshape the meaning of dig-
ital sovereignty to retain digital control, leaving room for reclaiming

sovereignty as a political, social, and infrastructural project.

[Baur, 2026] Gaia-X was launched to establish European digital sovereignty in cloud
infrastructure but continues to rely on global hyperscalers, introducing
a model of hybrid governance that has yet to deliver on its founding
promise. This leaves room for research into what conditions are required

to move beyond hybrid dependence toward genuine sovereignty.

[Tridgell, 2025] Raises questions about the EU’s approach to improving OSS security
through greater control, arguing that increased regulation may under-
mine the decentralized nature of OSS and leave space for strategies that

enhance security without compromising openness.

[Akhavani et al., 2025] Identifies a growing volume of vulnerabilities and intentionally malicious
packages in OSS ecosystems, but how OSS governance should be restruc-
tured to address these risks without undermining the openness of the

ecosystem remains unresolved.

[Bistrom et al., 2024] The study demonstrates that open source alternatives to Microsoft 365
are technically viable for most daily productivity tasks, but actual adop-
tion remained low due to lack of institutional support and unfamiliarity
among end users. This leaves room for research into what organizational
and governance conditions are needed to move from technical viability

to sustained adoption.

[Lindker and Muto, 2025] The study identifies the organizational barriers and support mechanisms
relevant to OSS adoption in the public sector, but focuses broadly across
16 countries without examining how these dynamics play out in a specific

national migration context such as Denmark’s SIA Open initiative.

Table 4: Research gaps in reviewed literature

As shown in Table 4, a consistent pattern emerges across the reviewed literature: the technical and policy
groundwork for open source migration exists, but the conditions that determine whether that migration actually
succeeds remain underexplored in concrete organizational contexts. What is missing is a grounded examination
of the technical, security, and organizational challenges that arise when an organization attempts this transition
in practice, directly corresponding to the sub-questions RQ1, RQ2, and RQ3, and whether open source solutions
can satisfy the compliance requirements such a transition must meet, which is the central concern of the main

research question, RQ.
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4 Methodology

This section presents the methodologies used throughout the research. Furthermore, this section provides an

explanation of how the utilized methods contribute to achieving the objectives of the research.

4.1 Approach for addressing research gaps

This research addresses the gaps identified in both the literature review and the case study through a sequential
approach. A case study of Statens IT’s SIA-Open initiative is first conducted to establish a concrete understanding
of the initiative and to identify the key pain points and challenges encountered in practice. These findings then
inform the design of a scoped proof of concept (PoC) that directly targets the identified challenges. The PoC is
subsequently tested and evaluated, and the results are discussed in relation to the literature and the broader
implications for organizations pursuing similar transitions. This structure allows the research to move from
identifying real-world problems to proposing and testing practical solutions, with the literature providing the

analytical foundation throughout.

4.2 Tools used

During this research a number of tools were utilized. Below is a comprehensive list of tools used and their

purpose:

Tool What the tool was used for

ChatGPT and Claude LaTeX formatting, BibTeX generation, Polishing of language in the report.

Notion Project management and literature database.

Discord Internal online meetings in the group.

Microsoft Teams Online meetings with both our AAU supervisor and interview participants
from Statens IT and Feerdselsstyrelsen.

Jitsi Online meetings with Semaphor

Memoer app on iPhone Used for recording the interviews.

Table 5: Overview of tools used

4.3 Case study

This research uses a case study approach to investigate a real-world example of how to approach digital
sovereignty through open source in Denmark. A case study approach is more appropriate than a survey or
experiment, as the goal is to understand the situation in depth rather than to measure variables across a broad
sample. Statens IT and its SIA-Open initiative were selected as the case because they represent a large-scale,
central government effort to adopt open source solutions. As one of the few active implementations of this

kind in Denmark, it provides a rare and information-rich example. The purpose of the case study is to gain a
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deeper understanding of the current pain points Statens IT is experiencing in the design and implementation
of the SIA-Open tech stack. By identifying and analyzing these challenges, the study aims to clarify the prac-
tical and technical constraints that influence the tech-stack today. These insights will then serve as foundation
for proposing an open source solution that addresses the identified issues and takes the full set of functional,

organizational, and strategic requirements into account.

Design of the case study

The case study follows Merriam’s methodology as she defines a qualitative case study as a detailed and in-depth
study of a bounded phenomenon, such as an organization, a program or social group [Yazan, 2015]. Merriam

highlights three key features that the case is bounded by:
* Particularistic: It focuses on one specific case or situation which in this case is the SIA-Open initiative.
» Descriptive: It provides a rich and detailed account of the case.
* Temporal: It provides a time frame that helps to better understand the extent of the case. In this case the

time frame spans from the 2025 relaunch to the current pilot phase

This delimitation keeps the study focused on a clearly defined case while still allowing for a nuanced under-
standing of its broader context. To ensure a holistic understanding, the case study considers both internal and
external perspectives. Internally, it examines the initiative from the viewpoint of Statens IT’s organizational
goals, processes, and constraints. Externally, it evaluates the collaborative dimension of SIA-Open, particularly
its partnership with Semaphor, assessing how this cooperation shapes opportunities, challenges, and outcomes.

Furthermore, a user’s perspective on the initiative is also presented.

Data collection

Consistent with Merriams qualitative approach, data was collected from multiple sources enabling an in-depth
understanding of the perspectives, experiences, and insights of key stakeholders involved in the SIA-Open ini-
tiative:

* Semi-structured interviews with key stakeholders.

* Internal documents related to the SIA-Open initiative.

4.3.1 Interviews

The interviews were conducted using a semi-structured approach, allowing for a flexible setup that accommo-
dates follow-up questions based on the participants responses, as well as the exploration of unknown aspects.

The selection of interview participants was guided by the need to capture a comprehensive understanding of
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the SIA-Open initiative from multiple perspectives, encompassing organizational, technical, and regulatory di-

mensions. The chosen interview participants were:

Role

Reasoning for interview

CEO of Statens IT

To gain a high-level understanding of Statens IT, its strategic priorities,

and the broader context in which SIA-Open operates

CTO of Statens IT

To gain a deeper understanding of the strategic aspect of the SIA-Open

initiative.

Architect of SIA-Open initiative

To gain a technical understanding of the SIA-Open initiative.

Responsible for Compliance at

Statens IT

To provide a clarification on relevant laws, standards, and internal poli-
cies that influence both the design and execution of the SIA-Open initia-

tive.

CEO of Semaphor

To gain an understanding of the role of a key external partner in the

initiative to capture the collaborative dimension.

Director of Feerdselsstyrelsen

To gain insight from a user perspective through their experience with the

SIA-Open computer.

Table 6: Overview of interview participants

Before the interview

Prior to the interview an interview guide was prepared to ensure that important aspects were covered for each
interview. Furthermore, roles within the thesis group were determined. One person acted as the primary inter-
viewer, responsible for guiding the conversation and asking the most relevant and probing questions to ensure
meaningful insights. The other person was in charge of note taking ensuring key insights were captured during
the interview. This division of responsibilities helped maintain the flow of the interview, ensured that important
details were not missed, and allowed the interviewer to remain fully engaged in the dialog without being dis-

tracted by documentation tasks.

During the interview

To ensure a complete and accurate record of the discussions, each interview was fully audio-recorded using
the "memos" application on an iPhone. Although some of the interviews were conducted via Microsoft Teams,
the Memos app was generally preferred for recording purposes. This choice was largely driven by concerns
and perceptions regarding potential surveillance or storage of Teams meeting data, including recordings and
transcripts. Using the Memos app provided a more controlled and discreet way of capturing interview content,
which helped establish a stronger sense of privacy and security for the interview participants. This consideration
was particularly important in the context of the thesis, as it was conducted in collaboration with a company and

involved discussions that touched upon aspects of their security setup.
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After the interview

The interview recordings were transcribed manually in order to maintain control over the data and to protect
the privacy of the information shared during the interviews. In addition, an edited transcription approach was
used to improve readability and clarity [Tool, 2024]. This involved translation to English, cleaning up gram-
mar, removing redundancies and run-on sentences, and where appropriate condensing statements to preserve

meaning while making the text more coherent and accessible !.

Documentation

In addition to the interviews, we received documentation from Statens IT to gain a deeper and more technical
understanding of the SIA-Open initiative. The material was explored in the case study using key insights as
foundation for the analysis. Below is an overview of the received material:

* List of 29 Technical Minimum Requirements

* Overview of applications

* Technical architecture of SIA-Open

* Diagram of challenges in SIA-Open

* Diagram of client management setup

Data analysis

The data analysis of the transcribed interviews followed an inductive process, as recommended by Merriam. This
involved identification of patterns, categories, and themes through the inductive coding method [Tool, 2024].

The inductive coding method is a ground-up approach in which codes are derived from interview transcripts.

These codes form the analytical foundation for the structure of the case study, ensuring that the case study
reflects the perspectives of the participants. The identified codes were highlighted using color coding directly
within the interview excerpts. This makes it possible to clearly link specific statements in the data to the themes.

Below is an overview of the identified themes:

Statens IT history Statens IT as organization _ Statens IT services & tech stack
Statens IT regulation landscape _ SIA-Open strategy _

1Due to security reasons the interview appendix is attached in a separate appendix file.
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4.4 Ethical considerations

Throughout this project, it was prioritized to maintain an ethical standard to protect the rights and privacy of
all the interview participants. In particular, the anonymity of the interview participants was ensured by only

disclosing their professional titles throughout the thesis.

Additionally, to protect sensitive information and maintain confidentiality, we signed a Non-Disclosure Agree-
ment (NDA) with Statens IT. This agreement formalized our commitment to handling all confidential data with

care; therefore, the additional appendix includes only an excerpt of the full interview.

4.5 Bias

At the outset of this project, our primary bias was shaped by the initial goal to identify a specific challenge
that Statens IT encountered with the SIA-Open initiative. This preconception influenced our approach, as we
began with the assumption that a particular, definable problem existed within the migration or implementation
process. Consequently, our investigation was oriented towards uncovering and analyzing this challenge in

detail, with the intention of developing a targeted solution.

While this focus provided clear direction and scope, it also introduced the risk of confirmation bias where
we might have prioritized evidence supporting the existence of a challenge over alternative perspectives or
broader contextual factors. To mitigate this, we remained open to discovering multiple issues or systemic
factors beyond the initially presumed challenge and sought to validate findings through comprehensive analysis

of documentation and stakeholder input.

Recognizing this initial bias is important for transparency and for understanding how it shaped the research
process and outcomes. It also underscores the need for ongoing reflexivity throughout the project to ensure

balanced and objective conclusions.

27



Thesis Cyber Security - Aalborg University

5 Case study

This chapter presents a case study of Statens IT and their SIA-Open initiative. The case study is conducted
to establish a grounded empirical understanding of the technical (RQ1), security (RQ2), and organizational
(RQ3) challenges that arise when an organization pursues digital sovereignty through open source adoption.
The chapter is structured in four parts. It begins with an overview of Statens IT as an organization, covering
its history, client portfolio, strategic context, technology stack, and compliance environment. Then it describes
the SIA-Open initiative, including its origins, goals, technology stack, and current deployment status. The third
part presents the technical architecture of SIA-Open, covering its project workstreams, the device enrollment
process, and the security requirements that the tech stack must satisfy. The chapter concludes by identifying the

key challenges and pain points encountered in the initiative, which forms the basis for the analysis in Chapter 6.

5.1 Organizational context

This overview establishes a foundational understanding of Statens IT as an organization within the public sector,
in order to better understand the context of the SIA-Open initiative. By outlining key functions, services, and
organizational context, it is ensured that the analysis of the SIA-Open initiative is grounded in a clear picture of

the operational environment in which the initiative takes place.

5.1.1 History of Statens IT

Statens IT was established on the 1st of January 2010 as a government agency under the Ministry of Finance.
Eight separate ministry IT departments were merged into a single organization (Statens IT), driven by the
recognition that fragmented IT functions were inefficient and that harmonization and economies of scale could
deliver significant gains in both quality and cost [Statens IT, 2025b]. In the years following its establishment,
between 2010 and 2014, Statens IT carried out a substantial transformation program, consolidating what had
been differentiated IT environments across the participating institutions into standardized, homogenized plat-
forms and shared processes [Statens IT, 2025b]. This transition was described by both the CEO and the CTO
as a complex undertaking both for Statens IT and for the institutions that came under its remit, as ministries
accustomed to managing their own IT had to adapt to a centralized model where a single organization delivers

IT services on behalf of all.

5.1.2 Client Portfolio and Service Areas

Statens IT is the internal IT operations organization for a large part of the Danish public sector. It delivers IT
services to approximately 60,000 users across 25 ministry areas, including bodies such as the Prime Minister’s
Office, the Ministry of Foreign Affairs, the Ministry of Justice, the Ministry of Finance, and the Ministry of Trans-

port [Statens IT, 2025a]. The client base spans a wide range of government functions, from regulatory agencies
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and cultural institutions to educational bodies, including all institutions for preparatory basic education, which
are obligated by law to use Statens IT’s standard services [Statens IT, 2025a]. Notably, the Danish Police and
the ministry of defense are not among Statens IT’s clients, although some defense-adjacent bodies such as the

Center for Cybersecurity and the Defense Acquisition and Logistics Organization fall within the client portfolio.

Statens IT delivers services within four core areas [Statens IT, 2025b]:

* The state IT workplace (Statens It-arbejdsplads, SIA), a common base platform for all government em-

ployees.

* IT infrastructure operations, adapted to an appropriate division of responsibilities between Statens IT and

its clients.
* Standardization of general administrative client business systems through shared platforms.

* Rationalization of outsourced operational contracts through standardized framework procurement.

A recurring challenge in Statens IT’s service delivery is the dependency on client business systems which are
systems that are developed and owned by the individual client authorities to support their specific adminis-
trative and operational workflows. These systems are distinct from the shared infrastructure and platforms
operated by Statens IT. While Statens IT is responsible for the underlying servers and services, each author-
ity retains ownership and responsibility for its own client business system. This division of responsibility has
proven problematic in practice. Because the client business systems are often tightly coupled to specific server
configurations or operating environments, they can become locked to outdated infrastructure when compati-
bility with newer platforms is not ensured over time. A 2023 report by the National Audit Office of Denmark
(Rigsrevisionen) found that Statens IT operated 537 servers that are too outdated to receive security updates,
in part because the client business systems dependent on those servers had not been updated to support newer
environments [Computerworld, 2024]. This dynamic is directly relevant to the SIA-Open initiative, where the
ability of client authorities to migrate to an open source endpoint platform depends not only on technical readi-
ness at the infrastructure level, but also on whether their client business systems can be adapted or redeveloped

to function within a non-Windows environment.

5.1.3 Current Technology Stack

Statens IT currently delivers its primary end-user workspace through two managed platforms: SIA-Windows
and SIA-Mac. Both are built on a standardized image model, with MDM for Windows endpoints handled
through Microsoft Intune or Microsoft Endpoint Configuration Manager. Local administrator rights have been
removed for end users across both platforms as part of the organization’s security posture. Identity management
is anchored in Microsoft AD, with the identity source originating in Statens IT’s HR system via an Identity

Governance and Administration system that feeds into AD.

End-user productivity is centered on the Microsoft environment, providing employees across all client organi-

zations with tools for document editing, spreadsheets, presentations, email, calendar tools, and collaboration
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through Microsoft Teams. This makes the Microsoft environment the dominant platform for daily work across

the approximately 60,000 users Statens IT serves.

5.1.4 Compliance Context

Statens IT operates within a complex regulatory environment that spans multiple overlapping frameworks. The
applicable obligations include the NIS2 Directive, GDPR, and the EU Al Act, alongside a number of nationally
specific requirements. These include the Ministry of Justice’s guidelines on the retention of deleted e-mails in

government agencies and the 29 Technical Minimum Requirements for state authorities.

Statens IT holds ISO 27001 certification and conducts ongoing compliance work against this standard. However,
at the time the interviews were conducted, the compliance function had not been formally involved in the SIA-
Open initiative. Whether formal compliance assessments such as a Data Protection Impact Assessment had
been conducted in connection with the introduction of new open source components could therefore not be

confirmed.

Two compliance questions remained especially unresolved during this research. First, it was still unclear
whether certain control requirements under NIS2, GDPR, or ISO 27001 had become more challenging to meet
or document within the SIA-Open environment. This issue is currently being addressed as part of the organiza-
tion’s ongoing ISO certification process. Second, how vendor management and data processing responsibilities
are managed for open source components without a commercial vendor and thus lacking a standard data pro-
cessing agreement. This was recognized as an area under active review, with no definitive solution reached at

the time of writing this thesis.

5.1.5 Strategic Context

As a government agency, Statens IT is formally part of the public sector but operates on a full cost-recovery basis.
Since 2016, it has been funded exclusively through revenue from the ministries and institutions it serves, with
services priced to cover the full cost of delivery [Statens IT, 2025d]. It receives no direct public appropriation
for its operational activities, meaning that investments in new services must be justified by client demand and
willingness to pay. This funding model has direct implications on how initiatives, such as SIA-Open, are scoped

and prioritized, as will be discussed in the following section.

A concern raised by the CEO was the risk of replicating proprietary dependency within open source ecosystems.
The example of Red Hat was expressed, which was originally one of the first major Linux distributions and
widely adopted on the assumption that it represented a vendor-independent alternative, Red Hat was acquired
by IBM and has since evolved into a commercial enterprise product with substantial support costs. This illus-
trates a broader risk that the CEO identified: that adopting open source software does not automatically reduce
costs or dependency, as commercial vendors can capture open source projects over time and introduce pricing

models that mirror or exceed those of traditional proprietary software. This risk is directly relevant to SIA-Open,
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where several components in the selected technology stack have commercial enterprise versions backed by large

vendors, and the long-term cost and independence implications of those choices remain to be tested.

Statens IT is a member of Euritas (2.2), and through this membership engages with European-level discussions
around reducing public sector dependency on non-European technology providers. This positions Statens IT
within a wider European context of shared concerns around digital sovereignty, even if its own mandate and

funding model constrain its ability to act unilaterally on those concerns.

5.2 Overview of SIA-Open initiative

SIA-Open stands for "Statens IT-Arbejdsplads (workspace) open source" and is a collaboration between Statens
IT and the IT company Semaphor. The initiative aims to reduce reliance on commercial IT solutions like the
Microsoft environment, as a response to the increasing licensing fees and global uncertainties. The initiative
was originally launched in 2018 but due to COVID-19 it was paused. In 2025, it was relaunched with Feerd-

selsstyrelsen acting as the first authority to pilot the open source computer.

5.2.1 Vision and Goal of SIA-Open

Semaphor and Statens IT initially began their collaboration in 2018. At that time the vision was a fully decou-
pled solution with the goal of creating a solution that was completely independent of big tech solutions. The

target group at the time was less technically advanced users and therefore was a more limited project.

In 2024, more than half a billion Danish kroner was spent on Microsoft licenses, representing a 20 percent
increase from 2023 to 2024 [Kristeligt Dagblad, 2023]. The goal of SIA-Open is to provide public institutions
with a third option consisting of a mature ecosystem of enterprise-ready open source solutions. This third
option can enhance competition and reduce dependency on licensing from Microsoft and other major vendors.
In doing so, the initiative aims to achieve three overall objectives:

* Strengthening digital sovereignty.

* Enhancing security and resilience.

* Improving cost efficiency and economic sustainability.

The initiative seeks to lower costs by promoting greater competition, while simultaneously fostering a more

sovereign and resilient digital ecosystem within Denmark.
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5.2.2 SIA-Open Migration Strategy

SIA-Open pursues a long-term coexistence strategy spanning 10-20 years, rather than a "big bang" migration
approach. This is considered more realistic, as existing systems cannot be fully decommissioned until the final
users have been successfully migrated. In addition, many client business systems rely on legacy configurations
and remain deeply integrated with established technologies, making full transition more complex. The initiative
follows a top and bottom migration approach where the focus is on user groups that have simple tasks and are
therefore less dependent on complex and specialized systems. These user groups are located at both the highest
and lowest levels of organizations, including senior management who usually do not need specialized tools, as

well as blue collar workers who typically do not require complex domain specific systems.

The initiative is divided into several phases. In the first phase the client is a Linux-based solution that still
operates against the existing backend environment. This includes the requirement that the client still must
be able to access AD, Exchange, and other well-known Microsoft products. This ensures a smooth transition
without disrupting day-to-day operations. In the following phases, the client will gradually be freed from these
dependencies. AD will be replaced by open source alternatives with equivalent functionality, and Exchange will
be replaced by a different mail solution. The solution therefore becomes more complex than the initial idea
from 2018, since it not only has to work across Statens IT’s various customer types, but also has to integrate

into a hybrid setup where old and new systems coexist.
The migration strategy for the client business systems is not yet finalized, but there exist three possible ap-
proaches:

* Wine: An emulation layer that allows Windows applications to run directly on a Linux machine.

* Local virtualization: A Windows instance that runs locally on the Linux machine for a specific application.
This approach risks users gradually reverting to the Windows environment, as it is what they are familiar

with.
* Server streaming: The application runs on a server and is streamed to the client as a screen image.

These three approaches serve as interim solutions until a more permanent one is available, namely adapting or

developing client business systems to communicate directly with a SIA-Open client.

5.2.3 Collaboration partner - Semaphor

Semaphor is a Danish IT company founded in 1992 2. They work to promote digital sovereignty in Denmark
by developing solutions based on open source and open standards. The collaboration with Statens IT roots in
a joint participation in an industry event which led to their partnership in the SIA-Open initiative. Semaphor’s

role in the SIA-Open initiative covers the following areas:

2See additional appendix section 1.6
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* Advisor and Developer: They propose solutions and develop systems that fit Statens IT’s existing infras-

tructure and needs, rather than dictating a specific approach.

* Knowledge Transfer: A central part of their role in the initiative is to hand over solutions in a controlled

and gradual manner, so that Statens IT can operate the systems themselves.

Semaphor’s approach to proposing open source solutions includes a security evaluation covering the following

criteria:

* How many developers contribute to the project, and whether responsibility rests with a single developer

or a team.
* How frequently updates are released.
* Community ratings of the project.

* The geographical and organizational spread of contributors, as broader distribution across countries and

organizations increases trust in the project.

While Semaphor’s role includes advising on which solutions to adopt in the initiative, Statens IT does not
always align with all of their suggestions. One example is the choice of operating system. Semaphor has
recommended NixOS, which has built-in device management. Rather than installing an operating system and
managing it with a separate device management tool, NixOS allows administrators to define applications, users,
and network settings. However, the current SIA-Open client is Ubuntu-based, as NixOS was deemed too complex

to implement within Statens IT’s existing infrastructure in the short term.

5.2.4 SIA-Open Technology Stack

SIA-Open is an open source Linux-based alternative to the Statens IT SIA-Windows and SIA-Mac computers.
The proposed IT stack of SIA-Open consists of open source components that provide equivalent functionality
to the SIA-computers. The tech stack is designed with interoperability in mind, allowing integration and co-
existence with the Microsoft environment. This ensures that existing workflows, services, and data within the
Microsoft environment can continue to operate without interruption while gradually incorporating open source
components. The following table presents an overview of the selected open source technologies and describes

how they map to and substitute the current proprietary components in the SIA-computers:
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Functionality

SIA

SIA-Open

Office software:
Text editor, spreadsheet, presentation

tool, database, drawing program, math

Microsoft environment

LibreOffice

board, meeting booking, room booking.

program.
Groupware: Microsoft environment Evolution & Outlook online (temporary
Email, calendar, contacts, kanban solution)

Communication

Microsoft Teams

Chat: Zulip. Online meeting: Jitsi

Image editing

Microsoft Paint and Photos

Image manipulation: GIMP. Video edit-

ing: Kdenlive Vector graphics: Inkscape.

Browser Standard: Edge (additional: Chrome & | Standard: Chrome (temporary solution
Firefox) until all functionality is compatible with
Firefox)
Support Serviceportalen Serviceportalen
Remote access BeyondTrust BeyondTrust
Virtual Windows workplace VIA VIA

PDF viewer

Browser & Adobe Reader

Browser & Evince (built-in solution in

Ubuntu)

Table 7: Overview of the SIA-Open technology stack. See Appendix 11.2 for descriptions of all referenced
software solutions.

5.2.5 User Perspective

The initiative is currently in a pilot phase with a limited number of users from Feerdselsstyrelsen, who are the

first to test the SIA-Open computer.

December 15th 2025 marked the day when the director of Feerdselsstyrelsen became the first person in Denmark
to receive and test the Statens IT SIA-Open computer 3. His daily work does not require advanced IT systems,
which is why it was suitable for him to be the first person to test the computer. In addition to him, two members
from the IT department are collaborating with an application manager from Workzone to test and develop the
computer. Workzone is the document management system they use. The director describes the transition as
fairly straightforward, with only a few issues encountered. The first issue was a compatibility problem related
to formatting in Impress, which is LibreOffice’s equivalent of PowerPoint. The issue was resolved quickly as it
turned out that the required fonts had not yet been installed. The director is in close contact with Statens IT
and keeps them informed about all bugs and challenges encountered during the test period. The rest of his
colleagues are still using the SIA-Windows computers, but no issues have arisen regarding sharing of documents
created or edited in LibreOffice. The second issue relates to the VPN connection: every time he locked his
computer he had to log off and log back in for the VPN connection to work. This issue is now resolved, but

the VPN connection still requires login with username and password for both the VPN and the computer. An

3See additional appendix section 1.5
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SSO solution is in scope which will solve this issue. The third issue was related to the email component, but
in the end it turned out to be a local hardware problem and therefore he received a new computer. Beyond
these issues, the director is pleased with the transition from the SIA-Windows to the SIA-Open computer and
has found that the Linux machine performs faster in several aspects, including accessing internal drives and

booting up.

Motivation for piloting the SIA-Open initiative

The motivation for piloting the SIA-Open initiative dates back to 2021, when Faerdselsstyrelsen assumed re-
sponsibility for issuing and managing national driver’s licenses. At that time, they had to build a new system
from scratch, as it was not possible to transfer the existing solution from Rigspolitiet’s infrastructure. Drawing
on many years of technical experience, the director recognized a recurring pattern he wanted to avoid: strong
dependency on external vendors. His technical background informed his interest in pursuing greater indepen-
dence through open source solutions. He entered into discussions with Statens IT, which eventually led to
the opportunity to pilot the SIA-Open initiative. Seeing that this aligned well with the organization’s strategic

direction, he decided to move forward with the pilot.

Future of SIA-Open at Feerdselsstyrelsen

The goal is to reach 50 users before the summer 2026. Currently, Workzone runs on a browser on the open
source PC and the director does not expect it to function as a standalone application before then. Nevertheless,
he emphasizes the importance of introducing users to the new system early, so they can gradually become
comfortable with the new setup. The main challenge in rolling out the solution to all 600 employees lies in
the existing client business systems, many of which are designed specifically for Windows clients. In his view,
these systems are legacy systems and should eventually be replaced with open source alternatives. He further
highlights that Feerdselsstyrelsen’s broader strategy is open source development whenever new solutions are

needed.

5.2.6 Future of SIA-Open Initiative

Currently, there are 20-30 users, mainly from Statens IT and Feerdselsstyrelsen. The next step is to include
the Danish Agency for Digital Government. The plan is to reach 10,000 - 15,000 users, at which point larger
vendors are motivated to develop and support open source solutions. The ambition is not to ban Microsoft, but

to create a genuine alternative so that the users themselves can choose.
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5.3 Overview of SIA-Open Architecture
5.3.1 The 6 Tracks

The SIA-Open initiative is structured around six parallel workstreams, each addressing a distinct layer of the
open source workplace. The tracks run in parallel but are offset in progress, with Track 1 furthest along. Tracks
1 through 5 have a deadline within 2026, while Track 6 is expected to conclude in 2028. An important principle
underpinning the architecture is that SIA-Open currently operates using existing infrastructure services, which
are gradually being replaced with open source alternatives. This allows the client software to be validated in

production while the central infrastructure services are replaced incrementally [Statens IT, 2025c].
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Figure 1: The six workstreams of the SIA-Open initiative and their current status. Source: Statens IT.

Track 1 — Client Building and Testing involves developing and testing the Ubuntu-based laptop. The project
has completed a pilot deployment at Faerdselsstyrelsen and is now conducting a rollout of 10 users at the

Ministry for Digital Affairs. This track is the most mature of the six.

Track 2 — Client Management (Scalability) covers the administration platform for managing clients at scale.

This track is on its way and in production, built on the Ansible and Git platform described in 5.3.2.

Track 3 — Authentication and Authorization is building an open source authentication and authorization
platform to replace the current dependency on Microsoft AD. The design is in place, based on OpenLDAP as
the directory service and a Kerberos Distribution Center (KDC). This track has been initiated but is not yet in

production.

Track 4 — Mail and File Server is building an open source mail and file service. Evolution has been selected

as the email client following an evaluation period in which Outlook Online was used as a temporary measure.
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