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Abstract

Data collected from real-world applications can usually be modeled as time-dependent
observations that form multivariate time series, e.g., energy production in different
locations and traffic flows on different roads. With these data, time series analytics
plays an important role in ensuring the effective functionality of applications in different
scenarios. For example, time series forecasting can help improve schedules in transport
systems, and anomaly detection can help improve safety and reliability in computing
systems. Even though recent works with deep learning technologies have demonstrated
good performance in multivariate time series analytics, these approaches are usually
based on data-driven models. They struggle to utilize real-world knowledge, which can
enhance reliability to improve accuracy for data-driven models.

Specifically, previous time series analytics approaches have three major limitations:
1) existing methods struggle to learn dynamic relationships among different variates
and causal temporal influence from different timestamps for time series forecasting; 2)
different variates can vary continuously or discretely across continuous time, but existing
methods cannot utilize continuity and discreteness knowledge for anomaly detection;
and 3) existing methods usually detect anomalies after anomalies get severe but cannot
predict future anomaly for timely maintenance of systems.

This Ph.D. project aims to contribute new technologies to improve time series analyt-
ics by incorporating real-world and scientific knowledge into data-driven deep learning
models. Specifically, we focus on three types of functionality in this thesis: time series
forecasting, anomaly detection, and anomaly prediction.

First, we incorporate dynamic graph modeling and causality knowledge into multi-
variate time series forecasting. Recent methods based on graph neural networks (GNN)
learn the relation graph to capture correlations among historical time series variates.
However, it is known that relations among variates can differ across time where future
correlations may be different from the recent relation graphs. Thus, we propose the
MTSF-DG model. MTSF-DG can learn historical relation graphs and predict future
relation graphs to capture the dynamic relations, guided by causality knowledge. We
further propose a reasoning network to learn temporal influences from historical times-
tamps and explicitly forecast each future timestamp. Extensive experiments on real-
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world datasets from different scenarios show that MTSF-DG consistently outperforms
state-of-the-art baselines.

Second, we incorporate continuity and discreteness knowledge into anomaly detec-
tion. While existing methods perform well for time series collected with regular time
intervals, they struggle when having to learn both continuous and discrete dynamics for
different variates across time. Further, they struggle to recognize the importance of vari-
ates that have different measurement units. To overcome these limitations, we propose
TAD-UP that incorporates differential equation knowledge for Time series Anomaly
Detection via Unified Probabilistic modeling. We propose two co-dependent branches
of neural ordinary differential equations to learn both continuous and discrete dynamics
for different variates. We also propose a unified joint probability distribution model-
ing. The resulting model is optimized using Maximum Likelihood Estimation on joint
variates. We detect anomalies using joint probabilities, which take the marginal prob-
abilities of different variates into account as their importance on final anomaly scores.
Experiments on nine datasets from different domains offer evidence that TAD-UP is
capable of state-of-the-art performance for real-world time series anomaly detection.

Third, we explore unsupervised time series anomaly prediction using Maximum Mean
Discrepancy (MMD) knowledge. Existing anomaly prediction methods rely on labeled
training data for achieving acceptable accuracy. However, such data may be difficult
to obtain; and in real-time deployments, anomalies can occur that were not seen in
labeled data, thus making them difficult to predict. We propose an Importance-based
Generative Contrastive Learning method (IGCL) for unsupervised anomaly prediction.
IGCL employs a diffusion module to produce anomaly precursor patterns, controlled by
MMD knowledge. IGCL then can predict anomalies by identifying anomaly precursors
that will evolve into future anomalies. To address challenges caused by potentially
complex precursor combinations involving multiple variables, we propose a memory
bank with importance scores that stores representative samples adaptively and generates
more complex anomaly precursors. Extensive experiments on real-world datasets offer
evidence that the proposed IGCL is able to outperform state-of-the-art baselines.



Resumé

Data indsamlet fra forskellige applikationer kan ofte modelleres som tidsafhaengige ob-
servationer, der danner multivariate tidsserier, fx data om energiproduktion og for-
brug og trafikstromme og hastigheder i vejnetveerk. Tilgeengeligheden af sidanne data
gor, at tidsserieanalyser spiller en vigtig rolle i applikationer i forskellige scenarier.
Tidsserieprognoser kan fx hjelpe med at forbedre kgrselsplaner i vejnetveerk, og detek-
tering af anomalier kan hjselpe med at forbedre sikkerheden og palideligheden i comput-
ersystemer. Selvom vi har set fremskridt inden for deep learning til tidsserieanalyse, er
eksisterende metoder ofte baseret pa datadrevne modeller og har sveert ved at udnytte
yderligere domeeneviden viden til at opna forbedret ngjagtighed.

Specifikt har tidligere tidsserieanalysemetoder tre veesentlige begraensninger: (i) ek-
sisterende metoder har sveaert ved at leere dynamiske relationer mellem forskellige dimen-
sioner i tidsserier og arsagsmaessige sammenhaenge over tid til brug i tidsserieprognoser;
(ii) til trods for at forskellige dimensioner rummer enten kontinuerte eller diskrete data,
sé eksisterende metoder kan ikke udnytte denne viden til identifikation af anomalier; og
(iii) eksisterende metoder finder ofte forst anomalier, nar de er blevet alvorlige, og de kan
ikke umiddelbart identificere begyndende anomalier med henblik pa tidlig intervention.

Dette ph.d.-projekt sigter mod at bidrage med nye metoder til at forbedre tidsserieanal-
yser ved at indarbejde domeeneviden og videnskabelig viden i datadrevne metoder
baseret pa deep learning. Specielt fokuserer projektet pa pa tre typer funktionalitet:
tidsserieprognoser og detektion og forudsigelse af anomalier.

Forst studerer vi tidsserieprognoser. Nye metoder baseret pa graf-neurale netvaerk
(GNN) leerer relations-grafer for at opfange korrelationer mellem dimensioner i historiske
tidsserier. Det er velkendt, at korrelationer mellem veerdier i forskellige dimensioner kan
variere over tid, hvor fremtidige korrelationer kan afvige fra korrelationerne de seneste
relations-grafer. Derfor foreslar vi MTSF-DG modellen, der indarbejder dynamisk graf-
modellering i tidsserieprognoser. MTSF-DG kan leere historiske relations-grafer og kan
forudsige fremtidige relations-grafer og kan opfange dynamiske relationer baseret pa vi-
den om kausalitet. Vi foreslar desuden teknikker, der ggr det muligt at laere tidsmaessige
pavirkninger fra historiske tidsstempler og at forudsige fremtidige veerdier. Omfattende
eksperimenter med virkelige data fra forskellige scenarier viser, at MTSF-DG konsekvent



kan levere bedre performance end eksisterende alternativer.

For det andet studerer vi detektering af anomalier. Mens eksisterende metoder fun-
gerer godt for tidsserier indsamlet med regelmaessige tidsintervaller, har de sveert ved at
leere samtidigt pa tveers af kontinuerte og diskrete data i multivariate tidsserier. Desu-
den har de sveert ved at handtere data med forskellige maleenheder. For at overvinde
disse begrzensninger foreslar vi TAD-UP, der udnytter viden modelleret ved hjalp af
differentialligninger til af finde anomalier. Vi foreslar to indbyrdes athaengige grene
af neurale almindelige differentialligninger for at leere bade kontinuerlig og diskret dy-
namik i forskellige dimensioner. Vi foreslar ogsa en samlet falles sandsynlighedsfordel-
ingsmodellering. Den resulterende model er optimeret ved hjeelp af maximum likelihood
estimation pa tveers af dimensioner. Vi opdager anomalier ved hjaelp af faelles sandsyn-
ligheder, som tager hgjde for de marginale sandsynligheder i forskellige dimensioner.
Eksperimenter pa ni datasaet fra forskellige domeener viser, at TAD-UP er i stand til at
opna state-of-the-art performance ved detektion af anomalier i tidsserier.

For det tredje studerer vi forudsigelse af anomalier i tidsserier. Eksisterende metoder
til forudsigelse af anomalier er afhsengige af treeningsdata for at opné acceptabel ng-
jagtighed. Sadanne data kan dog veere vanskelige at skaffe, og i anvendelser, hvor
data ankommer lgbende, kan der forekomme anomalier, som ikke findes i treeningsdata,
hvilket ggr dem vanskelige at forudsige. Vi foreslar en vigtighedsbaseret metode baseret
pa Generative Contrastive Learning (IGCL) til forudsigelse af anomalier uden brug af
indsamlede treeningsdata. IGCL anvender et diffusionsmodul til at producere mgnstre,
der udggr forstadier til anomalier, baseret pd viden fra Maximal Mean Discrepancy
teori. IGCL kan derefter forudsige anomalier ved at identificere anomali-forstadier, der
vil udvikle sig til fremtidige anomalier. For at lgse udfordringer forarsaget af poten-
tielt komplekse kombinationer af forstadier pa tveers af flere dimensioner, foreslar vi
teknikker, der er i stand til lgbende og adaptivt at generere mere komplekse anomali-
forstadier. Omfattende eksperimenter med virkelige datasaet viser, at IGCL er i stand
til at opna bedre performance end eksisterende metoder.
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Thesis Summary






Introduction

This thesis focuses on incorporating real-world and scientific knowledge
into data-driven deep learning models to improve time series analytics on
time series forecasting, anomaly detection, and anomaly prediction. In
the next section, we introduce the background and motivation. Then, we
introduce the thesis structure.

1 Background and Motivation

The advent of ubiquitous data collection in modern applications and per-
vasive sensing to monitor environment and runtime status has led to an
exponential increase in multivariate time series data [9, 56, 87]. For exam-
ple, computing systems can record different runtime indicators [1, 70] and
environmental systems can record water and air quality across time [24, 50].
In domains ranging from energy and transportation to computing systems,
the need to understand and forecast the behavior of dynamic systems has
never been more critical. As exemplified in Fig. 1, effective time series an-
alytics is important in many real-world applications. For example, time
series forecasting can support urban computing and smart transporta-
tion [14, 22, 36, 37|, and anomaly detection can support fault location
and risk monitoring [10, 33, 58].

Recent works with deep learning technologies have demonstrated bet-
ter performance in time series analytics than traditional methods that are
based on statistical models [73, 88]. These deep learning methods [51, 53,
75] are powerful in learning complex temporal features and relations from
the massively available multivariate time series data. However, existing
traditional and deep learning methods for time series analytics are usually
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Fig. 1: Example multivariate time series data and applications [35].

only based on data-driven models and are limited in the capacity to lever-
age real-world and scientific knowledge, which is essential for enhancing
reliability to improve accuracy.

The first challenge lies in the real-world knowledge that the influence
and relationships among various observed variates vary across time, as
exemplified in Fig. 2. For instance, while existing graph neural network
(GNN) [52] based methods [36, 79, 80] have shown promise in modeling
the correlations among historical time series variates, they only use recent
historical relationships that may not hold as the system evolves. Further,
existing methods use RNN [49] or Transformer [15] based module to learn
temporal dependencies. RNN based models only explicitly model the in-
fluence from one timestamp to the next timestamp, and Transformer based
models only model the influence among historical timestamps. However,
one historical timestamp may have different influences on future times-
tamps. In many real-world scenarios, the causal influence among variates
changes over time [39], demanding models that can adapt to these shifts
and forecast future observations more accurately.

Another pressing challenge is the knowledge of continuity and discrete-
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Fig. 3: The knowledge of continuity and discreteness inherent in different variates.

ness inherent in different variates, as exemplified in Fig. 3. Continuous
variates are represented by real numbers, such as latencies and tempera-
tures. Their values change continuously over continuous time, as illustrated
in Fig. 3(a), which are called the continuous dynamics. Discrete variates
are represented by natural numbers, such as the encoding of categories,
flags, and status. Their values change discretely over continuous time,
as illustrated in Fig. 3(b), which is called the discrete dynamics. Exist-
ing methods work well for time series collected with regular time intervals
but struggle to accommodate the continuous and discrete dynamics exhib-
ited by different varieties across continuous time. Further, existing meth-
ods [21, 24, 33, 64, 67, 94, 96] struggle to recognize the importance of vari-
ates that have different measurement units. For example, the latencies are
measured in seconds, and the category information is measured in natural
number encoding. They simply sum up the reconstruction errors or con-



trastive errors from all variates to obtain the final anomaly score, whereas
the reconstruction errors and contrastive errors are based on different mea-
surement units that should not be treated indiscriminately for time series
anomaly detection. Such knowledge is crucial in many real-world scenarios,
demanding models that can utilize continuity and discreteness knowledge
and distinctions of variates for more accurate anomaly detection.

Finally, while current anomaly detection methods can detect anoma-
lies that deviate from expected behaviors, they frequently react only after
anomalies have fully manifested, rather than identifying anomaly precur-
sors to provide early warnings that could prevent severe future anomalies
for better safety and reliability. Meanwhile, existing anomaly prediction
methods rely on labeled training data for achieving acceptable accuracy,
as exemplified in Fig. 4. However, such data may be difficult to obtain;
and in real-time deployments, anomalies can occur that were not seen in
labeled data, thus making them difficult to predict.

Multi-variable time series Fut lies?
Severe anomaly uture anomalies?’

Labeled anomaly precursors f Anomaly precursors or not?

X,‘

X,

|

historical current future

Fig. 4: Supervised anomaly prediction methods rely on labeled anomaly precursors.

The motivation for this Ph.D. thesis stems from the need to overcome
these critical challenges by bridging the gap between data-driven methods
and real-world and scientific knowledge. The proposed research tackles the
limitations of existing methods on three tasks in time series analytics:

1. Incorporate dynamic graph modeling and causality knowl-
edge into multivariate time series forecasting. We propose the
MTSF-DG model that models dynamic relation graphs for multivari-
ate time series forecasting. MTSF-DG can learn historical relation
graphs and predict future relation graphs to capture the dynamic re-
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lations, guided by causality knowledge and empirical covariance ma-
trices. We further propose a reasoning network to learn temporal in-
fluences from historical timestamps and explicitly forecast each future
timestamp.

2. Incorporate differential equation knowledge for time series
anomaly detection. We propose the TAD-UP model with differen-
tial equation knowledge for time series anomaly detection via unified
probabilistic modeling. We propose two co-dependent branches of
neural ordinary differential equations to learn both continuous and
discrete dynamics for different variates. We also propose a unified
joint probability distribution modeling. The resulting model is opti-
mized using Maximum Likelihood Estimation on joint variates. We
detect anomalies using joint probabilities, which take the marginal
probabilities of different variates into account as their importance on
final anomaly scores.

3. Incorporate Maximum Mean Discrepancy knowledge for un-
supervised anomaly prediction. We propose an Importance-based
Generative Contrastive Learning method (IGCL) for unsupervised
anomaly prediction. IGCL employs a diffusion module to produce
anomaly precursor patterns, controlled by knowledge from Maximum
Mean Discrepancy theory. IGCL then can predict anomalies by iden-
tifying anomaly precursors that will evolve into future anomalies. To
address challenges caused by potentially complex precursor combina-
tions involving multiple variates, we propose a memory bank with
importance scores that stores representative samples adaptively and
generates more complex anomaly precursors.

By addressing the above challenges with real-world and scientific knowl-
edge, this research endeavors to enhance the performance and applicability
of time series analytics in real-world applications, paving the way for more
accurate and reliable analytical models.

2 Thesis Structure

Overall, three key challenges and tasks are addressed in this thesis.



First, in Chapter 1, we propose the MTSF-DG model that incorporates
dynamic graph modeling into multivariate time series forecasting, which is
the topic of our Paper A [90].

Second, in Chapter 2, We propose the TAD-UP model that incorpo-
rates differential equation knowledge for time series anomaly detection via
unified probabilistic modeling, which is the topic of our Paper B [91].

Finally, in Chapter 3, we propose an importance-based generative con-
trastive learning method (IGCL) for unsupervised anomaly prediction,
which is the topic of our Paper C [93].



Chapter 1

Multiple Time Series
Forecasting with Dynamic

Graph Modeling

This chapter provides an overall summary of Paper A [90], which pro-
poses the MTSF-DG model that incorporates dynamic graph modeling
and causality knowledge into multivariate time series forecasting. This
chapter reuses content from Paper A [90] when that is considered clear,
and it offers no new contributions beyond those reported in Paper A [90].
More details and experiments can be found in Paper A [90].

1 Motivation and Problem Statement

Real-world data often consists of time-dependent observations that form
multiple time series [14, 57, 78|. For instance, in power grids, multivariate
time series capture energy consumption and production [19]. Forecasting
future observations based on historical data is essential for ensuring effec-
tive operations of various applications, such as predicting future patterns
for improved scheduling [7, 9, 37, 41, 43, 60, 84].

Earlier approaches [49, 73] employed machine learning models that fo-
cused solely on learning temporal dependencies from time series, such as

ARIMA [88] and Recurrent Neural Networks (RNN) [13]. Some stud-
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Fig. 1.2: Model comparison

ies [53, 80] explored time series forecasting within the traffic domain using
various Graph Neural Network (GNN) architectures [26, 47, 92], which
learn correlations among time series from different locations based on their
spatial proximity. Recently, a new direction has emerged involving graph
learning [79] to construct a relation graph that models correlations among
multiple time series without relying on spatial distance, enhancing forecast-
ing accuracy. For example, DGSL [65] constructs a relation graph where
time series are represented as nodes, and edges are drawn between two time
series if their historical observations exhibit similarity.

Figure 1.1(a) illustrates three time series recording traffic flows in dis-
tinct districts: a commercial district Xy, a residential district X5, and
an industrial district X3. During workday peak hours (ts to t3), traffic
flows between X, and X3 may be more closely correlated. In contrast,
on weekends (tg), traffic flows between X; and Xy may exhibit stronger
correlations. As a result, multiple historical relation graphs, such as G,
G5, and G3, are necessary to capture the dynamic correlations among time
series. Additionally, correlations during a future period t; may differ from

10



1. Motivation and Problem Statement

historical patterns, which can be effectively represented by a future relation
graph G, as depicted in Figure 1.1(b).

The knowledge of dynamic relation graphs can help time series forecast-
ing. However, there are two main challenges.

Challenge 1: Existing works can only construct a static relation graph
by learning the similarities or correlations among time series from the
known recent data. However, none of the existing methods have demon-
strated the ability to learn a future relation graph to predict observations
in the future. In addition, it results in high time complexity to extract
features from different relation graphs, since GNNs in previous time series
forecasting methods [16, 86] can only extract features from one relation
graph each time.

Challenge 2: Existing methods directly use RNN or Transformer [15]
based modules to learn temporal dependencies. As shown in Figure 1.2(a)
and 1.2(b), RNN based models can only explicitly model the temporal
dependency from one timestamp to the following timestamp, and Trans-
former based models only model the temporal dependencies among histor-
ical timestamps. However, one historical timestamp may have different in-
fluence on different future timestamps since the changeable relation graphs
appear at different times. The existing methods fail to model such different
temporal dependencies explicitly.

We introduce MTSF-DG, a novel approach for multiple time series fore-
casting with dynamic graph modeling and causality knowledge, designed
to address these challenges.

To tackle Challenge 1, we segment each time series sample into histor-
ical and future time-windows, constructing a relation graph distribution
for each window. This approach not only learns the historical relation
graph distribution but also predicts the future relation graph distribution
by optimizing correlation coefficients derived from an empirical covariance
matrix using a memory network. Unlike traditional GNNs that operate on
a single graph at a time, we propose a causal GNN that effectively inte-
grates observations from both historical and future relation graphs into a
unified feature.

Addressing Challenge 2, we develop a reasoning network that employs
logical operations and a symbolic reasoning process to explicitly learn how

11
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one historical timestamp may influence different future timestamps differ-
ently. Specifically, we derive features, such as hr_o, hr_1, and hyp, repre-
senting timestamps T'— 2, T'— 1, and T, respectively. As illustrated in Fig-
ure 1.2(c), we utilize a reasoning process where, for example, hy_o — hp_;
and (hy_oAhr_1) — hp are evaluated as TRUFE or FALSE. This approach
enables the cognition ability [11, 62] to determine how a past timestamp
(T — 2) may exert varying influences on future timestamps (7" — 1 and 7).
Through this mechanism, we explicitly model diverse temporal dependen-
cies.

To the best of our knowledge, this is the first work that uses both
historical and future relation graphs in multiple time series forecasting.
And we summarize contributions as follows.

o We propose to model dynamic relation graphs and propose a causal
GNN to model the observations with both historical and future rela-
tion graphs into features efficiently.

o« We propose a reasoning network to explicitly learn how historical
timestamps have different influence on future timestamps.

» By evaluating on six real-world datasets from different domains, we
show that our model consistently outperforms the state-of-the-art
baselines.

2 Preliminaries

We formalize the multiple time series forecasting problem and introduce
reasoning.

2.1 Problem definition

Multiple Time Series Forecasting. The multiple time series is repre-
sented as X € RY*L where N is the number of time series and each time
series has observations during total L timestamps. We use X; € R" to indi-
cate the observations of all time series at timestamp ¢, use Xy.s44, € RN*ta
to indicate the observations of all time series from timestamp t to times-
tamp ¢ +ta, use X, ,, € R to indicate the observations of the i-th time

12



2. Preliminaries

series from timestamp ¢ to timestamp t + ¢, and use X! € R! to indicate
the observations of the i-th time series at timestamp ¢, where 1 < i < N
and 1 <t t4+tx < L.

We formulate multiple time series forecasting problem as follows. Given
a sub-sequence of historical p timestamps of observations from the multiple
time series, i.e., Xp_p11.7, the goal is to predict the values for the ¢ future
timestamps, i.e., Xpy1.744, Where ¢ > 1. Thus, we formulate the multiple
time series forecasting problem as finding a mapping function F as follows:

XT—}—l:T—‘,—q - FG(XT—p+1:T)7 (11)

where 6 is the parameters of F, and X denotes the predicted values of
multiple time series.

Relation Graph. The latent correlations among time series at timestamp
t are represented by a relation graph G; = (V, &, A), where: V is the set
of nodes, with each node T'S; € V representing a time series, such that
V| = N. & is the set of edges, where each edge e;; € £ indicates that
time series ¢ and time series j are correlated. A € RV*¥ is the adjacency
matrix, where: A;; =0if e;; ¢ £ (i.e., no correlation exists between i and
J). Aij #0if e; ; € €, with A;; representing the weight that measures the
strength of the correlation between time series ¢ and j. If ¢;; € £, then
nodes ¢ and j are considered first-hop neighbors of each other.

2.2 Reasoning

In this paper, we employ propositional logic, which includes fundamen-
tal operations such as conjunction (AND, A), negation (NOT, —), and
material implication (—), to explicitly capture how historical timestamps
differently influence future timestamps. For time series forecasting: Hid-
den states are variables, such as h;, representing the states of multiple time
series at timestamp ¢, similar to the hidden states used in RNNs. Expres-
sions are operations performed over hidden states. For example, (h;_1 Ahy)
signifies that multiple time series have experienced states h;_; and h; at
timestamps ¢ — 1 and ¢, respectively. When an expression involves the ma-
terial implication (—) operation, it is referred to as a Horn clause. The
reasoning outcome of a Horn clause like (hy_o A hy—1) — h; being TRUE
indicates that the historical states h;_o and h;_; significantly influence the
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Fig. 1.3: The overall framework.

future state h;. Conversely, if the result is FALSFE, it implies that h;_5 and
h;_1 have minimal impact on h;.

3 Methodology

As illustrated in Figure 1.3, we present the overall framework of our method,
built on an encoder-decoder architecture and comprising four key compo-
nents: the embedding layer, the causal graph layer, the reasoning network,
and the projection layer.

3.1 The causal graph layer
Modeling the dynamic relation graphs

We model dynamic relation graphs by learning a probability distribution
over relation graphs.

For a given timestamp 7', the probability distribution of relation graphs
within the historical time-window (from timestamp 7 — p + 1 to T) is
denoted as G ~ Fg,,,. Here, G represents a potential relation graph at
timestamp ¢ € [T — p + 1,7]. Likewise, the probability distribution of
relation graphs within the future time-window (from timestamp 7'+ 1 to
T + q) is denoted as G ~ Pg,.,., where GG is a possible relation graph at
timestamp ¢’ € [T+ 1,7 + ¢].

14



3. Methodology

We use a parameterized Bernoulli distribution [65] to model these prob-
abilities. Specifically, for any pair of time series i« and j, the probability
distribution Pg,,,. is defined as:

P(Aijzl):Ph(i,j), P<Aij:0) :1—Ph(iaj)= (1-2)

where A is the adjacency matrix of a relation graph G. Here, P(A;; = 1)
represents the probability that time series ¢ and j are correlated, with
Py (i, 7) being a learnable parameter ranging from 0 to 1. A similar defini-
tion applies to Pg,.,.

Probability distribution of historical relation graphs. For obser-
vations Xp_,41. within the historical time-window, we construct a his-
torical empirical covariance matrix S, € RY*Y to measure the degree of
co-variation between two time series:

1 — _
Sp = E(XT—p—&—l:T — X p1:10) (Xp_pi1r — XT—p—i—l:T)Ta (1.3)

where KT_pH:T represents the mean value of each time series over the p
timestamps, and T denotes matrix transpose. The normalized historical
correlation coefficient matrix p, € RV*V is then calculated as:

_ Sh(%])
V/Su (i, 1) (5, 5)

where each element pp,(i, j) € [—1, 1] indicates the correlation between the
i-th and j-th time series. A value closer to 1 (or -1) suggests a strong
positive (or negative) correlation, while pj(i,j) = 0 implies that the two
time series are linearly independent. Therefore, the probability distribution
of relation graphs within the historical time-window, Fg,,,., is obtained as
follows:

ph(/L?]) ) for 1 S Za] S N7 (14)

o Puisg) = |pali, )] if |pp(i, j)| >0
PlAi; =1) = { 0 if |pn(i, j)| < 8 (15)
oy 1= Puiyg) = 1= |pn(i,4)| if [pn(i,5) > 6 '
P(A;; =0) = { 1 if |pr(i, 7)) <6

where ¢ is a hyper-parameter controlling the sparsity of the relation graph,
with 0 <6 < 1.
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Fig. 1.4: The memory network

Probability distribution of future relation graphs. We utilize the
features Er = (mh,m%, .- m&) € RV*? which are derived from data
X7_pt1:7 and the timestamps information from 7'—p+-1 to T', to predict the
normalized correlation coefficient matrix py € RV*N for the future time-
window. To preserve global features, we employ an additional memory
unit £ € RV*4¥ as illustrated in Figure 1.4. The primary idea is to use a
memory unit to retain the correlations that have emerged among multiple
time series over time.

We represent each time series i across all timestamps using a learnable
embedding vector m’ € R¥. Consequently, the memory unit for all time
series is represented as E = (m!,m?,--- ,mY) € R¥*¥  The recorded
correlations p(i,7) between time series ¢ and j are obtained via the inner-
product similarity between m! and m?, formulated as follows:

p(i,j) =m"-m’ (1.6)

To predict the correlation coefficient matrix for the future time-window,
we use the local representation matrix Er as a query to derive the outcome
feature matrix £’ € RV*4 from the memory unit £ as follows:

QK'
Ve

E' = readout(Q, K, E) = o )E (1.7)

Q= EWq, K= EWk,

where Wq, Wk € R¥>*% are the parameters for extracting local and global
features, Q,K € RV*? are the learned query and key to readout the
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features from the memory unit E, ¢ is the softmaz function, and E' €
RN*4 is the outcome feature matrix, which encompasses both local and
global features. Thus, we predict the correlation coefficient matrix for the
future time-window by calculating the inner-product similarity between the
i-th and j-th elements of E’ as follows:

ps(iyj) = E'(i) - E'(j) (1.8)
Finally, we update the memory unit £ as follows:
E=BE + (1- A, (1.9)

where 0 < 5 < 1 controls the retention rate of existing correlations within
the memory unit.

The memory network is optimized by minimizing the mean square error
loss function given by:

1 2
Erah: Z Z (ﬁf(%])‘ﬂf(%])) 1.10
grap N % N T 1<i7&N ( )
where:
1 - _
Sy = };(XT+1:T+q — X1 1:74¢) (Xrg 1749 — XT+1:T+q)Ta
S (i (1.11)
ps(i,J) D) pp1<ij<N

~S60)5,G.)

Following the same approach as in Equation 1.5, we can derive the prob-
ability distribution of relation graphs for the future time-window, denoted
as Pgpp-

Causal graph neural network

To ensure efficiency, we sample one historical relation graph and one future
relation graph at different timestamps. At each timestamp ¢, where t €
[T —p+1,T], we sample a potential relation graph based on the probability
distributions Fg,,, and Fg,.., respectively. The sampled relation graphs
are denoted as Gy and G, with their adjacency matrices represented as
Apt and Ay, We then introduce a causal GNN to extract features from the
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Fig. 1.5: The reasoning network will output the hidden state for multiple time series at each timestamp
t using the previous states from past 7 steps.

sampled historical and future relation graphs, converting the features vy,
which contains information from the observations, into the hidden states
O¢.

First, we use the feature vector v! from the embedding layer to learn two
feature vectors: v, = Wyvi, € RT and v} = Wy, € R% for timestamp .
These features are then used to integrate the historical and future relation
graphs, respectively.

Next, we use v, and vy, as input features for the GNN on the historical
relation graph Gy, and the future relation graph Gy, respectively. The
causal GNN on the relation graph Gy, with input feature vy, denoted as
*G,,, (Unt), is as follows:

K1 —\k
Ont = *Ght(vht> = Z M{(Aht) Uht Wk}; (1-12)
k=0
where Ay, is the adjacency matrix normalized by the diagonal degree ma-
trix D: -
Dii= Y Aw(i,j), Aw=D""Ay (1.13)
1<j<N

Similarly to Equation 1.12, we obtain oy, = g, (vs:). Finally, the hidden
states o, € RV*? for all time series, which integrates the information
from the historical observations along with both the historical and future
relation graphs, is expressed as oy = (op||0ft).
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3.2 The reasoning network

Up to this point, we have obtained the hidden state o;, which contains the
features at each timestamp ¢ individually. Next, we introduce a reasoning
network as depicted in Figure 1.2(c), which learns a feature h; not only
from the current hidden state o; but also from its previous 7 timestamps’
features (h¢_r, -+, hy_a, hy—1), for each timestamp ¢ in a recurrent manner.
Specifically, h; captures how the past 7 timestamps influence the current
timestamp ¢, where 1 < 7 < p is a hyperparameter that governs the num-
ber of previous timestamps considered in the reasoning network, balancing
efficiency and effectiveness. Since this is a recurrent process, when rea-
soning for timestamp t to obtain h;, we have already computed h;_; for
previous timestamps, with 1 < k < 7.

As shown in Figure 1.5, the reasoning network first combines each fea-
ture h;_, with a positional embedding ck, which encodes the relative time
interval from each past timestamp ¢ — k to the current timestamp ¢, pro-
ducing a feature h{ ,. Then, the reasoning network evaluates the im-
portance of the previous timestamp ¢ — k on the current timestamp ¢ by
assessing the horn clause, i.e., h{_, — o0;, and outputs the evaluation result
as the importance weight w;_;. Finally, the reasoning network generates
the feature h, € RY*? for the current timestamp ¢, which is used for
forecasting the observations, by integrating all previous features h{_, with
their corresponding importance weights w;_;, as follows:

ht = Z We—f X hgfk + 0y, (114)

1<k<r

such that h; captures the information of how the time series contribute
to the current hidden state o, based on the previous features (h;_1,hi_a,
o he).

Now, we provide a more detailed explanation of our reasoning network’s
procedure.

First, it is important to note that, given the previous features (h;_,, - - ,
hi_2,h;_1), all the time series contribute to the hidden state o; for t < T.
As a result, we can state that (hy_r A+ Ahy_o ANhy_1) = 0y is TRUE and
(hy—y N+ -+ Nhy_ogNhy_1) — -0y is FALSE. Here, the conjunction operation
A combines the features from multiple time series at previous timestamps,
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— 0o, = TRUE means that all the previous features together will lead to
the current hidden state o;, —o; refers to the opposite of o;, and — —o; =
FALSE means that, under the previous features (hy_,, -, hy_o, hy—1), the
multiple time series will not contribute to the hidden state —o;.

To capture the sequential nature of the time-dependent previous fea-
tures, we introduce 7 learnable matrices ¢, ¢, - - - , ¢ € RV*9 which serve
as the positional embedding [75]. Each matrix ¢, learns to model the rela-
tive time interval from the past timestamp ¢ — k to the current timestamp
t. This allows us to derive time-aware features:

hi p=hip+ck, for 1 <k<r, (1.15)
and model the historical sequential information by:

1.16
(hi_, N+ Nh{_y Nhi_|) — —oyis FALSE, (1.16)
where t < T
Then, by evaluating whether each horn clause
hi_ = o1 (1.17)

is TRUE, we can determine if the previous feature h{_, contributes to the
current hidden state o,. Specifically, if h{ , — o, is TRUE, it indicates
that the previous feature h{_, is the cause for the multiple time series to
enter the current state o,. Conversely, if hf , — o, is FALSE, it implies
that the previous feature h{ , does not contribute to the multiple time
series entering the current state oy.

Now, we model Equations (1.16) and (1.17) using our neural reasoning
network, which performs the aforementioned logic operations, i.e., =, A,
and —, through neural logic modules. First, we use h,, hy, and h. to
represent any features, such as h{_,, and each logic operation is computed
by a neural logic module with fully connected layers as follows:

ha Ny Ao A he = 0((ha © by © -+ @ h)W,) (1.18)
ha — hy = o ((hallhe)W;),
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where hg, by, € RV*9 represent the features used in the calculation, while
W, € RT*4 and W, € R?¥ %" are the learnable network parameters for
performing the logic operations A and —, respectively. Additionally, ® de-
notes the Hadamard product, which performs element-wise multiplication
of matrices.

Thus, all logical expressions, like Equation 1.16, can be computed step
by step using the neural modules based on Equations 1.18. For example,
taking Equation 1.16, (h§__A---Ah{_o Ah§_|) — o, we can compute it as
follows:

Exp; = (hi_, A+ Ahi_y ANhi_y)
=o((hf, @ O hi 50k )W) (1.19)
Exp, =Exp, » o, = 0((Exp1||ot)m>,

where Exp, € R¥*% is the final outcome of logical expression (h{_A---A
h_o ANh$_) — or. In the same way, we can get the final outcome of logical
expression (hé__ A -+ AhS 5 ARS_ () — —o; as Exp_ € RVX4,

Then, another neural module, denoted as isT(), is used to evaluate
whether an expression Exp, is TRUE or FALSE by:

isT(Exp,) = sigmoid(Exp, W,), (1.20)

where Exp, € RV*? represents the outcome of a logical expression, such as
Exp, , used for the TRUE / FALSE evaluation. W, € R**! is the learnable
parameter for evaluating the logical expression, and isT'(Exp,) denotes the
result of the evaluation. The sigmoid function ensures that the evaluation
result is within the range of 0 to 1, where isT(Exp,) = 0 indicates that
the logical expression is FALSE, and isT(Exp,) = 1 indicates that the
logical expression is TRUE.

To ensure the truth as defined by Equation 1.16, we introduce the logical
regularization, which is minimized by the following loss function:

Lreg=1—1isT(Exp,)+ isT(Exp_) (1.21)

Here, isT(Exp_ ) being 1 indicates that with the previous features (hy_-, - - -
hi—2,h;—1), the multiple time series indeed transitioned into the hidden
state o;, and isT (Exp_) being 0 indicates that the multiple time series did
not transition into the hidden state —oy.
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Next, we evaluate whether the previous feature h{_, contributes to the
current hidden state o; by using the following expression:

Exp,_ = (hi_y, = o) = (hi_y[lo))W; (1.22)

wi_y, = isT(Exp,_4), (1.23)

where w;_j represents the importance weight. The closer w;_j is to 1, the
more likely it is that the previous feature h{_, is the cause of the multiple
time series transitioning into the current state o;.

Finally, the reasoning network generates the feature h; € RV*9 for the
current timestamp t by integrating all previous features h{ , with their
corresponding importance weights w;_j using Equation 1.14.

3.3 The projection layer
The projection layer outputs the forecasting observations X, € RN*1:
X1 = hpp W, (1.24)

We employ the objective function to facilitate model learning via gradi-
ent descent. The memory network is optimized by minimizing Eq. (1.10).
The embedding layer, causal GNN, reasoning network, and projection layer
are optimized using the mean absolute error (MAE):

1

A 1
Lyag = Nxgq XT+1:74q — XT+1:T+qH (1.25)

4 Experiments

4.1 Experimental settings
Datasets.

We use a collection of datasets from the traffic and energy domains to
assess the performance of multi-step time series forecasting:

« METR-LA and PEMS-BAY: These are traffic speed time series datasets,
released by Li et al. [53].
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o PEMS04 and PEMSO08: These are traffic flow time series collected from
the Caltrans Performance Measurement System (PEMS), released by
Bai et al. [4].

o Solar-Energy: A dataset focused on solar energy, released by Lai et
al. [49].

o Electricity: The electricity consumption dataset, released by Lai et
al. [49].

Evaluation Metrics.

We evaluate multi-step forecasting using mean absolute error (MAE), root
mean squared error (RMSE), and mean absolute percentage error (MAPE).
For single-step forecasting, we use Root Relative Squared Error (RRSE)
and Empirical Correlation Coefficient (CORR).

Baselines.
We compare MTSF-DG with the following baseline methods:

o Methods without relation graphs. VAR-MLP: An auto-regressive
model using multilayer perceptron (MLP) [88]. GP: A Gaussian Pro-
cess model for time series forecasting [73]. LSTNet: Combines convo-
lutional neural networks (CNN) with RNN to learn temporal depen-
dencies [49]. TPA: A basic Transformer model [68]. FEDFormer: A
frequency-enhanced Transformer that extracts trend and periodic fea-
tures [72]. Crossformer: A state-of-the-art Transformer-based model
that uses cross-dimensional attention to capture historical correlations
without learning relation graphs [89].

e Methods with a pre-defined graph. DCRNN: Proposes diffusion
graph convolutions to model spatial dependencies [53]. GWave: Uses
1D dilated CNNs combined with gated diffusion graph convolutions [80].
AGCRN: An adaptive recurrent graph convolution network [4]. MSDR:
Utilizes attention-based graph convolutions and multi-step RNN [55].

e Methods that learn relation graphs. MTGNN: Learns a static
relation graph to model similarities among time series, using graph con-
volutions and CNN for forecasting [79]. DGTS: Builds a static relation
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Table 1.1: Accuracy of traffic domain forecasting

Data q Metric | DCRNN  GWave AGCRN MTGNN STFGNN Cformer FEDFormer MSDR ESG MTSF-DG
MAE 2.77 2.69 2.83 2.69 2.70 2.69 2.89 2.71 2.68 2.62
3rd RMSE 5.38 5.15 5.45 5.18 5.35 5.17 5.51 5.18 5.15 5.11
MAPE 7.30% 6.90% 7.56% 6.86% 7.21% 6.88% 7.63% 7.08% 6.93 6.78%
METR MAE 3.15 3.07 3.20 3.05 3.10 3.05 3.27 3.09 3.06 2.98
LA 6th RMSE 6.45 6.22 6.55 6.17 ()3() 6.18 6.56 6.33 6.19 6.13
MAPE 8.80% 8.37% 8.79% 8.19% 8.60% 8.21% 8.87% 8.57% 8.20% 8.14%
MAE 3.60 3.53 3.58 3.49 3.51 3.48 3.69 3.50 3.49 3.39
12th | RMSE 7.60 7.37 7.41 7.23 7.46 7.27 7.66 .33 7.23 7.16
MAPE | 10.50% 10.01%  10.13% 9.87% 10.05% 9.86% 10.44% 9.98% 9.96% 9.58%
MAE 1.38 1.30 1.35 1.32 1.34 1.31 1.47 1.32 1.31 1.28
3rd RMSE 2.95 2.74 2.83 2.79 2.81 2.75 3.02 2.84 2.74 2.67
MAPE 2.90% 2.73% 2.87% 2.77% 2.84% 2.72% 2.96% 2.77% 2.76% 2.63%
PEMS MAE 1.74 1.63 1.69 1.65 1.66 1.63 1.81 1.64 1.63 1.57
_BAY 6th RMSE 3.97 3.70 3.81 3.74 3.76 3.69 4.01 3.78 3.71 3.63
MAPE 3.90% 3.67% 3.84% 3.69% 3.83% 3.66% 3.99% 3.68% 3.69% 3.56%
MAE 2.07 1.95 1.96 1.94 1.98 1.93 2.06 1.94 1.92 1.85
12th | RMSE 4.74 4.52 4.52 4.49 4.52 4.45 4.78 4.51 4.42 4.35
MAPE 4.90% 4.63% 4.67% 4.53% 4.73% 4.49% 4.88% 4.55%  4.52% 4.40%
PEMS MAE 24.70 19.16 19.83 19.32 19.83 19.50 23.48 19.29 19.47 18.67
04 1~12 | RMSE 38.12 30.46 32.26 31.57 31.88 32.00 37.27 31.54 31.66 30.17
MAPE | 17.12% 13.26% 12.97% 13.52% 13.02% 13.07% 15.44% 12.89% 13.30% 12.64%
PEMS MAE 17.86 15.13 15.95 15.71 16.64 15.88 17.24 15.11 15.70 14.80
08 1~12 | RMSE 27.83 24.07 25.22 24.62 26.22 25.07 26.93 24.42 24.81 23.68
MAPE | 11.45% 10.10%  10.09% 10.03% 10.60% 10.17% 11.21% 9.93% 10.07% 9.54%

graph based on Euler distances among time series and uses recurrent
graph convolutions [65]. STFGNN: Constructs a static relation graph
using Dynamic Time Warping similarities among time series [39, 52].
ESG: Divides historical observations into sub-time windows, learns a
historical relation graph for each window, and uses RNN for forecast-
ing [86].

4.2 Overall comparison.

Tables 1.1 and 1.2 present the accuracy of MTSF-DG and the baseline
methods across all datasets. Each method is repeated randomly five times,
and the average result is reported. The highest accuracy is marked in bold,
while the second-best, significantly outperformed accuracy is underlined.

The key observations are as follows:

First, MTSF-DG consistently outperforms state-of-the-art baseline meth-
ods across all datasets, demonstrating that it effectively learns dynamic
correlations among multiple time series and leverages these correlations to
improve forecasting performance.

Second, as shown in Table 1.2, methods such as MTGNN, DGTS, ESG,
and MTSF-DG, which can learn relation graphs for multiple time series,
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Table 1.2: Accuracy of energy domain forecasting

Dataset Solar-Energy Electricity

q q
Method Metric 3rd 12th 3rd 12th
RRSE | 0.1922  0.4244 0.1393  0.1557

VAR-MLP CORR | 0.9829 0.9058 | 0.8708  0.8192
P RRSE | 0.2259  0.5200 | 0.1500  0.1621
CORR | 0.9751 0.8518 | 0.8670  0.8394

LSTNet RRSE | 0.1843  0.3254 | 0.0864  0.1007
CORR | 0.9843  0.9467 | 0.9283  0.9077

TPA RRSE | 0.1803  0.3234 | 0.0823  0.0964
CORR | 0.9850  0.9487 | 0.9439  0.9250

MTGNN RRSE | 0.1778  0.3109 | 0.0745  0.0916

CORR | 0.9852 0.9509 | 0.9474  0.9278
RRSE | 0.1791  0.3144 | 0.0767  0.0925
CORR | 0.9852 0.9501 | 0.9470  0.9275
RRSE | 0.1772  0.3089 | 0.0741  0.0905
CORR | 0.9859  0.9511 | 0.9474  0.9291
RRSE | 0.1788  0.3141 | 0.0769  0.0924
CORR | 0.9852  0.9498 | 0.9465  0.9280
RRSE | 0.1708  0.3073 | 0.0718  0.0898
CORR | 0.9865 0.9519 | 0.9494 0.9321
RRSE | 0.1692 0.3025 | 0.0701 0.0882
CORR | 0.9874 0.9533 | 0.9502 0.9339

DGTS

Crossformer

FEDFormer

ESG

MTSF-DG

perform better than methods like VAR-MLP, GP, LSTNet, TPA, and FED-
Former, which cannot capture these relationships. Crossformer, which uses
Cross-Transformer to learn inter-series correlations, also surpasses VAR-
MLP, GP, LSTNet, TPA, and FEDFormer. This highlights the importance
of capturing inter-series relationships for effective multiple time series fore-
casting.

Third, MTSF-DG shows superior performance compared to other graph-
based methods that rely on a single relation graph or exclusively use his-
torical relation graphs. This advantage stems from the baselines’ inability
to capture the dynamic correlations among multiple time series, which can
change over time and differ in the future. Different future relation graphs
can affect future observations in distinct ways, making reliance on a single
or historical graph prone to bias. Although methods like GWave, MT-
GNN, STFGNN, MSDR, and ESG achieve second-best accuracy on certain
datasets, no single baseline consistently outperforms others. This suggests
that relying solely on a single relation graph or historical relation graphs
is inadequate for robust multi-time series forecasting. In contrast, MTSF-
DG dynamically learns both historical and future correlations, consistently
outperforming the baselines.

Finally, MTSF-DG achieves the highest accuracy compared to Transfor-
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Chapter 1. Multiple Time Series Forecasting with Dynamic Graph Modeling

mer-based models, indicating that the reasoning network effectively learns
temporal dependencies by explicitly modeling how historical timestamps
influence future timestamps. This capability allows MTSF-DG to outper-
form TPA, FEDFormer, and Crossformer.
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Chapter 2

TAD-UP: Learning
Continuous and Discrete
Dynamics for Time Series
Anomaly Detection via

Unified Probabilistic Modeling

This chapter provides an overall summary of Paper B [91], which incorpo-
rates continuity and discreteness knowledge into anomaly detection. This
chapter reuses content from Paper B [91] when that is considered clear,
and it offers no new contributions beyond those reported in Paper B [91].
More details and experiments can be found in Paper B [91].

1 DMotivation and Problem Statement

Cyber-physical systems employ sensors to monitor their environment and
runtime status, resulting in sequences of timestamped multivariate time
series [9, 14, 56, 87], as exemplified in Figure 2.1. Effectively detecting
anomalies in such time series is essential in many real-world applications,
as it supports fault analyses and facilitates risk monitoring to ensure normal
operations of cyber-physical systems, thereby avoiding economic losses and
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Time series observations

o o °

0 o g o
tl ©2 3 t4 t5
Variable 1 -© Variable 2 > Variable 3 -o Variable 4 - Variable §

Fig. 2.1: Example timestamped multivariate time series.
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(a) Continuous variates over continuous time. (b) Discrete variates over continuous time.

Fig. 2.2: Our motivations.

health concerns [10, 29, 33]. For example, detecting anomalies can help
locate and handle service faults and interruptions threats in computing
systems [2, 29] and can warn against environmental [58], health [10], and
financial risks [94].

The multiple variates in time series can be categorized into two types,
i.e., continuous variates and discrete variates, as shown in Figure 2.2. Con-
tinuous variates are exemplified by real numbers, such as latencies, CPU
usage rates, and temperatures. Their values change continuously, as il-
lustrated in Figure 2.2(a), which is called continuous dynamics. Discrete
variates are exemplified by natural numbers. These include encodings of
categories, flags, and status information. Their values change discretely,
as illustrated in Figure 2.2(b), which is called discrete dynamics. Clas-
sic [6, 27, 56, 87] and deep learning-based [8, 21, 63, 96] anomaly detection
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1. Motivation and Problem Statement

methods that aim to learn the normal patterns from unlabeled data achieve
good results when applied to time series with regular discrete timestamps.
However, all existing methods [64, 94] remain unable to learn both con-
tinuous and discrete dynamics for time series variates along continuous
time [28].

In addition, different variates have different physical and mathematical
measurement units. For example, latencies are measured in seconds, CPU
usage rates are measured in percentages, temperatures are measured in de-
grees Celsius, and category information is measured using natural number
encoding. Deep learning-based methods [21, 24, 33, 64, 67, 94, 96] can-
not recognize the importance of each variate to detect anomalies. Existing
methods simply sum up reconstruction errors or contrastive errors from
all variates to obtain the final anomaly score and determine timestamps
with anomalous data, whereas the reconstruction errors and contrastive
errors are based on different measurement units that should not be treated
indiscriminately for time series anomaly detection.

Without learning continuous and discrete dynamics and recognizing the
different importance of different variates, existing methods have limited
modeling abilities and fall short in detecting anomalies in real-world sce-
narios. Overall, there are two challenges. Challenge 1: How to learn
continuous and discrete dynamics that have completely different forms of
behaviors along time? Further, continuous and discrete dynamics may also
have correlations with each other as different variates may influence on each
other. As exemplified in Figure 2.2, variate 1 and variate 5 have correla-
tions. Challenge 2: Existing methods cannot learn the importance units
of different variates on the final anomaly scores.

To contend with these challenges, we propose TAD-UP that features
novel neural co-dependent ordinary differential equations (co-ODEs). To
address Challenge 1, we propose two dependent branches of neural or-
dinary differential equations (NODESs) to learn the interactive continuous
and discrete dynamics together from different time series variates. The first
branch, i.e., continuous co-ODE, learns continuous dynamics. We propose
a Compound Poisson Process for the second branch, i.e., discrete co-ODE,
to learn discrete dynamics. Further, we propose a gate temporal convo-
lution networks (TCNs) to learn correlations among discrete variates and
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continuous variates. To address Challenge 2, we introduce joint prob-
ability distribution modeling and obtain the final anomaly scores from a
unified probabilistic space. Specifically, we use a multi-variate Gaussian
distribution to model the observation probabilities of continuous variates
and the softmax distribution to model the observation probabilities of dis-
crete variates. We optimize the model with Maximum Likelihood Estima-
tion in the unified probabilistic space, instead of using reconstruction losses
or contrastive losses for variates in different semantic spaces.
We summarize our contributions as follows.

o We are the first to learn both continuous and discrete dynamics for
multivariate time series anomaly detection.

o We propose two co-dependent branches of neural ordinary differential
equations to learn interactive continuous and discrete dynamics effec-
tively.

o We introduce joint probability distribution modeling and optimize our
model with Maximum Likelihood Estimation, which helps obtain the
anomaly scores that consider the importance of different variates.

o Experiments on nine benchmarks from different domains offer evidence
that the method can achieve state-of-the-art performance, even com-
pared with the large pre-trained model DADA.

2 Preliminaries

We first formalize the time series anomaly detection problem. Then, we
introduce the background of neural differential equations.

2.1 Definitions

A Multi-variate Time Series is represented as (C,D), where C =
(c1,¢a, -+ ,cp) € RVNeXT records the observations of the continuous vari-
ates by real numbers in R, and D = (d;,dy,--- ,dy) € N¥2*T records
the observations of the discrete variates by natural numbers in N. N and
Np are the number of continuous and discrete variates observed at each
timestamp, respectively, T is the total number of timestamps, c¢; € RY¢
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2. Preliminaries

and d; € N2 are the observations at timestamp ¢; and i € {1,2,--- ,T}.
Taking Figure 2.1 as an example, we have T' = 5, No = 3, and Np = 2,
and there are 3 continuous variates and 2 discrete variates observed at each
timestamp. In the special case where Np = 0, C is the time series as de-
fined in previous works [8, 33, 67]. We use C’ € R”, ¢/ € R', D’ € N and
d! € N! to indicate the observations of the j-th variate with superscripts,
respectively.

Time Series Anomaly Detection. Anomaly detection identifies which
timestamp in the time series exists the anomaly, i.e., a binary classification
of the anomaly and normal for each timestamp. With sliding windows,
anomaly detection takes as the input time series {C, D}, and outputs the
binary vector Y = (y1,v2,- - ,yr), where y; € {0,1} and y; = 1 indicates
an anomaly at timestamp ¢;.

2.2 Neural differential equations

Chen et al. [12] first propose a new paradigm of learning continuous dy-
namics and modeling continuous time with ordinary differential equation-
based neural networks, which then have been widely studied in time series
forecasting recently [34, 36]. Unlike traditional time series neural net-
work models, which only learn hidden states among discrete timestamps,
e.g., recurrent neural networks (RNNs) and TCNs, differential equations
can learn the dynamics of the hidden state features H(¢) by the integral
along the continuous time with dljt(t). Neural ordinary differential equa-
tions (NODEs) directly use the integral to learn the hidden state feature
H(¢) at any continuous time ¢ as follows:

t dH(s)
H(t) = H(0) + ds
JH (1) b (21)
— - = f(H@®):e)

Here, H(0) is the hidden state feature that denotes the initial condition
of NODEs where an embedding layer maps the input time series into the
hidden state feature H(0), f(-; ®) denote the neural networks with param-
eters @ which estimates the continuous dynamical differentiation of H(t)
along the continuous time t. Then, with the ODESolver(-) algorithm [34],

31



Chapter 2. TAD-UP: Time Series Anomaly Detection

we can obtain features H(t) at any continuous time ¢ that could be used
in downstream tasks:

H, = ODESolver (H(0), f,t; ©) (2.2)

Recently, to improve the performance and robustness of the original
NODESs, neural controlled differential equations (NCDEs) are proposed,
which utilize the Riemann-Stieltjes integral [33, 40] to control the dynamics
of hidden state feature H(¢) at any continuous time ¢ with the time series
observations C as follows:

H(t) = H(0) + /O t dliis)d(}(s)

dC(s)

— H(0) + /Otf(H(s); 0) = s

(2.3)

C(t) is the continuous time series path across continuous time, which is in-
terpolated from the original time series observations C = (cy,co, -+ ,cr) €
RNexT recorded at discrete timestamps with the natural cubic spline in-
terpolation pre-processing [33, 40]. Next, d(flis) is the differential coefficient
in the time series path.

The difference between NODEs and NCDEs is the continuous time series
path C(t), whose differential coefficient will control the dynamics. How-
ever, NCDEs cannot model long input time series effectively and efficiently,
as NCDEs have a recurrent architecture as in RNNs and the natural cu-
bic spline interpolation pre-processing will bring additional space and time
complexity.

On the other hand, both NODEs and NCDEs cannot learn the discrete
dynamics from the discrete variates, and they cannot model the interactions
among different dynamics either.

In contrast, as shown in the following sections in this paper, we propose
neural co-dependent ordinary differential equations, which are free from
interpolation pre-processing. We further propose the Compound Poisson
Process to learn the discrete dynamics and propose the dependent latent
features to help learn the influence among dynamics of different variates.
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Fig. 2.3: The overall architecture.

3 Methodology

3.1 Overall architecture

We present the overall architecture in Figure 2.3, which consists of the
embedding layers, continuous co-ODE, discrete co-ODE, and multivariate
probabilistic modeling.

The embedding layers take as the input time series {C, D}, first ap-
ply Instance Normalization [74] on the observations of continuous variates,
i.e., each C7 being normalized, to learn stable features [44], and then map
the observations c; and d; at each timestamp ¢; into d-dimensional vectors
h, € R? and z; € R? to extract the dense features for discrete timestamps.
Note that the embedding layer for continuous variates is the fully connected
feed-forward layer (FC):

h, = FC(c;), fori € {1,2,--- T}

H(0) = (hy, hy, -+ hy), (24)

where H(0) € R¥T denotes the hidden state feature of the initial condition
for our continuous co-ODE. The layer for discrete variates is the lookup
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embedding layer:

d’ = one-hot(d’), for j € {1,2,--- , Np}
z; = Embedding(d;), fori € {1,2,--- T} (2.5)
Z(()) = (Z17Z2a T 7ZT)7

where Z(0) € R denotes the hidden state feature of the initial condition
for our discrete co-ODE.

3.2 The continuous co-ODE

We introduce the composition of our continuous co-ODE, which can learn
fine-grained and continuous temporal dynamics. Given the shortcomings
of RNNs, like high time-complexity and gradient explosion [36], we choose
temporal convolution networks as the function f(-; ®) to estimate the con-
tinuous dynamical differentiation of H(¢) along the continuous time t:

H(t) = H(0) + /0 t dljis)ds (2.6)
dH(t |
dt() = tanh (TCN (H(t); T, k))’

where TCN(-; 7, k) is the Convld temporal convolution, which is performed
along the last dimension of H(?), i.e., the time dimension; tanh(-) is the
hyperbolic tangent activation function; r and k are the dilation factor and
the convolution kernel, respectively.

In order to learn the influence among different variates, we propose a
gated TCN architecture as the attention mechanism to control the amount
of information flows:

dift) = tanh (TCN1 (H(t))) ® 0( TCNgate, (H(t))>

®o ( TCNyare, (z<o>)) ,
where ® denotes the element-wise Hadamard product, TCNgate, and TCNgate,

are the gate convolutions used for the continuous variates and discrete vari-
ates, respectively, and o(+) is the sigmoid activation function to control the

(2.7)
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amount of information flows among different variates for the continuous

dynamics branch. Then, with ODESolver(-) [34], we can obtain the final

hidden state feature H(7") which learns co-dependent continuous dynamics:
dH(t)

Hy = ODESolver (H(0), — T ©.) (2.8)

3.3 The discrete co-ODE

The NODEs and NCDEs used in the previous work PAD [33], as shown
in Section 2.2, cannot learn the discrete dynamics where the hidden state
features could jump along the continuous time. Thus, we propose to utilize
a Compound Poisson Process [34] to learn the discrete dynamics. The
Poisson Process is a time point generative model where the output contains
a sequence of discrete eventual time points H = {7, }icfo1,..,r3- The 7,
denotes there is a discrete eventual time point at timestamp ¢;, and no
eventual time points between timestamps ¢;_; and ¢;.

A Poisson Process can be defined by a counting function N(¢) along
continuous time t. N(¢) records the number of eventual time point before
time ¢, which is described as follows:

0 t<0

2.9
1 otherwise (2.9)

N(t)= >  He(t—t;), where He(t) = {

i€{0,1,--,T}

The He(-) is the Heaviside step function. The probability of the next
eventual time point following 7;, usually depends on the previous contexts,
known as the rate or intensity of the Poisson Process. Such temporal
dependencies can be described by a conditional intensity function A(t).
Let H; denote the previous contexts of eventual time points up to but not
including time ¢. Then A(t) defines the probability of observing the next
eventual time point conditioned on the history:

P {eventual time point in [¢t,t + dt) | Hi} = A (t) - dit (2.10)

With this Poisson Process, we propose our discrete co-ODE with Com-
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pound Poisson Process:

A(t) = FC, (Z( ))
¢ dZ

N(s),
dZ(t) (2.11)

ch(f = tanh (TCN2 ( (t ))) O] U<TCNgate3 (Z(t))>
© U(TCNgate4 (H(0) )

where FC, denotes a fully connected feed-forward layer that learns A(t)
from the contexts Z(t) to control the conditional intensity of the next even-
tual time point for different discrete variates, and TCNgate, and TCNgate,
are gate convolutions used for the continuous variates and discrete variates
in the discrete co-ODE, respectively, to control the amount of information
flows among different variates for the discrete dynamics branch. Then,
with ODESolver(-) [34], we can obtain the final hidden state feature Z(7")
which learns co-dependent discrete dynamics:

dZ(t)

Zy = ODESolver (Z(0), o

T @d) (2.12)

3.4 Multivariate probabilistic modeling

After we obtain the features H(7T') and Z(7') with different dynamics, we
use decoders to output the joint probabilities of all observations at the
timestamp T'.

Specifically, for the continuous variates, the decoder uses fully connected
feed-forward layers and outputs the estimated multivariate Gaussian mix-
ture distribution N (fir, Xr):

fir, 67 = Decoder, (H(T)), (2.13)
where fip = (fik, i, -+, iX¢) € RN denotes the estimated mean values
and 67 = (64,63, -+ ,60¢) € RN¢ denotes the estimated variance values

as the diagonal elements of the covariance matrix 3r € RVNeXNe for the Ng
continuous variates, respectively. Then, we calculate the empirical covari-
ance between the j;-th and jp-th continuous variates to estimate Y (j1, ja),
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which can help to capture the more accurate marginal probability distri-
bution, as follows:

. . 1 I

Y11, J2) = B2, J1) = ] S (el — ) (cl? — ), (2.14)
=1

where €' and ¢! are the mean values of the j;-th and j,-th continuous
variates, respectively. Thus, our loss function based on the Maximum
Likelihood Estimation in the probabilistic space for the continuous variates
is as follows:

A

1 1
L, = —ln{Aexp< — §(CT - ﬂT)TE;l(CT - ﬂT))] (2.15)
2 ZT‘ ‘

For the discrete variates, the decoder uses fully connected feed-forward
layers and outputs the softmax distributions dr:

lOgAitS;, lOgAZ'tS?F, Ce ’logit;\ﬂb = Decoderd (Z(T)) (2 16)
d) = softmax(lo&it;), for j € {1,2,---,Np},

where a]T denotes the probability distribution for the j-th discrete variate
in the one-hot encoding manner. Thus, our loss function based on the
Maximum Likelihood Estimation in the probabilistic space for the discrete
variates is as follows:

Ly = CE(dy,dy) (2.17)
Last, our final loss functions are:
L=L.+ Ly, (2.18)

where £ optimizes the model on the embedding layers, £. optimizes the
model on the continuous co-ODE and Decoder., and L£; optimizes the
model on the discrete co-ODE and Decoder,.

During the inference stage, the lower joint probabilities of the observa-
tions of all variates at one timestamp 7" indicate a more likely anomaly.
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Table 2.1: Details of benchmark datasets.

#Training #Validation — #Test

Dataset Domain Ne  Np (Unlabeled) (Unlabeled)  (Labeled) Anomaly Rate(%)
SMD server machine 33 5 566,724 141,681 708,420 4.16

MSL NASA space sensor 1 54 46,653 11,663 73,729 10.72

SMAP NASA space sensor 1 24 108,146 27,036 427,617 13.13

SWaT water treatment 25 26 396,000 99,000 449,919 12.14

SWAN space solar weather 33 5 48,000 12,000 60,000 32.6

CICIDS web server 58 14 68,092 17,023 85,116 1.28

PSM application server 25 0 105,885 26,398 87,841 27.8

GECCO water quality 9 0 55,408 13,852 69,261 1.1

Creditcard finance 29 0 159,491 39,873 85,443 0.172

4 Experiments

4.1 Experimental settings
Datasets.

We validate the performance with real-world datasets from different do-
mains: SMD [70], PSM [1], MSL [31], SMAP [31], SWAN [50], SWaT [83],
GECCO [50] and Credit [94].

Baselines.

We compare TAD-UP with 21 baselines of different categories for compre-
hensive evaluations:

o Clustering-based: PCA [56] and OCSVM [63].

 Density estimation-based: HBOS [25] DAGMM [96], IForest [27], LO-
DA [61], and LOF [6].

 Contrastive-based: DCdetector [85], AnomalyTransformer (A.T.) [83],
and PAD [33].

 Autoregression and reconstruction-based: AE [21], LSTM [31], Omni-
Anomaly (Omni) [70], BeatGAN [18], CAE-Ensemble [8], D3R [76], GPT-
4TS [95], ModernTCN [17], MEMTO [69], SensitiveHUE [23], and DA-
DA [67].
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Table 2.2: Experiments on five real-world datasets, presented in percentages.

Dataset SMD MSL SMAP SWaT PSM

Metric Aff-P  Aff-R  Aff-F1 | Af-P  AfER Aff-F1 | AfFP AfFR AfEF1 Aff-R  Aff-F1 | Af-P  Aff-R Aff-F1
OCSVM 66.98  82.03 73.75 50.26  99.86 66.87 41.05  69.37 51.58 98.72 72.11 57.51  58.11 57.81
PCA 64.92  86.06 74.01 52.69  98.33 68.61 50.62  98.48 66.87 82.96 71.18 7744 63.68 69.89
HBOS 60.34  64.11 62.17 59.25  83.32 69.25 41.54  66.17 51.04 91.35 68.26 7845  29.82 43.21
LOF 57.69  99.10 72.92 49.89 7218 59.00 47.92  82.86 60.72 96.73 68.65 53.90  99.91 70.02
IForest 7194 94.27 81.61 53.87  94.58 68.65 4112 68.91 51.51 99.95 69.30 69.66  88.79 78.07
LODA 66.09  84.37 74.12 57.79  95.65 72.05 51.51  100.00  68.00 70.34 62.54 62.22  87.38 72.69
DAGMM 63.57  70.83 67.00 54.07 9211 68.14 50.75  96.38 66.49 92.36 72.32 68.22  70.50 69.34
AT. 54.08  97.07 66.42 51.04  95.36 66.49 56.91  96.69 71.65 98.27 69.39 54.26  82.18 65.37
DCdetector 50.93  95.57 66.45 55.94 9553 70.56 53.12  98.37 68.99 98.12 69.03 54.72  86.36 66.99
PAD 59.54  67.66 63.71 56.33 8221 68.15 41.67  64.52 53.94 92.35 68.06 68.45  57.72 59.21
AE 69.22 9848 81.30 55.75  96.66 70.72 39.42 7031 50.52 98.20 70.45 60.67  98.24 75.01
LSTM 60.12  84.77 70.35 58.82 14.68 23.49 55.25  27.70 36.90 49.99 8211 62.15 57.06  95.92 71.55
BeatGAN 74.11  81.64 77.69 55.74  98.94 71.30 54.04  98.30 69.74 61.89  83.46 71.08 58.81  99.08 73.81
Omni 79.09  75.77 77.40 51.23  99.40 67.61 52.74 9851 68.70 62.76  82.82 71.41 69.20  80.79 74.55
CAE-Ensemble | 73.05  83.61 77.97 54.99  93.93 69.37 62.32  64.72 63.50 62.10  82.90 71.01 73.17  73.66 73.42
D3R 64.87  97.93 78.02 66.85  90.83 77.02 61.76  92.55 74.09 60.14  97.57 74.39 73.32  88.71 80.29
GPT4TS 73.33 9597 83.13 64.86  95.43 77.23 63.52  90.56 74.67 56.84  91.46 70.11 73.61  91.13 81.44
ModernTCN 74.07  94.79 83.16 65.94  93.00 7717 69.50  65.45 67.41 59.14  89.22 71.13 73.47  86.83 79.59
MEMTO 49.69  98.05 65.96 52.73  97.34 68.40 50.12  99.10 66.57 56.47  98.02 71.66 52.69  83.94 64.74
SensitiveHUE | 60.34  90.13 72.29 55.92  98.95 71.46 53.63  98.37 69.42 58.91 91.71 71.74 56.15  98.75 71.59
DADA 76.50  94.54 84.57 68.70  91.51 78.48 65.85  88.25 75.42 61.59  94.59 74.60 74.31  92.11 82.26
TAD-UP 7711 94.55 84.95 68.54  92.67 78.80 | 66.37  89.12 76.08 | 62.48  94.86 75.35 73.75  93.13 82.32

Table 2.3: Experiments on four real-world datasets with more metrics, presented in percentages.

Dataset CICIDS Creditcard GECCO SWAN
Metric Aff-F1 AUC-ROC | Aff-F1 AUC-ROC | Aff-F1 AUC-ROC | Aff-F1 AUC-ROC
A.T. 34.71 49.00 65.14 52.55 64.27 51.60 33.67 44.74
DCdetector | 40.02 53.95 58.28 42.36 66.18 45.38 14.42 43.48
ModernTCN | 51.74 65.33 73.80 95.55 90.18 95.20 46.45 52.63
GPT4TS 54.00 67.91 72.88 95.58 88.11 90.21 47.27 51.93
DADA 73.49 69.33 75.12 95.73 90.20 93.44 71.93 53.29
TAD-UP 75.88 72.01 75.07 95.71 90.21 95.37 71.95 57.98

Evaluation Metrics.

Previous methods [33, 66, 70, 83] use point adjustments (PA) with test
labels to adjust their outputs. However, recent works [24, 30, 59, 67, 71, 76,
94] have demonstrated that PA can lead to faulty performance evaluations,
and it is known that PA can result in state-of-the-art performance even with
random guessing [30, 76]. Thus, we use the Affiliation-based Precision (Aff-
P), Recall (Aff-R), Fl-score (Aff-F1) [30] following recent works [67, 76,
85], where larger values indicate higher model performance. We also use
the ROC-AUC [59] metric following DADA [67], which enables evaluation
without choosing a threshold.
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4.2 Overall comparison and analysis

Table 2.2 and Table 2.3 show the overall anomaly prediction performance
of different models on all datasets. To enable direct comparison with base-
lines [67, 83, 85], we report the Fl-scores and AUC-ROC following their
original papers. We randomly repeat our method 3 times and report the
average result, and the best Fl-score and AUC-ROC are highlighted in
bold and outperform the underlined second-best ones. As DADA is pre-
trained with very large multi-domain time series data, we also underline
the second-best ones other than DADA.

Key observations are followed. First, TAD-UP can achieve state-of-
the-art results on all datasets. This demonstrates that TAD-UP is able
to learn both continuous and discrete dynamics to improve time series
anomaly detection.

Second, we observe that the contrastive-based methods are unsatisfac-
tory on most datasets. This is because their data augmentation, borrowed
from CV or NLP, cannot fit well for time series data.

Third, TAD-UP achieves better accuracy compared to other reconstruc-
tion based methods, as they only add up all errors from different variates
regardless of their measurement units. They cannot learn the importance
units of different variates to obtain the final anomaly scores.

Last, TAD-UP outperforms DADA, only except for the Creditcard data-
set, which may require a lot of finance knowledge that DADA can learn
from pre-training on multi-domain data.

Ablation Studies

We conduct ablation studies to validate the effectiveness of our contributed
components. Specifically, we compare TAD-UP with the following variants:
(1) w/o continuous co-ODE: This variant directly learns features from the
continuous variables without co-ODE. (2) w/o discrete co-ODE: This vari-
ant directly learns features from the discrete variables without co-ODE.
(3) w/o probabilistic model: This variant directly uses the reconstruction
loss.

Table 2.4 shows the results of different variants. From Table 2.4 we
observe that: (1) Our continuous co-ODE and discrete co-ODE can learn
the interactive dynamics effectively and contribute to more accurate re-
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Table 2.4: Ablation study.

Dataset | SMD | MSL | SWaT | CICIDS
Metric | AP AffR AffF1 | AFP AR AffF1 | AP AFR  AffFL | AP AR Aff-F1
w/o continuous co-ODE [ 74.96  93.20 83.09 [ 67.98 91.34 77.95 [ 61.94 94.67 74.88 [ 6455 90.26 75.27
w/o discrete co-ODE | 75.63 9247 8321 | 67.10 9149 7741 | 6144 93.75 74.23 | 61.86 90.13  73.37
w/o probabilistic mode | 74.85 92.93  82.92 | 60.01 94.66 73.45 | 62.37 94.91 7527 | 64.37 90.52 75.24
TAD-UP 7711 9455 84.95 | 68.54 92.67 78.80 | 62.48 94.86 75.35 | 64.89 91.33 75.88

Table 2.5: Anomaly detection for irregular time series

Dataset SWaT
Trregular ratio 0% 20% 40%
Metric Aff-P AR Aff-F1 AUC-ROC | AfFP AffFR - AfEFF1 AUC-ROC | Aff-P Afl-  Aff-F1 AUC-ROC
PAD 54.73  92.35  68.06 63.86 52.71 9213  67.05 63.91 49.73  90.64 64.22 56.84
TAD-UP 62.48 94.86 75.35 83.01 61.82 93.06 74.28 80.92 59.98 91.97 72.60 72.90

sults. (1) Our joint probabilistic modeling helps obtain the anomaly scores
that consider the importance of different variables with Maximum Likeli-
hood Estimation in the unified probabilistic space and thus can have more
accurate results.

Irregular time series

In real-world applications, irregular timestamps occur when data points
are collected or recorded at uneven intervals. Many real-world processes
generate data irregularly. For example, sensor readings may be triggered by
events rather than at fixed intervals, and manual collection may be sporadic
as labor costs are very expensive in medical and biological fields. PAD [33]
uses interpolation methods and NCDE to support anomaly detection on
time series of irregular timestamps. We also show the experimental results
on the irregular time series following PAD. From Table 2.5, we can see that
TAD-UP still performs well for irregular time series with our co-ODEs to
learn dynamics along continuous time.
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Chapter 3

Unsupervised Time Series
Anomaly Prediction with
Importance-based Generative
Contrastive Learning

This chapter provides an overall summary of Paper C [93], which explores
unsupervised time series anomaly prediction using Maximum Mean Dis-
crepancy knowledge. This chapter reuses content from Paper C [93] when
that is considered effective and clear, and it offers no new contributions
beyond those reported in Paper C [93]. More details and experiments can
be found in Paper C [93].

1 Motivation and Problem Statement

Much of the data collected from real-world applications can be represented
as time-dependent observations, which form multi-variate time series [9,
56, 78, 87]. Based on the current time series data, anomaly prediction
makes real-time decisions about whether anomaly signals are emerging,
indicating that severe anomalies will occur in the future [5, 10, 29, 33],
as illustrated in Figure 3.1(a). Anomaly prediction is crucial in scenarios
where safety is a concern and minimizing the losses caused by anomalies
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Fig. 3.1: Our motivation.

is a priority [2, 3, 58, 82|, such as in healthcare [10] or drinking-water
systems [33]. For instance, anomaly prediction can help identify potential
pollution events or faults in advance [5, 29] or provide early warnings of
extreme environmental conditions [58].

Only a few classification-based studies [2, 3, 58, 82| are related to time
series anomaly prediction. Existing methods predict future anomalies by
identifying whether current observations contain anomaly signals that mark
the beginning of deviations from normal behaviors [5, 10, 29]. These early
signals are referred to as anomaly precursors [33]. However, to achieve ac-
curate results, existing methods heavily rely on supervised learning, where
anomaly precursors are provided during training.

In many real-world applications, there is a lack of labeled training data
for supervised learning because manual labeling is costly [64]. Moreover,
unexpected anomalies [28, 77] may arise during real-time deployment that
were not considered during training, making supervised methods fail in
practice [24, 94]. Therefore, unsupervised time series anomaly prediction
has gained significant interest. However, there are two main challenges.

Challenge 1: In the context of unsupervised anomaly prediction, there
is no labeled anomaly precursor data to allow models to learn temporal
dependency features from pairs of successive normal sub-sequences and
anomaly precursors, where the data starts deviating from normal [10]. This
is essential for enabling anomaly prediction [5, 58].

Challenge 2: We face the issue of potentially very complex anomaly
precursor combinations in multi-variate time series, leading to high time
and space complexity. As illustrated in Figure 3.1(b), for any n-variate
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time series, there can be as many as O(2") potential anomaly precursor
combinations [29], where different anomaly precursors may appear individ-
ually in each variate or in combinations of variates [5].

To address these challenges, we propose a novel anomaly prediction
method called IGCL, which stands for Importance-based Generative Con-
trastive Learning for unsupervised time series anomaly prediction.

To address Challenge 1, we employ a generative contrastive learn-
ing architecture. We introduce an anomaly precursor pattern generation
module that utilizes a diffusion-based transformation and variance regu-
larization to generate various potential precursor patterns labeled as neg-
ative data using Gaussian noise. Additionally, we propose an overlapping
window-based temporal convolutional network (TCN) architecture to effi-
ciently extract temporal dependencies and learn both positive and negative
contextual representations. Specifically, the model distinguishes normal
sub-sequences from anomaly precursors, where pairs of successive normal
sub-sequences serve as positive samples, and pairs of a normal sub-sequence
and an anomaly precursor, which exhibit temporal changes from normal
to abnormal, serve as negative samples.

To address Challenge 2, we introduce a memory bank with importance-
based scores to adaptively store representative anomaly precursors. This
helps generate more complex anomaly precursor combinations related to
different variates.

o We introduce a generative contrastive learning architecture that incor-
porates a diffusion-based transformation and variance regularization to
generate diverse precursor patterns and capture temporal dependencies,
enabling the distinction between normal and anomaly precursors.

o We present a memory bank with importance scores to store representative
negative samples, facilitating the generation of more complex negative
samples.

» Experimental results on benchmark datasets from various domains demon-
strate that our method outperforms state-of-the-art baselines.
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2 Preliminaries

2.1 Definitions

We formalize the unsupervised time series anomaly prediction problem.
A Multi-variate Time Series is represented as X = (xy,Xy, -+ ,X7) €
RNXT where N is the number of variates collected at each timestamp,
T is the total number of historical timestamps, x, € R denotes the N-
dimensional observations at timestamp t. We use X144 € RM*f to
indicate the data during the time window [t + 1,¢ 4 f], use Xj,,,, , € R
to indicate the data of the i-th variate, and use X! € R! to indicate the
data of the i-th variate at timestamp . We also use T to denote the current
timestamp.

A Sub-sequence X;, ., is a continuous subset of X from ¢; to t5. The set
of b most recent sub-sequences before the current timestamp 7', each with
sequence length of h + 1, is denoted as Xﬁ}’h = {Xr_pr, Xr—1-pr-1,"
X b 1—heT—b41} -

An Anomaly Precursor is a sub-sequence X7_j,.r containing early sig-
nals that just start deviating from normal and followed by future anomalies
in Xgy1.045 [0, 29, 33], where h and f are hyper-parameters for the look-
back and look-forward windows.

Unsupervised time series anomaly prediction. At any current times-
tamp 7', given the historical observations X, where we use a set of b most
recent sub-sequences XbT’h = {Xr 1, Xro1-hr—1, s Xrpr 1T —bt1 )
the goal is to determine a real-time anomaly score pr to indicate whether
there are anomaly precursors currently and more anomalies in X .74 ¢.
The transformation of anomaly scores into binary labels is done by apply-
ing a threshold § [33], i.e., if pr < 6, the future sub-sequence Xy 1.74f
is normal; and if pr > 4, the future sub-sequence X, .1 is abnormal.
Thus, we formulate the time series anomaly prediction problem as that of
finding a model with a mapping function F and pr = Fy(X}, ), where 6 is
the parameters of the model F. For the unsupervised time series anomaly
prediction problem, we do not have the true score pr as there is no labeled
data.
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2.2 Theoretical analysis

We analyze unsupervised time series anomaly prediction using Maximum
Mean Discrepancy (MMD) theory [32]. To model sequence-based proba-
bilities, we leverage Markov Chains [48], which are commonly used in time
series analytics [20]. We introduce random variates Hy 1 and Hy to
represent the observations that the sub-sequences X;_ o, 141 and X;_p.
might exhibit during two successive time-windows [t — 2h — 1,t — h — 1]
and [t — h,t], respectively. Then, we define
N = P("Ht—h—l = Xt—2h—1:t—h—17 Ht is normal)

to denote the Markov conditional distribution of the normal sub-sequence
observed during time-window [t — h, t], given that its previous observations
during time-window [t —2h — 1,¢t — h — 1] are X;_op 1.4 1. Similarly, we
define

A= P(-|H¢—n-1 = Xy—on-1.t-n—1, Hy is anomaly precursor)
to denote the Markov conditional distribution of the anomaly precursor
observed during time-window [t — h,t]. We present the theorem here and
its proof can be seen in our Paper C [93].
Theorem: In the unsupervised setting, the future anomaly is predictable
if and only if we can identify its anomaly precursor, which follows a distri-
bution different from the normal previous sub-sequences. [

Thus, our model aims to distinguish normal distribution N' = P(:|H¢_p_1,
H; is normal) from any potential different distributions A = P(-|H¢_p_1,
H; is anomaly precursor).

3 Methodology

We present the overall architecture in Figure 3.2, which includes the anomaly
precursor pattern generation, positive and negative representations learn-
ing, contrastive loss, and the memory bank.

For any timestamp ¢, the model takes as input the set of b available
historical sub-sequences X?,h = { X nity Xi1—hep—1, v s Xt bt 1—het—b41 )
We first apply Instance Normalization [74] on the observation of each time
series variate, i.e., X! in the set Xi’}h, and output Xﬁih, to learn stable
components [44] from time series.
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Fig. 3.2: The overall architecture.

The embedding layer takes the normalized input X;h and maps the
observations at each timestamp ¢, i.e., Xy € R, to d-dimensional vectors
vy € R This process extracts dense features from the normal time series
and outputs a set of feature vectors, i.e., V0.

3.1 Anomaly precursor pattern generation

As shown in experimental results, diffusion models have demonstrated
superior performance compared to other generative models for time se-
ries [76, 81]. Building upon this, we introduce a diffusion-based transforma-
tion method that generates various potential anomaly precursor patterns
starting from a simple Gaussian distribution, enhanced by our variance
regularization, to simulate precursor patterns that begin deviating from
normal behavior.

The denoising diffusion model is composed of two main processes: the
pollution process with S steps and its reverse denoising diffusion process,
where S represents the maximum number of diffusion steps. In this con-
text, we use 2° = R¢_,, € R to represent any potential anomaly precursor
pattern, which could be more complex than Gaussian patterns. The pollu-
tion process is detailed in our Paper C [93]. The anomaly precursor pattern
generation module is based on the denoising diffusion process py(z*~tz*),
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which reverses random Gaussian noise z° to produce more intricate poten-

tial anomaly precursor patterns.

5~ py(zTa®) = ﬁ (Is — \/@69(1‘5)), where gg(z%) ~
N(ps,02), and p, is the mean value parameter and o, is the variance
parameter to be learned. We use Multi-layer Perceptron (MLP) layers
to model with p* and o:

e, o = MLP(concat(xs, S,Xi_h:t)), Vs e {5, 5—1,---, 1},

where 2% is a random Gaussian noise, 2° is the denoised state after each
step, and ¢ denotes this process aiming to generate anomaly precursor
patterns for the i-th variate. We have o°c + p® ~ N(ps, 02), where & ~
N(0,1), and o®e+ p* is derivable with respective to p® and o® which are the
outputs from the MLP layers. Thus, the final denoising diffusion process

. p e P (xs — /B (0% + us)) 7

1-ps
where we randomly sample the Gaussian noise 2°, and apply the denoising
diffusion process step by step to get the anomaly precursor pattern R!_, , =
20,

We also introduce a regularization loss on the parameters N(jug,o?),
where the variance o2 governs the diversity of the generated anomaly
precursor patterns, and both o2 and the mean p, control the extent of
deviation from normal behavior. Firstly, the variance o2 should not be
excessively large, as this could lead to the generation of severe anomalies
instead of anomaly precursors that begin deviating from normal. Secondly,

o2 should not be too small, as a smaller variance would produce less di-

S
verse precursor patterns [81]. Therefore, we suggest using Kullback-Leibler
divergence as a regularization technique to ensure that N(u,, 0?) remains
close to N (s, I), where o2 approximates the unit normal variance I, which

is neither too large nor too small [46]. For any distribution N(u,o?),
the Kullback-Leibler divergence is computed as KL (N (u, ) || N (p, 1 )) =

;( —logo? + 02— 1>. The detailed proof is provided in our Paper C [93].
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Fig. 3.3: The overlapping window-based temporal convolutional network with a kernel size k of 2.

Hence, the analytical solution for the regularization loss is as follows:
5

ET:Z;<—1ogU§—I—0§—1) (3.1)

s=1

3.2 Positive and negative representations

We introduce a temporal convolutional network (TCN) based on overlap-
ping windows to learn contextual representations from all possible pairs of
consecutive sub-sequences, as defined by the Markov Chain, enabling the
extraction of both normal and abnormal temporal dependencies simulta-
neously.

Specifically, our embedding layer first transforms the normalized time
series data, denoted as X, € RY for ¢ € [t — b+ 1 — h,t], which corre-
sponds to the set X}, into d-dimensional feature vectors vy, € R?. These
vectors are designed to capture dense features from the time series at each
timestamp. Additionally, the input to the embedding layer can be com-
bined with supplementary attributes, such as timestamp encodings. These
auxiliary attributes at timestamp t' are represented by ay € R, where F
is the total number of dimensions of these auxiliary features. Therefore,
the embedding layer concatenates the original time series data X, and the
auxiliary attributes

fy = concat(Xy,ay) Vt' € [t —b+ 1 — h,t], (3.2)
as its input, and maps it to the feature vector by:

vy =c(W.fy), Vt' € t —b+1— h,t], (3.3)
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where v, € R? is the learned feature vector. Following the same way, we
can get the feature vector v, € R? where ¢’ € [t — h, t], from the generated
anomaly precursor X, ;..

Next, our overlapping window-based TCN utilizes the feature vectors
vy and v, to simultaneously capture temporal dependencies across all
possible pairs of consecutive sub-sequences. The temporal convolution op-
eration progresses across timestamps by applying a dilation factor that
skips over certain feature vectors at different layers, as depicted in Fig-
ure 3.3. Specifically, this module processes all the feature vectors, i.e., vy
fort' € [t —b+1— h,t] and v, for t' € [t — h,t], as inputs:

0,+ __
A% = <thb+lfh7 3 Vi—h, 7Vt>
. i " (3.4)
A% = <thb+17h7"' yVips Vi >7

and uses the learnable convolution filter € R* with the kernel size of k to
extract features and learn the temporal dependencies by:

k—1
VEr () = filter(i) VI — K xd), for 1 < U< L,
o (3.5)
V() = filter(i) VIV (' — K xd), for 1 <1< L,
=0

where k'~! is the dilation factor in the layer [ — 1, and L ~ O(log(h)) is
the max number of TCN layers whose recept field is large than the whole
window size of the pair of successive sub-sequences. We employ various
kernel sizes to extract features concurrently and combine them, allowing us
to capture temporal dependencies at different scales. Finally, it outputs all
contextual representations for all pairs of successive sub-sequences at once,
e.g., 2z =VET(), 2,0, = VEH(t-1), z; =V (t) and 2,_; = VB (¢t —1).
In this way, our total complexity is reduced to O((b + h)log(h)), rather

than the complexity of all pairs of sub-sequences as O((b + h)2>.

3.3 The objective function

We introduce a contrastive approach to differentiate between N and A by
pushing z;” away from z;". This method effectively groups positive represen-
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tations, such as z;~ belonging to A/, and separates negative representations,
such as z; from A. Each anchor zt+ represents the contextual embedding
from the pair of successive normal sub-sequences prior to timestamp ¢,
corresponding to N' = P(-|H;_p, H; is normal). Consequently, we aim to
make the anchor z*t similar to positive samples z;"~ j» where 1 < j < P,
derived from the closest successive normal sub-sequences before timestamp
t and following the normal data distribution. To maintain consistency with
the inference phase and prevent data leakage, the positive samples for each
anchor z;” are always taken from earlier timestamps. At the same time,
the anchor z;” should be distinguishable from the negative representation
z; , which encodes the temporal dependencies from normal sub-sequences
to generated anomaly precursors, representing the distribution of anomaly

precursors A. Hence, our contrastive loss function is:

L.= § —log Zéll exp(Sz’m( Fio Fie ])/T>

pa exp(Sim(zf,z{)/T) + ZP 1 exp(Szm( 2tz ])/T)

where 7 controls the strength for softmax, P is the number of positive
samples used, and Sim is the similarity measurement to distinguish whether
the contextual representations belong to the same distributions.

Finally, together with the regularization loss, we train the model using
Adam gradient descent [45]:

, (3.6)

L =L+ M\, (3.7)

where A controls the strength of the regularization.

3.4 Memory bank

We propose to use a memory bank to store previously generated anomaly
precursors and combine them with the current anomaly precursor pattern
R! ,.,, to accumulate more complex anomaly precursor combinations re-
lated to more than one variate.

To be more specific, the memory bank M has a fixed size of K and
empirically K < O(2") in our experiments:

M = {X[, X5, Xg}, (3.8)
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where each X7 denotes a stored anomaly precursor. The currently gen-
erated anomaly precursor pattern R}, , which is only related to the i-th
variate, is also injected into the anomaly precursors in the memory bank:

X, X5 + R (3.9)

and thus we can get anomaly precursors that involve more than one vari-
ate. Then, similar to Equation 3.4, we can get more negative contextual
representations, e.g., z,; and z,_ ;, from the anomaly precursor X;. The
contrastive loss L. is updated to

_ P -
tzh—log >im1 exp(Szm(zj,z;“_j)/T)

it Zﬁio exp(Sz'm(z;r, ZZ_])/T) + Zle easp(Sim(zj, z;L_])/T>

where z; , = 2; is the negative contextual representations from the current
anomaly precursor X, ,.,, and z;; is the negative contextual representa-
tions from the j-th anomaly precursor X stored in the memory bank.

Finally, the current anomaly precursor X,_, , is inserted into the mem-
ory bank which will have a size of K+1, i.e., Xg = X,_,.,. Instead of using
a first-in-first-out strategy to keep a fixed size of K for the memory bank,
we propose to pop out the anomaly precursor based on an importance
score. The intuition is that the memory bank should store the hard and
important negative samples for further model training, 7.e., the anomaly
precursors that are not yet distinguished by the model, and should pop
out not important samples, i.e., the anomaly precursors that are already
dissociated away from normal. The importance score I; for the anomaly
precursor X is calculated by:

, (3.10)

t—h
I; =Y Sim(z, z;) (3.11)

i=t
Thus, we pop out the anomaly precursor with the smallest importance
score after each iteration of model optimization.

3.5 Inference

For each real-time T in the inference stage, we output the probability score
pr to predict how likely there is an anomaly precursor currently and will
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Table 3.1: Overall performance, presented in percentages.

Dataset PSM SMAP SWAN SWaT GECCO SMD MSL

Metric P R F1 P R F1 P R F1 R F1 R F1 P R F1 P R F1
DAGMM 39.27 36.14  37.64 | 11.91 22.00 15.51 | 52.73 39.46 45.14 61.72  70.48 27.64 3495 | 1474 1537 15.05 | 13.94 17.04 15.33
IForest 39.39  38.82  39.10 | 11.79 18.67 14.45 | 53.85 39.07 4528 62.22  68.17 20.89 3518 | 15.25 18.28 16.63 | 13.82 17.11 15.29
K-means 38.89 39.04 3896 | 13.05 21.37 16.20 | 54.04 4230 47.45 62.50  70.98 20.18  36.28 | 15.77 1740 16.54 | 14.23 15.99 15.06
Deep-SVDD 36.63  36.30 36.46 | 11.77 17.09 13.94 | 52.39 39.18 44.83 61.95 70.31 28.45 3518 | 14.99 1578 15.37 | 12.94 16.04 14.32
THOC 37.64  38.93  38.27 | 12.61 21.89 1599 | 54.93 40.02  46.30 62.45 7106 | 46.4 2949  36.09 | 16.90 16.79 16.84 | 14.37 16.22 15.24
DCdetector 28.97 12.05 17.02 | 8.04 940 | 21.04 10.94 14.40 5 36.36  40.79 3.46 2.33 3.71 9.03 5.26 2.35 3.46 2.80
PAD 31.23  33.05  32.11 | 11.01  22.3 14.76 37.61 4298 59.09  66.04 28.17 3446 | 11.23 18.76 14.05 | 14.37 13.22 13.77
ATransformer | 30.56 34.64 3247 | 11.40 . 15.20 38.75 4448 60.50  66.97 27.92 3405 | 10.52 19.42 13.65 | 14.62 1242 13.43
LSTM-VAE 39.20 40.31  40.02 | 11.68 22.65 15.41 40.88  46.69 6 68.36  67.55 30.92  37.20 | 14.21 1642 1524 | 16.18 1528 15.72
Omni 39.45 40.88  40.15 | 11.90 2 15.77 41.00  46.92 5857 69.59 5 29.65 37.38 | 16.22 18.19 17.15 | 13.66 21.66 16.75
GANomaly 37.02 43.06  39.81 | 1218 16.02 4091 46.72 59.77  69.84 52923 36.91 | 15.06 21.39 17.68 | 15.36 17.30 16.27
CAE-Ensemble | 40.18 41.99  41.07 | 15.88 1991 | 55.98 41.52 47.68 59.90 7148 20.92  37.90 | 1841 19.51 18.94 | 20.35 1827 19.26
PUAD 39.91 4238 4111 | 1520 27.2 19.50 | 54.91 41.19 47.07 58.05  69.21 20.58  37.38 | 16.37 21.85 18.72 | 20.04 17.60 18.74
D3R 40.73  42.21 4146 | 15.73 26 19.85 | 55.32  42.64 48.16 61.85 71.29 30.91 3856 | 15.78 19.33 17.38 | 19.99 20.32  20.15
IGCL 4231 46.97 44.52 | 1748 28 21.53 | 59.20 44.94 51.09 63.54  72.71 | 52. 32.77 40.23 | 17.39 2590 20.81 | 21.97 22.81 22.38

be more future anomalies in Xpyq.7y
K P
pr = Sim(zp, 2p;) = > Sim(zr, 1), (3.12)
Jj=1 j=1

where K is the size of the memory bank with anomaly precursors as neg-
ative samples, and P is the number of positive samples.

4 Experiments

4.1 Experimental setup
Datasets.

We evaluate the performance of our approach using real-world datasets, in-
cluding SMD [70], PSM [1], MSL [31], SMAP [31], SWAN [50], SWaT [83],
and GECCO [50].

Baselines.

We compare our unsupervised anomaly prediction method against the fol-
lowing baselines as described in PAD [33]:

 Density-based methods: DAGMM [96] and IForest [38].

o Clustering-based methods: K-means [64], Deep-SVDD [63], and TH-
OC [66].

« Contrastive-based methods: DCdetector [85] and PAD [33].
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 Autoregression and reconstruction-based methods: LSTM-VAE [42], A-
Transformer [83], Omni [70], GANomaly [18], CAE-Ensemble [8], PU-
AD [54], and D3R [76].

Evaluation Metrics.

We assess the performance of the anomaly prediction models using Preci-
sion (P), Recall (R), and Fl-score (F1), following the evaluation method-
ology suggested in [8, 33, 94].

4.2 Overall comparison and analysis

Table 3.1 presents the overall anomaly prediction performance of various
models across all datasets. Each method is repeated three times, and we
report the average result. The highest Fl-scores are highlighted in bold,
while the second-best results are underlined for comparison.

Key observations are as follows.

First, IGCL consistently outperforms all baseline methods across ev-
ery dataset. This indicates that IGCL effectively learns normal temporal
dependencies and detects abnormal temporal dependencies that transition
from normal to abnormal through the generated anomaly precursors, lead-
ing to improved anomaly prediction accuracy.

Second, contrastive-based, density-based, and clustering-based methods
generally perform poorly on most datasets. This is because these methods
cannot generate anomaly precursors as negative samples to learn the ab-
normal temporal dependencies. They rely only on non-labeled data as pos-
itive samples, which limits their accuracy, as effective anomaly prediction
requires learning both normal patterns and abnormal temporal dependen-
cies.

Third, IGCL achieves the best performance when compared to autore-
gression and reconstruction-based methods. These methods focus solely
on reconstructing normal time series sub-sequences within each time win-
dow and cannot explicitly learn the abnormal temporal dependencies that
transition from normal to anomaly precursors. As a result, their accuracy
is limited. The experiments highlight the importance of learning temporal
dependencies from pairs of successive time series sub-sequences that transi-
tion from normal to anomaly precursors for effective anomaly prediction.
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Chapter 4

Conclusion and Future Work

1 Conclusion

The motivation for this Ph.D. thesis stems from the need to overcome these
critical challenges by bridging the gap between data-driven methods and
real-world and scientific knowledge. By integrating more knowledge, we
push the boundaries of time series analytics and enhance the accuracy of
deep learning models. The proposed research tackles the limitations and
problems of existing methods on three tasks in time series analytics. Each
problem and task is addressed in one research paper included in this thesis.

A conclusion of each research paper and this thesis is followed.

1. Paper A [90] proposes the MTSF-DG model that incorporates Dy-

namic Graph modeling into Multivariate Time Series Forecasting.
MTSF-DG can learn historical relation graphs and predict future re-
lation graphs to capture the dynamic relations, guided by causality
knowledge and empirical covariance matrices. We further propose a
reasoning network to learn temporal influences from historical times-
tamps and explicitly forecast each future timestamp.

. Paper B [91] propose the TAD-UP model that incorporates differen-
tial equation knowledge for Time series Anomaly Detection via Uni-
fied Probabilistic modeling. We propose two co-dependent branches
of neural ordinary differential equations to learn both continuous and
discrete dynamics for different variates. We also propose a unified
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joint probability distribution modeling. The resulting model is opti-
mized using Maximum Likelihood Estimation on joint variates. We
detect anomalies using joint probabilities, which take the marginal
probabilities of different variates into account as their importance on
final anomaly scores.

3. Paper C [93] We propose an Importance-based Generative Contrastive
Learning method (IGCL) for unsupervised anomaly prediction. IGCL
employs a diffusion module to produce anomaly precursor patterns,
controlled by knowledge from Maximum Mean Discrepancy theory.
IGCL then can predict anomalies by identifying anomaly precursors
that will evolve into future anomalies. To address challenges caused by
potentially complex precursor combinations involving multiple vari-
ates, we propose a memory bank with importance scores that stores
representative samples adaptively and generates more complex anomaly
precursors.

2 Future Work

In future works, there is significant potential to enhance knowledge en-
hanced time series analytics by training on large-scale time series datasets.
By leveraging vast amounts of data across various domains, we can build
more robust models that are capable of capturing diverse patterns, trends,
and temporal dependencies that occur across different industries and ap-
plications. This approach will allow the model to learn a wide range of
time-series behaviors, improving its generalizability and performance.

Furthermore, the development of a knowledge enhanced time series an-
alytics foundation model would be a valuable step forward. A foundation
model built on a vast corpus of diverse time series data can serve as a
powerful starting point for a wide array of other downstream tasks, such
as forecasting, anomaly detection, classification, and pattern recognition.
This model could efficiently leverage pre-trained knowledge, enabling it to
adapt and perform well across new applications with minimal task-specific
fine-tuning. This type of model would be highly beneficial for industries
such as finance, healthcare, energy, and transportation.
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1. Introduction

Abstract

Multiple time series forecasting plays an essential role in many applications.
Solutions based on graph neural network (GNN) that deliver state-of-the-art
forecasting performance use the relation graph which can capture histori-
cal correlations among time series. However, in real world, it is common
that correlations among time series evolve across time, resulting in dy-
namic relation graph, where the future correlations may be different from
those in history. To address this problem, we propose multiple time series
forecasting with dynamic graph modeling (MTSF-DG) that is able to learn
historical relation graphs and predicting future relation graphs to capture
the dynamic correlations. We also propose a causal GNN to extract features
from both kinds of relation graphs efficiently. Then we propose a reasoning
network to explicitly learn the variant influence from historical timestamps
to future timestamps for final forecasting. FExtensive experiments on Six
benchmark datasets show that MTSF-DG consistently outperforms state-
of-the-art baselines, and justify our design with dynamic relation graph
modeling.

1 Introduction

Many real-world data sensed from cyber-physical systems (CPS) can be
modeled as the recordings of time-dependent observations, which form the
multiple time series [1-3]. For example, in power grid there exist multi-
ple electric time series which record the energy consumption of different
clients [4], and in transport network there exist multiple traffic time se-
ries which record the traffic flows and speeds at different locations across
time [5, 6]. Based on the historical observations, forecasting the future
observations plays an important role in ensuring effective functionality of
CPS for various applications, such as spotting patterns [7-10] and predict-
ing the future behaviors [11-13]. Thus, we aim at multiple time series
forecasting problem in this paper.

Early methods [14-16] forecast the future observations by applying ma-
chine learning models on the historical observations, which aim to learn
the temporal dependencies. Some works [17, 18] study time series forecast-
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Table A.1: The influence of dynamic relation graphs

Dataset Metric | DCRNN  DCRNN-D AGCRN AGCRN-D
METR-LA MAE 3.60 3.55 3.58 3.51
PEMS04 24.70 21.03 19.83 19.51

S MyNMER o o
TV | ® O ® ©®

(a) An example of time series for traffic flows at (b) The dynamic relation graphs
three locations

Fig. A.1: Motivations

ing in the traffic domain with different kinds of Graph Neural Network
(GNN) [19-21] by learning the correlations among the time series of differ-
ent locations based on their spatial distance. More recently, a new trend
is to employ graph learning [22] to learn a relation graph that models cor-
relations among multiple time series without requiring spatial distance to
enable time series forecasting. For example, DGSL [23] constructs a rela-
tion graph, where time series are considered as nodes, and two time series
are connected by an edge if their observations are similar in history.

Figure A.1(a) illustrates three time series that record traffic flows in
three districts, e.g., a commercial district X, a residential district X5 and
an industrial district X3. On the peak hours of workdays to~t3, the traffic
flows may be more correlated between X5 and X3. While on the weekends
tg, the traffic flows may be more correlated between X; and X,. Therefore,
multiple historical relation graphs, e.g., G1, G5, and G3, are required to
model the dynamic correlations among time series. Similarly, correlations
in a future period t; are different from those in history, and could be
modeled by a future relation graph G, as shown in Figure A.1(b).

The information of dynamic relation graphs can help multiple time series
forecasting, as shown in Table A.1 where two traffic datasets [17] are used.
Specifically, DCRNN [17] has a static relation graph which is constructed
by the distance among locations. AGCRN [24] learns a static relation
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X2 X X0 4 X R

encoding | decoding

encoding | decoding

(a) RNN based model (b) Transformer based model (c) Our reasoning network

Fig. A.2: Model comparison

graph from historical time series data. However, both studies use the same,
static relation graph for forecasting at different timestamps. DCRNN-D
and AGCRN-D use dynamic relation graphs, which varies across time [25].
Although the state-of-the-art approaches [22, 26] can learn the relation
graph to capture the correlations among multiple time series, they could
only use the historical correlations. As the correlations change across time,
the single, historical relation graph is insufficient to model the dynamic
correlations and hinders the improvement of multiple time series forecast-
ing. However, it is non-trivial to model the dynamic relation graphs, and
to use historical observations to predict the future observations under the
changeable relation graphs.
Challenge 1: It is challenging to learn the dynamic relation graphs and
extract features from different relation graphs efficiently. Existing studies
can construct a relation graph by learning the similarities among multi-
ple time series from the known historical observations. It is possible for
ESG [26] to cut the whole historical observations into sub time-windows,
and learn a historical relation graph for each historical sub time-window
using its historical observations. However, none of the existing methods
have demonstrated the ability to learn a future relation graph for a future
time-window, as the future observations are unknown. Besides, it is dif-
ficult to extract features from different relation graphs efficiently, as the
GNN in these existing methods [26, 27] can only deal with one relation
graph at one timestamp.
Challenge 2: It is challenging to predict the future observations under
the changeable relation graphs. The existing methods use RNN or Trans-
former [28] based module to learn temporal dependencies. As shown in Fig-
ure A.2(a) and A.2(b), RNN based models only model the influence from
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one timestamp to the next timestamp explicitly, and Transformer based
models only model the influence among historical timestamps. However,
one historical timestamp may have different influence on future timestamps
with regard to the changeable future relation graphs. The existing methods
fail to model such different temporal dependencies explicitly.

Based on the above analysis, in this paper, we propose a novel approach
MTSF-DG, multiple time series forecasting with dynamic graph modeling.

For Challenge 1, we cut each time series sample into historical and fu-
ture time-windows, for each of which we build a relation graph distribution.
It not only learns the historical relation graph distribution but also pre-
dicts the future relation graph distribution, by optimizing the correlation
coefficients from an empirical covariance matrix using a memory network.
Further, different from traditional GNN, which only models with one graph
at a time, we propose a causal GNN, which models the observations with
both historical and future relation graphs into a features efficiently.

For Challenge 2, we propose a reasoning network with the logical
operations and symbolic reasoning procedure to explicitly learn how his-
torical timestamps influence future timestamps. First, we learn features,
say hr_o, hy_1 and hp, as the representations for timestamps T'— 2, T'— 1
and T. Next as shown in Figure A.2(c), We use a reasoning procedure,
e.g., hr—o — hr_1 and (hr_o A hp_1) — hp being TRUE or FALSE, to
achieve the cognition ability [29, 30] of how one historical timestamp 7" — 2
may have different influence on future timestamps 7' — 1 and T'. In this
way, we model the different temporal dependencies explicitly.

To the best of our knowledge, this is the first work that considers to
predict future relation graphs, and use both historical and future relation
graphs in multiple time series forecasting. And we summarize contribu-
tions as follows. First, we propose to model dynamic relation graphs and
propose a causal GNN to model the observations with both historical and
future relation graphs into features efficiently. Second, we propose a rea-
soning network to explicitly learn how historical timestamps have different
influence on future timestamps. Third, by evaluating on six real-world
benchmark datasets from different domains, we show that our model con-
sistently outperforms the state-of-the-art baselines.
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2 Preliminary

We formalize the multiple time series forecasting problem and introduce
reasoning. The notations are summarized in Table A.2.

2.1 Problem definition

Multiple Time Series Forecasting. The multiple time series is repre-
sented as X € RV*L where N is the number of time series and each time
series has observations during total L timestamps. We use X, € R¥ to indi-
cate the observations of all time series at timestamp ¢, use Xy.;y4, € RN xta
to indicate the observations of all time series from timestamp ¢ to times-
tamp ¢ +1a, use Xj,,, € R’ to indicate the observations of the i-th time
series from timestamp ¢ to timestamp ¢ + ta, and use X! € R! to indicate
the observations of the i-th time series at timestamp ¢, where 1 < i < N
and 1 < t,t+tx < L.

We formulate multiple time series forecasting problem as follows. Given
a sub-sequence of historical p timestamps of observations from the multiple
time series, i.e., Xp_pi1.7, the goal is to predict the values for the ¢ future
timestamps, i.e., Xpy1.744, Where ¢ > 1. Thus, we formulate the multiple
time series forecasting problem as finding a mapping function F as follows:

XT+1:T+q = -FG(XT—p+1:T)7 (Al)

where 6 is the parameters of F, and X denotes the predicted values of
multiple time series.

Relation Graph. The latent correlations among time series at timestamp
t is represented as a relation graph G; = (V, €&, A), where V is the set of
nodes and each node T'S; € V denotes a time series so that |V| = N, £ is
the set of edges and each edge e; ; € £ denotes that time series 7 and time
series j are correlated with each other, and A € R¥*¥ is the adjacency
matrix. A;; =0ife;; ¢ £, A; #0if e;; € £, and A;; is the weight that
denotes the degree of correlation between time series ¢ and time series j.
If e;; € £, node i and j are the first-hop neighbors for each other.
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Table A.2: Notations

Notation ‘ Explanation

G, A relation graph which presents the correlations
among time series for timestamp ¢

% The feature extracted from time series X?

T The max previous time steps used in reasoning

*a, The causal graph neural network using graph G

Ck The learnable embedding matrix which denote
the relative time interval with the k-th previous
time step

h The hidden state for i-th time series at times-
tamp ¢ in the reasoning network

2.2 Reasoning

In this paper, we use propositional logic, which has basic operations, i.e.,
conjunction (AND, A), negation (NOT, =) and material implication (—),
to explicitly learn how historical timestamps have different influence on
future timestamps. For time series forecasting: Each hidden state is a
high-dimensional variable, such as h; which represents the states of multiple
time series at timestamp ¢, similar to the hidden state used in RNN. The
operation over hidden states is called an expression, such as (hy_1 A hy)
which indicates that multiple time series have had the states h;_; and h;,
during two timestamps ¢ — 1 and . When the expression has the material
implication (—) operation, it is called a Horn clause. The reasoning result
of (hy_o AN hy_1) — hy is TRUE can show that the historical states h;
and h;_; have significant influence on the future state h;; otherwise the
reasoning result is FALSFE, the historical states h;_o and h;_; have little
influence on the future state h;.

3 The foundation

In this section, we theoretically analyze the limitation of existing meth-
ods and point out the importance of predicting the future relation graph
distribution for dynamic graph modeling.

Specifically, we use a random variable H to denote a sequence of his-
torical observations happened in the past p timestamps. Random variable
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F denotes a sequence of future observations will happen in the future ¢
timestamps. Random variable G denotes dynamic relation graphs at dif-
ferent timestamps. Then, we can model the relationship among H, F, and
G using a structural causal model [31] as shown in Figure A.3(a), where
an arrow indicates that there exists some influence. For example, the his-
torical observations H influence the future observations F. Meanwhile, the
dynamic relation graphs G influence the historical observations H and also
the future observations F.

Existing methods extract the features from historical observations to
forecast future observations. Following the probability theory, their fore-
casting process is learning the likelihood of conditional probability P(F|H)
as:

Xri11q = Fo(Xr_prrr) = argmag P(FH = X71_p11.7). (A.2)

By applying the Bayes rule, we can see that the dynamic relation graphs
will influence the forecasting results of these existing methods. By the
Bayes rule we can get:

P(FIH = Xr_pi11) =

S P(FIH = Xy 17, G)P(G = G[H = Xp_pp17), (A3)
Gy

where G, is the possible relation graphs at different timestamps. As the
historical observations Xz_, 1.7 are influenced by the historical relation
graphs Gy where t € [T'— p+ 1,T], we have:

P(G = Gt|H = XTfp+1:T) 7£ 0, YVt € [T —p+ 1,T],

A4
P(G:thH:XT—p+1:T) :07 \V/t¢ [T—p—l—l,T] ( )

Then we can get P(F|H = Xp_,11.7) as:
S P(BH = Xy . G)P(G = GIH = Xp_pir).  (45)

Gt

From Equation (A.5), we can see that P(F|H = Xy_,41.7) used in exist-
ing methods which only learn from the historical relation graphs could lead
to unsatisfactory forecasting performance once the distribution of future
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l do-intervention .

(a) The structural causal model (b) After the do-intervention

Fig. A.3: The do-intervention for node H

cauééiré};éh layer

1
| | Projection Layer

X encoding i decoding X 41

Fig. A.4: The overall framework

relation graphs, i.e., Gy where t € [T'+ 1,T + ¢, is changed and different
from these in history.

To address this problem, we want to predict the future observations F
based on the causal causes H directly. We apply the do-intervention [31]
as shown in Figure A.3. We remove the arrow from G to H (the do-
intervention) following Pearl’s back-door criterion [32, 33], which enables
us to learn the causal effect from H to F and from G to F for predicting
the future observations. By this, our time series forecasting is:

P(F|do(H = Xp_py1.7)) =

S P(FIH = X717, G)P(G = Gy). (A.6)
Gy

Following Equation (A.6), to forecast the future observations without the
bias caused by the historical relation graphs, we should learn the prob-
ability distribution of relation graphs for both the historical and future
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timestamps, which will be presented in Section 4.1, and then combine the
historical observations with all possible relation graphs to predict the future
observations.

4 Methodology

As shown in Figure A.4, we first present the overall framework of our
method, which is based on the encoder-decoder architecture and consists
of four main components, i.e., the embedding layer, the causal graph layer,
the reasoning network and the projection layer.

The encoder takes as inputs the historical observations X;, with ¢ €
[T — p+ 1,T], and outputs hidden states h; recurrently, which is passed
to the decoder to predict future hidden states hy, with ¢’ € [T+ 1,T + ¢,
and then to project into the future observations Xy

Firstly, the embedding layer maps the original inputs, i.e., the historical
observations of each time series X; to the high-dimensional representations
v, with ¢ € [T'— p + 1,T], which aim to extract the feature for the obser-
vation of each time series at each timestamp.

To address challenge 1, the causal graph layer contains a dynamic re-
lation graph learning module and a causal graph neural network. Specif-
ically, the former learns a historical relation graph distribution Fg,,, to
capture the correlations among time series in the p historical timestamps,
and predicts a future relation graph distribution P, to capture the pos-
sible correlations among observations in the ¢ future timestamps. For each
timestamp t € [T'— p+ 1,7 + ¢, the causal GNN samples a graph from
Pg,,, and Pg,,., respectively, and combines them with the feature repre-
sentation v; into a hidden state o;, such that o; contains not only features
of observations but also features of their historical and future correlations.

To address challenge 2, the reasoning network learns and outputs a
feature h; for every timestamp ¢t € [T'— p + 1,7 + ¢|, using the current
hidden state o, and the previous 7 features (hy_,,---,h2,h;1). The
reasoning network is to identify in which way the past timestamps have
different influence on the future timestamps.

The projection layer outputs the forecasting observations Xy, based on
the reasoned feature hy, with ¢’ € [T+ 1,T + ¢.
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4.1 The causal graph layer

We first introduce our probabilistic model which can present the distribu-
tion of dynamic relation graphs. It can not only learn the historical relation
graphs but also predict the future relation graphs with a memory network.
Lastly, we introduce our causal GNN, which combines the representation
v; at timestamp ¢t with the dynamic relation graphs into a hidden state o,
efficiently.

Modeling the dynamic relation graphs

Based on the analysis in Section 3, we model the dynamic relation graphs
by learning a probability distribution of relation graphs. As the historical
and future relation graph distributions may be different, we model them
separately.

Given the current timestamp T, we denote the probability distribution
of relation graphs at the historical time-window, which ranges from
timestamp T" —p+ 1 to T', as G ~ Pg,,,, where GG is a possible relation
graph at timestamp ¢ € [T'—p+1,T]. Similarly, we denote the probability
distribution of relation graphs at the future time-window, which ranges
from timestamp T'+1 to T'+¢q, as G ~ Pg,.,., where G is a possible relation
graph at timestamp ¢’ € [T+ 1,7 + ¢].

In this work, we apply the parameterized Bernoulli distribution [23] to
model the probability distribution of relation graphs, i.e., Pg,,, and Pg,,.
Specifically, Pg,,, is defined as follows, for any two of the i-th and j-th
time series:

P(Ai; =1) = Py(i,7), P(Ai; =0) =1— Pyu(i,j), (A7)

where A is the adjacency matrix for a relation graph G. Specifically,
P(A;; = 1) is the probability of the i-th and j-th time series being corre-
lated with each other, P(A;; = 0) is the probability of the i-th and j-th
time series not correlated with each other, and 0 < P,(4,5) < 1 is the pa-
rameter for Bernoulli distribution, which models the correlation strength
between the ¢-th and j-th time series in the historical time-window and
needs be learned. Similarly, Pg,., is defined as follows:

P(Ai; = 1) = Pp(i,j), P(Aij = 0) = 1= Ps(i, j). (A.8)
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In the following parts, we introduce how to construct the probability

distribution of relation graphs for the historical time-window and predict
the probability distribution of relation graphs for the future time-window,
by learning the parameters P (i, j) and Py(7,j) from the correlation coef-
ficients among the observations of multiple time series, which capture the
degree to which two time series vary together.
Probability distribution of historical relation graphs. For the ob-
servations X7 _p, 1.7 in the historical time-window, we construct a historical
empirical covariance matrix S, € RY*Y | to capture the degree to which
two time series vary together, as follows:

1 — —
Sh = E(XTprrl:T - XTfp+1:T)<XT7p+1:T - XTprrl:T)Ta (Ag)

where KT_pH:T denotes the mean value for each time series across these p
timestamps, and T is the matrix transpose operation. Then the normalized
historical correlation coefficient matrix p, € RV*Y can be obtained by:

_ Sh(lvj)
V/Sh (i, 1) S5, 5)

where element pp(i,7) € [—1,1] is the correlation coefficient between the
i-th and j-th time series. If pp(i,7) is closer to 1 (or -1), the positive (or
negative) correlation between i-th and j-th time series are more significant,
and if pp(i,j) = 0, the i-th and j-th time series are linearly independent
with each other. Next, based on py(7,j), we can learn the parameters
Py (i, 7). The intuition is as follows. The the bigger the correlation coeffi-
cient |pp(7,7)| between the i-th and j-th time series is, the more possible
that the i-th and j-th time series are correlated with each other, so that
the probability Py (i,j) is proportional to |pp(i,7)|. Thus, we obtain the
probability distribution of relation graphs at the historical time-window,
i.e., Pg,,, as follows:

ph(’l,j) ) fOI' 1 S 7/7] S N7 <A10>

1y = b B 5) = lpn(i, ) if |pn (i, 5)| > 0
Py == {; el <o 0
oy = ) 1= BE ) =1 = |pn(i )| i pn(i, 5)] = 6 '
P(A;; =0) = { 1 if [pn(i,7)] <6
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where threshold 0 < § < 1 is a hyper-parameter which controls the sparsity
of the relation graph. If the correlation coefficient between the i-th and
j-th time series is smaller than §, we set the i-th and j-th time series as
not correlated.

Probability distribution of future relation graphs. After getting
the probability distribution for the historical time-window, where obser-
vations are available, we proceed to predict the probability distribution
for the future time-window. We use the features Ep € RVN*? which are
extracted from the historical observations of multiple time series X7p_, 1.7,
to predict the normalized correlation coefficient matrix py € R¥*V for the
future time-window, and thus we learn the parameter Py(4, j) for the future
relation graphs which is proportional to |p¢|.

We could only utilize the local features Er, which are extracted from
this current historical time-window from 7' — p + 1 to 7', to predict the
future correlation coefficient matrix py. However, it prevents an accurate
prediction of the future distribution, as the correlations in the future time-
window may be different from those in this historical time-window [25].
Therefore, we use an additional memory unit £ € RV*? to preserve the
global features, as shown in Figure A.5. The basic idea is that we use a
memory unit to record the correlations that have appeared among multiple
time series across all history, i.e., including timestamps long before this
time-window [T — p + 1, T, which can help to predict the relation graphs
for this future time-window [T'+ 1,7 + ¢, as correlations that occurred a
long time ago may recur in the future.

Then, by querying the memory unit £ with the representation matrix
Er, we learn an outcome feature matrix £’ € RV*9 to predict the future
correlation coefficient matrix p;. Thus, we are able to utilize both local
and global features. Last, we update the memory unit £ by adding the
correlations newly learned from the outcome E'.

Specifically, we map the historical observations of each time series X4, 1.7
to a high-dimensional representation m‘. € R

7/n’ZT = U(WCX%—p—i-l:T)? (A12)

where ¢ is an activation function, and W, € R¥*P is the parameters to
extract the features for predicting the future correlations. We call m/. a
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inputs query memory outcome
X = 41 readout

update
w.r.t. Eq. (16)

Fig. A.5: The memory network

local view, as it is time-dependent and is extracted from observations in
the historical time-window. Thus, the local representation matrix for all
time series are Ep = (mb,m2, -, my) € RVx4",

Then, we use a learnable embedding m’ € R to present each time
series 7 across all timestamps. Thus, the memory unit for all time series
are E = (m!,m? .- m") € RV and the recorded correlations p(i, 5)
between time series ¢ and time series j can be obtained by the inner-product
similarity between m’ and m/ as follows:

p(i,7) =m'-m’. (A.13)

Next, to predict the correlation coefficient matrix for the future time-
window, we use the local representation matrix Er as query to extract the
outcome feature matrix £’ € RV*4 from the memory unit £ as follows:

QK’

E' = readout(Q, K, F) = ¢( N

JE, (A.14)

Q= EWq, K=FEWk,

where Wq, Wk € R¥*% are the parameters for extracting local and global
features, Q,K € R¥*? are the learned query and key to readout the
features from the memory unit E, ¢ is the softmaz function, and E' €
RN*4 is the outcome feature matrix which has extracted both local and
global features. Thus, we predict the correlation coefficient matrix for the
future time-window, by using the inner-product similarity between the i-th
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Fig. A.6: The reasoning network will output the hidden state for multiple time series at each timestamp
t using the previous states from past 7 steps.

element and j-th element of E’ as follows:

prli ) = E'(0) - E'(j). (A.15)
Last, we update the memory unit £ as follows:
E=8FE + (1-p)F, (A.16)

where 0 < 8 < 1 is a hyper-parameter which controls the percentage of
existing correlations kept in the memory unit.

The memory network can be optimized by minimizing the mean square
error loss function as follows:

1 2
Lyraph = (ﬁf(i,j) - pf(%i)) : A17
grapt N x N ZT:K%;N (A.17)
where:

1 < < T

Sf = E(XTH:TW — Xr1:74¢) (Xry1:14g — Xrp114q)
Se(i, 7 (A.18)

py(i, ) (0, J) , forl1<i,j<N.

/S6055g)

Similar to Equation (A.11), we can obtain the probability distribution
of relation graphs at the future time-window, denoted as Fg,.,..
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Causal graph neural network

Based on Equation (A.6), we should combine the observations together
with the possible historical and future relation graphs to predict the future
observations. Thus, at each timestamp ¢, with t € [T — p + 1,7T], we
sample a possible relation graph according to the probability distribution
Pg,, and Pg,.,., respectively. We denote the sampled relation graphs as G,
and Gy, and their adjacency matrix as Ay, and Ay. Then, we propose
a causal GNN to extract feature from the sampled historical and future
relation graphs, and transfer feature v;, which contains information of the
observations, into the hidden state o;. By this, we efficiently integrate
the historical observations with the possible historical and future relation
graphs.

As the dynamic relation graphs can contain many possible relation
graphs, the sampled relation graphs Gy, and G, may be different across
time. It is difficult for existing GNN methods [21, 34] to learn with dy-
namic relation graphs, as they need to learn a set of different parameters
Wiy € RT* | for different graphs at different timestamps as shown in
Eq. (A.19):

ozi{(At)kat,k},we T —p+1,T+q, (A.19)

k=0

where K is a hyper-parameter which controls the max hop neighbors used
in the graph convolution,

Therefore, we need to propose a causal GNN to deal with this problem.
Firstly, using the feature v} from the embedding layer, we learn a feature
vi, = Wyl € R% and a feature vy = Wy € R% for timestamp ¢,
which are then used to cognbine the historical and future relation graphs,
respectively. W,,, W € RZ >4 are the learnable parameters which capture
the features for historical and future relation graphs, respectively.

Then, We use the vy = (vj,, v7,,---) and vgy = (vj, v, --) as the
input features for GNN on the historical relation graph G}, and the future
relation graph G4, respectively. To be specific, the causal GNN on relation
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graph G with input feature vy, i.e., xg,,(vnt), is as follows:

LS|

—\k
Ont = *Ght<vht) = Z k:—l—l{ (Aht) Uht Wk}; (A-QO)
k=0

where Ay, is the adjacency matrix normalized by the diagonal degree ma-

trix D: -

Dii= Y Awl(i,j), Ap=D""Ap, (A.21)

1<j<N

and Wy € R%X%) with k € [0, K], are the learnable parameters which
extract the feature from k-th hop neighbors into the output oy, € RY x5
The same as Equation (A.20), we can get oy = xg,,(vy). And finally, the
hidden state o, € R¥*% for all time series, which combine the informa-
tion of the historical observations with both historical and future relation
graphs, is given by o, = (ont|oft).

Thus, instead of learning a set of parameters W, for different relation
graphs at different timestamps ¢ € [T'— p + 1,T + ¢] with existing GNN,
our causal GNN can use vy, and vy, to deal with the dynamics across time,
and learn unified neural network parameters W, Wy and W to extract
features from any relation graphs. There are two benefits: (1) It is difficult
to train a set of parameters W, , which can be seen in Section 5.3. (2) Our
causal GNN is more efficient regarding time and space complexity, which
can be seen in Section 5.5.

4.2 The reasoning network

Until now we have got the hidden state o;, which only contains the fea-
tures at each timestamp t¢ separately. Now, we propose a reasoning net-
work as shown in Figure A.2(c), which learns a feature h; from not only
the current hidden state o, but also its previous 7 timestamps features
(ht—ry+ vy hy_2,hy—q), for each timestamp ¢ recurrently. Specifically, hy
contains information of in which way its past 7 timestamps influence the
current timestamp ¢, where 1 < 7 < p is a hyper-parameter to controls the
previous timestamps used in the reasoning network which make a trade off
between efficiency and effectiveness. As this is a recurrent progress, when
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reasoning for the timestamp ¢ to get h;, we have obtained h;_j in previous
timestamps, with 1 < k < 7.

As shown in Figure A.6, the reasoning network firstly combines each
feature h;_;, with a positional embedding ¢, which learns the feature to
present a relative time interval from each past timestamp t — k to the
current timestamp ¢, into a feature h{ ,. Then, the reasoning network
identifies the importance of the previous timestamp ¢t — k on the current
timestamp t by evaluating the horn clause, i.e., h{_, — o;, and outputs
the evaluating result as its importance weight w,_,. Last, the reasoning
network obtains the feature h, € RV*% for the current timestamp ¢, which
is used for forecasting the observations, by integrating all previous features
hi_,. with their importance weights w;_j as follows:

he= Y, wr X hi_,+ o (A.22)

1<k<r

such that h; contains the feature of how multiple time series get into
the current hidden state o; based on the condition of previous features
(htfla ht727 T hth)-

Now we present the procedure of our reasoning network in more detail.
Firstly, the fact is that under the previous features (hy_,,- -+, hy_o, hy_1)
all together, the multiple time series got into hidden state o, for ¢t < T.
Therefore, we can have that (hy_, A -+ Ahi_o A hy_1) = o, is TRUE and
(ht—y N+ ANhy_o ANhy_1) — -0y is FALSE, where the conjunction operation
A joins two features that multiple time series had in previous timestamps,
— 0, = TRUFE means that all the previous features will result in the current
hidden state o;, —0; denotes the opposite of the hidden state o;, and — —o,
= FALSE means that under the previous features (hy_,,---, hi_2, hy_1),
the multiple time series will not get into hidden state —o;.

In order to capture the sequential information of the time dependent
previous features, we introduce a total of 7 learnable matrices ¢y, ca, - -,
c; € RVX? which are used as the positional embedding [35]. Specifically,
each ¢, will learn to model the relative time interval from the past times-
tamp t — k to the current timestamp t. Thus, we can get the time-aware
features:

e =hig+cp for 1 <k <7, (A.23)
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and model the historical sequential information by:

A.24
where t < T,
Then, by evaluating whether each horn clause
hi_ = ot (A.25)

is TRUE, we can measure whether the previous feature h{_, results in the
current hidden state o,. To be specific, if hf ,, — o, is TRUE, we can get
that previous feature h{ , is the cause for the multiple time series to get
into current state o;. On the other hand, if h{ , — o, is FALSE, we can
get that previous feature h{_, is not the cause for the multiple time series
to get into current state o;.

Now, we model Equations (A.24) and (A.25) using our neural reasoning
network, which achieves the above logic operations, i.e., =, A and —, by
neural logic modules. First, We use h,, hy and h. to denote any features,
such as hy_,, and each logic operation is calculated by a neural logic module
with fully connected layers as follows:

—ho = —hq
ha/\th---/\hc:a((hacbhb@m@hc)Wa) (A.26)
ha = hy = 0 ((hallhe) ;)

where hg, by, € RV*? denote the features for calculation, W, € R¥*%
and W; € R?¥*4" are the learnable network parameters to achieve the logic
operations for A and —, and ® is the Hadamard product which multiply
matrix on element-wise.

Thus, all logical expressions, such as Equation (A.24), can be calculated
by the neural modules using Equations (A.26), step by step. Taking Equa-
tion (A.24), (h{__A---ANh{_ o ARS_,) — o, as an example, we can calculate
it as follows:

Exp, = (hi_ A+  ANhi_y Ahi_y)
=o((hi O O, © hi )W,) (A.27)
Exp, = Exp, = o, = 0((EXP1||0t)Wi)
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where Exp, € RV*% is the final outcome of logical expression (h{_, A
- ANh{_y Ah$ ) — op. In the same way, we can get the final outcome of
logical expression (hS A -+ AhS 5 AhS ) — —o; as Exp_ € RVXE,

Then, another neural module, denoted as isT(), is used to evaluate
whether an expression Exp, is TRUE or FALSFE by:

isT(Exp,) = sigmoid(Exp, W,.), (A.28)

where Exp, € RV*4 denotes the outcome of a logical expression, such
as Exp,, for the TRUE/FALSE evaluation, W, € R**! is the learnable
parameter to evaluate the logical expression, and isT(Exp,) is the evalu-
ation result. The sigmoid function makes sure that the evaluation result is
between 0 and 1, where isT(Exp,) = 0 means that the logical expression
is FALSE and isT(Exp,) = 1 means that the logical expression is TRUE.
Thus, to satisfy the truth denotes by Equation (A.24), we have the
logical regularization, which is achieved by minimizing the loss function as

below:
Lreg ={1—isT(Exp,)} + isT(Exp_) (A.29)

where isT(Exp, ) being 1 denotes that with the previous features (h;_,, - - -
hi_2,h;_1) the multiple time series actually got into hidden state o;, and
isT(Exp_) being 0 denotes that the multiple time series did not get into
hidden state —oy.

Next, we can measure whether the previous feature hy_, results in the
current hidden state o, by:

Exp, ; = (hi_y — 01) = (hi_g|lo)) W5, (A.30)

wy_y, = isT(Exp,_}), (A.31)

where w;_j, is the importance weight. The more the w;_j is close to 1, the
more possible the previous feature Ay , is the cause for the multiple time
series to get into current state o;.

Lastly, the reasoning network get the feature h, € RY*? for the current
timestamp ¢ by integrating all previous features h{_, with their importance
weights w;_j using Equation (A.22).
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In this way, the reasoning network is able to explicitly learn how histori-
cal timestamps have different influence on future timestamps with different
horn clauses.

4.3 The projection layer

We use the zero matrix vr,1, 0741 € RY*? to present the initial hidden
states of the multiple time series for the first future timestamp 7'+ 1, which
denote the beginning of forecasting on the future observations. Then, after
the reasoning network outputs the feature hr,, based on the initial hidden

state ory1 and the past 7 features (hy_,y1, -+ ,hi_1,h), the projection
layer outputs the forecasting observations X7, € RV*! as follows:
Xpi1 = hp Wy, (A.32)

where W, € R¥*! is the network parameter mapping the features to the
observations of time series. Next, the new feature vrs for next timestamp
T + 2 is obtained from the predicted observations X, as follows:

Ur+2 = XT+1 W, (A-33)

where W, € R is the learnable parameter to extract feature from the
predicted observations. In this way, we can predict the observations for all
the ¢ future timestamps, Xr41.744, recurrently.

4.4 The objective function

We use the objective function to enable model learning with gradient de-
scent. Take the mean absolute error (MAE) as example:

1
Lyag =
q

N x

1

, (A.34)

XT+1:T+q - XT+1:T+q ’

where [[M||" = ¥, 1My,

Overall, the memory network is optimized by minimizing Eq. (A.17),
and the embedding layer, the causal GNN, the reasoning network and the
projection layer is optimized by minimizing Eq. (A.35):

L= Lyag + )\ﬁmg, (A35)
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Table A.3: The statistics of datasets

Dataset N L Split  p q

METR-LA 207 34,272 T:1:2 12 12
PEMS-BAY 325 52,116 T7:1:2 12 12
PEMS04 307 16,992 6:2:2 12 12
PEMS08 170 17,856 6:2:2 12 12
Solar-Energy 137 52,560 6:2:2 168 1
Electricity 321 26,304 6:2:2 168 1

where A is a hyper-parameter controls the importance of logical regulariza-
tion.

5 Experiments

In this section, we empirically evaluate MTSF-DG on real-world bench-
mark datasets to justify our model. We introduce the multiple time series
forecasting datasets, evaluation metrics and the competitor baselines first.
Then we present the main results, and analyze our model with more details
and ablation studies.

5.1 Experimental settings
Datasets.

We use a series of benchmark datasets from traffic and energy domains to
evaluate the performance of multiple time series forecasting:

« METR-LA and PEMS-BAY: Both datasets are traffic speed time series
datasets, released by Li et al. [17]. The METR-LA dataset contains the
traffic speed measured by 207 sensors on the highways of Los Angeles
County ranging from Mar. 2012 to Jun. 2012. The PEMS-BAY dataset
contains the traffic speed measured by 325 sensors in the Bay Area
ranging from Jan. 2017 to May 2017.

« PEMS04 and PEMS08: Both datasets are traffic flow time series col-
lected from the Caltrans Performance Measurement System (PEMS),
released by Bai et al. [24]. The PEMS04 dataset contains the traffic

flow measured by 307 sensors in the San Francisco Bay Area ranging
from Jan. 2018 to Feb. 2018. The PEMS08 dataset contains the traffic
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Table A.4: Accuracy of traffic domain forecasting

Paper A.

Data ¢ | Metric | DCRNN GWave AGCRN MTGNN STFGNN Cformer FEDFormer MSDR  ESG  MTSF-DG
MAE 2.77 2.69 2.83 2.69 2.70 2.69 2.89 2.71 2.68 2.62
3rd | RMSE | 5.38 5.15 5.45 5.18 5.35 5.17 5.51 5.18 5.15 5.11
MAPE | 7.30%  6.90%  7.56% 6.86% 7.21% 6.88% 7.63% 7.08% 693 6.78%
METR MAE 3.15 3.07 3.20 3.05 3.10 3.05 3.27 3.09 3.06 2.98
IA | 6th | RMSE | 645 6.22 6.55 6.17 636 6.18 6.56 6.33 6.19 6.13
MAPE | 880%  837%  8.79% 8.19% 8.60% 8.21% 8.87% 8.57% 820%  8.14%
MAE 3.60 3.53 358 3.49 351 3.48 3.69 3.50 3.49 3.39
12th | RMSE |  7.60 7.37 7.41 7.23 7.46 7.27 7.66 7.33 7.23 7.16
MAPE | 10.50% 10.01% 10.13%  9.87% 10.05%  9.86% 10.44% 9.98% 9.96%  9.58%
MAE 1.38 1.30 1.35 1.32 1.34 1.31 TA7 1.32 1.31 1.28
3rd | RMSE | 2.95 2.74 2.83 2.79 2.81 2.75 3.02 2.84 2.74 2.67
MAPE | 290%  273%  287% 2.77% 2.84% 2.72% 2.96% 2.77%  2.76%  2.63%
PENS | MAE .74 1.63 1.69 1.65 166 1.63 181 1.64 163 1.57
By | 6th | RMSE | 397 3.70 3.81 3.74 3.76 3.69 4.01 3.78 3.71 3.63
MAPE | 3.90%  3.67%  3.84% 3.69% 3.83% 3.66% 3.99% 3.68% 3.69%  3.56%
MAE 2.07 1.95 1.96 1.94 1.98 1.93 2.06 1.94 1.92 1.85
12th | RMSE | 474 4.52 4.52 4.49 4.52 4.45 478 4.51 4.42 4.35
MAPE | 4.90%  4.63%  4.67% 1.53% 4.73% 1.49% 4.88% 455% 4.52%  4.40%
PEMS MAE | 24.70 19.16 19.83 19.32 19.83 19.50 23.48 1929  19.47 18.67
o4 1~12 | RMSE | 3812 3046  32.26 31.57 31.88 32.00 37.27 3154 31.66 30.17
MAPE | 17.12% 13.26% 12.97%  13.52%  13.02%  13.07% 15.44%  12.89% 13.30%  12.64%
PEMS MAE | 17.86 15.13 15.95 15.71 16.64 15.88 17.24 1511 15.70 14.80
o3 | I~12 | RMSE | 27.83 24.07  25.22 24.62 26.22 25.07 26.93 2442 2481 23.68
MAPE | 11.45% 10.10% 10.09%  10.03%  10.60%  10.17% 11.21% 9.93% 10.07%  9.54%

flow measured by 170 sensors in the San Bernardino Area ranging from
Jul. 2016 to Aug. 2016.

o Solar-Energy: The Solar-Energy dataset contains the solar power pro-
duction records collected from 137 PV plants in the Alabama State in
2007, released by Lai et al. [16].

o Electricity: The Electricity energy dataset contains the electricity con-
sumption records collected from 321 clients from 2012 to 2014, released

by Lai et al. [16].

The detailed statistics of these datasets are shown in Table A.3, where
N is the number of time series and L is the total number of timestamps.
We follow the same train-validation-test splits as in the original papers [16,
17, 24], as shown in the “Split” column. More details about datasets can

be seen in the Appendix.

Evaluation metrics.

Following the evaluation methodology in existing works [16, 17, 24|, we
use mean absolute error (MAE), root mean squared error (RMSE), mean
absolute percentage error (MAPE) to evaluate the accuracy of multi-step
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forecasting, and use Root Relative Squared Error (RRSE) and Empiri-
cal Correlation Coefficient (CORR) to measure the accuracy of single-step
forecasting. For MAE, RMSE, MAPE, and RRSE, lower values indicate

higher accuracy, while larger CORR values indicate higher accuracy.

Baselines.

We compare MTSF-DG with baseline methods summarized as follows:

o Methods without relation graphs. VAR-MLP: It is an auto-regressive
model using multilayer perception (MLP) [15]. GP: It uses Gaussian
Process to model time series [14]. LSTNet: It combines convolutional
neural network (CNN) with RNN to learn temporal dependencies [16].
TPA: It is a naive Transformer model [36]. FEDFormer: It uses frequency-
enhanced Transformer to extract trend and periodic features [37]. Cross-
former: It is the state-of-art Transformer based model, which uses a
cross-dimension attention to learn the historical correlations among time
series, without learning graphs [38].

e Methods with a pre-defined graph. DCRNN: It proposes diffu-
sion graph convolutions to extract spatial dependencies [17]. GWave: It
proposes 1D dilated CNN and combines with diffusion graph convolu-
tions [18]. AGCRN: It proposes adaptive recurrent graph convolution
network [24]. MSDR: It proposes attention based graph convolutions
and multi-step RNN [39].

e Methods that learn relation graphs. MTGNN: It learns a static
relation graph that models similarities among multiple time series, and
uses graph convolutions and CNN for forecasting [22]. DGTS: It con-
structs a static relation graph based on the Euler distances among multi-
ple time series, and uses recurrent graph convolutions for forecasting [23].
STFGNN: It constructs a static relation graph based on the Dynamic
Time Warping similarities [40] among multiple time series [41]. ESG: It
cuts the historical observations into sub time-windows, learns a histor-
ical relation graph for each time-window separately, and use RNN for
forecasting [26].

We report results from the original papers if baselines conduct experiments
on the dataset with the same setting. For the rest, we have carefully tuned
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the hyper-parameters based on the recommendations from their original
papers.

5.2 Overall comparison.

Tables A.4 and A.5 present the accuracy of MTSF-DG and the baselines
on all datasets. We randomly repeat each method 5 times and report
the average result. We use bold to highlight the best accuracy, which
significantly outperforms the underline second best accuracy.

Key observations are as follows. Firstly, MTSF-DG consistently outper-
forms the state-of-the-art baseline methods on all datasets. It demonstrates
that MTSF-DG is able to learn the dynamic correlations among multiple
time series and use them to improve the forecasting performance.

Secondly, from Table A.5 we observe that the MTGNN, DGTS, ESG
and MTSF-DG methods, which can learn the relation graph(s) for multiple
time series, perform better when comparing to VAR-MLP, GP, LSTNet,
TPA and FEDFormer, which cannot capture the relations among multiple
time series. Crossformer learns the correlations among time series with
Cross-Transformer, which also performs better when comparing to VAR-
MLP, GP, LSTNet, TPA and FEDFormer. It demonstrates that capturing
the relations among multiple time series is important for multiple time
series forecasting.

Thirdly, we observe that our MTSF-DG method is also superior when
comparing to the other graph based methods, which use a single relation
graph or only learn historical relation graphs, to enhance the forecasting
accuracy. This is due to the fact that the baselines cannot capture the
dynamic correlations among multiple time series which may change across
time and be different in the future, where different future relation graphs
may influence the future observations differently. A single relation graph
or the historical relation graph will bias the forecasting. GWave, MTGNN,
STFGNN, MSDR and ESG can only have the second best accuracy on
some datasets. There does not exist a single baseline method that con-
sistently outperforms others, which suggests that a single relation graph
or the historical relation graph is insufficient for multiple time series fore-
casting. In contrast, our MTSF-DG can learn the historical and future
correlations dynamically, and consistently outperforms baseline methods.
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Table A.5: Accuracy of energy domain forecasting

Dataset Solar-Energy Electricity
q q

Method Metric 3rd 12th 3rd 12th
y RRSE | 0.1922  0.4244 0.1393  0.1557
VAR-MLP CORR | 0.9829 0.9058 0.8708 0.8192
GP RRSE 0.2259 0.5200 0.1500 0.1621
CORR | 0.9751 0.8518 0.8670  0.8394
RRSE 0.1843 0.3254 0.0864 0.1007
LSTNet CORR | 0.9843  0.9467 0.9283  0.9077
TPA RRSE | 0.1803  0.3234 0.0823  0.0964
CORR | 0.9850  0.9487 0.9439  0.9250
RRSE | 0.1778  0.3109 0.0745 0.0916
MTGNN CORR | 0.9852  0.9509 0.9474  0.9278
DCTS RRSE | 0.1791 0.3144 0.0767  0.0925
CORR | 0.9852  0.9501 0.9470  0.9275
Crossformer RRSE | 0.1772  0.3089 0.0741 0.0905
o CORR | 0.9859 0.9511 | 0.9474  0.9291
FEDFormer RRSE | 0.1788  0.3141 0.0769  0.0924
i CORR | 0.9852  0.9498 0.9465 0.9280
ESG RRSE | 0.1708  0.3073 0.0718  0.0898
CORR | 0.9865 0.9519 0.9494  0.9321
, RRSE | 0.1692 0.3025 | 0.0701 0.0882
MTSF-DG CORR | 0.9874 0.9533 | 0.9502 0.9339

Lastly, MTSF-DG achieves the best accuracy compared to Transformer
based models. This suggests that our reasoning network is also good at
learning temporal dependencies by explicitly learning how historical times-
tamps have different influence on future timestamps. This enables MTSF-
DG to get more high performance compared to TPA, FEDFormer and
Crossformer.

5.3 Ablation studies.

We conduct ablation studies to validate the effectiveness of our key com-
ponents that contribute to the improvements. In particular, we compare
MTSF-DG with the following variants:

o w/o memory network: This variant does not use the memory network
for predicting the future relation graph distribution. It directly uses the
local features Erp.

o w/o causal GNN: This variant does not use the causal GNN. It use
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Table A.6: Ablation studies

Dataset PEMS04 PEMS08
Method MAE RMSE MAPE | MAE RMSE MAPE
MTSF-DG 18.67 30.17 12.64% | 14.80 23.68 9.54%
w/0 memory 18.68 3027  12.79% | 14.82  23.69  9.58%
w/o causal GNN | 18.72  30.23  12.76% | 14.85 23.73  9.59%
Gy only 18.98  30.59  12.93% | 15.07 2397  9.85%
Gy only 18.93  30.51 12.91% | 14.93 2395 9.77%
w Transformer 18.91 30.44 12.83% 14.98  23.93 9.69%

Table A.7: Parameter sensitivity

Dataset PEMS04 PEMS08
T MAE RMSE MAPE | MAE RMSE MAPE
2 19.83  31.21 12.91% | 15.63 25.12  10.00%
3 19.20  30.77  12.73% | 15.03 24.23  9.76%
4 18.67 30.17 12.64% | 14.80 23.68  9.54%
5 18.69 30.22 12.65% | 14.79 23.73  9.52%
12 18.72  30.25 12.69% | 14.82 23.76  9.60%

Paper A.

the existing GNN on the sampled historical relation graph and future
relation graph at each timestamp with Eq. (A.19), and learn a set of

parameters W, .

e Gp only: This variant does not use causal graph layer. It applies the
existing GNN [18] on the sampled historical relation graph G, only.

e Gy only: This variant does not use causal graph layer. It applies the
existing GNN [18] on the sampled future relation graph G, only.

o w Transformer: This variant does not use reasoning network. It uses
Transformer [35] to model with the hidden states.

Table A.6 shows the accuracy of different variants on PEMS04 and
PEMSO08 datasets. For the other datasets, the results show similar trends.
From Table A.6 we observe that: (1) MTSF-DG achieves better accuracy
comparing to its variant w/o memory network. This demonstrates the
effectiveness of the proposed memory network for predicting the future

relation graph distribution.

It can improve the forecasting accuracy by

providing more accurate future correlations among multiple time series.
(2) The information from different hops are not equally important. The
near hop neighbors are more important to present the correlations among
time series. (3) The existing GNN which learns a set of parameter will
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Table A.8: Runtime and total parameters used

Dataset PEMS04 PEMS08
Method Runtime  Parameters | Runtime Parameters
B (s/epoch) (K) (s/epoch) (K)
DCRNN 226 371 159 371
DGTS 262 381 179 378
MSDR 618 1174 438 1174
ESG 378 1205 255 1205
MTSF-DG 217 303 151 799
w/o causal GNN 298 1270 194 1205
0s ‘ -m u
wl AN | " e | =
WW\W’V‘ W\ B - --l- m "
w v T . '
é 00 | ! [ Y éi ..- o
* g ]
£ o E : .- o
© 04 3 |
o3 FER |
e H n n PR m "
oa — time series1 e - s , -
- ti m;senes : : T : [} .. .

120 140 160 IR I R R A R R P R A ) L AL L SRR

0
) B
Timestamps Index of Time Series Index of Time Series.

(a) Dynamic correlations between (b) Heatmap for Pg, . before T (c) Heatmap for Pg,, after T
time series 1 and 10

Fig. A.7: Case study

suffer from over-fitting and performs worse. (4) Simply using the existing
GNN [17, 18] with a single historical relation graph or future relation graph
will lower the performance significantly. This result is consistent with our
analyses in Section 3, suggesting that our causal GNN, which can learn
with historical relation graph and future relation graph jointly, is more
effective in multiple time series forecasting. (4) MTSF-DG with reason-
ing network outperforms the variant with Transformer, which justifying
that the Transformer, which only model the influence among historical
timestamps, is insufficient to accurately forecast future observations under
changeable future relation graphs. However, our reasoning network is able
to do so, as it can explicitly learn how historical timestamps have different
influence on future timestamps.

5.4 Parameter sensitivity

We evaluate the impact of the hyperparameter, i.e., 7, which controls the
max previous timestamps used in the reasoning network. The experimental
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Table A.9: Comparisons between representative methods.

Method Dynamic relation graphs in encoder | Dynamic relation graphs in decoder
[14-16, 28, 36-38, 42, 43| x, only use historical observations X
(2224, 39, 41, 44-47) x, only a static relation graph X
126, 27 v/, but only historical relation graphs X
MTSF-DG vV Vv

results are shown in Table A.7. If we use more previous timestamps in the
reasoning network up to 4 timestamps, the MTSF-DG model performs
better. The reason is that for the traffic prediction task we need to learn
the temporal influence for a long range. When the value of 7 changes to 5
and 12, the accuracy results are relatively stable.

5.5 Runtime and total parameters used

For our dynamic graph learning, the time complexity is O(N?d). For causal
GNN, the time complexity is O(K N2d). For reasoning network, the time
complexity is O((p + ¢)Nd). We also show the overall runtime and the
number of total parameters used for different methods in Table A.8.

We can see that MTSF-DG is better than these baseline methods re-
garding the runtime. We can also see that the time and space complexity of
MTSF-DG is smaller than MSDR, ESG and the variant w/o causal GNN.
Our model is only worse than DCRNN and DGTS regarding the number
of total parameters used. This is because DCRNN and DGTS use only one
relation graph for all timestamps, and our model need more space to learn
the dynamic relation graphs.
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5.6 Case study

To show the superiority of our dynamic graph modeling, we give the
case study on METR-LA dataset and visualize in Figure A.7. From Fig-
ure A.7(a), we can see that the time series 1 and 10 are more correlated to
each other during the first 40 timestamps and the 80-120 timestamps, and
are less correlated during the 40-80 timestamps. At timestamp T = 80, if
we use the 12 historical observations to predict the 12 future observations,
these dynamic correlations are captured by the probability distribution of
historical relation graphs Fg,,, and the probability distribution of future
relation graphs Pg,.., as shown in Figure A.7(b) and Figure A.7(c). How-
ever, the baseline DGTS can only learn a static, historical relation graph
as shown in Figure A.8, which cannot capture the correlation between time
series 1 and 10 that sometimes occurs. By learning such dynamic relation
graphs for historical and future time-window, our MTSF-DG can improve
the forecasting performance.

6 Related Work

We review existing works on time series forecasting and graph learning,
and summary them in Table A.9. We also compare reasoning network
with RNN and Transformer based models in Figure A.2.

6.1 Time series forecasting

Early methods try to utilize the statistical methods, e.g., Auto-Regressive
model (AR) [15] and Gaussian Process model (GP) [14], to forecast on
time series, which model the future observations as the linear combination
of the nearby historical observations, called the temporal dependencies.
Some works [36, 42] proposed to utilize RNN [48], TCN [49] or attention
network [35] for time series forecasting by modeling dependencies using
more historical observations. LSTNet [16] employs 1D CNN and RNN to
capture temporal dependencies. N-BEATS [50] uses fully connected MLP
and residual blocks to predict the trend and periodicity. Timesnet [43] pro-
pose a 2D CNN to capture temporal dependencies and periodic frequency.
Triformer [28] proposes a Transformer based time series forecasting model
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with linear complexity attention. FEDFormer [37] uses frequency-enhanced
Transformer to extract trend and periodic features. Crossformer [38] uses
a cross-dimension attention to implicitly learn the historical correlations
among time series without graphs.

However, these methods only use historical observations to predict fu-
ture observations, and cannot use a relation graph to capture correlations
among time series explicitly.

Then, there have been a lot of GNN based methods for traffic time
series forecasting [44-46]. Omne kind of correlations among multiple time
series can be the spatial distance among different locations, which nat-
urally form a spatial graph. The GNN based methods capture spatial
dependencies by aggregating features [34, 51] from the neighbors on the
spatial graph. DCRNN [17] proposes diffusion graph convolutions to ex-
tract spatial dependencies and use GRU for forecasting. AGCRN proposes
adaptive recurrent graph convolution network to capture node-specific fea-
tures for each time series [24]. Graph WaveNet [18] combines diffusion
graph convolutions with gated dilated TCN.

However, these methods need a pre-defined graph to present correlations
among time series in advance, and they cannot model the dynamic relation
graphs.

6.2 Graph learning

Most recently, a new trend is to employ graph learning [25] to learn rela-
tion graphs that models correlations among multiple time series without
requiring spatial distance in advance, to enable universal multiple time se-
ries forecasting. MTGNN [22], STFGNN [41] and DGSL [23] construct a
static relation graph, where time series are considered as nodes, and two
time series are connected by an edge if their observations are similar mea-
sured by the Cosine distances, Euler distances or Dynamic Time Warping
distances [40]. AutoCTS [47] automatically search from RNN, TCN, GNN
and attention network, to build a better deep neural network to learn a
static relation graph and predict future observations.

EnhanceNet [27] and ESG [26] cut the historical observations into sub
time-windows, and construct a historical relation graph which is used in
each time-window separately.
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However, EnhanceNet and ESG are incapable of learning the dynamic
correlations for the future timestamps. Besides, they only use dynamic
historical relation graphs in encoder to extract the invariant temporal de-
pendencies from historical observations, which is used to predict the ob-
servations for all future timestamps simultaneously. They fail to use the
dynamic relation graphs in decoder and cannot learn the different temporal
dependencies. But our MTSF-DG can learn the dynamic correlations for
the future timestamps using the memory network, and learn the different
temporal dependencies using the reasoning network in both encoder and
decoder.

7 Conclusion

We present MTSF-DG for multiple time series forecasting. We propose to
learn historical relation graphs, and predict future relation graphs to cap-
ture the dynamic correlations with the memory network, by optimizing the
relation graph distributions from an empirical covariance matrix. Then we
propose a causal GNN to extract features from both historical and future
relation graphs efficiently. Lastly, we propose a reasoning network to ex-
plicitly learn how historical timestamps have different influence on future
timestamps with the logical operations and symbolic reasoning procedure,
and predict the future observations based on reasoning the future feature
vectors. Experiments on six benchmark datasets demonstrate the superi-
ority of our method. In future work, it is of interest to extend MTSF-DG
to other time series tasks, such as abnormality detection and prediction.

A Appendix

In this section, we provide more information for supplement. Our codes
are at https://github.com/zhkai/MTSF-DG

B Dataset

The four traffic datasets have pre-defined graphs where each node repre-
sents a time series and the adjacency matrix represents the road network
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distances among time series. The two energy datasets have no pre-defined
graphs.

Following existing works [16, 17, 22, 24, 39, 41], we adopt a multi-step
forecasting setting for the four traffic datasets, where we use 12 historical
timestamps to forecast the observations for the next all 12 timestamps. We
adopt a single-step forecasting setting for the two energy datasets, where
we use 168 historical timestamps to forecast the observations for the next
3rd timestamp and 12th timestamp, respectively.

To enable direct and fair comparisons with existing works [16, 17, 22,
24, 39, 41], for METR-LA and PEMS-BAY, we report the accuracy of
the forecast on the future 3rd, 6th, and 12th timestamp, respectively; for
PEMS04 and PEMSO08, we report the average accuracy over the all future
12 timestamps; for Solar-Energy and Electricity, we report the accuracy of
the forecast on the next 3rd and 12th timestamp, respectively.

C Experimental Details

We conduct grid search on the held-out validation set for each method
and dataset to decide its hyper-parameters. Specifically, We optimize with
Adam optimizer for a maximum of 200 epochs and use the early stop
strategy with patience of 10. The learning rate is tuned from 0.0005, 0.001,
0.0015 and the batch size is tuned from 32, 64, 128. The dimension of
hidden state is tuned from 32, 64, 128. The ¢, which controls the sparsity
of the relation graph, is tuned from 0.1, 0.3, 0.5. The K, which controls
the max hop neighbors used in causal convolution, is tuned from 1, 2, 3.
The 7, which controls the max previous timestamps used in the reasoning
network, is tuned from 2, 3, 4, 5, 6, 12. The [ used in the memory unit is
set to 0.99, and the A used in the loss function is set to 0.001.

D Implementation

All the model training experiments are conducted on a server running
Ubuntu 18.04.5 LTS system, with Intel(R) Xeon(R) Gold 5215 CPU @
2.50GHz and NVIDIA Quadro RTX 8000 GPU. Baseline models in Python

and Pytorch are open available from the original papers, and all the deep

100



References

learning models are executed with Pytorch 1.2.0.
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1. Introduction

Abstract

Anomaly detection for multivariate time series plays an important role in
many real-world applications, enabling, e.q., fault analyses in cyber-physical
systems and risk monitoring in environmental systems. While existing
methods achieve good results on time series with reqular timestamps, they
struggle when having to learn both continuous and discrete dynamics for
multiple variables across continuous time. Further, existing methods sim-
ply sum up reconstruction or contrastive errors from each variable to obtain
final anomaly scores. They struggle to recognize the importance of variables
with different measurement units. To overcome these limitations, we pro-
pose TAD-UP that learns both continuous and discrete dynamics for Time
series Anomaly Detection via Unified Probabilistic modeling. First, we pro-
pose two co-dependent branches of neural ordinary differential equations
using the Compound Poisson Process to learn both continuous and discrete
dynamics for different time series variables and propose the gate mecha-
nism to learn correlations among different dynamics. Second, we propose a
unified joint probability distribution modeling. The resulting model is opti-
mized using Maximum Likelthood Estimation on joint variables, instead of
reconstruction or contrastive losses. We detect anomalies using joint prob-
abilities, which take the marginal probabilities of different variables into
account as their importance on final anomaly scores. Fxtensive experi-
ments on nine real-world benchmark datasets from different domains offer
evidence that TAD-UP is capable of state-of-the-art performance, making
it a promising solution for real-world time series anomaly detection. All
codes will be made available upon acceptance.

1 Introduction

Cyber-physical systems employ sensors to monitor their environment and
runtime status, thereby producing multivariate time series data, consisting
of sequences of timestamped recordings of multiple variables with different
physical and mathematical meanings [1-4], as exemplified in Figure B.1.
For example, computing systems may record a variety of runtime indi-
cators [, 6], and environmental systems may record weather and water

109



Paper B.

information [7, 8.

Time series observations

e = N W & u o=

t1 2 t3 t4 t5
Variable 1 -° Variable 2 -© Variable 3 -o Variable 4 - Variable 5

Fig. B.1: Example timestamped multivariate time series.

Effectively detecting anomalies in multivariate time series is essential
in many real-world applications, as it supports fault analyses and facil-
itates risk monitoring to ensure the normal operation of cyber-physical
systems, thereby avoiding economic losses and health concerns [9-11]. For
example, detecting anomalies can help locate and handle service faults and
interruptions threats in computing systems [11, 12] and can warn against
environmental [13], health [10] and financial risks [14].

The multiple variables in time series can be categorized into two types,
i.e., the continuous variables and the discrete variables, as shown in Fig-
ure B.2. Continuous variables are represented by real numbers, such as
latencies, CPU usage rates, and temperatures. Their values change con-
tinuously over continuous time, as illustrated in Figure B.2(a), which are
called the continuous dynamics. Discrete variables are represented by nat-
ural numbers in encoding manners and are not amenable to mathematical
calculations as adding or subtracting numerical values may not have mean-
ings. These include the encoding for category, flag, and status information.
Their values change discretely over continuous time, as illustrated in Fig-
ure B.2(b), which is called the discrete dynamics. Classic [3, 4, 15, 16]
and deep learning-based [17-20] anomaly detection methods that aim to
learn the normal patterns from unlabeled data achieve good results when
applied to time series with regular discrete timestamps. However, all exist-
ing methods [14, 21] remain unable to learn both continuous and discrete
dynamics for time series variables along the continuous time [22].

In addition, different variables have different physical and mathematical
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(a) Continuous variables over continuous time. (b) Discrete variables over continuous time.

Fig. B.2: Our motivations.

measurement units. For example, the latencies are measured in seconds,
CPU usage rates are measured in percentages, temperatures are measured
in Celsius degrees and the category information is measured in natural
number encoding. Deep learning-based methods [8, 9, 14, 18, 20, 21,
23] cannot recognize the importance of each variable to detect the final
anomaly at each timestamp in variable-specific level. Existing methods
simply sum up the reconstruction errors or contrastive errors from all vari-
ables to obtain the final anomaly score and determine the anomalous times-
tamp, whereas the reconstruction errors and contrastive errors are based
on different measurement units that should not be treated indiscriminately
for time series anomaly detection.

Without learning continuous and discrete dynamics and recognizing dif-
ferent importance for the multiple variables, all existing methods have
limited modeling ability on realistic meanings and fall short in detect-
ing anomalies in real-world scenarios. However, the above problem has
not been studied in depth nor analyzed theoretically due to its challenging
nature, as outlined next.

Challenge 1: Continuous and discrete dynamics have completely dif-
ferent forms of behaviors along continuous time, and they may also have
correlations with each other, which hinder existing models from learning
the interactive continuous and discrete dynamics together from the different
time series variables. Even though PAD [9] proposes to utilize the neural
controlled differential equation (NCDE) [24] with interpolation methods to

111



Paper B.

learn the continuous dynamics, they cannot learn the discrete dynamics.
PAD and NCDE cannot model the correlations among different dynam-
ics either, whereas different variables may have influences on each other
as shown in Figure B.2 where variable 1 and variable 5 have correlations.
In addition, PAD must also map the original time series of discrete times-
tamps into a continuous controlled path with interpolation methods, which
brings additional processing steps and complexity. As a result, it is very
challenging to learn the interactive continuous and discrete dynamics to-
gether from the multivariate time series effectively and efficiently.

Challenge 2: Existing methods cannot learn the importance units of
different variables on the final anomaly scores without supervising signals.
Anomaly detection often requires the unsupervised setting where labeled
data is not feasible in real-world scenarios, because manual labeling is at
high costs [3, 8, 21], and thus no supervising signals for existing methods to
learn the importance units. Even though many recent works [3, 4, 19, 21,
23] propose to utilize Instance Normalization [25] to alleviate the difference
of the measurement units, the reconstruction or contrastive errors from
different variables are still in different semantic spaces and summing up
all errors still ignore the importance of different variables. As a result,
it is very challenging to learn the importance of different variables in the
unsupervised setting.

To contend with these challenges, we propose TAD-UP to learn in-
teractive continuous and discrete dynamics for multivariate Time series
Anomaly Detection via Unified Probabilistic modeling with novel neural
co-dependent ordinary differential equations (co-ODEs). TAD-UP encom-
passes three main modules, as shown in Figure B.3: continuous co-ODE;,
discrete co-ODE, and multi-variable probabilistic modeling.

To address Challenge 1, we propose two co-dependent branches of neu-
ral ordinary differential equations (NODESs) to learn the interactive con-
tinuous and discrete dynamics together from different time series variables.
Our first branch, i.e., continuous co-ODE, learns the continuous dynamics.
We propose the Compound Poisson Process for the second branch, i.e., dis-
crete co-ODE;, to learn the discrete dynamics. Further, we propose the gate
temporal convolution networks (TCNs) to learn correlations among discrete
variables and continuous variables using co-dependent ordinary differential
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equations. Instead of NCDEs requiring complex interpolation methods, our
co-ODEs learn the interactive continuous and discrete dynamics together
effectively in the gate TCNs manner with efficient NODEs.

To address Challenge 2, we propose a joint probability distribution
modeling and obtain the final anomaly scores from a unified probabilis-
tic space. Specifically, we use the multi-variable Gaussian distribution to
model the observation probabilities of continuous variables and the softmax
distribution to model the observation probabilities of discrete variables.
Then, we optimize our model with Maximum Likelihood Estimation (MLE)
in the unified probabilistic space, instead of using reconstruction losses or
contrastive losses for variables in different semantic spaces. Last, we detect
anomalies using the joint probabilities that take the marginal probabilities
of different variables into account to measure their importance on the final
anomaly scores. The lower joint probability of all observations at a times-
tamp indicates a more likely anomaly. The lower marginal probability of
one variable at a timestamp indicates that variable has more importance
on the detected anomaly.

We conduct extensive experiments on nine real-world benchmark datasets
from different domains to demonstrate that TAD-UP can achieve state-of-
the-art performance, thereby offering a promising solution for real-world
time series anomaly detection. We also conduct experiments on irregu-
lar time series where the discrete timestamps have irregular intervals, by
dropping observations at random timestamps to create more challenging
anomaly detection settings [9]. The ablation studies show the importance
of our motivations and module designs.

We summarize our contributions in this work as follows.

o We are the first to learn both continuous and discrete dynamics for
multivariate time series anomaly detection.

o We novelly propose two co-dependent branches of neural ordinary dif-
ferential equations to learn interactive continuous and discrete dynam-
ics effectively.

o We propose a joint probability distribution modeling and optimize our
model with Maximum Likelihood Estimation, which helps obtain the
anomaly scores that consider the importance of different variables.
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o Experiments on nine benchmarks from different domains offer evidence
that our method can achieve state-of-the-art performance even com-
pared with large pre-training model DADA.

2 Preliminary

We first formalize the time series anomaly detection problem. Then, we
introduce the background of neural differential equations.

2.1 Definitions

Multi-variable Time Series is represented as {C, D}, where C = (cy, co,
-, cp) € RNeXT records the observations of the continuous variables by
the real number R, D = (d;,ds, - -- ,dy) € N¥2*T records the observations
of the discrete variables by the natural number N, Ns and Np are the
number of continuous and discrete variables observed at each timestamp,
respectively, T is the total number of timestamps, ¢; € RV and d; €
NVD are the observations at timestamp t; and i € {1,2,---,T}. Taking
Figure B.1 as an example, we have 7" = 5, No = 3 and Np = 2 and
there are 3 continuous variables and 2 discrete variables observed at each
timestamp. In the special case where Np = 0, C is the time series as defined
in previous works [9, 19, 23]. We use C/ € R”, ¢! € R', D/ € N” and
d! € N! to indicate the observations of the j-th variable with superscripts,
respectively.
Time Series Anomaly Detection. Anomaly detection identifies which
timestamp in the time series exists the anomaly, i.e., a binary classification
of the anomaly and normal for each timestamp. With sliding windows,
anomaly detection takes as the input time series {C, D}, and outputs the
binary vector Y = (y1,y2, - ,yr) where y; € {0,1} and y; = 1 indicates
an anomaly at timestamp ;.

2.2 Neural differential equations

Chen et al. [26] first proposes a new paradigm of learning continuous dy-
namics and modeling continuous time with ordinary differential equation-
based neural networks, which then have been widely studied in time series
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forecasting recently [27, 28]. Unlike traditional time series neural net-
work models which only learn hidden states among discrete timestamps,
e.g., recurrent neural networks (RNNs) and TCNs, differential equations
can learn the dynamics of the hidden state features H(t) by the integral
along the continuous time with dHEt). Neural ordinary differential equa-
tions (NODESs) directly use the integral to learn the hidden state feature

H(¢) at any continuous time ¢ as follows:

() = 1) + [ s
T _ pawye).

H(0) is the hidden state feature that denotes the initial condition of NODEs
where an embedding layer maps the input time series into the hidden state
feature H(0), f(-; ©) denote the neural networks with parameters ® which
estimates the continuous dynamical differentiation of H(¢) along the con-
tinuous time ¢. Then, with the ODESolver () algorithm [28] we can obtain
features H(¢) at any continuous time t that could be used in downstream
tasks:

(B.1)

H, = ODESolver (H(0), f,#; ©). (B.2)

Recently, to improve the performance and robustness of the original
NODESs, neural controlled differential equations (NCDEs) are proposed,
which utilize the Riemann-Stieltjes integral [9, 24] to control the dynamics
of hidden state feature H(¢) at any continuous time ¢ with the time series
observations C as follows:

tdH
H(t) = H(0)+ [ ) gc(s)
0 ds (BS)
dC( )
— H(0) + / ds.
ds
C(t) is the continuous time series path across continuous time, which is in-
terpolated from the original time series observations C = (cy,cg, -+ ,cr) €

RNexT yecorded at discrete tlmestam}?s with the natural cubic sphne in-
terpolation pre-processing [9, 24]. dC() is the differential coefficient in the
time series path.
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Fig. B.3: The overall architecture.

The difference between NODEs and NCDEs is the continuous time series
path C(t), whose differential coefficient will control the dynamics. How-
ever, NCDEs cannot model long input time series effectively and efficiently,
as NCDEs have a recurrent architecture as in RNNs and the natural cu-
bic spline interpolation pre-processing will bring additional space and time
complexity.

On the other hand, both NODEs and NCDEs cannot learn the discrete
dynamics from the discrete variables, and they cannot model the interac-
tions among different dynamics either.

In contrast, as shown in the following sections in this paper, we propose
neural co-dependent ordinary differential equations, which are free from
interpolation pre-processing. We further propose the Compound Poisson
Process to learn the discrete dynamics and propose the dependent latent
features to help learn the influence among dynamics of different variables.

3 Methodology

3.1 Overall architecture

We present the overall architecture in Figure B.3, which consists of the
embedding layers, continuous co-ODE, discrete co-ODE, and multi-variable

probabilistic modeling.
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The embedding layers take as the input time series {C,D}, first
apply Instance Normalization [25] on the observations of continuous vari-
ables, i.e., each C’ being normalized, to learn stable features [29], and then
map the observations c; and d; at each timestamp ¢; into d-dimensional
vectors h; € R% and z; € R to extract the dense features for discrete
timestamps. Note that the embedding layer for continuous variables is the
fully connected feed-forward layer (FC):

h;, = FC(c;), forie{1,2,---,T},

H(0) = (hy, hy,--- ,hy), (B-4)

where H(0) € R¥T denotes the hidden state feature of the initial condition
for our continuous co-ODE. The layer for discrete variables is the lookup
embedding layer:

d’ = one-hot(d’), forj € {1,2,---,Np},
z; = Embedding(d;), forie {1,2,---,T}, (B.5)
Z<O) = (Z17Z27 e 7ZT)7

where Z(0) € R™T denotes the hidden state feature of the initial condition
for our discrete co-ODE.

The continuous co-ODE takes feature H(0) as the initial condition,
uses gated TCNs architecture together with Z(0) to learn the influence
flows from the discrete variables to the continuous variables, and output
final hidden state feature H(T") which learns co-dependent continuous dy-
namics.

The discrete co-ODE takes feature Z(0) as the initial condition, uses
gated TCNs architecture together with H(0) to learn the influence flows
from the continuous variables to the discrete variables, and uses the Com-
pound Poisson Process to output final hidden state feature Z(7") which
learns co-dependent discrete dynamics.

The multi-variable probabilistic modeling takes as the inputs H(T')
and Z(T'), outputs the joint probabilities of all observations at the times-
tamp 7" where the multi-variable Gaussian distribution models the obser-
vation probabilities of continuous variables and the softmax distribution
models the observation probabilities of discrete variables. Last, we opti-
mize our model with Maximum Likelihood Estimation in the probabilistic
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space, and the lower joint probabilities of all observations indicate a more
likely anomaly at the timestamp 7.

3.2 The continuous co-ODE

We introduce the composition of our continuous co-ODE which can learn
fine-grained and continuous temporal dynamics. Given the shortcomings
of RNNs, like high time-complexity and gradient explosion [27], we choose
temporal convolution networks as the function f(-; @) to estimate the con-
tinuous dynamical differentiation of H(¢) along the continuous time ¢:

H(0) + /O t dljis) ds,

S = tanh (TON (H(t)ir, k) ).

b=
-

~—
I

(B.6)

where TCN(+;r, k) is the Convld temporal convolution which are per-
formed along the last dimension of H(t), i.e., the time dimension. tanh(-)
is the hyperbolic tangent activation function. r and k are the dilation
factor and the convolution kernel, respectively. We omit r and £ in the
following paper.

In order to learn the influence among different variables, we propose a
gated TCN architecture as the attention mechanism to control the amount
of information flows:

dift) —tanh ( TCN, (H(t))) ® a(TCNgatel (H(t>))

©0( TONae, (200))),

where ® denotes the element-wise Hadamard product, TCNgate, and TCNgate,
are the gate convolutions used for the continuous variables and discrete
variables, respectively, and o(-) is the sigmoid activation function to control
the amount of information flows among different variables for the contin-
uous dynamics branch. Then, with the ODESolver () [28] we can obtain

the final hidden state feature H(7") which learns co-dependent continuous
dynamics:

(B.7)

Hy = ODESolver (H(0), dift), T;0,). (B.8)
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3.3 The discrete co-ODE

The NODEs and NCDEs used in the previous work PAD [9], as shown
in Section 2.2, cannot learn the discrete dynamics where the hidden state
features could jump along the continuous time. Thus, we propose to utilize
the Compound Poisson Process [28] to learn the discrete dynamics. The
Poisson Process is a time point generative model where the output contains
a sequence of discrete eventual time points H = {7,}. The 7, denotes
there is a discrete eventual time point at timestamp ¢; and no eventual
time points between timestamps t;_; and ;.

The Poisson Process can be formally defined by a counting function
N(t) along the continuous time. IN(¢) records the number of eventual time
point before time ¢, which is described as follows:

0 t<0

B.9
1 otherwise. (B.9)

= Z He(t —t;), where He(t) = {

TtiE’H

The He(-) is the Heaviside step function. The probability of the next even-
tual time point followed after 7, usually depends on the previous contexts,
known as the rate or intensity of the Poisson Process. Such temporal de-
pendencies can be described by a conditional intensity function A(t). Let
‘H; denote the previous contexts of eventual time points up to but not in-
cluding time t. Then A(t) defines the probability of observing the next
eventual time point conditioned on the history:

P {eventual time point in [t,t + dt) | He} = A (t) - dt (B.10)

With this Poisson Process, we propose our discrete co-ODE with Com-
pound Poisson Process as defined by:

A()ZFCA( (t))
tdz

S)?
dZ(t) (B.11)

7( = tanh (TCNQ ) ® U(TCNgate3 (Z(t)))
© (TN, (1)),
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where FC, denotes the fully connected feed-forward layer that learns A(t)
from the contexts Z(t) to control the conditional intensity of the next even-
tual time point for different discrete variables, TCNgate, and TCNgae, are
two another gate convolutions used for the continuous variables and dis-
crete variables in the discrete co-ODE, respectively, to control the amount
of information flows among different variables for the discrete dynamics
branch. Then, with the ODESolver () [28] we can obtain the final hidden

state feature Z(7T') which learns co-dependent discrete dynamics:

Z; = ODESolver (Z(O), d%h(f), T; G)d>. (B.12)

3.4 Multi-variable probabilistic modeling

After we obtain the features H(T) and Z(T') with different dynamics, we
use decoders to output the joint probabilities of all observations at the
timestamp 7.

Specifically, for the continuous variables, the decoder uses fully con-
nected feed-forward layers and outputs the estimated multi-variable Gaus-
sian mixture distribution N (g7, Xr):

jir, 67 = Decoder, (H(T)) (B.13)
where fip = (fik, i, -+, iX¢) € RN denotes the estimated mean values
and 67 = (64,62, ,60¢) € RN¢ denotes the estimated variance values

as the diagonal elements of the covariance matrix S € RNexNe for the
N¢ continuous variables, respectively. Then, we calculate the empirical
covariance between the ji-th and jp-th continuous variables to estimate
Y1 (j1, j2), which can help to capture the more accurate marginal proba-
bility distribution, as follows:

« A 1 T . . .

Yr(j1, J2) = Xr(ja, 1) = T_-1 Z(Cgl —c")(cf —cP), (B.14)

where €' and ¢! are the mean values of the j;-th and js-th continuous
variables, respectively. Thus, our loss function based on the Maximum
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Likelihood Estimation in the probabilistic space for the continuous vari-
ables is as follows:

A

L, = ln{\/QﬂlTTexp( - ;(CT - /be)TE?I(CT - /:‘T))] (B.15)

For the discrete variables, the decoder uses fully connected feed-forward
layers and outputs the softmax distributions dr:

logAitslT, logAz'tsfp, e ,logjz’téYD = Decodery (Z(T)), (B.16)
dj, = softmax(loéith), forje{l,2,---  Np},

where &JT denotes the probability distribution for the j-th discrete variable
in the one-hot encoding manner. Thus, our loss function based on the
Maximum Likelihood Estimation in the probabilistic space for the discrete
variables is as follows:

Ly = CE(dy, dy) (B.17)
Last, our final loss functions are:
L=L.+ Ly, (B.18)

where £ will optimize the model on the embedding layers, £. will optimize
the model on the continuous co-ODE and Decoder,, and £; will optimize
the model on the discrete co-ODE and Decoder,.

During the inference stage, the lower joint probabilities of the observa-
tions of all variables at one timestamp 7" indicate a more likely anomaly.

4 Experiments

In this section, we conduct extensive experiments to empirically evaluate
the unsupervised time series anomaly detection on nine real-world bench-
mark datasets, to justify the effectiveness of our model and compare TAD-
UP with state-of-the-art baselines. We present the experimental results in
terms of overall comparison, ablation studies, parameter sensitivity, and
irregular time series, and analyze our model in subsections.
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Table B.1: Experiments on five real-world datasets, presented in percentages.

Dataset SMD MSL SMAP SWaT PSM

Metric Aff-P  AfffR  Aff-F1 | AfFP AfffR  Aff-F1 | AffP AffER Aff-F1 | AfFP AffER Aff-F1 | AP AfFR AffF1
OCSVM 66.98  82.03 73.75 50.26  99.86 66.87 41.05  69.37 51.58 56.80  98.72 72.11 57.51  58.11 57.81
PCA 64.92  86.06 74.01 52,69  98.33 68.61 50.62  98.48 66.87 62.32  82.96 71.18 7744 63.68 69.89
HBOS 60.34  64.11 62.17 59.25  83.32 69.25 41.54  66.17 51.04 5449  91.35 68.26 7845  29.82 43.21
LOF 57.69  99.10 72.92 49.89 7218 59.00 47.92  82.86 60.72 5320  96.73 68.65 53.90  99.91 70.02
IForest 71.94  94.27 81.61 53.87  94.58 68.65 4112 68.91 51.51 53.03  99.95 69.30 69.66  88.79 78.07
LODA 66.09  84.37 74.12 57.79  95.65 72.05 51.51  100.00  68.00 56.30  70.34 62.54 62.22  87.38 72.69
DAGMM 63.57  70.83 67.00 54.07  92.11 68.14 50.75  96.38 66.49 59.42  92.36 72.32 68.22  70.50 69.34
AT. 54.08  97.07 66.42 51.04  95.36 66.49 56.91  96.69 71.65 53.63  98.27 69.39 54.26  82.18 65.37
DCdetector 50.93  95.57 66.45 55.94  95.53 70.56 53.12 9837 68.99 5325 9812 69.03 54.72  86.36 66.99
PAD 59.54  67.66 63.71 56.33 8221 68.15 41.67  64.52 53.94 54.73 9235 68.06 68.45  57.72 59.21

AE 69.22  98.48 81.30 55.75  96.66 70.72 39.42  70.31 50.52 54.92  98.20 70.45 60.67  98.24 75.01
LSTM 60.12  84.77 70.35 58.82  14.68 23.49 55.25  27.70 36.90 49.99  82.11 62.15 57.06  95.92 71.55
BeatGAN 7411 81.64 77.69 55.74  98.94 71.30 54.04  98.30 69.74 61.89  83.46 71.08 58.81  99.08 73.81
Omni 79.09  75.77 77.40 51.23  99.40 67.61 52.74  98.51 68.70 62.76  82.82 71.41 69.20  80.79 74.55
CAE-Ensemble | 73.05  83.61 77.97 54.99  93.93 69.37 62.32  64.72 63.50 62.10  82.90 71.01 73.17  73.66 73.42
D3R 64.87  97.93 78.02 66.85  90.83 77.02 61.76  92.55 74.09 60.14  97.57 74.39 7332 88.71 80.29
GPT4TS 73.33  95.97 83.13 64.86  95.43 77.23 63.52  90.56 74.67 56.84  91.46 70.11 73.61 9113 81.44
ModernTCN 74.07 9479 83.16 65.94  93.00 7717 69.50  65.45 67.41 59.14  89.22 71.13 7347  86.83 79.59
MEMTO 49.69  98.05 65.96 52,73 97.34 68.40 50.12 99.10 66.57 56.47  98.02 71.66 52.69  83.94 64.74
SensitiveHUE | 60.34  90.13 72.29 55.92  98.95 71.46 53.63  98.37 69.42 58.91 91.71 71.74 56.15  98.75 71.59
DADA 76.50  94.54 84.57 68.70  91.51 78.48 65.85  88.25 75.42 61.59  94.59 74.60 74.31 92.11 82.26
TAD-UP 7711 94.55 84.95 68.54  92.67 78.80 | 66.37  89.12 76.08 | 62.48  94.86 75.35 73.75 9313  82.32

4.1 Experimental settings
Datasets.

Following existing works [9, 19], we validate the performance of our method
with widely used real-world datasets:

« SMD [6] (Server Machine Dataset) is collected from a computing cluster,
where different server machines stack accessed traces of resource utiliza-
tion with 38 dimensions.

« PSM [5] (Pooled Server Metrics) is a 25-dimension dataset collected by
eBay that shows the performance of multiple application servers.

« MSL [30] (Mars Science Laboratory Rover) is from the spacecraft mon-
itoring systems and collected by NASA. It shows the health check-up
data of the Mars rover sensors.

« SMAP [30] (Soil Moisture Active Passive) is a 25-dimension dataset col-
lected by NASA, which contains soil samples and telemetry data.

o SWaT [31] (Secure Water Treatment) is collected from sensors of the crit-
ical infrastructure systems under continuous operations for secure water
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treatment.

NeurIPS-TS [7] includes CICIDS, Creditcard, GECCO, and SWAN from
different domains. CICIDS is collected from multiple web servers. GECCO
is a 9-dimension dataset collected from the cyber-physical systems show-
ing the drinking water quality. SWAN is extracted from solar photo-
spheric vector magnetograms in the Spaceweather. Creditcard is from
the finance scenario where the anomaly rate is only 0.172%.

More details of the datasets can be seen in Appendix A.1.

Baselines.

We compare our TAD-UP model with 21 baselines of different categories
for comprehensive evaluations:

Clustering-based: PCA [3], OCSVM [17].

Density estimation-based: HBOS [32] DAGMM [20], [Forest [16], LODA [33]
and LOF [15].

Contrastive-based: DCdetector [34], AnomalyTransformer (A.T.) [31]
and PAD [9].

Autoregression and reconstruction-based: AE [18], LSTM [30], Omni-
Anomaly (Omni) [6], BeatGAN [35], CAE-Ensemble [19], D3R [36], GPT-
ATS [37], ModernTCN [38], MEMTO [39], SensitiveHUE [40] and DADA [23].

We introduce the details of baselines in Section 5, and note that DADA is

a large time series anomaly detection model pre-trained with multi-domain
open data. More details of settings are in Appendix A.2.

Evaluation metrics.

Previous methods [6, 9, 31, 41] use point adjustments (PA) with test labels
to adjust their outputs. However, recent works [8, 14, 23, 36, 42-44] have
demonstrated that PA can lead to faulty performance evaluations, and it is
known that PA can result in state-of-the-art performance even with random
guess [36, 42]. Thus, we use the Affiliation-based Precision (Aff-P), Recall
(Aff-R), Fl-score (Aff-F1) [42] following recent works [23, 34, 36], where
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Table B.2: Experiments on four real-world datasets with more metrics, presented in percentages.

Dataset CICIDS Creditcard GECCO SWAN
Metric Aff-F1 AUC-ROC | Aff-F1 AUC-ROC | Aff-F1 AUC-ROC | Aff-F1 AUC-ROC
AT. 34.71 49.00 65.14 52.55 64.27 51.60 33.67 44.74
DCdetector | 40.02 53.95 58.28 42.36 66.18 45.38 14.42 43.48
ModernTCN | 51.74 65.33 73.80 95.55 90.18 95.20 46.45 52.63
GPT4TS 54.00 67.91 72.88 95.58 88.11 90.21 47.27 51.93
DADA 73.49 69.33 75.12 95.73 90.20 93.44 71.93 53.29
TAD-UP 75.88 72.01 75.07 95.71 90.21 95.37 71.95 57.98

Table B.3: Ablation study.

Dataset | SMD | MSL | SWaT | CICIDS
Metric | A-P AR AffF1 [ AfEP AR AfEFL | AFP AfFR AfEF1 [ AP AfFR AffF1
w/o continuous co-ODE | 74.96 9320 83.09 | 67.98 91.34 77.95 | 61.94 94.67 74.88 | 64.55 90.26  75.27
w/o discrete co-ODE | 75.63 92.47  83.21 | 67.10 91.49 77.41 | 6144 93.75 74.23 | 61.86 90.13  73.37
w/o probabilistic mode | 74.85 92,93  82.92 | 60.01 94.66 73.45 | 62.37 94.91 7527 | 64.37 90.52 75.24
TAD-UP 7711 9455 84.95 | 68.54 92.67 78.80 | 62.48 9486 75.35 | 64.89 91.33 75.88

larger values indicate higher model performance. We also use the ROC-
AUC [44] metric following DADA [23] which enables evaluation without
choosing the threshold.

4.2 Overall comparison and analysis

Table B.1 and Table B.2 show the overall anomaly prediction performance
of different models on all datasets. We randomly repeat our method 3 times
and report the average result, where the best Fl-score and AUC-ROC are
highlighted in bold and outperform the underlined second-best ones. As
DADA is pre-trained with very large multi-domain time series data, we
also underline the second-best ones other than DADA.

Key observations are followed. First, our TAD-UP can achieve state-
of-the-art results on all datasets. It demonstrates that TAD-UP is able
to learn both continuous and discrete dynamics to improve time series
anomaly detection.

Second, we observe that the contrastive-based methods are unsatisfac-
tory on most datasets. This is because their data augmentation borrowed
from CV or NLP cannot fit well for time series data.

Third, TAD-UP achieves better accuracy compared to other reconstruc-
tion based methods, as they only add up all errors from different variables
regardless of their measurement units. They cannot explicitly learn the
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Table B.4: PARAMETER SENSITIVITY

Dataset SWaT PSM CICIDS
window size | Aff-P  AffFR  Aff-F1  AUC-ROC | AP Affi-R Aff-F1  AUC-ROC | Aff-P AR AfEF1 AUC-ROC
8 62.03 94.15  74.79 82.33 7345 9241 81.84 60.67 64.41 91.00 75.43 71.85
16 62.19 94.36  74.97 82.72 73.75  93.13 8232 61.33 64.89 91.33  75.88 72.01
32 62.48 94.86  75.35 83.01 73.44 9297  82.06 60.70 64.22 91.06  75.32 70.03
64 62.36 94.47 75.13 82.93 72.58 91.76  81.05 60.19 64.15 90.53  75.43 70.57

Table B.5: Anomaly detection for irregular time series

Dataset SWaT
Dropping ratio 0% 20% 40%
Metric Aff-P Aff-FR Affi-F1 AUC-ROC | Afi-P Afi-R Aff-F1  AUC-ROC | Aff-P  Aff-  Aff-F1  AUC-ROC
PAD 54.73  92.35  68.06 63.86 52.71  92.13  67.05 63.91 49.73  90.64 64.22 56.84
TAD-UP 62.48 9486 75.35 83.01 61.82 93.06 74.28 80.92 59.98 91.97 72.60 72.90

importance units of different variables to obtain the final anomaly scores.

Last, TAD-UP outperforms DADA, only except for the Creditcard dataset
which may require a lot of prior knowledge that DADA could learn from
pre-training on multi-domain data.

4.3 Ablation studies

We conduct ablation studies to validate the effectiveness of our contributed
components. Specifically, we compare TAD-UP with the following variants:
(1) w/o continuous co-ODE: This variant directly learns features from the
continuous variables without co-ODE. (2) w/o discrete co-ODE: This vari-
ant directly learns features from the discrete variables without co-ODE.
(3) w/o probabilistic model: This variant directly uses the reconstruction
loss.

Table B.3 shows the results of different variants. From Table B.3 we
observe that: (1) Our continuous co-ODE and discrete co-ODE can learn
the interactive dynamics effectively and contribute to more accurate re-
sults. (1) Our joint probabilistic modeling helps obtain the anomaly scores
that consider the importance of different variables with Maximum Likeli-
hood Estimation in the unified probabilistic space and thus can have more
accurate results.
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4.4 Paremeter sensitivity

We evaluate the impact of the sliding window sizes in Table B.4. We can
see that TAD-UP is relatively stable to the sliding window sizes. We can
also see that time series from different domains may require different sliding
window sizes to learn the dynamics of optimal time lengths to get more
accurate results.

4.5 Irregular time series

PAD [9] uses interpolation methods and NCDE to support anomaly detec-
tion on time series of irregular timestamps. We also show the experimental
results on the irregular time series by dropping the observations at random
timestamps following PAD. From Table B.5, we can see that TAD-UP still
performs well for irregular time series with our co-ODEs to learn dynamics
along continuous time.

5 Related Works

We review the relevant works on time series anomaly detection, neural
differential equations, and multi-variable strategy.

5.1 Time series anomaly detection

There has been a lot of research on time series anomaly detection. Early
works [14] utilize supervised classification-based methods to detect anoma-
lies. Recent methods mainly focus on unsupervised settings based on
the one-class classification theory [17]. They can be further categorized
into four categories [3], including clustering-based methods [4], density
estimation-based methods [15], autoregression and reconstruction-based
methods [18] methods, and contrastive-based methods [34].

The clustering-based methods, such as K-means [21], PCA [3], and
OCSVM [17], aim to cluster normal samples within a center. THOC [41]
uses a hierarchical RNN to learn dynamic clustering centers for time series
data.

The density estimation-based anomaly detection methods, such as LOF [15]
and HBOS [32], assume abnormal samples lie in a low-density region. IFor-
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est [16] uses the tree model and DAGMM [20] and LODA [33] use the deep
learning to measure the density.

Contrastive learning learns useful representations by contrasting posi-
tive pairs against negative pairs, such as DCdetector [34], where two view
representations of a normal timestamp should be similar, and contrastive
errors are used to detect anomalies. AnomalyTransformer [31] combines
the reconstruction errors and contrastive errors together to detect anoma-
lies.

LSTM [30] proposes forecasting-based approaches that forecast values
and based on the forecasting errors detect whether the time points are
anomalies. Autoencoder [45] is a classic architecture used in reconstruc-
tion, such as AE [18], GPT4TS [37], MEMTO [39], ModernTCN [38] and
SensitiveHUE [40]. Omni [6] and InterFusion [46] utilize the Variational
networks. BeatGAN [35] introduces a discriminator to help generate nor-
mal data. CAE-Ensemble [19] proposes to ensemble different AEs for re-
construction. DADA [23] pre-trains a time series anomaly detection model
with large open data. The diffusion-based network is a generative model
that generates data with denoising steps. ImDiffusion [47] and D3R [36]
utilize diffusion-based networks to generate normal time series data and
detect anomalies based on reconstruction errors.

5.2 Multi-variable strategy

There are mainly two strategies that consider multi-variable time series.
The Channel-Independent (CI) strategy ignores the correlations among
different variables, such as DCdetector [34] and DADA [23]. These CI-
based methods use the same model on different variables in parallel. The
Channel-Dependent (CD) strategy model the correlations among different
variables, such as ModernTCN [38] and CAE-Ensemble [19]. These CD-
based methods use the attention mechanism or graph neural networks to
capture the correlations. However, they cannot learn the importance of
different variables on the final anomalies without supervising signals.

5.3 Neural differential equations

Chen et al. [26] first proposes to learn continuous dynamics along the
continuous time with NODEs, which then have been widely studied in
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Table B.6: Details of benchmark datasets.

#Training #Validation — #Test

Dataset Domain Ne¢  Np (Unlabeled) (Unlabeled)  (Labeled) Anomaly Rate(%)
SMD server machine 33 5 566,724 141,681 708,420 4.16

MSL NASA space sensor 1 54 46,653 11,663 73,729 10.72

SMAP NASA space sensor 1 24 108,146 27,036 427,617 13.13

SWaT water treatment 25 26 396,000 99,000 449,919 12.14

SWAN space solar weather 33 5 48,000 12,000 60,000 32.6

CICIDS web server 58 14 68,092 17,023 85,116 1.28

PSM application server 25 0 105,885 26,398 87,841 27.8

GECCO water quality 9 0 55,408 13,852 69,261 1.1

Creditcard finance 29 0 159,491 39,873 85,443 0.172

time series forecasting recently, such as traffic forecasting [27] and climate
forecasting [28]. Recently, NCDEs have been proposed, which utilize the
Riemann-Stieltjes integral [24] to control the continuous dynamics with the
time series observations. PAD [9] proposes to utilize NCDEs and interpo-
lation methods for irregular time series, using contrastive learning with
data augmentation to detect anomalies. However, they cannot learn the
interactive continuous and discrete dynamics.

6 Conclusion

We present TAD-UP, to learn continuous and discrete dynamics for Time
series Anomaly Detection via Unified Probabilistic modeling. First, we pro-
pose two co-dependent branches of neural ordinary differential equations
with the Compound Poisson Process to learn the continuous and discrete
dynamics for different time series variables. Second, we propose a unified
joint probability distribution modeling, and we optimize our model with
the Maximum Likelihood Estimation instead of using reconstruction losses
or contrastive losses. Last, we detect anomalies using the joint probabilities
which take the importance of different variables into account by marginal
distributions. Extensive experiments on nine real-world datasets offer ev-
idence that TAD-UP is capable of state-of-the-art performance. In future
works, it is worth improving TAD-UP with pre-training on the large-scale
multi-domain time series data.
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A Experimental details

A.1 Datasets

The datasets used in this work are representative open benchmarks for
multi-variable time series anomaly detection evaluation. More statistical
information and details can be seen in Table B.6, where Ny and Ng are
the number of continuous variables and discrete variables observed at each
timestamp. We follow the same training-validation-test splits as in the
previous works [14, 23, 31] shown in each column.

A.2 Settings

Our codes will be available upon acceptance. We employ the official open-
source implementations of baseline methods and have carefully tuned their
hyper-parameters based on the recommendations from the original papers.
The experiments are conducted on an Ubuntu 18.04.5 LTS system server,
with Intel(R) Xeon(R) Gold 5215 CPU @ 2.50GHz and NVIDIA Quadro
RTX 8000 GPU. We use Adam optimizer with the default parameter and
the learning rate is default 0.0001. The sliding window size is tuned from
{8, 16, 32, 64}. The batch size is tuned from {32, 64}. We use three kernel
sizes {2, 3, 5} for TCNs. Following the existing work [14], we use the same
strategy to choose the threshold.
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1. Introduction

Abstract

We study the problem of time series anomaly prediction, which is relevant
to a range of real-world applications. Fxisting anomaly prediction methods
rely on labeled training data for achieving acceptable accuracy. However,
such data may be difficult to obtain; and in real-time deployments, anoma-
lies can occur that were not seen in labeled data, thus making them difficult
to predict. We provide a theoretical analysis and propose an Importance-
based Generative Contrastive Learning method (IGCL) for unsupervised
anomaly prediction. IGCL employs a controlled diffusion module to pro-
duce anomaly precursor patterns. Next, I[CGL learns contextual representa-
tions to extract temporal dependencies from pairs of normal time series and
anomaly precursors. IGCL is then able to predict anomalies by identify-
ing anomaly precursors that will evolve into future anomalies. To address
challenges caused by potentially complex precursor combinations involv-
ing multiple variables, we propose a memory bank with importance scores
that stores representative samples adaptively and generates more complex
anomaly precursors. Fxtensive experiments on nine benchmark datasets of-
fer evidence that the proposed method is able to outperform state-of-the-art
baselines.

1 Introduction

Much data collected by real-world applications can be modeled as time-
dependent observations that form multi-variable time series [1-4]. For
example, computing systems record runtime indicators [5, 6] and environ-
mental systems record water quality [7-9]. Based on the current time series
data, anomaly prediction makes real-time judgments on whether anomaly
signals start to occur that indicate that severe anomalies will occur after
the current time [10-13], as exemplified in Figure C.1(a). Anomaly predic-
tion plays an important role in scenarios that preserve some form of safety
and prioritize losses caused by anomalies [14-17], e.g., in health care [11]
or drinking-water systems [10]. For example, anomaly prediction can help
address impending pollution or faults in advance [12, 13] or can warn of
extreme environmental conditions [17].
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Fig. C.1: Our motivation.

Only a few classification-based studies [14-17] exist related to the time
series anomaly prediction. Existing methods predict future anomalies by
determining whether current observations contain anomaly signals that are
the start of deviations from normal behaviors [11-13]. Such early signals
are called the anomaly precursors [10]. However, to obtain accurate re-
sults, existing methods heavily rely on supervised learning, where anomaly
precursors are given during training.

Yet, in many real-world applications, there is insufficient labeled training
data to enable supervised learning because manual labeling is costly [18].
Further, unexpected anomalies [19, 20] that did not appear prior to oc-
curring during real-time deployment, and thus were not considered during
training and make supervised methods fail in practice [9, 21]. Therefore,
unsupervised time series anomaly prediction is of high interest. However,
this has not been studied in depth nor analyzed theoretically due to its
challenging nature, as outlined next.

Challenge 1: In the setting of unsupervised anomaly prediction, there
is no labeled anomaly precursor data to enable models to learn temporal
dependencies. Although PAD [10] proposes to use unsupervised anomaly
detection methods [22-24] with a specific threshold to identify the precur-
sors, their performance is limited when compared to supervised learning
methods [13]. Without labeled data, existing methods cannot learn tem-
poral dependency features from pairs of a successive normal sub-sequence
and precursor, where the data just begins to deviate from normal [11],
which is crucial to enable anomaly prediction [12, 17]. As a result, existing
unsupervised methods do not perform well in anomaly prediction.
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Challenge 2: We are facing potentially very complex anomaly pre-
cursor combinations in multi-variable time series, which cause very high
time and space complexity. As shown in Figure C.1(b), for any n-variable
time series, there can be as many as O(2") potential anomaly precursor
combinations [13], where different anomaly precursors may appear in each
individual variable or in variable combinations [12]. It is very challenging
to learn temporal dependencies comprehensively from this many anomaly
precursor combinations.

We propose a novel anomaly prediction method called IGCL, which is
short for Importance-based Generative Contrastive Learn-ing for unsuper-
vised time series anomaly prediction. To address Challenge 1, we employ
a generative contrastive learning architecture. We propose an anomaly
precursor pattern generation module that employs a diffusion-based trans-
formation and variance regularization, to generate different kinds of poten-
tial precursor patterns labeled as negative data using Gaussian noise. We
also propose an overlapping window-based temporal convolutional network
(TCN) architecture to efficiently extract temporal dependencies and learn
positive and negative contextual representations. More specifically, the
model distinguishes normal sub-sequences from anomaly precursors, where
pairs of successive normal sub-sequences are positive samples and pairs of
a normal sub-sequence and an anomaly precursor, which contain temporal
changes from normal to abnormal, are negative samples.

To address Challenge 2, we propose a memory bank with importance-
based scores to adaptively store representative anomaly precursors, which
helps generate more complex anomaly precursor combinations related to
different variables. First, anomaly precursor patterns can be generated ef-
ficiently as only one variable is considered during each iteration. Second,
the memory bank, with its fixed size K < O(2"), is initialized with gener-
ated anomaly precursors related to one variable. Then, other one-variable
anomaly precursor patterns are generated iteratively and are injected into
the previously generated anomaly precursors stored in the memory bank,
thereby accumulating complex anomaly precursor combinations involving
more variables. The memory bank only stores representative anomaly pre-
cursors and drops anomaly precursors that are already distinguished. We
summarize our contributions as follows.
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« We propose a generative contrastive learning architecture with a diffusion-
based transformation and variance regularization to generate different
precursor patterns and learn temporal dependencies to distinguish be-
tween normal and anomaly precursors.

o We propose a memory bank with importance scores to store represen-
tative negative samples, which helps to generate more complex negative
samples.

« Experiments on nine benchmarks from different domains show our method
outperforms the state-of-the-art baselines.

2 Preliminary

2.1 Definitions

We first formalize the unsupervised time series anomaly prediction prob-
lem. Frequently used notation is summarized in Appendix A.

A Multi-variable Time Series is represented as X = (X1, Xg, - ,X7) €
RNXTwhere N is the number of variables collected at each timestamp,
T is the total number of historical timestamps, x, € R denotes the N-
dimensional observations at timestamp t. We use X144 € RM*f to
indicate the data during the time window [t + 1,¢ 4 f], use Xj,,,, , € R
to indicate the data of the i-th variable, and use X! € R! to indicate the
data of the i-th variable at timestamp t. We also use T' to denote the
current timestamp.

A Sub-sequence X;, ., is a continuous subset of X from ¢; to t5. The set
of b most recent sub-sequences before the current timestamp 7', each with
sequence length of h + 1, is denoted as Xbth = {Xr_nr, Xr—1-pr-1,"
X p1-hT—b41}-

An Anomaly Precursor is a sub-sequence Xp_j.7 containing early sig-
nals that just start deviating from normal and followed by future anomalies
in Xpi1.74¢ [10, 12, 13], where h and f are hyper-parameters for the look-
back and look-forward windows.

Unsupervised time series anomaly prediction. At any current times-
tamp 7', given the historical observations X, where we use a set of b most
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Fig. C.2: The overall architecture.

recent sub-sequences X5, = {Xq_pnr, Xro1pr—1, -+ Xoopp1-nT—b+1},
the goal is to determine a real-time anomaly score pr to indicate whether
there are anomaly precursors currently and more anomalies in Xy .74 .
The transformation of anomaly scores into binary labels is done by apply-
ing a threshold ¢ [10], i.e., if pr < 0, the future sub-sequence Xpi1.74f
is normal; and if pr > 9, the future sub-sequence X, 1..45 is abnormal.
Thus, we formulate the time series anomaly prediction problem as that of
finding a model with a mapping function F and pr = FQ(X%7 1), Where 0 is
the parameters of the model F. For the unsupervised time series anomaly
prediction problem, we do not have the true score pr as there is no labeled
data.

2.2 Theoretical analysis

We analyze unsupervised time series anomaly prediction using Maximum
Mean Discrepancy (MMD) theory [25]. We utilize Markov Chains [26],
widely used in time series analytics [27], to model sequence-based proba-
bilities. We use random variables H;_;,_1 and H; to denote what observa-
tions the sub-sequences X;_o,_1.+—n_1 and X;_,.; may be observed during
two successive time-windows [t —2h—1,t—h—1] and [t — h, ], respectively.
Then, we define

N =

P(-[H¢—n-1 = X¢—2n—1:4~h—1, Hg is normal)
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to denote the Markov conditional distribution of the normal sub-sequence
observed during time-window [t — h, t], given that its previous observations
during time-window [t —2h — 1,t — h — 1] are X;_op_1.4—p—1. Similarly, we
define

A= P(-|H¢—p-1 = Xi—2n-1:4—n—1, Hy is anomaly precursor)
to denote the Markov conditional distribution of the anomaly precursor
observed during time-window [t — h,t]. We present the theorem here and
its proof in Appendix B.
Theorem: Under the unsupervised setting, the future anomaly is pre-
dictable if and only if we can identify its anomaly precursor that follows a
distribution different from the normal previous sub-sequences. [

Thus, our model aims to distinguish normal distribution N = P(-|H_p_1,
H; is normal) from any potential different distributions A = P(-|H¢_p_1,
H; is anomaly precursor).

3 Methodology

We present the overall architecture in Figure C.2, which consists of anomaly
precursor pattern generation, positive and negative representations learn-
ing, contrastive loss, and the memory bank.

For any timestamp ¢, the model takes as input the set of b available
historical sub-sequences Xgh = {Xnit, Xy1hep—1, e ,

X pr1-nit—bi1}- We first apply Instance Normalization [28] on the obser-
vation of each time series variable, i.e., X}, in the set X?,, and output Xf}h,
to learn stable components [29] from time series.

Embedding layer takes as input the normalized th, maps the obser-
vations at each timestamp t, i.e., Xy € RY, to a d-dimensional vectors
vy € R? which extracts the dense feature from normal time series, and
outputs a set of feature vectors, i.e., VOr.

Anomaly precursor pattern generation takes as input a randomly
generated Gaussian noise x ~ N(0, I), and iteratively outputs any poten-
tial anomaly precursor pattern, i.e., Ri ,,, for a randomly selected i-th
time series variable.

Pattern injection module injects R!_, , into the last sub-sequence X;
in the selected i-th time series variable, and outputs a time series anomaly
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precursor, i.e., X, ,, = X._, .+ Ri_,,, which is fed into the embedding
layer to get precursor feature vectors V0.

Positive and negative representations learning takes as input all
possible pairs of successive sub-sequences from V% and V%~. For example,
this module takes as input a pair of normal sub-sequences X;_op_1.4—n_1
and X;_p. from V% and outputs a positive contextual representation z;"
that learns their normal temporal dependencies. This module also takes
as input a pair of a normal sub-sequence X;_op_1:4—h—1 from V%* and an
anomaly precursor X; ,, from V% and outputs a negative contextual
representation z; that learns their abnormal temporal dependencies.

With contrastive loss, the model distinguishes N’ = P(-| Hy_p_1, Hg
is normal) and A = P(-|Hy_n_1, H¢ is anomaly precursor) by pushing z,”
away from z. Intuitively, it clusters positive representations, e.g., z;,
that belong to N together and dissociates negative representations, e.g.,
z; , that belong to A away.

The memory bank stores the representative anomaly precursors. The
generated anomaly precursor patterns are iteratively injected into exist-
ing anomaly precursors in the memory bank, to accumulate more complex
anomaly precursor combinations. The importance score I; for the anomaly
precursor X is calculated by its similarity with the normal samples. Fi-
nally, the memory bank pops out the anomaly precursor with the smallest
importance score, which the model can easily distinguish from normal al-
ready.

3.1 Anomaly precursor pattern generation

As experimental results show diffusion models outperform other generative
models for time series [30, 31], we propose diffusion-based transformation
to generate diverse kinds of potential anomaly precursors from a simple
Gaussian distribution, with our variance regularization to simulate precur-
sor patterns that start deviating from normal.

The denoising diffusion model consists of two processes, i.e., the pollu-
tion process with S steps and its reverse denoising diffusion process, where
S is the max diffusion steps. Specifically, we use 2° = R¢_, , € R" to denote
any potential anomaly precursor pattern that could be more complicated
than Gaussian patterns. The pollution process is shown in Appendix C.
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Our anomaly precursor pattern generation module is based on denoising
diffusion process py(z*~!|2*), reversing random Gaussian noise z° to pro-

duce more complicated potential anomaly precursor patterns:
s—1

257~ pp(zt T a®) = \/11_—5 (:US - \/ﬁsg(ass)) ,
where gy(2°) ~ N(ps,0,5?), and p, is the mean value parameter and o,
is the variance parameter to be learned. We use Multi-layer Perceptron
(MLP) layers to model with p® and o*:

we ot = MLP(concat(xs, S,Xé_h:t)), Vse{S,S—1,---,1},
S

where z° is a random Gaussian noise, x° is the denoised state after each
step, and ¢ denotes this process aiming to generate anomaly precursor
patterns for the i-th variable. We have o°c + p® ~ N(us,0,?), where
e ~ N(0,I), and o® + p* is derivable with respective to pu® and ¢® which
are the outputs from the MLP layers. Thus, the final denoising diffusion

process is
vt = o (a* = V(0% + ).

where we randomly sample the Gaussian noise z°, and apply the denoising
diffusion process step by step to get the anomaly precursor pattern R{_, , =
20,

We further propose regularization loss on parameters N (jus,0,%), where
the variance 0,2 controls the diversity of generated anomaly precursor pat-
terns, and 0,2 and the mean value u, controls the degree of deviation from
normal. First, the variance o, should not be too large, as a large vari-

ance will produce severe anomalies rather than anomaly precursors with
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starting deviation from normal. Second, o,2 should not be too small, as
a small variance will generate less diverse [30] precursor patterns. There-
fore, we propose to use the Kullback-Leibler divergence as regularization
to make N(us,0,%) be close to N(us, I) where o, should be close to the
unit normal variance I which is neither too large nor too small [32]. For

any N(p,0?), KL(N(/L, o?) N(u,[)) = ;( —logo? + 0% — 1). The proof

is in Appendix D. Thus, our analytical solution of the regularization loss
is:

51
£r222<—10g0§+a§—1> (C.1)

s=1

3.2 Positive and negative representations

We propose an overlapping window-based TCN to learn contextual repre-
sentations from the all possible pairs of successive sub-sequences followed
by the Markov Chain and extract the normal and abnormal temporal de-
pendencies at once.

To be more specific, our embedding layer firstly maps the normalized
time series data, i.e., Xy € RY with ¢ € [t — b+ 1 — h,t], equivalent to
the set Xgh, into the d-dimensional feature vectors vy € R? which aim to
extract the dense features from time series for each timestamp. Further,
the input to the embedding layer can also be coupled with other auxiliary
attributes, such as the encoding of timestamps. The auxiliary attributes at
timestamp #' are represented as ay € RY, where F is the total dimensions
of the auxiliary attributes. Thus, the embedding layer concatenates the
original time series data X, and the auxiliary attributes

fy = concat(Xy,ay) V' € [t —b+ 1 — h,t], (C.2)
as its input, and maps it to the feature vector by:
Vy :U(Weft/), thé [t—b+1—h,t], (CB)

where v, € R? is the learned feature vector, o is an activation function,
and W, € R>*W+F) js the learnable neural network parameters which
extract the feature from the time series data and the auxiliary attributes
at each timestamp. Following the same way, we can also get the feature
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vector v, € R? where ¢’ € [t — h, t], from the generated anomaly precursor
t—h:t*

Then, our overlapping window-based TCN uses the feature vectors vy
and v, to learn the temporal dependencies for all possible pairs of suc-
cessive sub-sequences at once. The temporal convolution operation slides
over timestamps by skipping feature vectors with a certain dilation factor
in different layers, as illustrated in Figure C.3. More specifically, this mod-
ule takes as input all the feature vectors, i.e., vy with ¢’ € [t —b+ 1 — h, ]
and v, with ¢ € [t — h,t]:

Vot = <Vt—b+1—ha " Viehy T ’Vt>’ (C4)

0,— _ - -
\% - <Vt7b+1fh7"' y Vgt 5 Vy >7

and uses the learnable convolution filter € R¥ with the kernel size of k to
extract features and learn the temporal dependencies by:

k—1
Vi) = filter(D) VI (# — B %), for 1 <1< L,
=0 (C.5)

k—1
Vho () = filter(i) V(¢ — K x i), for 1 <1< L,
=0

where k'~! is the dilation factor in the layer I — 1, Vi (¢) and V4= (¢)
is the learned dependency features in the layer [ for timestamp ¢/, and
L ~ O(log(h)) is the max number of TCN layers whose recept field is large
than the whole window size of the pair of successive sub-sequences. We use
different kernel sizes to extract features in parallel and pool them together,
to capture different kinds of temporal dependencies with different kernel
scales. Finally, it outputs all contextual representations for all pairs of
successive sub-sequences at once, e.g., z7 = VEF(t), 2,7, = VIF(t — 1),
zg = VB (t) and 2, = VI (¢t — 1). In this way, our total complexity
is reduced to O((b -+ h)log(h)), rather than the complexity of all pairs of

sub-sequences as O((b + h)z).
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3.3 The objective function

We propose a contrastive strategy to distinguish N and A by pushing z;
away from z. Intuitively, it clusters positive representations, e.g., 2",
that belong to N together and dissociates negative representations, e.g.,
z; , that belong to A away. Each anchor z" is the contextual representation
from the pair of the successive normal sub-sequences before timestamp ¢,
which represents for N = P(:|H;_p, Hy is normal). Thus, we make the an-
chor z similar to the positive representations z;” ; with 1 < j < P, which
are from the most nearby successive normal sub-sequences before times-
tamp t and they follow the normal data distribution. In order to avoid
data leakage and be consistent with the inference stage, for each anchor
2 the positive samples are always from the previous timestamps. Mean-
while, the anchor z;” should be different from the negative representation
z; , which learns the temporal dependencies from normal to the generated
anomaly precursors and represents for anomaly precursors distribution .A.

Thus, our contrastive loss function is:

L= log S eap(Sim(=T, 2F,)/7)

p exp(Sz'm(z;r, z[)/T) +3 exp(Sim(z;r, Zitj)/T)

, (C.6)

where 7 is the temperature parameter to control the softmax strength, P is
the hyper-parameter for the number of positive samples used, and Sim is
the similarity measurement, e.g., Cosine Similarity, to distinguish whether
the contextual representations belong to the same distributions.

Finally, together with the regularization loss, we train the model using
Adam gradient descent [33]:

L =L+ AL, (C.7)

where A is to control the strength of our diffusion regularization.

3.4 Memory bank

We propose to use a memory bank to store previously generated anomaly
precursors and combine them with the current anomaly precursor pattern
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¢ 4, 0 accumulate more complex anomaly precursor combinations re-
lated to more than one variable.
To be more specific, the memory bank M has a fixed size of K and
empirically K < O(2") in our experiments:

M = {X;,X;,... ,X;(}, (C.8)

where each X denotes a stored anomaly precursor. The currently gen-
erated anomaly precursor pattern R;_;., which is only related to the i-th
variable, is also injected into the anomaly precursors in the memory bank:

X5+ X5+ Ry (C.9)
and thus we can get anomaly precursors that involve more than one vari-
able. Then, similar to Equation (C.4), we can get more negative contextual
representations, e.g., z;; and z,_; ;, from the anomaly precursor X;. The
contrastive loss L, is updated to

_ P :
tz’:l _log >im1 exp(Szm(z;r, Zj__])/T)

P > exp(Sz'm(z;r, Z&)/T) +3 exp(Sim(z;r, zitj)/r) 7
(C.10)
where z;, = z; is the negative contextual representations from the current
anomaly precursor X, ,,, and z;; is the negative contextual representa-
tions from the j-th anomaly precursor X; stored in the memory bank.
Finally, the current anomaly precursor X,_,, is inserted into the mem-
ory bank which will have a size of K + 1, i.e., X, = X, ,,. Instead
of using a first-in-first-out strategy to maintain the memory bank with a
fixed size of K, we propose to pop out the anomaly precursor based on
an importance score. The intuition is that the memory bank should store
the hard and important negative samples for further model training, i.e.,
the anomaly precursors that are not yet distinguished by the model, and
should pop out not important samples, 7.e., the anomaly precursors that
are already dissociated away from normal. The importance score [; for the
anomaly precursor X is calculated by:

t—h
I =Y Sim(z, z;). (C.11)

i=t
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Table C.1: Overall performance. We report Precision, Recall, and F1-score results here, presented in
percentages.

Dataset PSM SMAP SWAN SWaT GECCO SMD MSL

Metric P R F1 P R F1 P R F1 P R F1 P R F1 P R F1 P R F1
DAGMM 3927 36.14  37.64 | 11.91 22.00 15.51 39.46  45.14 | 8214 61.72 70.48 | 47.50 27.64 3495 | 1474 1537 15.05 | 13.94 17.04 15.33
TForest 39.39 3882 39.10 | 11.79 18.67 14.45 39.07  45.28 | 75.39 62.22  68.17 | 42.75 29.89 35.18 | 1525 1828 16.63 | 13.82 17.11 15.29
K-means 38.89 39.04 3896 | 13.05 21.37 16.20 4230 4745 | 8213 6250 70.98 | 47.94 29.18 36.28 | 15.77 17.40 16.54 | 14.23 15.99 15.06
Deep-SVDD | 36.63  36.30 36.46 | 11.77 17.09 13.94 39.18  44.83 | 81.29 61.95 70.31 | 46.09 2845 3518 | 14.99 1578 15.37 | 1294 16.04 14.32
THOC 37.64 3893 3827 | 12.61 21.89 15.99 40.02  46.30 | 8242 6245 71.06 | 46.41 29.49 36.09 | 16.90 16.79 16.84 | 14.37 1622 15.24
DCdetector 2897 12.05 17.02 | 804 11.30 9.40 1094 1440 | 4645 36.36 40.79 | 1.76  3.46 233 | 3.71  9.03 526 | 235 346  2.80
PAD 31.23 33.05 3211 | 11.01 2237 14.76 37.61 4298 | 74.83 59.09 66.04 | 44.38 28.17 3446 | 11.23 1876 14.05 | 14.37 1322 13.77
ATransformer | 30.56 34.64 3247 | 11.40 22.80 1520 38.75 4448 | 75.00 60.50 66.97 | 43.62 27.92 34.05 | 10.52 19.42 13.65 | 14.62 1242 1343
LSTM-VAE 39.20 40.31  40.02 | 11.68 22.65 15.41 | 54.42 40.88 46.69 | 66.76 68.36 67.55 | 46.67 30.92 37.20 | 14.21 16.42 1524 | 16.18 1528 15.72
Omni 39.45 40.88 40.15 | 11.90 23.39 15.77 | 54.83 41.00 46.92 | 85.73 5857 69.59 | 50.55 29.65 37.38 | 16.22 18.19 17.15 | 13.66 21.66 16.75
GANomaly 37.02 43.06 39.81 | 12.18 2341 16.02 | 54.44 4091 46.72 | 83.99 59.77 69.84 | 50.06 29.23 36.91 | 15.06 21.39 17.68 | 15.36 17.30 16.27
CAE-Ensemble | 40.18 41.99 41.07 | 15.88 26.68 19.91 | 55.98 41.52 47.68 | 88.61 59.90 7148 | 51.67 29.92 37.90 | 18.41 19.51 18.94 | 20.35 1827 19.26
PUAD 39.91 42.38 4111 | 1520 27.20 19.50 | 54.91 41.19 47.07 | 85.68 58.05 69.21 | 50.76 29.58 37.38 | 16.37 21.85 18.72 | 20.04 17.60 18.74
D3R 40.73 4221 4146 | 1573 26.89 19.85 | 55.32 42.64 48.16 | 84.13 61.85 71.29 | 51.24 30.91 3856 | 15.78 19.33 17.38 | 19.99 20.32 20.15
IGCL 4231 4697 44.52 | 1748 28.02 21.53 [ 59.20 44.94 51.09 [ 84.98 63.54 72.71 [ 5210 32.77 40.23 | 17.39 25.90 20.81 | 21.97 2281 22.38

Thus, we pop out the anomaly precursor with the smallest importance
score after each iteration of model optimization.

3.5 Inference

For each real-time T in the inference stage, we output the probability score
pr to predict how likely there is an anomaly precursor currently and will
be more future anomalies in Xz 7y

K P
Pr =" Sim(zf, zr;) — Y Sim(z7, 2f_)), (C.12)
J=1 j=1

where K is the size of the memory bank with anomaly precursors as neg-
ative samples, and P is the number of positive samples.

4 Experiments

4.1 Experimental settings
Datasets.

Following existing works [10, 22, 34], we validate the performance of our
method with nine real-world benchmark datasets: SMD [6], PSM [5],
MSL [35], SMAP [35], SWAN [7], SWaT [36], GECCO [7], UCR [34] and
Credit [21]. More details of the datasets can be seen in Appendix E.1.
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Baselines.

We compare the unsupervised anomaly prediction method PAD [10]. We
also modify more state-of-the-art unsupervised anomaly detection methods
into anomaly prediction following PAD:

« Density-based: DAGMM [37] and IForest [38].
o Clustering-based: K-means [18], Deep-SVDD [39] and THOC [40].
« Contrastive-based: DCdetector [41] and PAD [10].

« Autoregression and reconstruction-based: LSTM-VAE [42], ATransformer [36],
Omni [6], GANomaly [43], CAE-Ensemble [22], PUAD [24] and D3R [31].

We introduce the details of baselines in Section 5. More details of set-
tings are in Appendix E.2.

Evaluation metrics.

Following the evaluation methodology in existing works [10, 21, 22|, we
validated the performance of time series anomaly prediction models with
Precision (P), Recall (R), Fl-score (F1), and ROC-AUC [44], where larger
values indicate higher model performance and ROC-AUC enables evalua-
tion without choosing the threshold. We do not use the point adjustment
(PA) metrics, as many recent works have demonstrated that PA can lead
to faulty performance evaluations [21, 31, 44-46]. PA uses true labels to
adjust the outputs of models, and it is known that using PA can result in
state-of-the-art performance even with random guess [45, 46].

4.2 Overall comparison and analysis

Table C.1 and Table C.10 in Appendix E.3 show the overall anomaly predic-
tion performance of different models on all datasets. We randomly repeat
each method 3 times and report the average result, where the best F1-
score and AUC-ROC are highlighted in bold and significantly outperform
the underlined second-best ones.

Key observations are followed. First, IGCL consistently outperforms
the state-of-the-art baseline methods on all datasets. It demonstrates that
IGCL is able to learn the normal temporal dependencies and identify the
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Table C.2: Parameter sensitivity

Dataset SWaT MSL

K P R F1 P R F1

4 84.67 61.93 71.54 | 20.01 20.17 20.09
8 84.23 62.48 71.74 | 20.38 21.42 20.89
12 84.52 62.97 72.17 | 20.50 21.51 20.99
16 84.21 63.19 72.20 | 20.43 21.69 21.04
20 84.09 63.25 72.19 | 20.33 21.65 20.97
24 84.98 63.54 72.71 | 21.97 22.81 22.38

Table C.3: Larger look-forward windows

Dataset SWaT
f 4 8 12
Metric F1 AUC F1 AUC F1 AUC
CAE-Ensemble | 71.48  81.71 68.62 74.92 62.70  73.32
D3R 71.29  80.62 68.51 75.94 62.43  T71.76
IGCL 72.71 82.39 | 70.02 77.75 | 64.56 T74.88

abnormal temporal dependencies that change from the normal to the ab-
normal with our generated anomaly precursors, which finally improves the
accuracy of anomaly prediction. Second, we observe that the contrastive-
based, density-based, and clustering-based methods are unsatisfactory on
most datasets. This is because they cannot generate anomaly precursors as
negative samples to learn the abnormal temporal dependencies that change
from normal to abnormal. They only learn with the non-labeled data as
positive samples. Thus, their accuracy is limited as anomaly prediction re-
quires learning both normal patterns and abnormal temporal dependencies.
Third, IGCL achieves the best accuracy compared to the autoregression
and reconstruction-based methods, as they only learn to reconstruct each
normal time series sub-sequence within each time window. They cannot ex-
plicitly learn the abnormal temporal dependencies from normal to anomaly
precursors and thus have limited accuracy. The experiments demonstrate
that learning the temporal dependencies from a pair of successive time se-
ries sub-sequences that change from the normal to the anomaly precursor
is crucial to the anomaly prediction.
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Table C.4: Parameter sensitivity

Dataset, SWaT PSM SWAN
h P R F1  AUC-ROC P R F1  AUC-ROC P R F1  AUC-ROC
8 83.13 62.75 71.52 81.33 41.56 46.83 44.04 65.67 58.13  43.11 49.51 65.99

16 83.59 62.86 71.76 81.72 42,31  46.97 44.52 65.75 59.20 44.94 51.09 68.92
32 84.98 63.54 T72.71 82.39 42.14  46.61 44.26 65.70 59.31  44.07 50.57 66.91
64 87.67 61.36 72.19 82.33 42.59 45.10 43.81 65.18 59.85 44.03 50.73 68.57

Table C.5: Ablation study.

Dataset | PSM | SWAN | SWaT | GECCO
Metric | P R__Fl | P R__Fl | P R __Fl | P R Tl
w/o APPGM 4158 4051 41.04 [ 5582 41.03 47.30 | 8419 60.28 70.26 | 51.88 29.03 37.23

w/o regularization loss | 41.39 43.70 4251 | 57.14 41.81 4829 | 84.45 63.01 72.17 | 52.03 31.90 39.55
w/o memory bank 4142 42.86 42.13 | 56.24 41.50 47.76 | 84.59 61.25 71.05 | 52.27 31.24 39.11
w Transformer 41.07 44.23 42,59 | 57.08 42.63 48.80 | 84.26 62.86 72.00 | 52.20 32.12  39.77
IGCL 42.31 46.97 44.52 | 59.20 44.94 51.09 | 84.98 63.54 72.71 | 52.10 32.77 40.23

4.3 Paremeter sensitivity

We evaluate the impact of K, the size of the memory bank. The experimen-
tal results are shown in Table C.2. If we set a bigger size for the memory
bank to store more representative anomaly precursors, our model will have
better results. When K increases to 24, our results are significantly better
than the baselines, and K = 24 is far smaller than O(2"), where n, i.e.,
the total number of variables, is 51 and 55 for SWaT and MSL datasets,
respectively.

We evaluate the anomaly prediction with larger look-forward windows f
in Table C.3. We can see that IGCL still performs better than state-of-the-
art baselines, even though the farther future anomalies are more difficult
to predict.

The impact of the size of look-back windows h is in Table C.4. We
can see that IGCL is relatively stable to A and time series from different
domains require different look-back windows to better identify the anomaly
precursors.

4.4 Ablation studies

We conduct ablation studies to validate the effectiveness of our key com-
ponents. In particular, we compare IGCL with the following variants:

« w/0 anomaly precursor pattern generation module (APPGM): This vari-
ant directly uses random Gaussian noises as anomaly precursor patterns
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Table C.6: Runtime and total parameters used

Dataset SWaT MSL
Runtime Parameters | Runtime Parameters

Method (s) ®) ®) (K)
PAD 2376 204 248 204
GANomaly 993 1693 81 1695
CAE-Ensemble 787 236 62 236
D3R 1443 380 133 382
w Transformer 1286 471 108 472
IGCL 760 172 61 173

Table C.7: Comparisons between representative methods that can be applied to unsupervised time

series anomaly prediction.

Methods For time series | Unsupervised | Precursor Generation | Precursor Dependencies
[38, 39, 47] X v X X
[15-17] v X X X
[11-14] v X X v
[6, 18, 22, 23, 40, 43, 48-52]
[10, 24, 30, 31, 36, 37, 41, 42] v v X X
Our IGCL 4 v v 4

without the diffusion process.

« w/o regularization loss: This variant does not have regularization loss
to control the diffusion process.

o w/o memory bank: This variant does not use the memory bank, and
thus precursors only appear in each individual variable.

o w Transformer: This variant does not use the overlapping window-based
TCN. It uses naive Transformer [53] to learn representations.

Table C.5 shows the accuracy of different variants. From Table C.5 we
observe that: (1) As our anomaly precursor pattern generation module,
regularization loss, and memory bank all help generate more complicated
and representative anomaly precursors as negative samples, our model can
have more accurate results. (2) Our overlapping window-based TCN can
effectively learn the temporal dependencies from pairs of successive sub-
sequences, and it is also more efficient than naive Transformer as shown in

Table C.6.
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3 Anomaly precursor = Data

s Qutput Score
Future anomaly

0 50 100 150

Fig. C.4: IGCL can output larger scores on the precursors that start to deviate from the normal ahead
of the severer anomalies.

4.5 Runtime and total parameters used

We show the overall runtime and the number of total parameters used
for different state-of-the-art methods in Table C.6. It can be observed
that our IGCL model is better than these baseline methods regarding the
runtime and the number of parameters used, as our memory bank can
help efficiently generate complicated anomaly precursors related to different
variables, and our overlapping window-based TCN can learn the contextual
representations for all possible pairs of successive sub-sequences at once.
Besides, CAE-Ensemble which uses ensemble convolutional networks also
has good performance regarding accuracy and complexity. However, CAE-
Ensemble is still worse than our model, which validates the efficiency and
effectiveness of our model design.

4.6 Case study and visualization

We visualize the anomaly prediction of our IGCL method on the SMAP
dataset, as shown in Figure C.4. By identifying the anomaly precursor that
just begins to deviate from the normal, our model can report a warning at
timestamp 80, ahead of the severe anomalies after timestamp 100.
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5 Related Works

We review the relevant works on time series anomaly prediction, anomaly
detection, contrastive learning, and generative learning. We also compare
our method with related works in Table C.7.

5.1 Time series anomaly prediction

Based on the current time series data, anomaly prediction aims to make
the real-time judgment on whether there are starting anomaly precursors
where data begin to deviate from normal to future anomalies. Anomaly
prediction plays an important role in many scenarios that prioritize the
safety or economic influence of anomalies, However, there are a few stud-
ies [10-17] related to this problem. FEP [17] extracts statistical information
from manually labeled frequency-based features as the starting anomaly
precursors to predict future anomalies. EADS [15, 16] and VFP [13] use
graphs to extract correlations among variables to help classify the start-
ing anomaly precursors related to different variables. MCDA [11] proposes
multi-instance attention, dCNN [12] proposes deep convolutional neural
networks and CHE [14] proposes hierarchical windows, to extract tem-
poral dependency features. They learn temporal dependencies from the
pair of the normal time series sub-sequences and the starting anomaly pre-
cursors which help better identify starting abnormal changes for anomaly
prediction.

However, these existing methods heavily rely on supervised learning
of the temporal dependencies to get accurate anomaly prediction results.
They are limited and fall short in the unsupervised time series anomaly
prediction task for practical applications.

5.2 Time series anomaly detection

There has been a lot of research on time series anomaly detection. Early
works citeanomlyreview utilize classification-based methods to detect anoma-
lies in the historical time series data. Recent methods mainly focus on unsu-
pervised settings based on the one-class classification theory [39]. They can
be further categorized into four categories [3], including density estimation-
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based methods [47], clustering-based methods [4], autoregression and re-
construction based methods [6] methods, and contrastive-based methods [41].

The clustering-based methods, such as K-means [18], Deep-SVDD [39],
and ITAD [49], aim to cluster normal samples within a center. THOC [40]
uses a hierarchical RNN to learn dynamic clustering centers for time series
data. The density estimation-based anomaly detection methods, such as
LOF [47], assume abnormal samples lie in a low-density region. [Forest [38]
uses the tree model and DAGMM [37] uses the encoding probability model
to measure the density or distribution. LSTM [18] proposes forecasting-
based approaches that forecast values and based on the forecasting errors
detect whether the time points are anomalies. Autoencoder [23, 50, 51]
(AE) is a classic architecture used in reconstruction. Omni [6], InterFu-
sion [52] and LSTM-VAE [42] utilize the Variational AE and use recon-
struction probability to detect anomalies. GANomaly [43] introduces a
discriminator to generate normal data and detect anomalies based on re-
construction errors. CAE-Ensemble [22] proposes to ensemble different
AEs for reconstruction. PUAD [24] uses meta-learning-oriented AE to re-
construct typical time series.

Generative Learning. The diffusion-based network is a generative
model that generates data with denoising steps [30]. ImDiffusion [48], Dif-
fAD [30] and D3R [31] utilize diffusion-based networks to generate normal
time series data and detect anomalies based on reconstruction errors. How-
ever, these methods only learn the underlying normal data distribution, but
cannot generate anomaly precursors.

Contrastive Learning. Contrastive learning learns useful representa-
tions by contrasting positive pairs against negative pairs with data augmen-
tation [54]. Recently, contrastive learning has been proposed for anomaly
detection, such as DCdetector [41], where two view representations of a
normal timestamp should be similar, and contrastive errors are used to de-
tect anomalies. ATransformer [36] combines the reconstruction errors and
contrastive errors together to detect anomalies.

PAD [10] proposes to utilize unsupervised anomaly detection meth-
ods and adjust specific thresholds on the anomaly scores to identify the
anomaly precursors for anomaly prediction. However, these methods do
not have negative samples and only reconstruct or contrast positive sam-

156



6. Conclusion

ples. They cannot learn the temporal precursor dependencies from the pair
of normal time series and the anomaly precursor. Their performance is lim-
ited compared to supervised learning with labeled anomaly precursors as
negative samples [11-14].

6 Conclusion

We present an importance-based generative contrastive learning model for
a novel problem of unsupervised time series anomaly prediction. We pro-
pose anomaly precursor pattern generation, with diffusion-based transfor-
mation and variance regularization, to generate diverse anomaly precursors
as labeled negative data. Then, we propose an overlapping window-based
contrastive learning to distinguish anomaly precursors from the normal ef-
ficiently. Last, we propose a memory bank with importance scores to store
representative anomaly precursors to generate complicated precursors effi-
ciently. Experiments on seven benchmark datasets demonstrate the supe-
riority of our method. In future works, it is worth improving IGCL with
pre-training on large-scale time series data.

A Notation

Frequently used notation is summarized in Table C.8.

B Proof

Theorem 1: Under the unsupervised setting, the future time series
anomaly is unpredictable if we cannot identify the anomaly precursor in
the current observation that follows the same distribution as the normal
previous sub-sequences do.

Proof 1: As the current observations follow the same conditional dis-
tribution as the normal sub-sequence follows, we have N' = A. For any
model F we have:

HtJZA [f(X?,h) = ﬁt} _Ht{)/\f [f(XIZ,h) = ﬁt} = 0. (C.13)
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Thus, the predicted probability score for the anomaly precursor in the cur-
rent observation is equal to that for the normal sub-sequences. Therefore,
no unsupervised model can predict the future anomaly if we cannot iden-
tify the anomaly precursors in the current observations when the anomaly
precursor follows the same distribution as the normal sub-sequences do. [J

Theorem 2:  Under the unsupervised setting, the future time series
anomaly is predictable if we can identify its anomaly precursor in the
current observation that follow a distribution different from the normal
sub-sequences.

Proof 2: As the anomaly precursor follows a data distribution differ-
ent from the normal sub-sequences, we have N # A. According to the
Maximum Mean Discrepancy (MMD) theory [25], there exists at least one
mapping function F satisfying:

JE L [FOG)] - B [F(X)] >0 (C.14)
Thus, the expectation of the predicted probability score for the anomaly
precursor is larger than that for the normal sub-sequence. Therefore, there
exists at least one model F that can predict a larger probability score to
identify that there is the starting anomaly precursor and the future time
series is more like an anomaly when the anomaly precursor follows the data
distribution different from the normal sub-sequences. []

Based on the above analysis, we can only predict the future time series
anomalies whose anomaly precursors just begin to deviate from the nearest
previous normal sub-sequences under the unsupervised setting. However,
we do not have labeled anomaly precursor data for the model to learn the
temporal dependencies to estimate the Markov conditional distributions
for A = P(-|H¢_n_1, Hy is anomaly precursor) and N' = P(-|Hy_p_1, Hg is
normal). Thus, the best potential model is that we generate different kinds
of potential anomaly precursors to simulate the beginning of deviation from
normal and then learn the temporal dependency features.
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Table C.8: Notation

Notation ‘ Explanation

Xt

The observed data at timestamp ¢ from the N-variable
time series X

Xittit+f

The sub-sequence of the time series X from time
t+1 to t + f, with sequence length of f

7
Xt—h:t

The data of the i-th variable starting from ¢t — h to ¢

b
X1n

The set of most recent b sub-sequences with length
h + 1 before the current timestamp 7'
X%h ={Xr_pr, Xt py1-nT-b41}

N(p,0?)

The multi-variable Gaussian distribution with
mean vector 4 and covariance matrix o2

7
Rt h:t

The anomaly precursor patterns for the i-th variable

S_

The max steps for diffusion-based transformation

Vi

The feature vector extracted from time series at times-
tamp ¢

+
2

The representations from (X¢—op—1:4—h—1, Xt—h:t) tO
estimate A" = P(:|Hy_p, Hy is normal)

2

The representations from (X;_op—1:4—n—1,X;_;.;) to
estimate A = P(-|H¢_p, H is an anomaly precursor)

K

The max size of the memory bank

C The pollution process

The noise pollution process q(x*|x*~!) is shown as

v = T Bt 4 e, v e (12, 5),

(C.15)

where € ~ N(0,I) are the independent Gaussian pollutions to be added
in different steps, [ is the identity matrix, 0 < (° < 1 are the hyper-
parameters control the amount of pollution added in each step. Thus, we
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have:

xsz\/_iﬁssfl_i_ 555
:\/1_65\/1_53 11'52—}- 65181) \/@ES

= (Y1851 -t /1 - g2’ + (C.16)
(1= g1 f1= g2y e
(\/1—58\/1—58_1"'\/1—53)\/E€2 I
V1= o/t /poe

For any independent Gaussian distributions ¢, ~ N(pp,0}) and e ~
N(2,03), we have the following properties:

ae; +b~ N(apy + b,a’o?), (C.17)

€1+ €9 ~ Ny + g, 07 + 03). (C.18)

We also have:

1= (J1=py1—pt 1)+
(Vi-pey1—pete V1—52)251+ (C.19)
(Vi-py1—pt 1= 3) 5 +

(13937 + 57,

Thus, we have:

* = Vara® + V1 — ase, (C.20)

where € ~ N(0,1) and vas = /1 — 55/T— B L---y/1— L. Then, for
enough S steps and proper 0 < £° < 1, v/a* will be close to 0, and
the output from the noise pollution process, i.e., ¥, will be gradually
corrupted into random Gaussian distribution.
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D. Regularization loss

Table C.9: Details of benchmark datasets.

. #Training #Validation  #Test
Dataset  Domain N (Unlabeled)  (Unlabeled) (Labeled) Anomaly Rate(%)
SMD server machine 38 566,724 141,681 708,420 4.16
PSM application server 25 105,885 26,398 87,841 27.8
MSL NASA space sensor 55 46,653 11,663 73,729 10.72
SMAP NASA space sensor 25 108,146 27,036 427,617 13.13
SWAN space solar weather 38 48,000 12,000 60,000 32.6
SWaT water treatment 51 396,000 99,000 449,919 12.14
GECCO  water quality 9 55,408 13,852 69,261 1.1
UCR various domains 1 1,790,679 447,670 6,143,541 0.6
Credit finance 29 159,491 39,873 85,443 0.172

Table C.10: More experiment results of state-of-the-art methods, presented

in percentages.

Dataset PSM | SMAP | SWAN | SWaT | GECCO | SMD | MSL UCR Credit
Metrics AUCROC P R FI_AUCROC| P R Fl__AUCROC
DCdetector | 5091 | 43.98 | 51.00 | 65.57 | 50.79 | 50.44 | 3034 | 1250 10.90 11.68  48.65 | 37.50 12.96 1926  64.34
PAD 51.02 | 50.13 | 50.85 | 61.35 | 49.71 | 49.66 | 48.28 | 20.92 2035 2422 5167 [3149 1601 21.23  68.76
ATvansformer | 54.91 | 53.70 | 51.95 | 75.63 | 5039 | 59.30 | 50.21 | 3207 2086 2528  51.68 | 17.58 26.85 2125 (8.5
CAE-Ensemble | 63.68 | 58.76 | 65.41 | SLT71 | 52.94 | 67.99 | 51.26 | 3415 2147 26.37 5826 | 1816 4598 2604 8216
D3R 63.93 | 59.61 | 66.13 | 80.62 | 53.00 | 66.83 | 51.83 | 3910 2077 2713 6001 | 17.85 5017 2633 8068
IGCL 65.75 | 61.92 | 68.92 | 82.39 | 54.02 | 69.97 | 55.89 | 36.43 31.04 33.52 _ 69.82 | 17.62 59.07 27.15 _ 84.00

D Regularization loss

KL (N(u, a?)

1
:/\/27r<726
B 1
_/\/We
1 1
_Q/We

1
—2< —logo? + o*(

1— —

1))

N D)

@=n?/20% (100

o2

ef(xflu')z/zo'z/\ / 27"'0'2

E Experimental details

e g L exp

Vao?

1
(z—p)?/20° [ —log o? + (z — H)2(1 . 0-2):| dx

1
2(—10ga2+02—1).

e—@—n?/2/\or

dz

{;(3: —p)*(1 — 012)} dr (C.21)
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E.1 Datasets

SMD [6] (Server Machine Dataset) is collected from a large computing
cluster, where different server machines stack accessed traces of resource
utilization with 38 dimensions.

PSM [5] (Pooled Server Metrics) is a 25-dimension dataset collected by
eBay that shows the performance of multiple application servers.

MSL [35] (Mars Science Laboratory Rover) is from the spacecraft mon-
itoring systems and collected by NASA. It shows the health check-up
data of the sensors from the Mars rover.

SMAP [35] (Soil Moisture Active Passive) is a 25-dimension dataset col-
lected by NASA, which contains soil samples and telemetry information.

SWAN [7] is extracted from solar photospheric vector magnetograms in
the Spaceweather, which is the benchmark dataset used in NeurIPS Com-
petition Track.

SWaT [36] (Secure Water Treatment) is collected from sensors of the crit-
ical infrastructure systems under continuous operations for secure water
treatment.

GECCO [7] is a 9-dimension dataset collected from the cyber-physical
systems showing the drinking water quality.

UCR [34] is a 1-dimension dataset containing 250 sub-datasets from var-
ious domains.

Credit [21] is from the finance scenario where the anomaly rate is only
0.172%.

These datasets are representative open benchmarks for multi-variable

and uni-variable time series anomaly tasks, and thus we evaluate the unsu-
pervised time series anomaly prediction problem on these datasets. More
statistical information and details can be seen in Table C.9, where N is
the number of variables observed at each timestamp. We follow the same
training-validation-test splits as in the original papers [5-7, 22, 35, 36|
shown in each column.
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E. Experimental details

Table C.11: Anomaly prediction for irregular time series

Dataset SWaT
Dropping ratio 0% 30% 50%
Metric P R F1 AUC P R F1 AUC P R F1 AUC
PAD 74.83 59.09 66.04 61.35 | 74.17 57.80 64.97 60.71 | 69.29 50.94 58.71 56.09
IGCL+ 84.98 63.54 72.71 82.39 | 84.02 59.97 69.98 78.63 | 70.81 53.77 61.13 60.17

E.2 Settings

We employ the official open-source implementations of baseline methods
and have carefully tuned their hyper-parameters based on the recommen-
dations from the original papers. The target label from the look-forward
window is modified for the anomaly prediction task following PAD [10].
The anomaly score from the current look-back window is used for iden-
tifying the anomaly precursors to predict future anomalies also following
PAD [10]. Our codes are at https://github.com/zhkai/IGCL. The exper-
iments are conducted on an Ubuntu 18.04.5 LTS system server, with In-
tel(R) Xeon(R) Gold 5215 CPU @ 2.50GHz and NVIDIA Quadro RTX
8000 GPU. All the deep learning-based models are executed with Pytorch
1.2.0. The size of the default look-forward window size f is 4, and we also
evaluate with larger look-forward windows of {4, 8, 12}. We use Adam op-
timizer with the default parameter and the learning rate is default 0.0001.
The batch size is tuned from {32, 64}. The look-back window size h and
the number of sub-sequences b are tuned from {8, 16, 32, 64}. The memory
bank size K is tuned from {16, 20, 24} and we evaluate with more sizes in
the parameter study. The number of positive samples P is tuned from {12,
16, 20}. The A which controls the strength of regularization is tuned from
{0.5, 1}. We use three parallel kernel sizes {2, 3, 5} for our overlapping
TCN. Following the existing work [21], we use the same strategy to choose
the threshold for all methods.

E.3 More experiment results

Table C.10 shows more experiment results of most state-of-the-art methods
on all datasets using more metrics.
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E.4 Irregular time series

PAD uses interpolation and neural controlled differential equations (NCDE)
to support irregular time series. The interpolation method can be applied
before any models. Our TCN backbone can also be replaced with NCDE.
We show the experimental results on the irregular series by dropping ran-
dom points following PAD. We only add the interpolation method before
our model, which is denoted as IGCL+. We can see that our method can
be extended to irregular series easily and still perform well.
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