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Breaking the Scalability Barrier of Content Addressable
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JO VLIEGEN, ES&S-COSIC, ESAT, KU Leuven, Belgium
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Content Addressable Memories (CAMs) offer high-speed, deterministic lookups but face significant scalability
challenges with large input keys (>100 bits), leading to excessive power, silicon area, and memory costs.
This paper introduces Probabilistic Content Addressable Memory (P-CAM), a novel architecture designed
to overcome these limitations by trading strict determinism for memory efficiency and scalability. P-CAM
compresses high-dimensional inputs into fixed-size fingerprints using hashing, making memory requirements
independent of key length. P-CAM preserves the constant-time lookup advantage of CAMs, while supporting
applications with large keys, such as networking, bioinformatics, and machine learning, where conventional
CAMs are impractical. FPGA implementation on Xilinx UltraScale+ devices shows that P-CAM maintains
constant query latency and delivers 15× improvement in resource efficiency when handling 384-bit keys,
compared to state-of-the-art deterministic CAMs designed for narrower inputs. Although P-CAM’s probabilistic
nature introduces a small, controllable false-positive rate, it can be configured for fully deterministic operation
under specific constraints. To the best of our knowledge, P-CAM is the first CAM architecture to employ
a fingerprint-based probabilistic data structure as the primary storage mechanism for associative lookup,
distinguishing it from prior probabilistic approaches that are limited to set membership checks, offering a
robust and scalable alternative for modern data-intensive systems.
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2 Arish Sateesan, Jo Vliegen, and Nele Mentens

1 Introduction
Content Addressable Memory (CAM) is a specialized associative memory used for high-speed
membership queries and memory lookups, particularly used in hardware. Unlike conventional
Random Access Memory (RAM), which retrieves data using specific memory addresses, CAM
identifies the address of a stored data word based on the content itself. CAM searches its entire
memory array in parallel to find the data word and return the stored address, achieving constant
lookup time complexity, 𝑂 (1) [38]. This parallel search capability makes CAM invaluable in
networking applications demanding deterministic, low-latency response times, including packet
classification, IP routing, firewall filtering, access control lists (ACLs), and Quality-of-Service (QoS)
enforcement in networking [27, 28, 38, 54]. Beyond networking, CAMs are also employed in
database indexing, cache management, pattern recognition, and high-throughput applications in
computational biology, such as DNA/RNA sequence alignment [22, 25].
Historically, CAMs emerged in the context of networking equipment, particularly routers and

switches, where line-rate packet processing requires rapid matching of headers against routing or
access control tables. Their single-cycle performance, deterministic behavior, and suitability for
hardware implementation make them an attractive option for real-time systems. However, these
benefits are offset by several challenges. CAMs are known for high dynamic and static power
consumption, substantial silicon area requirements, hardware complexity, large memory footprint,
and limited scalability [38]. These challenges are particularly severe in high-speed networking
environments such as Terabit Ethernet and large-scale deployments like data center switches. They
become even more critical on power- and resource-constrained platforms like field-programmable
gate arrays (FPGAs), which are increasingly favored for hardware acceleration and in-network
computing [40, 56].
CAM architectures are broadly classified into two types based on their matching capabilities.

The fundamental variant is the Binary CAM (BCAM), which stores data using only 0s and 1s
and performs exact matching. To support more complex search patterns, Ternary CAM (TCAM)
extends the traditional BCAM architecture by introducing don’t care states for partial matches,
enabling support for prefix matching and wildcard-based searches. Figure 1 presents a comparison
of the operational behavior of RAM, BCAM, and TCAM. The ternary feature of TCAM is vital for
applications such as subnet matching in IP routing, packet classification, and ACL evaluations.
However, TCAM aggravates the shortcomings of BCAMs as the introduction of ternary logic
triples the storage complexity, increases power consumption, and further limits scalability due to
additional circuitry for matching and mask storage [9]. As BCAM and TCAM store full entries in
fixed-length bit vectors, their scalability deteriorates as key widths and dataset sizes increase [43].
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Fig. 1. Operational differences in RAM, BCAM, and TCAM [42]. RAM returns the data stored at the input
address. BCAM returns the address where the input data exactly matches the stored data. TCAM stores
(data, mask) pairs and returns all addresses where the input data matches the stored data, considering the
mask (wildcard matching).
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Breaking the Scalability Barrier of CAMs: A Probabilistic Alternative 3

This leads to increased latency due to longer routing delays, lower operating frequencies, and
greater difficulty achieving timing closure on modern high-speed hardware platforms [21].

Application Domains and Emerging Requirements
In addition to traditional networking roles, CAMs are being reconsidered in emerging domains. In
network security, for instance, CAMs are used in identifying large flows [3], detecting intrusion
patterns [19, 29], or performing deep packet inspection [58]. These applications often requires
matching on a 5-tuple of fields totalling 104 bits for IPv4 or even larger for IPv6 [53]. In bioin-
formatics, large-scale sequence alignment tasks frequently require searching for gene patterns
in DNA/RNA sequences. A 64-base DNA string encoded with 2 bits per base requires 128 bits,
while a 64-residue amino acid sequence, using 5-bit encoding, would need 320 bits [10]. These
requirements far exceed the typical input sizes for which CAMs are optimized. Larger patterns
further increase complexity, as they require segmentation and multiple CAM operations to match
the full pattern. Furthermore, applications in machine learning hardware, graph analytics, and edge
AI are increasingly exploring associative memory primitives for fast nearest-neighbor search, input
pattern matching, and feature vector comparisons, extending the relevance of CAM-like structures
to data-intensive, pattern-based computation [24].

These application domains can broadly be categorized based on their tolerance to errors:
Deterministic Use-Cases: Tasks such as IP routing, firewall filtering, and ACLs demand strict correct-
ness guarantees, where both false positives and false negatives are unacceptable. Traditional BCAM
and TCAM architectures are well-suited for such use-cases due to their deterministic behavior.
Probabilistic and Statistical Use-Cases: Other domains, such as large-scale network traffic monitoring,
approximate set membership, bioinformatics sequence matching, and machine learning pattern
matching, can often tolerate bounded errors in favor of substantial gains in scalability and resource
efficiency.

While effective for deterministic workloads, BCAM and TCAM architectures remain constrained
by their rigidity and face scalability and implementation challenges as input widths grow. They
are ill-suited for modern use cases that demand low-power, dynamic key-value associations, or
the ability to map multiple keys to the same label/class, a necessity in tasks such as classification,
anomaly detection, and flow aggregation.

Contributions
To address the limitations of traditional CAMs, this work introduces a Probabilistic CAM (P-CAM)
architecture that offers a scalable, resource-efficient architecture, optimized for error-tolerant
applications. Here, ’traditional CAM’ refers to conventional BCAM designs; however, the same
scalability challenges exist for TCAMs as well, due to their even higher memory cost. P-CAM also
provide mechanisms to support deterministic use-cases under specific operational constraints or
static workloads, thus extending its applicability beyond purely probabilistic domains.

The key contributions of this work are as follows:

• The proposal of P-CAM, a novel CAM architecture based on probabilistic associative memory
that stores only compact fingerprints instead of full keys, overcoming the key-width scalability
limitations of CAMs by trading strict determinism. This allows massive memory savings while
preserving constant-time lookup performance with support for modern, dynamic workloads,
through simultaneous update/query operations and multi-key-to-class associations.
• A constant-footprint design, achieved through hashing-based fingerprinting, that decouples
the memory requirement from the input key width, enabling scalable and efficient hardware-
accelerated search for applications with very large input keys where CAMs are infeasible.
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4 Arish Sateesan, Jo Vliegen, and Nele Mentens

• A flexible architecture that provides a controllable trade-off between accuracy and resource
usage, with tunable parameters for application-specific tolerance. It can also be configured
for deterministic operation under constrained settings, extending its applicability to mission-
critical tasks.
• A comprehensive FPGA-based implementation and evaluation of P-CAM, demonstrating its
practical viability, constant-time latency, and resource efficiency compared to state-of-the-art
CAM designs, particularly for wide inputs.

2 Background and Motivation
2.1 CAM Architectures and Limitations
CAMs, owing to their single-cycle latency and inherent hardware compatibility, have been the
focus of optimization efforts for decades. While most existing research focuses on transistor-
level improvements and energy-efficient circuit designs, these approaches overlook fundamental
challenges such as scalability and adaptability to new use cases [8, 18, 25, 30, 38, 41, 44]. Software
alternatives like trie-based methods and hash tables for networking tasks such as prefix matching
and IP lookups offer memory-efficient solutions, but are constrained by sequential memory access
times and are unsuitable for high-speed applications [46]. Hybrid approaches, such as combining
trie-basedmethodswith hash-basedmembership queries [4, 31], reduce off-chipmemory accesses by
restricting these accesses to cases where the hash-based query yields a positive result. Despite this,
the dependence on off-chip memory introduces high latency, thereby limiting their applicability
in latency-sensitive operations on resource-constrained devices. Hierarchical CAMs [37] and
partitioned architectures attempt to localise searches to smaller blocks, reducing latency for partial
lookups, but scalability remains a bottleneck as datasets grow.

Several memory-optimised CAM architectures on FPGAs, such as DSCAM+ [55], HLSCAM [1]
and SplitBucket [47] effectively reduce memory usage by trading off Look-Up Tables (LUTs) on
FPGA. While SplitBucket and HLSCAM eliminate the use of memory entirely, DSCAM+ employs
a mixed approach to balance LUT and memory usage, proving effective for low-bitwidth inputs.
SplitBucket and DSCAM+ target prefix matching for IPv4 routing tables where the prefix size
is limited to 32 bits. However, its performance tends to degrade with larger inputs due to its
architectural complexity, making such architectures impractical for hardware implementation
for larger input sizes. HLSCAM targets an input width of 150 bits, but with poor logic resource
efficiency. These architectures may not scale well to accommodate very large input widths typical
in IPv6 headers, 5-tuple flow records, or encoded biological sequences. A detailed discussion on
these architectures with regard to resource efficiency is provided in Section 4.3.5.

2.2 Probabilistic Approaches
Probabilistic data structures, such as Bloom filters [5], Cuckoo filters [15], and hash tables [26, 36, 49],
have been explored as potential CAM alternatives, particularly for handling larger inputs. Although
these structures offer scalability and memory efficiency in terms of input bit widths and table size,
they exhibit significant limitations as they trade off accuracy and determinism. While Bloom and
Cuckoo filters offer compact storage and fast membership testing, they cannot retrieve the associated
data or memory address, limiting their utility in key-value store or table lookup scenarios. Hash
tables, including Cuckoo [36] and Peacock variants [26], function as key-value stores but demand
higher memory footprints to achieve acceptable accuracy due to significant hash collisions [49].
Additionally, their non-deterministic memory access latency, especially under high load, makes
them unsuitable for high-speed applications [51].
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Breaking the Scalability Barrier of CAMs: A Probabilistic Alternative 5

While probabilistic methods offer a path to scalability, it is crucial to distinguish between different
architectural goals. One category, approximate associative memories, is tailored for similarity search.
Approaches like Hamming-distance-based CAMs [17] and those using Locality-Sensitive Hashing
(LSH) [33] are engineered to identify items that are similar but not necessarily identical to a query.
By intentionally maximizing hash collisions for similar inputs, they excel in pattern recognition
and approximate nearest-neighbor tasks. However, this inherent design for imprecision makes
them unsuitable for mission-critical applications such as IP routing, which demand exact-match
fidelity. These data structures neither replicate the essential CAM functionality nor achieve a
high accuracy-memory trade-off. Consequently, there remains a critical need for innovative CAM
architectures that reconcile scalability, low-latency operation, and hardware compatibility for
contemporary applications.
There have been prior works on probabilistic data structures that have been used to augment

CAMs. However, these works primarily focus on probabilistic membership check while the CAM
architecture remains conventional. Ooka et al. [35] augment a conventional CAM-based name
lookup engine with Bloom filters in a content-centric router. However, the probabilistic behavior
is confined to the membership pre-check using Bloom filter, and it uses conventional CAM for
the matching operation. Similarly, Pontarelli & Ottavi [39] use Bloom filters in conjunction with a
conventional TCAM for error detection/correction, and the TCAM’s normal lookup remains exact.
pbCAM [52] uses multiple conventional CAM banks with hashed indexing and a Bloom filter to
test for an entry’s presence. While this probabilistically-banked design enables energy savings, the
actual CAM lookup still uses exact matching once the correct bank is chosen. Byun et al. [6] go
further by replacing CAMs entirely with a vectored Bloom filter for IP lookup. But it performs
only membership query similar to Bloom filter, resembling a compressed lookup table, and does
not provide the associative memory functionality that retrieves the address or value associated
with a matched key. Memristor-based approximate CAM proposals [19, 45] focus on using analog
approximation for BCAM or TCAM-like functionality, but the behavior remains fundamentally
deterministic, with any observed inaccuracies arising from analog variability rather than deliberate
probabilistic design based on hashing.
In summary, none of these works implements a content-addressable memory or associative

memory array that is entirely probabilistic by architecture. They either incorporate probabilistic al-
gorithms around an otherwise conventional CAM or treat probabilistic effects as errors to minimize,
rather than enabling them as a feature. P-CAM, in contrast, uniquely proposes to make the CAM’s
match operation itself inherently probabilistic via its architecture and manages this uncertainty
as part of normal operation to gain efficiency. This means P-CAM’s behavior and contributions
differ fundamentally from prior work as it includes deliberate probability in matching and storage,
whereas the others either deliver strictly deterministic matches or introduce probability only in
supporting mechanisms, not in the core CAM architecture.

2.3 The P-CAM Approach: A Probabilistic Alternative
In light of these limitations of CAMs, there is a growing need for scalable, low-power, and recon-
figurable associative memory architectures. To overcome these scalability and efficiency limits of
CAMs, this work explores a fundamental trade-off of sacrificing the guaranteed determinism of
traditional CAMs for a probabilistic approach that enables massive scalability while maintaining
constant-time lookups. We propose the Probabilistic Content Addressable Memory (P-CAM), based
on the SPArch [50] architecture, that achieves significant memory efficiency and scalability, making
it suitable for large-scale applications.

Unlike prior probabilistic structures that support only set membership checks, P-CAM introduces
a distinct architectural approach that uses a fingerprint-based probabilistic data structure as its
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6 Arish Sateesan, Jo Vliegen, and Nele Mentens

primary storage and matching mechanism for associative lookup. To the best of our knowledge,
this makes P-CAM the first CAM architecture to fully integrate such a design. P-CAM leverages
hashing-based techniques to encode high-dimensional input data into compressed, fixed-size
fingerprints. Unlike traditional CAMs that store the full-width key, P-CAM’s memory footprint
remains independent of the input key width, which significantly reduces power, chip area, and
computational complexity. By tolerating a small, controlled rate of false positives and leveraging the
inherent parallelism of hardware-friendly hashing, P-CAM achieves a balanced trade-off between
speed, scalability, and flexibility, while preserving constant-time (𝑂 (1)) lookup performance. These
properties make P-CAM especially suitable for applications with extremely large keys (hundreds
of bits) in domains such as networking, bioinformatics, and machine learning, where conventional
CAMs are limited by area and power constraints.
Because P-CAM uses a flexible hashing scheme to map keys to memory locations via a sketch

array, rather than assigning a rigid, dedicated slot for each entry, it inherently supports multi-key-to-
class associations and dynamic updates, making it ideal for modern, evolving workloads that require
flexibility beyond simple exact-match searches. A sketch is a 2-dimensional array of memory that
compactly store input data using multiple independent hash functions, enabling approximate query
operations such as membership tests, frequency estimation, or similarity detection with bounded
error [11]. Sketches trade exactness for space and time efficiency, and are particularly suited for
high-speed data stream processing. As a sketch-based architecture, P-CAM is inherently suited for
streaming data applications, where inputs must be processed and summarized in real time. Hence,
the hardware implementation of P-CAM supports simultaneous update and query operations,
enhancing its capability for real-time network flow monitoring [13] and similar data-intensive
applications.
A high-level comparison of conventional BCAM, TCAM, and P-CAM is provided in Table 1.

It is also important to note that a probabilistic CAM is distinct from an approximate-matching
CAM. The latter are architectures designed to find matches within a specified distance metric,
such as the Hamming distance. In contrast, probabilistic CAMs are algorithmic data structures
that emulate CAM behavior with inherent and controllable error probability (false positives). The
error probability of P-CAM and its implications for accuracy-critical applications are analyzed in
Sections 3.3 and 3.4, including mechanisms to mitigate false positives and preserve correctness.

3 Architecture of P-CAM
The design of P-CAM adapts the core sketching mechanism from SPArch [50], an architecture
originally designed for network flow measurement. By strategically omitting SPArch’s counter
array and modifying its sketching component, P-CAM is transformed into a novel, lightweight

Table 1. Comparison of BCAM, TCAM, and Probabilistic CAM

Feature BCAM TCAM Probabilistic CAM
Match Type Exact match Exact + Wildcard Exact match with error probability
Lookup Latency (cycles) Very Low (1 cycle) Very Low (1 cycle) Low (constant, few cycles)
Lookup Latency (𝜇𝑠) ∝ CAM size ∝ CAM size Constant (independent of CAM size)
Scalability Low Very Low High
Deterministic Result Yes Yes No (allows false positives)
Lookup Time Complexity 𝑂 (1) 𝑂 (1) 𝑂 (1)
Search Circuit Complexity 𝑂 (𝑛) 𝑂 (𝑛) 𝑂 (1)
Memory Efficiency Moderate Low High
Hardware Complexity / Area High Very High Low
Power Consumption High Very High Very Low
Primary Use Case Databases, caching IP routing, ACL network traffic monitoring,

deep packet inspection Large-scale similarity search,
firewall filtering machine learning, bioinformatics

𝑛 - total number of entries stored in the CAM
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Breaking the Scalability Barrier of CAMs: A Probabilistic Alternative 7

architecture that functions as a general-purpose associative memory, a distinct application from its
conceptual predecessor.
Figure 2 shows the architecture of P-CAM. The sketch component is implemented as a two-

dimensional memory array of dimensions𝑚 × 𝑑 , where 𝑑 represents the number of rows and𝑚
the number of cells per row. Given an element 𝑥 , it is mapped to a cell in each row 𝑖 in the sketch
using 𝑑 independent hash functions, ℎ𝑖 (𝑥), for 𝑖 = 1, . . . , 𝑑 . For each 𝑥 ∈ X, the value ℎ𝑖 (𝑥) is some
integer 𝑗 with 0 ≤ 𝑗 ≤ 𝑚 − 1, where X is the universe of all elements (or keys). A core component
of P-CAM is the hash function. Since the memory requirement of P-CAM is fixed irrespective of
the input size of entries, it is the hash function that takes care of the variability of input sizes. A
hash function that can accommodate the largest possible input width is sufficient, as the smaller
entries can be padded with zeroes to match the input block size of the hash function. The hash
function used in P-CAM is detailed in Section 4.1.

Each cell in the sketch, termed as fingerprint-address cell (FAC), stores a tuple (𝑓 , 𝐴) consisting
of a fingerprint (𝑓 ) of the element and the corresponding address (𝐴). In our design, the sketch
refers to the arrays of FACs that collectively implement the probabilistic matching and compressed
storage logic of P-CAM. The fingerprint is computed using a fingerprint function, f(𝑥), which
maps a key to a short fixed-size binary representation using a hash function. The address is
generated using a simple counter module, AdGen, which increments with each new insertion and
is computed as 𝐴𝑥𝑛𝑒𝑤 = 𝐴𝑥𝑝𝑟𝑒𝑣 + 1, where 𝐴𝑥𝑝𝑟𝑒𝑣 is the last assigned address. Since the address is
incremented only on new insertions, it serves as a logical timestamp that tracks the relative age
of each entry. To provide the functionality of a key-value store, a dedicated memory block, 𝑉 , is
allocated for storing values. The depth of the memory block is the number of elements 𝑛 to be
stored in the P-CAM, which is also the maximum value of the 𝐴𝑑𝐺𝑒𝑛. Once the maximum value is
reached, a memory full flag is raised, denying any further insertions. As the counter does not wrap
around, it avoids the risk of misclassifying recent entries as older ones due to address reuse. The
values are mapped to the memory using the addresses corresponding to the elements in the FACs:
𝑉 [𝐴𝑥 ] → value of element 𝑥 . The total memory requirement of a single memory array would be
𝑚 × (𝑘 + 𝑎) bits, where 𝑘 and 𝑎 are the sizes of 𝑓 and 𝐴, respectively, in bits, and 𝑎 = log2 (𝑛). A
comprehensive list of the notational conventions used in the P-CAM architecture is provided in
Table 2.

The operations of P-CAM - update, query, and delete - are described in the following sections.
The pseudocode for the update, query, and delete operations in P-CAM is provided in Algorithm 1.

FAC
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Fig. 2. Architecture of the proposed Probabilistic Content Addressable Memory (P-CAM), showing the sketch
arrays composed of fingerprint-address cells (FACs), hash function, the address generator, and the value store
memory.
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8 Arish Sateesan, Jo Vliegen, and Nele Mentens

Table 2. Notational conventions used in the p-CAM architecture and analysis.

𝑥 Input key
𝑏 Input bit width
𝑑 Depth of the sketch/number of sketch memory arrays
𝑚 Width of the sketch
𝑛 Number of distinct entries in P-CAM
𝐴 Address of the value store memory location
𝑎 Address size in bits (log2 𝑁𝑐 )
𝐹𝐴𝐶 Fingerprint-Address Cell
𝑓 Fingerprint
𝑘 Size of the fingerprint in bits
ℎ𝑖 Hash function to index the 𝑖𝑡ℎ row of the sketch
f(𝑥) fingerprint function
𝑉 Value store memory
𝑃𝑓𝑝 Probability of false positives
𝛼 Load factor ( 𝑛

𝑚
)

𝑐 Confidence value
𝑇 Table size (=𝑚)
𝑤 Weighting factor for LUTRAMs
𝐸 Normalized efficiency metric

3.1 Core P-CAM Operations
Update: To update the P-CAM with a new element 𝑥 , we first compute its fingerprint (𝑓𝑥 = f(𝑥))
and identify the set of 𝑑 hash-indexed FACs, 𝐹𝐴𝐶 [𝑖, ℎ𝑖 (𝑥)], for 𝑖 = 1, . . . , 𝑑 . If one or more of
the hash-indexed FACs are empty, they are directly updated with the new fingerprint and the
address (𝐴𝑥 ) from AdGen (Algorithm 1, lines 5-9). The content of the FAC becomes (𝑓𝑥 , 𝐴𝑥 ). If
none of the indexed FACs are empty and no matching fingerprints are found, two scenarios are
considered:
(i) Identical pairs: If multiple FACs contain identical fingerprint-address pairs, one of the identical
FACs, either selected randomly or the first match in the array, is updated with the new fingerprint
and address (Algorithm 1, lines 11-14).
(ii) Distinct pairs: If all fingerprint-address pairs are distinct, the FAC with the smallest address,
which corresponds to the oldest entry (as the address acts as a logical timestamp tracking insertion
order), is replaced with the new entry (Algorithm 1, lines 15-18). Although the probability of
occurrence of this scenario is rare when the memory size is appropriately allocated, if overwriting
the FAC is not desirable, insertion can be denied by raising a memory full flag to eliminate the
possibilities of false negatives. The original SPArch algorithm permits insertion by replacing the
oldest entry, as it is more beneficial for applications such as heavy-hitter detection, where older or
outdated network flows are less relevant. Further discussion on the occurrence of false negatives
and their elimination is presented in Section 3.5.

After every new update, the AdGen value is incremented. If at least one FAC contains a matching
fingerprint, the item is considered already present, and no further action is taken (Algorithm 1,
lines 20–21).
Query: Figure 3 shows the operational diagram of the P-CAM query operation. To query for an
element 𝑥 , its fingerprint (𝑓𝑥 = f(𝑥)) is computed, and the set of hash-indexed cells (𝐹𝐴𝐶 [𝑖, ℎ𝑖 (𝑥)],
for 𝑖 = 1, . . . , 𝑑) is retrieved. If at least one of the hash-indexed locations (FACs) is empty or if all
locations are full but contain no matching fingerprints ( ∀(𝑓𝑡 , 𝐴𝑡 ) ∈ 𝐹𝐴𝐶 [𝑖, ℎ𝑖 (𝑥)], 𝑓𝑡 ≠ 𝑓𝑥 ), the
element is considered absent (Algorithm 1, lines 24-25).

If all FACs are occupied and there is at least one matching fingerprint, the element is considered
present if all corresponding fingerprint-address pairs are identical ({(𝑓𝑡 , 𝐴𝑡 ) ∈ 𝐹𝐴𝐶 [𝑖, ℎ𝑖 (𝑥)] | 𝑓𝑡 =
𝑓𝑥 }); in this case, the associated address is returned (Algorithm 1, lines 26-28). In cases where
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Algorithm 1: Update, query, and deletion in P-CAM
1 Function updateCAM(element, sketch, counters, AdGen):
2 fingerprint← element.fingerprint;
3 address← AdGen.address;
4 for hash-indexed FACs in each row in sketch do
5 if all or some FACs are empty then
6 for empty FACs in rows do
7 FAC.fingerprint← fingerprint;
8 FAC.address← address;

9 AdGen.address← AdGen.address + 1;

10 else if None of the FACs are empty & no matching fingerprint then
11 if More than one FACs have identical FA pair then
12 FAC_r← random(identical FACs);
13 FAC_r.fingerprint← fingerprint;
14 FAC_r.address← address;

15 else if None of the FACs are identical then
16 FAC_m← FAC(min(address));
17 FAC_m.fingerprint← fingerprint;
18 FAC_m.address← address;

19 AdGen.address← AdGen.address + 1;

20 else if None of the FACs are empty & there is matching fingerprint then
21 pass; // No action required

22 Function queryCAM(element, sketch, counters, AdGen):
23 for hash-indexed FACs in each row in sketch do
24 if One or more FACs are empty OR no matching fingerprints then
25 match← ’0’;

26 else if one or more matching fingerprints are present then
27 if all fingerprint-address pair is identical then
28 address← FAC.address[fingerprint match];

29 if one or more matching fingerprint has different address pair then
30 if there is a majority in fingerprint-address pairs then
31 address← FAC.address(majority);

32 else
33 address← FAC.address(highest address);

34 match← ’1’; output.address← address;

35 Function removeCAM(element, sketch, counters, AdGen):
36 Perform queryCAM to identify the matching FACs;
37 for all matching FACs do
38 FAC.fingerprint← ’None’;
39 FAC.address← ’None’;

all FACs are full and multiple matching fingerprints are found, but at least one of the associated
addresses differs (i.e., (𝑓𝑥 , 𝐴𝑡 ) with non-unique addresses 𝐴𝑡 ), two scenarios are considered:
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Fig. 3. Operational diagram illustrating the P-CAM query process. The fingerprint (FP) derived from the
input data is compared with hash-indexed FACs, and the address (A) associated with the matching fingerprint
is returned.

(i) Among all the non-identical fingerprint-address pairs, if an address 𝐴∗ occurs as a majority, it is
selected as the output (Algorithm 1, lines 30–31).
(ii) When no majority exists, the pair with the highest address (max{𝐴𝑡 | (𝑓𝑡 , 𝐴𝑡 ) ∈ 𝐹𝐴𝐶

[
𝑖, ℎ𝑖 (𝑥)

]
∧

𝑓𝑡 = 𝑓𝑥 }) is chosen as the output (Algorithm 1, lines 32-33). This is because there is a higher
probability that the older entries are replicated across multiple FACs than the newest entries. Since
the address also serves as a logical timestamp, the highest address corresponds to the most recent
entry.
Delete: To delete an item 𝑥 , a query is first executed as outlined in the query operation to locate the
matching FACs. The contents of these identified FACs are then cleared (Algorithm 1, lines 35–39).

3.2 Functionality as a Key-Value Store
To function as a key-value store, an additional memory block 𝑉 to store the values is added, as
shown in Figure 2. The addresses stored in the FACs serve as indices to the storage memory.
While adding a new element, the updateCAM procedure from the Algorithm 1 is followed, and the
corresponding memory location is updated using the generated address. If the element already
exists, the matching address is retrieved and the associated value is updated at the memory location
corresponding to that address. During a query, the value stored in 𝑉 corresponding to the address
of the element is retrieved.
Figure 4 further shows how P-CAM differs from conventional CAM in this context. Unlike

traditional CAMs, which map each key to a fixed address location, P-CAM enables flexible key-to-
value associations, allowing multiple distinct keys to be mapped to a specific address or class. This
multi-key-to-class capability is particularly beneficial in classification tasks, where semantically
equivalent keys can share a common output and memory location, thereby reducing storage
overhead.
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Fig. 4. Comparison of (a) conventional CAM and (b) P-CAM architecures, illustrating how P-CAM supports
classification of multiple keys into the same value class. In this example, both keys 𝑥1 and 𝑥2 are associated
with the same class value (VAL=1).

ACM Trans. Reconfig. Technol. Syst., Vol. 1, No. 1, Article . Publication date: March 2026.



Breaking the Scalability Barrier of CAMs: A Probabilistic Alternative 11

3.3 False Positive Probability Analysis
The Probability of false positives (𝑃fp) of P-CAM is determined by three factors: hash colli-
sions (where two distinct elements must hash to the same location), fingerprint collisions (where
two different elements produce the same fingerprint), and the address mismatches in the FAC. A
hash collision occurs when two or more distinct elements are mapped to the same index within the
same row by the hash function. If a fingerprint collision occurs, the associated addresses must also
match for a false positive to occur. Address mismatches can only occur after a fingerprint collision
during the update. If two elements share the same fingerprint but have different addresses (this
situation arises during the first occurrence of an element when at least one of the hash-indexed
FACs already contains the same fingerprint, but at least one of the FACs are empty, indicating that
the incoming element is new), this difference helps distinguish them during both update and query
operations. This differentiation adds an additional layer of verification, significantly lowering the
likelihood of false positives, ensuring that fingerprint collisions alone are insufficient to cause a
false positive.
Probability of hash collisions in the sketch: Let 𝑑 represent the number of rows in the sketch,𝑚 the
number of FACs in each row, and 𝑛 the total number of entries in the sketch. Each of the 𝑛 elements
is hashed into all 𝑑 rows using 𝑑 independent hash functions. Applying the Birthday problem [57]
and assuming uniform hashing, the probability that no hash collision occurs in a single row is:

𝑃no hash collision (row) =

𝑛−1∏
𝑖=0

(
1 − 𝑖

𝑚

)
For large𝑚 and relative to 𝑛, this simplifies using an exponential approximation:

𝑃no hash collision (row) ≈ 𝑒−
𝑛 (𝑛−1)

2𝑚 , for 𝑛 ≪𝑚

This approximation is valid under the assumption that the number of inserted elements is much
smaller than the total number of available rows, ensuring the expression remains within [0,1].

The probability of at least one hash collision in a row is:

𝑃hash collision (row) = 1 − 𝑒−
𝑛 (𝑛−1)

2𝑚 (1)

Probability of Fingerprint Collision: Let the fingerprint size be 𝑘 bits. The probability of no fingerprint
collision after inserting 𝑛 elements is:

𝑃no fingerprint collision =

𝑛−1∏
𝑖=0

(
1 − 𝑖

2𝑘

)
Using the birthday problem approximation for large values of 2𝑘 :

𝑃no fingerprint collision ≈ 𝑒−
𝑛 (𝑛−1)
2𝑘+1

The probability of at least one fingerprint collision is:

𝑃fingerprint collision = 1 − 𝑒−
𝑛 (𝑛−1)
2𝑘+1 (2)

Combined Collision Probability: In a single row, the combined probability of hash and fingerprint
collisions is:

𝑃combined collision (row) = 𝑃hash collision (row) · 𝑃fingerprint collision
Address Mismatch Probability in the FACs: Let the size of addresses be 𝑎 bits. The probability of an
address mismatch is:

𝑃address mismatch (row) =
1
2𝑎

(3)
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Probability of false positives: Across all 𝑑 rows, assuming independent hash functions, the 𝑃fp con-
siders the combined probabilities of hash collisions, fingerprint collisions, and address mismatches:

𝑃fp =
(
𝑃combined collision (row) · 𝑃address mismatch (row)

)𝑑
Substituting 𝑃combined collision (row) and 𝑃address mismatch (row):

𝑃fp =

((
1 − 𝑒−

𝑛 (𝑛−1)
2𝑚

)
·
(
1 − 𝑒−

𝑛 (𝑛−1)
2𝑘+1

)
· 1
2𝑎

)𝑑
(4)

The same equation applies to the error probability of the key-value store architecture using
P-CAM.

This analysis focuses on false positives because P-CAM can be configured to prevent false neg-
atives entirely. Sketch-based structures are inherently immune to false negatives under normal
operation, and when the P-CAM operates below full capacity with overwrites disabled (cf. Sec-
tion 3.5), every inserted key’s fingerprint is retained in all its hashed FACs. Thus, assuming no
deletions or insert-time evictions, valid entries will always be detected upon query, making the error
probability inherently one-sided. In scenarios where overwriting is enabled under high load, false
negatives may occur due to evictions; however, this trade-off is optional and application-dependent.
Mitigation of false negatives in P-CAM for deterministic scenarios is discussed in Section 3.5.

3.4 Managing Accuracy with Confidence Vector
The number of matches found in the FACs across the memory arrays can be encoded as a bit array
of size 𝑑 , referred to as the confidence vector. This vector indicates the likelihood of false positives: a
higher number of set bits indicates greater confidence in the query result. A user-defined threshold
can be applied to the confidence vector to decide whether to accept the result. For example, when
𝑑 = 4, the result may be accepted only if at least two bits in the confidence vector are set. In hybrid
systems where values are stored in external memory, low-confidence results can be verified through
an additional lookup in the external memory. Since the number of matches is computed during the
query process, reporting the confidence vector incurs no additional computational overhead. A
more detailed evaluation of the query confidence is presented in Section 4.3.4.

In accuracy-critical applications, such as IP routing, relying solely on probabilistic matching may
be insufficient due to false positives. In such cases, the confidence vector serves as a reliability filter:
high-confidence results (e.g., matching all 𝑑 arrays) are accepted immediately, while low-confidence
matches can trigger a verification step against slower but exact backing memory. This selective
confirmation mechanism effectively mitigates the impact of false positives, allowing the system to
maintain 100% functional accuracy. From a design perspective, when the total number of entries
(𝑛) is known a priori, parameters such as the fingerprint size (𝑘), number of FACs (𝑚), and the
number of memory arrays (𝑑) can be configured to bound the false-positive probability, as indicated
by Equation 4. This parameter tuning enables P-CAM to achieve a desired confidence level while
optimizing the trade-off between accuracy and resource utilization.

3.5 Deterministic Operation and Error Mitigation
A critical aspect of P-CAM’s behavior occurs when the memory approaches full capacity (the load
factor, 𝛼 = 𝑛

𝑚
, approaches 1.0). As described in Algorithm 1, if a new entry hashes to 𝑑 locations

without finding an empty or matching FAC, the update policy replaces it with the oldest entry,
identified by the smallest address. This eviction policy is inherited from the SPArch architecture,
where it is beneficial for tracking dynamic data streams like network heavy-hitters, as older, less
relevant entries are naturally discarded. However, for general-purpose CAM applications, this
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replacement may introduce false negatives. This occurs only when all 𝑑 candidate locations are
occupied by distinct, non-matching fingerprints, forcing the eviction of the oldest among them.
The probability of a specific entry being evicted is therefore a function of the load factor, the rate
of new insertions, and the entry’s relative age. Importantly, eviction does not always cause false
negatives, as older entries are often stored in multiple locations due to fewer initial collisions.
To support applications where false negatives are unacceptable, P-CAM offers a configurable

mechanism. As stated in the update algorithm in Section 3.1, insertions can be denied by raising a
memory full flag instead of overwriting an existing entry. By monitoring this flag, the system can
operate deterministically up to the capacity. For applications with static or quasi-static datasets,
such as converged IP routing tables, the P-CAM can be pre-loaded, and subsequent updates can be
disabled, thereby completely eliminating the possibility of false negatives. This allows P-CAM to
serve deterministic use cases, provided the dataset fits within the configured memory capacity.

4 Hardware Implementation and Performance Evaluation
We implemented P-CAM on FPGA using Verilog HDL and assess the performance in terms of
latency, resource utilization, and accuracy. The hardware architecture block diagram of P-CAM is
shown in Figure 5. The implementation and evaluation are conducted for two different input sizes,
96 and 384 bits. The inputs are handled using hash functions with dedicated input sizes of 96 and
384 bits. A single hash function instance generates the required hash bits, and the hash output is
split to produce the hash values that map the input 𝑥 to the sketch memory. The address select
logic outputs the presence, address of the queried input, and the confidence vector. An up-counter
is used as the address generator, with the maximum value set to 𝑛, the number of elements to be
stored.

Hash
Calculation

Address
generator

Control Unit
Register

Update
FSM

Query
FSM

Address
select
logic

Sketch
Block RAM96/384 bit

query
update

Address

Confidence
Vector

Match

Fig. 5. Hardware architecture of P-CAM, with the sketch module implemented using dual-port Block RAMs
and separate datapaths for update and query operations, enabling simultaneous lookups and insertions in
real time.

4.1 Architectural Features
Simultaneous Update and Query: The hardware architecture of P-CAM supports simultaneous
update and query operations, enhancing its applicability in high-throughput scenarios, particularly
in applications such as real-time network flow monitoring. A generic probabilistic data structure
typically uses a single datapath for update and query, which limits parallel operations and introduces
data hazards during pipelining. In contrast, the P-CAM architecture consists of two separate hash
function modules and two distinct datapaths for update and query, controlled by two finite state
machines (FSM). This simultaneous operation is enabled by dual-port BRAMs used as the sketch
memory, with dedicated ports for read and write operations. This design also improves the operating
frequency compared to the generic single-datapath architecture by reducing the critical datapath.
Hash function: The reliance on hashing introduces potential security considerations. Specifically,
adversarial inputs could be crafted to induce hash collisions, increasing the false positive rate or
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corrupting stored entries. To mitigate such risks, P-CAM uses hash functions with strong avalanche
properties to ensure uniform distribution of inputs. While we assume 𝑑 independent hash functions,
this is highly inefficient to implement in hardware. A common optimization is to use a more
complex hashing scheme derived from two base hashes [23], but an even more hardware-efficient
approach is to use a single, wide output hash function, and partitioning its large output to derive
multiple, quasi-independent hashes. The effectiveness of this entire approach, however, hinges on
the statistical quality of the chosen hash function.

The standard approach of using a hash function to compress a large key down to a small address
(e.g., log2 (𝑚) bits) is the fundamental source of hash collisions. P-CAM avoids this problem by
using a hash function that does not compress the input and has strong avalanche properties.
For this, we use Xoodoo-NC [48] as the hash function, which is a lightweight, reduced-round,
non-cryptographic version of the Xoodoo permutation [12]. Xoodoo-NC with strong avalanche
properties (entropy, weight, and dependence) and an output block size equal to or greater than
the input block size acts as a collision-resistant mapping, not a collision-prone compression. This
single hash function approach is not just a hardware optimization, but a more robust probabilistic
design that replaces a lossy compression step with a high-fidelity permutation.

A 96-bit version of Xoodoo-NC is presented in [48], derived using only one sheet of the Xoodoo
permutation state. A Xoodoo round consists only of shift, AND, and XOR operations, resulting
in low logical depth and latency. The rounds are implemented using a fully unrolled architecture,
completely implemented in combinational logic, allowing the entire hash to be computed in a single
clock cycle. Xoodoo-NC can generate output widths of any multiple of 96 bits by increasing the
number of rounds (beyond those required to satisfy avalanche properties) and concatenating the
resulting outputs.
We extend the design to use the entire 384-bit Xoodoo permutation state for the 384-bit input

version of the hash function. The 96-bit Xoodoo-NC hash function requires only 2.5 rounds of the
permutation to satisfy the avalanche properties, whereas the 384-bit variant requires four rounds.
In our implementation, we use 3 rounds for 96-bit Xoodoo-NC. The hash computation latency
for the 384-bit input width is only 2.86 ns, and the hash function can process an input in every
clock cycle. Due to its low logical depth and no memory usage, it introduces minimal resource
and power overhead compared to commonly employed non-cryptographic hash functions such
as FNV-1a and Murmur hash [14, 16]. The avalanche characteristics are represented using three
metrics, namely avalanche dependence (𝐷𝑎𝑣), avalanche weight (𝑤𝑎𝑣), and avalanche entropy (𝐻𝑎𝑣),
representing correlation, diffusion, and randomness, respectively. Table 3 shows the avalanche
characteristics and hardware performance on a Kintex Ultrascale+ FPGA. For a detailed hardware
analysis of Xoodoo-NC, description of avalanche metrics, and their computation, we refer to the
original paper [48].

4.2 Evaluation Setup
The evaluation is conducted on two FPGA platforms: Kintex Ultrascale+ (xcku5p-ffvb676-2-e) and
Virtex Ultrascale+ (xcvu9p-flga2104-2L-e). The Kintex UltraScale+ FPGA is used to evaluate smaller
P-CAM configurations and allow a fair comparison with prior works. For larger table sizes, the

Table 3. Avlanche scores and hardware performance of 96-bit and 384-bit versions of Xoodoo-NC

Feature Avalanche Values Hardware Results (Kintex UltraScale+)
Rounds 𝐷𝑎𝑣 𝑤𝑎𝑣 𝐻𝑎𝑣 LUT BRAM Latency (ns) 𝑓𝑚𝑎𝑥

Xoodoo-NC (384-bit) 4 384 191.83 383.99 1536 0 2.86 349 MHz
Xoodoo-NC (96-bit) 3 96 47.31 95.87 384 0 1.96 510 MhZ
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Virtex UltraScale+ FPGA is employed due to the limited on-chip memory available on the Kintex
device. All hardware results are obtained using Xilinx Vivado 2022.2.

Two datasets are used to evaluate the accuracy: a synthetic dataset and a real-world dataset. The
synthetic dataset comprises unique key-value pairs, where keys are generated as 96-bit or 384-bit
cryptographic values by truncating the 256-bit output of SHA-256 [32] or the 384-bit output of SHA-
384 (to 24 or 96 hexadecimal characters) from 256-bit or 512-bit random inputs. The corresponding
values are 32-bit integers arranged sequentially and then randomly shuffled to eliminate ordering
bias. This dataset emulates real-world memory access patterns with uniformly distributed keys
and non-contiguous values, offering high-entropy key-value associations.

The real-world dataset used is the RouteViews Prefix to AS mappings (pfx2as) [7], which maps
IPv4/IPv6 prefixes to their originating Autonomous System (AS) numbers based on BGP routing
data collected from globally distributed RouteViews [34] collectors. This mapping helps identify
the network or AS responsible for routing traffic for specific IP ranges. Notably, AS numbers are
not uniquely tied to individual prefixes, and a prefix may be associated with multiple ASes, making
this dataset particularly suitable for evaluating system performance under challenging, multiclass
real-world scenarios.

These datasets reflect common workloads in packet-processing applications such as IP routing,
flow monitoring, and ACL lookups, where exact-match associative queries dominate.

4.3 Results
4.3.1 Accuracy Analysis. Accuracy is measured using the key-value storage architecture of
P-CAM, since the presence of a matching key alone is insufficient to ensure correctness due to
potential fingerprint collisions. In this setup, the stored value is retrieved and compared with the
expected value to verify correctness. The accuracy is evaluated against the varying load factor (𝛼)
and fingerprint size. The load factor indicates how full the memory is, expressed as the ratio of
the number of elements stored to the total memory size ( 𝑛

𝑚
). Figure 6 plots the accuracy versus

fingerprint size for various load factors using the synthetic dataset. As the load factor increases, the
sketch becomes more saturated, leading to more hash collisions and reduced accuracy, as seen in
Figure 6. When the load factor is below 0.5 and the fingerprint size is 8 bits, the accuracy remains
≈100% when 𝑑 > 2. However, at higher load factors, lower 𝑑 values experience a more pronounced
decline in accuracy due to increased collisions in the FAC. Even so, the accuracy stays above 95%
for 𝑑=2 at a load factor of 1.0. Furthermore, 𝑑 = 4 maintains 100% accuracy across all load factors,
while 𝑑 = 3 achieves 99.6% at a load factor of 1.0.

While a 6-bit fingerprint suffices to reach peak accuracy at a load factor of 0.5, an 8-bit fingerprint
is required at a load factor of 1.0. At lower load factors, the fingerprint size can be reduced to save
memory without compromising accuracy. Figure 6 (a) shows that 𝑑 = 2 has the lowest accuracy
compared to 𝑑 = 3 and 𝑑 = 4. Regardless of the load factor, accuracy reaches ≈100% for 𝑑 = 4 when
the fingerprint size is eight bits or more. Similarly, 𝑑 = 3 also reaches ≈100% accuracy at a load
factor of 0.5 when the fingerprint size is eight bits or higher.

With the synthetic dataset, which contains only unique key-value pairs, the accuracy is slightly
higher than with the real-world pfx2as dataset, as shown in Figure 6 (b). This difference arises
because AS numbers in pfx2as are not uniquely tied to individual prefixes, meaning a key can
map to multiple values and vice versa. Consequently, P-CAM may update the existing values of a
specific key to its newest value based on the sequence of arrival. Nevertheless, the accuracy with
the pfx2as dataset still approaches closer to the maximum observed value while using the synthetic
dataset. We also evaluated the accuracy for the 384-bit-input implementation, which yields the
same accuracy as the 96-bit version, as shown in Figure 6 (c).
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Fig. 6. P-CAM accuracy versus fingerprint size. (a) Accuracy on the synthetic dataset for load factors 𝛼=0.5
and 𝛼=1.0, with 𝑑=2,3,4. (b) Accuracy comparison between the synthetic and pfx2as datasets for 𝑑=2,3,4. (c)
Accuracy comparison between input sizes 96 bit and 384 bits for 𝑑=2,3,4.

Accuracy-resource trade-off: In P-CAM, the accuracy is dependent on the parameters 𝑑 , 𝛼 , and
𝑓 , while the hardware logic resource usage is independent of 𝛼 . Under typical configurations (e.g.,
𝑑 ≥4 and 𝑓 ≥8), accuracy remains stable across load factors (>99.9), as shown in Figure 6(a), and
further increasing 𝑓 yields negligible accuracy improvements while consuming more memory, as
shown in Figure 7. As such, configuring the system with 𝑑 = 4 and 𝑓 = 8 offers a near-optimal trade-
off between accuracy and resource usage. While smaller values of 𝑑 and 𝑓 exhibit modest accuracy
degradation with increased load, reducing the load factor can restore high accuracy. For instance,
with 𝑑 = 3 and 𝑓 = 4, P-CAM still achieves >99.9% accuracy for a load factor of 0.25. In contrast to
deterministic CAMs, which guarantee perfect accuracy but incur substantial memory and logic
overhead with increasing input width (cf. Section 4.3.3), P-CAM offers configurable accuracy with
tunable memory use and width-independent storage. This tunability enables efficient deployment in
high-throughput or resource-constrained environments without rigid accuracy–resource trade-offs.

4.3.2 Resource Utilization and Latency Analysis. The latency and resource usage on FPGA
with regard to the increasing value of the memory array size𝑚, which is also taken as the number
of entries 𝑛 or the table size, is shown in Figures 8, 9, and 10. The overall latency of the architecture
is three clock cycles, corresponding to its three pipeline stages. As the table size grows, there
is a gradual increase in the critical path delay. This increase is primarily attributed to routing
delays, as shown in Figure 8. Notably, the logic delay component in the critical path remains nearly
constant regardless of table size. The rise in critical path delay is therefore proportional to the
increase in routing delay. Since critical path delay determines the maximum operating frequency
and throughput, maintaining a constant logic delay enables the P-CAM to sustain high throughput
even with larger input and table sizes. The timing analysis is based on automated placement and

2 3 4 5 6 7 8 9 10 11 12 13
FP size

100

150

200

250

300

350

400

450

M
em

or
y 

(K
B)

Memory (KB)
Accuracy (%)

99.6

99.7

99.8

99.9

100.0

Ac
cu

ra
cy

 (%
)

Memory and Accuracy vs FP size

Fig. 7. Accuracy versus memory usage for P-CAM as a function of fingerprint size, evaluated at a constant
load factor of 0.5.

ACM Trans. Reconfig. Technol. Syst., Vol. 1, No. 1, Article . Publication date: March 2026.



Breaking the Scalability Barrier of CAMs: A Probabilistic Alternative 17

171513119
Table Size log2(m)

1.0

1.5

2.0

2.5

3.0

3.5

4.0

4.5

5.0

De
la

y 
(n

s)

Critical path delay (d=3)
Critical path delay (d=4)
Routing delay (d=3)
Routing Delay (d=4)
Logic delay (d=3)
Logic delay (d=4)

Fig. 8. Critical path delay of the
FPGA implementation against
increasing table size.

171513119
Table Size log2(m)

0

1000

2000

3000

4000

5000

6000

LU
Ts

3.0

3.5

4.0

4.5

5.0

De
la

y 
(n

s)

LUT (f_size=96)
LUT (f_size=384)
Critical path delay (f_size=96)
Critical path delay (f_size=384)

Fig. 9. Hardware resource usage and
critical path delay of P-CAM for 96-bit
and 384-bit inputs.

0

1000

2000

3000

LU
T 

Us
ag

e LUT (d=2)
LUT (d=3)
LUT (d=4)

9 11 13 15 17
Table Size (log2(m))

0

100

200

300

BR
AM

 U
sa

ge BRAM (d=2)
BRAM (d=3)
BRAM (d=4)

Fig. 10. LUT and BRAM usage
against increasing table size.

routing, which accounts for minor variations in logic delay. Further optimization may be achieved
through manual placement and routing.

The increase in LUT usage with increasing table sizes is minimal for P-CAM, as the computational
overhead is primarily limited to hash computations. Although, as the table size becomes very large
(e.g., when table size changes from 215 to 217), there is a noticeable increase in LUT usage, as seen
in Figures 9 and 10. This is mainly attributed to the increase in address width (log2𝑚) of the table,
requiring more multiplexers, decode/control logic for data access, BRAM replication or cascading
to meet higher memory demands, and parallelism or pipelining overheads. Nonetheless, such
overheads are common to other memory architectures as well.

The usage of BRAM (36 Kb) also increases gradually with table size, as it stores both fingerprints
and addresses. Yet, the memory requirement is significantly lower than that of conventional CAMs,
especially for large key sizes, since CAMs must store full keys rather than compressed fingerprints.
A more detailed discussion on the effect of input sizes and memory requirements is presented in
the following section.

4.3.3 Scalability and Memory Efficiency. The memory requirement of P-CAM is fixed irre-
spective of the input size of entries. The memory footprint of P-CAM with a fixed fingerprint size
of 8 bits and of traditional BCAM for varying input sizes are plotted in Figure 11. The larger the
input size, the higher the memory efficiency of P-CAM, a significant contrast compared to CAM. In
contrast, with smaller input sizes, the required bits per entry of each FAC would be substantial
relative to the input size, particularly for larger tables. For instance, for an input size of 24 bits
and a table size of 65,536, each FAC requires 24 bits, which is equal to the input size. With the
increasing value of 𝑑 , the overall memory requirement also grows.
For an input size of 96 bits and a fingerprint size of 8 bits, the size limit or the maximum table

size of P-CAM is 65,536, as indicated by the red dot in Figure 11 that specifies the intersection point
of CAM and P-CAM memory requirement. Beyond this point, the memory requirement of P-CAM
exceeds that of CAM. The intersection point𝑚𝑚𝑎𝑥 defines the maximum table size at which P-CAM
is more memory-efficient than CAM and is given by:

𝑚max = 2( 𝑏𝑑 −𝑘) (5)
where 𝑏, 𝑑 , and 𝑘 represent the input bit-width, number of memory arrays, and fingerprint size,

respectively.
Nevertheless, the memory usage of P-CAM can be reduced by either reducing the fingerprint size

or limiting the table size. Importantly, even if P-CAM slightly exceeds CAM’s memory usage beyond
𝑚𝑚𝑎𝑥 , its computational complexity remains constant, and latency is unaffected, a key distinction
from conventional CAM, which incurs increased delay and complexity with larger input or table

ACM Trans. Reconfig. Technol. Syst., Vol. 1, No. 1, Article . Publication date: March 2026.



18 Arish Sateesan, Jo Vliegen, and Nele Mentens

2,048 8,192 32,768 131,072 524,288
Table Size (m) (log scale)

0.0

0.5

1.0

1.5

2.0

2.5

M
em

or
y 

Re
qu

ire
m

en
t (

×1
08  b

its
) 1e8

(96, 65536)

P-CAM, d=4
P-CAM, d=3
P-CAM, d=2
CAM (b=24)
CAM (b=96)
CAM (b=256)
CAM (b=384)
CAM (b=512)

Fig. 11. Comparison of memory requirements w.r.t. input size for BCAM and P-CAM. For P-CAM, input size
is not limited and the memory requirement is independent of input size. The red dot indicates the maximum
table size for an input size of 96 bits and a fingerprint size of 8-bits.

sizes. As both input and table sizes grow, CAM becomes increasingly impractical due to its need to
store full input keys. In contrast, P-CAM maintains a fixed memory requirement independent of
input size. This fixed memory requirement is particularly advantageous for portability to other
hardware platforms. By selecting a hash function capable of handling the largest expected input size
and knowing the required table size, the P-CAM architecture remains unchanged, making it portable
across various platforms, especially to ASIC. This advantage is highly relevant in applications such
as networking, where CAMs are widely used in programmable switches.

4.3.4 Evaluation ofQuery Confidence. As described in Section 3.4, the 𝑑-bit confidence vector
indicates the confidence of query operations, where the number of set bits indicates the number of
matching FACs. A confidence value of 𝑐 = 𝑑 corresponds to the highest confidence, while 𝑐 = 1
indicates the lowest. The confidence of P-CAM queries is evaluated for load factors 𝛼 = 0.5 and 1.0,
fingerprint sizes ranging from 3 to 10 bits, and the number of memory arrays 𝑑 = 4. The resulting
confidence percentages are plotted in Figure 12.

0
5

10
15
20
25
30
35
40
45
50

Co
nf

id
en

ce
 %

=0.5
Confidence=4 Confidence=3 Confidence=2 Confidence=1 Accuracy

3 4 5 6 7 8 9 10
Fingerprint Size

0
5

10
15
20
25
30
35
40
45
50

Co
nf

id
en

ce
 %

=1.0

98.0

98.5

99.0

99.5

100.0

Ac
cu

ra
cy

98.0

98.5

99.0

99.5

100.0

Ac
cu

ra
cy

Fig. 12. P-CAM query confidence levels and overall accuracy versus fingerprint size. Both plots are shown for
𝑑 = 4 at load factors 𝛼 = 0.5 and 𝛼 = 1.0.
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Let conf(𝑐) denote the confidence percentage of queries for which exactly 𝑐 FACs match. At a
lower load factor (𝛼 = 0.5), query confidence is higher due to fewer FAC collisions. For example,
with an 8-bit fingerprint, the combined percentage of conf(4) and conf(3) is approximately 78%,
while conf(1) is only about 5.4%. As the load factor increases to 𝛼 = 1.0, FAC collisions become
more frequent, reducing the overall query confidence, as reflected by the lower conf(4) and conf(3)
values.

The impact of fingerprint size on confidence is also evident. Smaller fingerprints result in more
collisions, thereby slightly lowering the confidence. However, as the fingerprint size increases, the
confidence stabilizes. Specifically, the values of conf(4) and conf(3) decrease and saturate when
the fingerprint size reaches 7 bits or more. Conversely, conf(2) and conf(1) exhibit the opposite
trend as they are lower for smaller fingerprint sizes but increase and stabilize as the fingerprint
size increases. The accuracy plot validates the confidence vector. It shows that accuracy is high
and stable in low-collision scenarios (when 𝛼 = 0.5 or with large fingerprints), confirming that the
confidence vector is a correct indicator of accuracy.

4.3.5 Comparison with State-of-the-Art Architectures. The comparison of P-CAM with
state-of-the-art architectures is presented in Table 4. It is important to clarify the scope of this
comparison. P-CAM, in its current form, performs probabilistic exact matching, whereas designs
like DSCAM+ and Comp-TCAM provide deterministic exact and wildcard (ternary) matching.
Therefore, this is not a direct feature-for-feature architectural benchmark. To our knowledge, no
prior FPGA-based CAM-like architecture is built entirely on probabilistic data structures in the
manner that P-CAM is, making a direct match-to-match comparison infeasible. Rather, we compare
these architectures because they represent the state-of-the-art memory-optimized CAM designs
implemented on FPGA, addressing the same problem domain, namely, memory efficiency, latency,
and scalability for associative search, while deviating from conventional CAM architectures. While
their functional capabilities differ, they serve as meaningful baselines to quantify the substantial
resource and scalability benefits achievable in applications such as packet processing when a
probabilistic engine like P-CAM is used in contexts where approximate exact-match functionality
suffices. As we discuss in Section 4.4, extending P-CAM to support ternary operations is a direction
for future work.

Solutions such as Comp-TCAM [20], SplitBucket [47], and DSCAM+ [55] primarily aim to reduce
on-chip memory usage. These designs use LUTs or LUTRAMs as memory elements to reduce

Table 4. Comparison of P-CAM with State-of-the-Art FPGA-based CAM Architectures.

Architecture FPGA Table size Input LUTs BRAM LUTRAM Max. Freq. Latency Searches/s 𝐸𝐿 𝐸𝑀 𝐸𝑜𝑣𝑒𝑟𝑎𝑙𝑙
bitwidth (36Kb) (MHz) (ns) (Million)

Xilinx BCAM [1] Virtex-US+ 1024 150 2.9 K 12 0 333 – – 52.07 0.36 0.46
HLSCAM BCAM [1] Virtex-US+ 1024 150 54.6 K 0 0 374 – – 2.81 – 0.01
Comp-TCAM [20] Kintex US 512 36 2.2 K 16 1536 585 – – 7.83 0.03 0.05
SplitBucket [47] Virtex-7 18,001 36 22 K 0 0 184 27.1 36.9 29.46 – 0.06

Virtex-7 524,287 36 282.3 K 0 0 103 48.5 20.6 66.86 – 0.13
DSCAM+ [55] Kintex US+ 20,000 32 12.6 K 0.5 0 292 20.5 48.8 50.79 35.56 35.66
(BRAM cost=100) Kintex US+ 524,287 32 45.5 K 274 0 235 25.5 39.2 368.73 1.70 2.44
DSCAM+ Kintex US+ 512 32 1.2 K 1 0 658 9.1 109.9 13.65 0.46 0.48
(BRAM cost=20) Kintex US+ 20,000 32 4.1 K 43 0 327 18.3 54.6 156.10 0.41 0.73

Kintex US+ 524,287 32 39.1 K 315.5 0 251 23.9 41.8 429.08 1.48 2.34
P-CAM (Our work) Kintex US+ 512 96 0.8 K 1.5 0 392 7.6 131.6 61.44 0.91 1.03
(𝑑=3, 𝛼=1.0, Kintex US+ 20,000 96 1.2 K 40.5 0 303 9.9 101.0 1600.00 1.32 4.52
Accuracy=99.42) Virtex US+ 524,287 96 7.0 K 1152 0 100 30 33.3 7190.22 1.21 15.59
P-CAM (Our work) Kintex US+ 512 96 1.2 K 2 0 347 8.6 116.2 40.96 0.68 0.77
(𝑑=4, 𝛼=1.0, Kintex US+ 20,000 96 1.9 K 54 0 270 11.1 90.1 1010.53 0.99 3.01
Accuracy=99.85) Virtex US+ 524,287 96 9.8 K 1536 0 101 29.6 33.8 5135.87 0.91 11.18
P-CAM (Our work) Kintex US+ 512 384 2.9 K 2 0 314 9.5 105.3 67.80 2.73 2.87
(𝑑=4, 𝛼=1.0, Kintex US+ 20,000 384 3.8 K 54 0 256 11.7 85.5 2021.05 3.95 7.99
Accuracy=99.83) Virtex US+ 524,287 384 11.6 K 1536 0 100 29.9 33.4 17355.71 3.64 38.35

Max. Freq. refers to the maximum operating frequency of the synthesized hardware, which was used to compute the
latency and throughput figures.
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reliance on BRAMs on FPGAs. For instance, SplitBucket completely eliminates BRAM usage by
relying solely on LUTs, while DSCAM+ adopts a hybrid strategy that balances the use of LUTs and
BRAMs using a parameter called BRAM cost. Although these approaches reduce BRAM usage, they
lead to a significant increase in computational complexity. It is also worth noting that the supported
input widths in SplitBucket and DSCAM+ are relatively small, 36 bits and 32 bits, respectively.
Scaling these architectures to larger input widths results in exponential growth in memory and
logic complexity, making them impractical for high-capacity applications.
DSCAM+ is tailored for prefix-matching applications, but when it comes to generalized CAM

applications, the Bitmap (BM) structure becomes a major bottleneck, as its memory requirements
scale exponentially (2𝑠 ) with the subwordBM size (𝑠). If the input size increases from 32 to 96 bits
and 𝑠 is scaled proportionally, the BM memory requirement may become infeasible for hardware
implementation. Alternatively, reducing 𝑠 may require increasing the subword sizes in later stages,
leading to increased LUT usage and complexity in the MUX stage, ultimately causing higher latency
and degraded clock frequency due to longer critical paths.

From Table 4, we observe that for larger table sizes, the BRAM requirement in P-CAM becomes
higher than in DSCAM+. This outcome is to be expected for two main reasons. First, DSCAM+
support 32-bit entries while P-CAM supports 96 bits or more. Second, for an input size of 96
bits, P-CAM maintains a lower memory footprint than BCAM for table sizes up to 65,536 (see
Section 4.3.3). Notably, P-CAM scales well with larger input sizes; for instance, at 384-bit input, the
memory requirement of P-CAM will exceed that of BCAM only if the table size is larger than 288,
demonstrating its excellent scalability.

Hardware Efficiency Metrics: To quantitatively compare P-CAM with the state-of-the-art ar-
chitectures, we focus on normalized resource usage metrics that reflect architectural efficiency
rather than absolute numbers. Specifically, we define two metrics: Memory Efficiency (𝐸𝑀 ) and
Logic Efficiency (𝐸𝐿), which normalize the total information capacity (Table Size × Key Width)
against consumed FPGA resources, where Table Size is the size of the memory array (𝑚). For both
metrics, higher values indicate more efficient use of hardware. These metrics also offer insights into
scalability. Designs with higher (𝐸𝑀 ) and (𝐸𝐿) values can accommodate larger tables or wider keys
with proportionally less resource growth. Moreover, reduced logic and memory footprint, reflected
in these efficiency metrics, typically enables shallower pipelines and faster clocking, contributing
to lower access delay in practice.
This normalization enables a fair comparison across designs with differing table sizes and bit-

widths by distilling the performance down to a fundamental unit of stored bits per LUT or BRAM.
While the comparison is not feature-to-feature, as P-CAM trades ternary capability for density, this
normalization isolates the architectural overhead and quantifies the hardware cost of determinism.
They highlight the resource penalty incurred by traditional architectures to support strict exact or
ternary matching compared to P-CAM’s more compact probabilistic approach.

Memory Efficiency: The memory efficiency measures how closely the actual BRAM usage matches
the ideal storage requirement for the given table size (𝑇 ) and bit-width (𝑏):

𝐸M =
𝑏 ×𝑇

𝑈BRAM × 𝑆BRAM
(6)

where𝑈BRAM is the actual number of BRAM blocks used, and 𝑆BRAM is the storage capacity of
one BRAM block (in bits).

Logic Efficiency: The logic resource efficiency quantifies the logic overhead expressed in terms of
bits per LUT.
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𝐸L =
𝑏 ×𝑇

𝑈LUT +𝑤 ×𝑈LUTRAM
(7)

where 𝑈LUT is the number of LUTs used, 𝑈LUTRAM is the number of LUTRAM units used, and
𝑤 (0 < 𝑤 < 1) is the weighting factor for LUTRAMs, as LUTRAM is known to be more efficient
than pure LUT-based storage logic. In Xilinx FPGAs, a reasonable assumption is that LUTRAM is
≈4× to ≈16× more efficient than LUTs. Thus, a good weighting factor is𝑤=0.1.

Both metrics allow fair comparison of implementations across different parameter configurations
by normalizing to the theoretical ideal requirements.

Overall Hardware Efficiency: To provide a single figure of merit for comparing different designs,
we define an overall hardware efficiency metric that combines both logic and memory efficiency.
This metric reflects the fact that FPGA performance depends on the balance between available
logic resources (LUTs and LUTRAMs) and on-chip memory (BRAMs).

A straightforward approach is to compute a weighted sum:

𝐸overall = 𝑤𝐿 × 𝐸𝐿 + 𝐸𝑀 (8)

where𝑤𝐿 is a weighting factor that reflects the relative importance or scarcity of logic resources
compared to BRAMs on the target device.

A single 6-input LUT can be configured as a 64-bit RAM [2], which means approximately 600–700
LUTs, including decoding logic, are needed to replicate the storage capacity of one BRAM. However,
BRAMs are coarse-grained, i.e., if they are not fully utilized, some capacity is wasted. By contrast,
LUTs are fine-grained and well-suited for implementing small buffers. In CAMs, caches, and other
memory-intensive designs, it is preferable to map large storage blocks to BRAMs to maximize
area efficiency. Taking these factors into account, we set the LUT weight factor𝑤𝐿 to 1

500 , which
is a conservative and reasonable estimate, while also considering the FPGA resource availability.
However, in designs where LUTs are critical resources, the fact that approximately 500 LUTs are
needed to replicate the capacity of a single BRAM underscores the high cost of using LUTs for
storage. Consequently, LUT usage should be weighted more heavily than BRAM usage when
evaluating resource efficiency. Using the weighted sum provides greater interpretability and allows
prioritization of resources according to the specific FPGA architecture or application requirements.
A higher 𝐸overall indicates that the design achieves greater useful capacity per unit of total hardware
cost.

The quantitative results presented in Table 4 demonstrate the superior scalability and resource
efficiency of P-CAM compared to existing solutions. This advantage is especially pronounced when
processing wide inputs, a key limitation of prior architectures. For example, with 384-bit entries,
P-CAM achieves an overall efficiency (𝐸overall) of ≈38, which is an order of magnitude greater than
the scores reported for other state-of-the-art architectures, operating on much narrower input
widths. This substantial gain is primarily due to P-CAM’s exceptional logic efficiency (𝐸𝐿), exceeding
17,000 bits per LUT-equivalent, underscoring its highly optimized architecture. In comparison,
designs such as Comp-TCAM and DSCAM+ yield much lower logic efficiencies, reflecting their
heavy dependence on logic resources and limited scalability. This becomes increasingly problematic
when larger storage capacities are needed, where BRAMs offer far greater efficiency. Similarly,
architectures like SplitBucket eliminate BRAM entirely, but at the expense of significantly increased
logic consumption, resulting in poor overall efficiency. Collectively, these results show that P-
CAM’s balanced use of logic and memory resources enables a more practical and scalable solution
for modern, high-capacity CAM applications.

ACM Trans. Reconfig. Technol. Syst., Vol. 1, No. 1, Article . Publication date: March 2026.



22 Arish Sateesan, Jo Vliegen, and Nele Mentens

4.4 Future Work
The proposed architecture currently supports (probabilistic) exact matching; however, many practi-
cal applications, such as prefix matching, require masked or ternary lookup capabilities. To address
these needs, masking techniques can be integrated to emulate the functionality of TCAMs, enabling
flexible prefix and exact pattern matching. Supporting ternary logic would likely require modifica-
tions to the FAC matching mechanism, such as introducing mask-aware fingerprint encoding or
supporting multi-mode comparisons. The fundamental challenge is that the hash functions rely on
the avalanche effect, changing a single input bit results in a completely different hash. This makes
standard hashing incompatible with don’t care bits. To overcome this, two potential approaches
could be explored:
• Prefix-Partitioned P-CAM (for longest-prefixmatching): Deployingmultiple P-CAM instances
in parallel, where each instance handles a fixed prefix length (e.g., /16, /24, /32), similar to
Bloom filter chaining in longest-prefix matching designs.
• Key Decomposition (for masked matching in ACLs): Dividing the input key into smaller
sub-fields (e.g., 16-bit chunks), performing exact probabilistic matches independently on each
field, and aggregating results via logical operations to resolve wildcard semantics.

Future work should explore efficient hardware implementations of such masking schemes while
minimizing area and power overhead.

For use cases involving noisy pattern matching or DNA sequence analysis, approximate lookup
methods based on Hamming distance provide an effective solution to identify mutations. Conven-
tional CAMs and TCAMs, with their strict exact or masked matching, are not well-suited for such
tolerant comparisons. Furthermore, approximate lookups are also applicable to classification tasks,
particularly when datasets are small and lack sufficient diversity to leverage machine learning mod-
els effectively. In this context, P-CAMwith Hamming distance-based approximate lookup capability
could replicate the behavior of classical machine learning models, such as k-nearest neighbor (kNN)
classifiers, offering similar functionality while demanding significantly less memory.
Future work will explore the design of efficient hardware mechanisms to support approximate

matching with configurable distance thresholds, enabling tunable tolerance for error-resilient
applications. Moreover, future research could investigate hybrid architectures that combine exact,
ternary, and approximate matching modes that may further enhance adaptability to diverse work-
loads. Additionally, integrating error-resilient encoding schemes could further enhance robustness
in noisy environments. Benchmarking these capabilities against traditional classifiers in terms of
accuracy, latency, and energy efficiency is another promising direction.
Additionally, extending the P-CAM framework to support multi-dimensional and hierarchi-

cal data structures may unlock new application domains, including real-time signal processing,
bioinformatics, and security systems, where high-speed and flexible pattern matching is critical.
Another exciting direction is to investigate how P-CAM could accelerate finite automata, such as
deterministic (DFA) or non-deterministic finite automata (NFA), which are fundamental to deep
packet inspection and regular expression matching. Traditional FPGA-based DFAs suffer from the
state explosion problem, often requiring slow off-chip DRAM to store massive transition tables,
which introduces latency bottlenecks. P-CAM, with its compact and parallel associative memory
fabric, could serve as an efficient on-chip state transition memory. By mapping FA states and
transitions onto P-CAM’s BRAM-based structure, it may be possible to construct high-throughput,
space-efficient automata processors tailored for streaming workloads. However, it also introduces
the novel challenge of probabilistic transitions, where a false positive lookup could cause the
automaton to enter an incorrect state. Future work will investigate the robustness of such systems
and explore mitigation techniques to ensure correctness under probabilistic behavior.
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5 Conclusion
This paper presented P-CAM, a novel associative memory architecture that addresses the scalability
limitations of traditional CAMs by making a conscious trade-off of giving up deterministic, single-
cycle lookups in favour of a highly scalable, memory-efficient probabilistic approach. Unlike
conventional CAMs, which suffer from scalability limitations with increasing input width, P-CAM
decouples memory requirements from key size through hashing-based fingerprinting. It supports
dynamic updates, multi-key associations, and parallel insert/query operations, making it well-
suited for high-throughput, low-latency workloads. Our hardware evaluation on Ultrascale+ FPGAs
shows that P-CAM offers excellent resource efficiency and maintains low, constant latency even
for large tables with wide input keys. For 384-bit input and a table size of 219, P-CAM achieves 15×
improvement in overall hardware efficiency (𝐸𝑜𝑣𝑒𝑟𝑎𝑙𝑙 ) compared to the best-known deterministic
design, which supports only 32-bit inputs. It further achieves 47× higher logic efficiency and
2× better memory efficiency. While the probabilistic nature introduces a small, controllable false-
positive rate, we mitigate this through a confidence vector mechanism. Importantly, P-CAM sustains
nanosecond-scale lookup latency even at high load factors, without increasing the LUT complexity.
P-CAM thus establishes itself as a robust, scalable alternative for data-intensive domains like
high-speed network monitoring and bioinformatics, where conventional exact-match memories
are infeasible.
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